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Introduction

Many tools have been developed that create an HTTP request and allow a user to modify their
contents. Fuzzing works the same way. A user can send a similar request multiple times to the
server with a certain section of the request changed. When that certain section is replaced by a
variable from a list or directory, it is called fuzzing.

In this article, we will learn how we can use wfuzz, which states for “Web Application Fuzzer”,
which is an interesting open-source web fuzzing tool. Since its release, many people have
gravitated towards wfuzz, particularly in the bug bounty scenario. So, let’s dive into this
learning process.

Introduction to Wfuzz

Wfuzz is a python coded application to fuzz web applications with a plethora of options. It
offers various filters that allow one to replace a simple web request with a required word by
replacing it with the variable “FUZZ.”

pip3 install wfuzz

Setup

To install wfuzz using pip, we can:

~

1ip3 install wfuzz

git clone https://github.com/xmendez/wfuzz.git

The same could be achieved by installing from the source using git.
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Cloning

Counting objects
Compressing ob
Total 9 (delt

wfuzz
~/wfuzz

Makefile : .py wfencode wfuzz wxfuzz
MANIFEST.in | a wf _bash_completion wxfuzz.ba
E_TEMPLATE.md README.md wip pad wfuzz.bat
LICENSE requirements.tx tox.ini wfpayload.bat

The help menu to see all the working options is as follows:

wfuzz -h
wfuzz --help
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will replace em with the

It will be the firs

List of available encoders/payloads/iterators/printers/scripts

Output with colors

—inter
interact with the program.

-p addr

—follow : Follow HTTP redirections

You can use a module by using “-z”

Wfpayload and Wfencode

./wfpayload -z range,0-15
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When you install the tool from source, compiled executables called wfpayload and wfencode
are available. These are responsible for payload generation and encoding. They can be
individually used. For example, command to generate digits from 0 to 15 is as follows:
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~fwfuzz

froot/wfuzz/src/wf

&= ot

9]

~
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1
1
]
A
9
1

el el e =]

range,@-15
uzz,/__init

~fwfuzz

Py
not work correctly when fuzzing

As you can see, there is a pycurl error. It can go away like so:

apt --purge remove python3-pycurl && apt install libcurl4-openssl-dev libssl-dev && pip3 i

remove python3-pycurl

Building d
Reading
Pack

Th

python3
to remo

Reading pa g
Building depen

libcurl4-
libssl-de
The foll g pack
fonts-roboto-s1
Use 'apt autoremo
@ upgraded, :
Requir
Requirement a
Requirement a
gquirement a
Requirement a
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=TI
—+

=TI -]
~+ =+
e e s e s

1]
—+
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Now, when you run wfencode, which is a module to encode a supplied input using a hash
algorithm, there is no pycurl error now.

[ ./wfencode -e md5 ignite ]

~fufuzz
L i md5 ignite
a7e@71b3de4B8cecldd?24debchbebe?bfl

~fwfuzz

Docker run wfuzz
Wfuzz can also be launched using docker in the following way using the repo ghcr.io. The
respective command can be run by replacing the last variable wfuzz.

[ docker run -v $(pwd)/wordlist:/wordlist/ -it ghcr.io/xmendez/wfuzz wfuzz J
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" fwardli5T
Unqb1a to find image 'ghcr.io
Pulling from xmendez

Pull c

Pull

Pull

Pull

Pull

Pull «

Downl I:Hdad newer image for =
EEEEAA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A&

.1.8 — The Web Fuzzer

Version up to 1l.4c coded by:
Christian Martorella artorellagedge-security.com)
Carlos del ojo (deepbit@gmail.com)

+*
+*
+*
+*
+*
+*
+*
+*

[options] -z payload,params <url>

., FUZnZ wherever you put these keywords wfuzz

.3.3_1_ir|e_~-q1ue} FUZZ will be replaced by baseline_value.

ould be used as a base for filtering.

-C -Z range,1-1@ —hc=BBB http
—script=robots -z list,robots

Type wfuzz -h for further information or ——help for advanced

Payloads

wfuzz -e payloads
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.com/FUZZ

A payload in Wfuzz is a source of input data. The available payloads can be listed by executing:
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~fwfuzz

payloads

Available payloads:

Name

names

permutation
shodanp
burpitem
buffer_overflow

stdin

Summary

random hex numbers from the given
URL results of a given bing API
word from a file.
results from a Burp state.
hex number of the given hex

results”' from autorize.

a network

results from a Burp log.
each number of the given ra
possible usernames by mixing
n typical constructions.

Returns permutations of the given charset

Returns URLs of a given Shodan API search

This payload loads request/response from
a string using the following patt

item read from stdin.

The detailed view can also be looked using the slice filter:

wfuzz -z help --slice "list"
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Summ Returns each elems ; st se
thor: Xavi Mendez (i
scription:
ie wordl-word2
Parameters:

]
u
B2

Subdomain Fuzzing
Subdomain discovery is extremely helpful in pentesting scenarios. Often, attackers launch
attacks on subdomains rather than main domains and it can be fuzzed like so:

Here, -c color codes the output response codes
-Z specifies a URL to be input in scan mode and ignores any connection error
-w specifies the wordlist use while subdomain bruteforce.

wfuzz -c -Z -w subdomains.txt http://FUZZ.vulnweb.com

http: //FUZZ.vulnweb.com

ikl khkkkkkkkkkkhkhkktkkhkhkkkhkikkk

* Wtu «1 - The We ¥
FhEFEEEEEdtddEdddtdddtddtdddddddtdtdddbdhkddddddidh b hdhddd

FUZZ .vulnweb.com/

Lines Word

4958 Ch "testphp”
@ Ch "dns! Pycurl error 52: Empty r
eply from se '
C Em

Empty

reply from
lo! Pycurl error 52: Empty
eply from server”
"admin! Pycurl 52: Empty
reply from
"abc! Pycurl error 52: Empty r
eply from server”
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The same can be achieved by providing the subdomain list inline too. Only, the payload (-z
option) should be supplied in with “list” as an input. The list is supplied in the format ITEM1-
ITEM2-ITEM3 like so:

wfuzz -z list,CVS-testphp-admin-svn http://testphp.vulnweb.com/FUZZ
wfuzz -z list,CVS-testphp-admin-svn http://FUZZ.vulnweb.com/

~fwfuzz
list,CVS-testphp-admin-svn http://testphp.vulnweb.com/FUZZ
Foddd ke dd ok
. &
EhEEAEEAEFAE A A A A A A A A A A A A A A A A A A A A A A AEA A A A A A E A A A A A A A A A A A A A A&

php.vulnweb.com/FUZZ

Lines Word

~fufuzz
W list,CVvs-testphp-admin-svn http://FUZZ.vulnweb.com/
EEEEEEEFEFEFEF AT T T A AT T A A AT A A A A A A A A A A A A A A d b o bbb hhddd
% Wfuzz 3.1.0 - The Web Fuzzer *
EEEEEEEFEFEEFEETEET A AT T A A AT A A A A A A A A A A A A A A4 b dd oo hhddd

et:

r
ta

Ta
To
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Directory Fuzzing
Directories can be enumerated using wfuzz just like with gobuster by using a supplied wordlist.

wfuzz -w wordlist/general/common.txt http://testphp.vulnweb.com/FUZZ

This can be done using a -w flag and input the path of the wordlist:

~fufuzz
wfuzz wordlist/general /common.txt http://testphp.vulnweb.com/FUZZ
FEhEkEkdkhk bk dkhkddddddd b dddkdd Fhkddkdkdkkhkdddhk Ak g gk
* Wfuzz 3.1.8 - The =
FEhEkEkEEE AT A hkdd At ddkdd AT At bt dddd oo dddd o bbb koAb kb d bk d ki i

php.vulnweb.com/FUZZ

Lines Word Char Payload

7L
7L
7L
7L
iL
7L
7L
fL
7L
7L
7L
7L
7L
7L
7L
iL
7L
7L
fL
7L
7L

As you can see in the above screenshot, all the results including page not found have been
dumped which makes it tedious to go through the results and find pin in a haystack. Therefore,
to sort the results out we can see the show code flag (--sc). Other such flags are:

e --hc/sc CODE #Hide/Show by code in response

e --hl/sI NUM #ide/Show by number of lines in response

e -—-hw/sw NUM #ide/Show by number of words in response
e --hc/sc NUM #ide/Show by number of chars in response

wfuzz -w wordlist/general/common.txt --sc 200,301 http://testphp.vulnweb.com/FUZZ
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~fufuzz
wordlist/general/big.txt 2 3@ Et = p.vulnweb.com/FUZZ

Thikkdkdddiditdkdiddrdiddiddddiddddidddiddddidddbdidddidddddddddddidid

php.vulnweb.com/FUZZ

Word

"qdrﬂin"

Saving fuzzing output
Wfuzz output can also be saved in multiple formats using the -f option.

-f option allows a user to input a file path and specify a printer (which formats the output) after
a comma.

wfuzz -w wordlist/general/common.txt -f /tmp/output,csv --sc 200,301
http://testphp.vulnweb.com/FUZZ
cat /tmp/output
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~fufuzz
wordlist/general/common.txt /tmp/output,csv 2 2 ://testphp.vulnweb

1.€ The Web Fu *
Ekkhkkkkhkkhkhkdhkhhkhkihihhkhkhhhhihhkihhhkhkhhkihhhhhhhhhhihik

tphp.vulnweb.com/FUZZ

~fufuzz
t /tmp/output

1,7,11,169,admin, 1
91,7,11,169,

In place of csv, you can specify any one of the printers

wfuzz -e printers

~

printers
Available printers
Name | Summary

V printer ftw

Raw output format only showing the specified field ession. No header or
er.

Results in json format
Prints results inm magictree format

|
|
|
| Prints results in html format
|
|
| Raw output format

Basic wordlist filters

There are certain sub-arguments that can be preceded by -z or -w filter to play around more
with. These filters are:

--zP <params>: Arguments for the specified payload

--zD <default>: Default parameter for the specified payload
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--zE <encoder>: Encoder for the specified payload

So, to specify a wordlist with the payload, we can do it like so:

wfuzz -z file --zD wordlist/general/common.txt --sc 200,301 http://testphp.vulnweb.com/FUZZ

~/wfuzz
wfuzz file wordlist/gen '/testphp.vulnweb.com/FUZZ
T e e e e i o e g e o o o o e e o e i ke o
* Wfu .1.0 - The Web Fuzzer *
dhhkhkkhkkhkkhkhkkhkkhkkhhkhkhkkhkhkhkkhkhkhhhkhhkhhkhhhhhkhhhhhhkkhkhhhkhhkh

estphp.vulnweb.com/FUZZ
951

11 W ; "admin”
11 W
11 W
11 W

To hide the HTTP response code 404, the same can be obtained like so:

wfuzz -z file --zD wordlist/general/common.txt --hc 404 http://testphp.vulnweb.com/FUZZ

~fwfuzz
file wordlist/gen COMMon 4L H estphp.vulnweb.com/FUZZ
it s s s s s s s s s sty ys ddddkddk
1.8 - The Web Fuzzer

Word
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Double fuzzing
Just like a parameter in a payload can be fuzzed using the keyword “FUZZ” multiple fuzzing is
also possible by specifying keywords:

e FUZ2Z - 2nd parameter
e FUZ3Z- 3rd parameter
e FUZAZ - 4th parameter

And each parameter can be allotted its own wordlist. The first “-w” stands for first FUZZ.
Second “-w” holds for second FUZ2Z and so on.

wfuzz -w wordlist/general/common.txt -w wordlist/general/common.txt --hc 404
http://testphp.vulnweb.com/FUZZ/FUZ2Z

~/wfuzz
wordlist/general/common.txt wordlist/general/common.txt 404 http://testphp.vuln

Response  Lines Word

Login bruteforce

HTTP responses can be brute-forced using wfuzz. For example, testphp’s website makes a POST
request to the backend and passes “uname” and “pass” as the arguments to a page
userinfo.php
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* login page

Burp  Project  Intruder Window  Help

Dashboard Target F Intruder Repeater Sequencer

Repeater
HTTP history WebSockets history Opticns

mucuneﬁx M 7 Requestto httpil/testphpvulnweb.com:80 [44.228.249.3]
| e

orwar roy| nterceptison ion )
Forward Drop Intercepti Act 0

Acunetix Web Vulnerability Scal Pretty Hex n =

=]

jome | categories artists  disclaimer your cart gue§ 1 POST /userinfo.php HTTP/1.1
2 Host: testphp.vulnweh.com
search art i 3 User-Agent: HozillafS.l’._i (){]_.1; Linux xB86_64; rv:QI!..Gl:I Gecko/2
- If you are already registered please 4 Accept: text/html,application/xhtml+xml,application/xml ;g=0.
go - S Accept-Language: en-US, en;g=0.5
3rowse categories Username : |abc J -;Accep‘t—Encodlng: gzip, deflate

Content-Type: application/x-www-form-urlencoded

3rowse artists Password . | eee J 8 Content-Length: 18
Origin: http://testphp.vulnweb.com

Your cart 10 Connection: close

Signup 11 Referer: http://testphp. vulnweb.com/login.php
Your profile You can also signup here. ij Upgrade-Insecure-Requests: 1
Signup disabled. Please use the usd] -,
Jur guestbook 14|uname=abcipass=abc|
8JAX Demo

The same can be implemented using wfuzz like so:

wfuzz -z file,wordlist/others/common_pass.txt -d "uname=FUZZ&pass=FUZZ" --hc
302 http://testphp.vulnweb.com/userinfo.php

~/mfuzz
file,wordlist/others/common_pass.txt un

b.com/userinfo.php
Ty e T e ey e

* Wf 1.8 - Th Fu *
L Tt L L T

php.vulnweb.com/userinfo.php

As you can see, the correct credentials “test-test” have been found. We used a common file for
both username and password. The same can be done by providing different files for both
usernames and passwords like so:

wfuzz -z file,users.txt -z file,pass.txt --sc 200 -d "uname=FUZZ&pass=FUZ2Z"
http://testphp.vulnweb.com/userinfo.php
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~fufuzz
7 file,users.txt file,pass.txt
php.vulnweb.com/userinfo.php

*hkkkhkhkihkihii

Cookie fuzzing
To send a custom cookie along a request to different fuzzed directories we can use the “-b”
plug. This would add a cookie to the sent HTTP request.

Scenario useful:

e Cookie poisoning
e Session hijacking
e Privilege Escalation

wfuzz -z file,wordlist/general/common.txt -b cookie=secureadmin -b cookie2=value2 --hc
404 http://testphp.vulnweb.com/FUZZ

eneral/common.txt cookie=secureadmin C
.com/FUZZ
khkhkkhkkkkkkkkhkhkhhhhkhhkhhkhkhkhhkhhhhhkhhkhhhkhkhhkihkk
* Wfuz 1.8 - The Web Fuzzer *
ks s s s s s st st s s s st s st s st a sttt s st saE et s st sy

estphp.vulnweb.com/FUZZ

Word
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In the above scenario, we have added 2 static cookies on multiple directories. Now, we can also
fuzz the cookie parameter too like so:

wfuzz -z file,wordlist/general/common.txt -b cookie=FUZZ http://testphp.vulnweb.com/

~fmfuzz
file,wordlist/general/common. txt cookie=FUZZ http://testphp.vulnweb.com/
dddddddddd bk d o dkddkk (T sss s s s s s st s sy
1.0 - The Web Fu I *
Fhkhkdkhkhddh bbbk bddddbbdddddddbbdddddddbbhdhhdtihdi

Target: http: estphp.vulnweb.com/
Total regue

Response

r—rr— -

Header fuzzing

HTTP header can be added in a request being sent out by wfuzz. HTTP headers can change the
behavior of an entire web page. Custom headers can be fuzzed or injected in an outgoing
request

Scenarios useful:

e HTTP Header Injections
e SQL Injections
e Host Header Injections

wfuzz -z file,wordlist/general/common.txt -H "X-Forwarded-By: 127.0.0.1" -H "User-
Agent: Firefox" http://testphp.vulnweb.com/FUZZ
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ral/common. txt

dkhkhkkkkdhkhkhhkdhdhbhkhhhhdhidkd
+*
L g s L

estphp.vulnweb.com/FUZZ
951

HTTP OPTIONS fuzzing

There are various HTTP Request/Options methods available which can be specified by using the
“-X" flag. In the following example, We have inserted the following options in a text file called

options.txt
o GET
e HEAD
e POST
e PUT
e DELETE
e CONNECT
e OPTIONS
e TRACE
e PATCH

wfuzz -c -w options.txt --sc 200 -X FUZZ “http://testphp.vulnweb.com”

cGNITE
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~fwfuzz
options.txt 200 FUZZ "http

* Wfuzz 3.1.8 - The Web Fuzzer &
FhkEkEkEdA A Ak dEA A E A A AT A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A

"GET - GET"
"HEAD - HEAD"
"POST - POST"

As you could see, three valid options returned a 200 response code.

wfuzz -z list, GET-HEAD-POST-TRACE-OPTIONS -X FUZZ http://testphp.vulnweb.com/

~fwfuzz
list,GET-HEAD-POST-TRACE-OPTIONS FUZZ http estphp.vulnweb.com/
AEEEAAAA A A A A AAAA AT A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A &tk
&

Response Lines

"HEAD - HEAD"
“"TRACE - TRACE"
"OPTIONS - OPTIONS"
"POST - POST"

"GET - GET"

Total time:
Processed

Fuzzing through Proxy
Wfuzz can also route the requests through a proxy. In the following example, a Burp proxy is
active on port 8080 and the request intercepted in the burp intercept as you can see.
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wfuzz -z file,wordlist/general/common.txt -p localhost:8080 http://testphp.vulnweb.com/FUZZ

estphp.vulnweb.com/FUZZ

Burp Suite Community Edition v2021.10.3 - Temporary Project

Burp  Project Intruder Repeater Window Help
Sequencer Decoder Comparer Logger Extender Preject options User options Learn
Dashboard Target F Intruder Repeater

HTTP history WebSockets history Options

&7 Requestto http://testphpvulnweb.com:80 [44.228.2493]

Forward Drop Interceptis on Action Cpen Browser Comment thisitem g

F ".Hex i =

GET /123 HTTP/1,1 <l———

Host: testphp.vulnweb.com

Accept: */%

Content -Type: applications/x-www-form-urlencoded
User-Agent :

Connection: close

I
3
)
¥oadsNl gyl &

S NSNS

The same can also be achieved with SOCKS proxy like so:

wfuzz -z file,wordlist/general/common.txt -p localhost:9500:SOCKS5
http://testphp.vulnweb.com/FUZZ

~fwfuzz
wfuzz file,wordlist/general/common.txt localhost:95
vulnweb.com/FUZZ
FEhEEEATTAkdhkkddddddddd b dddddddddddddd bbbt dodddhddd b dddddii
# Wfuzz 3.1.8 - The Web Fuzzer
dhkkkhkhkkkkhkhkhkkkthkbkhkkthkkhkhkkkkhkkkhkkkkhkhkhkkkhkhkhkkkhkkkhkkkikkhhkkk

php.vulnweb.com/FUZZ
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Authentication fuzz
Wfuzz can also set authentication headers and provide means of authentication through HTTP
requests.

Flags:

e --basic: provides basic Username and Password auth
e --ntlm: windows auth
e --digest: web server negotiation through digest access

In the following example, | am providing a list inline with two variables and --basic input to
bruteforce a website httpwatch.com

wfuzz -z list,nonvalid-httpwatch --basic FUZZ:FUZZ
https://www.httpwatch.com/httpgallery/authentication/authenticatedimage/default.aspx

~/mfuzz
wt list,nonvali FUZZ:FUZZ https://www.httpwatch.com/httpgallery/authent
ication/authent edi e/de lt.aspx
FhEkd ok h Ak d kA kA
+*

l requests:

Response Lines Word

159 W
11 W

Recursive fuzz
-R switch can specify the levels of recursion while fuzzing directories or parameters. Recursion
in simple terms means fuzzing at multiple different levels of directories like /dir/dir/dir etc

In the following example, we are recursing at level 1 with a list inline containing 3 directories:
admin, CVS and cgi-bin. Note how a directory with - in its name can be supplied inline

wfuzz -z list,"admin-CVS-cgi\-bin" -R1 http://testphp.vulnweb.com/FUZZ
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" list,"admin-
i dododededr dededede A oo e A de de ke e o do e o 3 e dode A Aok Ao d e e dode de e ook

* Wfuzz 3.1.8 - The Web Fuzzer *

e i e e e v e e v v e e e e e e e e e e e e e i e v v v e e v v v o e e e e e e e e e de e e e de dede de e e

php.vulnweb.com/FUZZ

Word

Printers and output
Printers in wfuzz refers to all the formats a payload’s output can be processed as. It can be
viewed using -e succeeded by printers argument. Furthermore, “-0” flag can specify the format

of the output too

wfuzz -e printers
wfuzz -o json -w wordlist/general/common.txt http://testphp.vulnweb.com/FUZZ
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~/wfuzz
ZZ printers
Available printers:
Name | Summary

printer ftw
output format only showin ecifie ¢ expression. No header or foot

Prints results in html format
Results in json format

ctree Prints results in ma
Raw output format

html
json
magi

~fufuzz
i php.vulnweb.com/FUZZ

json L/ ge
T " i ines": 7 ation”:

unting”,
nethod

Encoders
Various encoders are available in wfuzz. One such encoder we saw earlier was md5. Other

encoders can be viewed by using “-e” flag with encoders argument.

wfuzz -e encoders
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~fwfuzz
encoders

Available encoders:

Category | Name summary

Encodes the given string u

Replaces ALL characters in string using
Applies a double encode to special characters
Letters, digits, and the characters

Replaces ALL characters in string

html_decimal
html_escape
html_hexadecimal
md3

mssql_char Converts ALL charac

mysql_char Converts ALL character o MySQOL's char(xx)

none Returns string without chang

oracle_char Converts ALL characters to Oracle’'s chr(xx)

random_upper Replaces random characters in string with its

wfuzz -z file,wordlist/general/common.txt,md5 http://testphp.vulnweb.com/FUZZ
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~fwfuzz
file,wordlist/general/common.txt,md5 http://testphp.vulnweb.com/FUZZ
* FEEE A A A A A A A A A A A A A A A A A A A A A&
1.8 - The Web Fuzzer *
ThEkhkkkddkhkhkdhdkdddddbddddrdiddddddddd bbb rddddhddbddddddddddid

php.vulnweb.com/FUZZ

Storing and restoring fuzz from recipes
To make scanning easy, wfuzz can save and restore sessions using the “--dump-recipe” and “--

recipe” flag.

wfuzz -w wordlist/general/common.txt --dump-recipe /tmp/recipe --sc 200,301
http://testphp.vulnweb.com/FUZZ
wfuzz --recipe /tmp/recipe
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~fwfuzz
wfuzz wordlist/general /common.txt Jtmp/recipe
vulnweb.com/F
EkhkEkhkkikikhkkkhkkhkkhkdhhkdhhkhhhhkhhhkihihhkhhkhkthdihhdhhhhhhhhhihhk
* | 1.@ - The | Fu r *
ThAkhhkdddddhdhddhbhddbhddbddddddddhdddddbd bbb ddddibdbhddid

Recipe written to /tmp/recipe.

+*
Ehkkkkkkhkhkkhkkhkhhkhdhhkkdhkkhhhiddhdthbbhdhhdhdhhdhhhhhbhhhhd

estphp.vulnweb.com/FUZZ

0951

Response ine Word

Total time: @
Pro : quests: 951
Filtere

Ignoring exceptions and errors
Often while fuzzing, there are various errors and exceptions that a website can throw. “-Z”
option can make wfuzz ignore these errors and exceptions. First, we run a normal subdomain

fuzzing routine and then with -Z option:

wfuzz -z list,support-web-none http://FUZZ.google.com/
wfuzz -z list,support-web-none -Z http://FUZZ.google.com/

As you could see, -Z ignores that error on the bottom. Further, any invalid response can also be
hidden like so:

wfuzz -z list,support-web-none -Z --hc “XXX” http://FUZZ.google.com/
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~fwfuzz
list,support-web-none http:

% Wfuzz 3.1.0 - The Web Fuzzer
AEAEAAAEE A A A AAAAAAA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Ao A&

com/

Word

/Lib/python
error 6: Could not reso

~fwfuzz

Wi list,support-web-none http: //FUZZ.google
FEEEEFEA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A kA A A&

* Wfuzz 3.1.0 The Web Fu r *
khkEkEktkkkkkkkkkkkkhkhkhkhkhkhkhkhkkkhkhkhkbhkhhkhkkkkkkkkktthkhkhkhkhkkikikikk

le.com/

"web”
"none! P
ot resol
om”
"support

Filtering results
There are many filters available to manipulate a payload or output.

wfuzz --filter-help
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wfuzz —filter-help

—filter,

A filter expression must be built using the following symbols and operators:

* Boolean Operators

and”, "or" and "
* Expression Operators
Expressions operators such as
following operators for matching
Description
True when the regular

ent Python's
: Python's

Also, assignment operators:

Operator Description

Where values could be:

* Basic primitives:

Long Name Description

Quoted string

not" operators could be used to build conditional expressions.

be used to check

ed m:

"strl" (cas
"stri”

These can be manipulated using “--filter, --slice, --field and --efield” arguments.

For example, to view raw responses of the payload sent and the complete HTTP request made,

you can use “--efield r” option

wfuzz -z range --zD 0-1 -u http://testphp.vulnweb.com/artists.php?artist=FUZZ --efield r

cGNITE
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artist=FUZZ

eb Fuzzer *
ks s et et sa sttt et aa et a s et Rttt s

stphp.vulnweb.com/artists.php?artist=FUZZ

sponse Lines Word

"1 | GET /fartists.php?artist=1 HTTP
%
Content-Type: application/x-www-for

f1.1
Content-Type: application/x-www-for

However, if only the intended URL is needed, one can do it by providing --efield url input.

wfuzz -z range --zD 0-1 -u http://testphp.vulnweb.com/artists.php?artist=FUZZ --efield url --efield h

~fufuzz
range 0-1 http

khkkkhkhkhkhkkkkkkhhkhkhkhkhkhkkkkhhhkhkhhhhkkkkhhhkhkhkhkhkik

.1.8 - The Web Fu r *
e e e e i e e e e e e i e v e v e v e i e e v e e e e e v e e i v e v v e e e e e e e e e e e e e e de ke de ke

L

"0 ttp: .V eb.com/ar

eb.com/art

Similarly, to filter out results based on the response code and the length of the page (lines
greater than 97), you can do it like:
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wfuzz -z range,0-10 --filter "c=200 and 1>97" http://testphp.vulnweb.com/listproducts.php?cat=FUZZ

~fwfuzz
range,2-1@ "C ; 7" htt ftestphp.vulnweb.com/listproducts.php?c

- The Web Fu r
Ahkdkdhkdhkdhkd bbb bbb bbb ddddddddd bbb hddhddhddhbddhhidi

estphp.vulnweb.com/listproducts.php?cat=FUZZ

Word

L
L
L
L
L
L
L
L
L
L
L

A detailed table of all the filters for the payloads can be found here.

Sessions in wfuzz

A session in wfuzz is a temporary file which can be saved and later picked up, re-processed and

post-processed. This is helpful in situations where one result saved already needs alterations or
an analyst needs to look for something in the results. “--oF” filter can save the session output to
a file.

wfuzz --oF /tmp/session -z range,0-10 http://testphp.vulnweb.com/listproducts.php?cat=FUZZ
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~/ufuzz
ftmp/session @ htt estphp.vulnweb.com/listproducts.php?cat=FUZZ

Response Lines Word

L
L
L
L
L
L
L
L
L
L
L

This session file can now be opened up again and consumed using the “wfuzzp” payload like so:

wfuzz -z wfuzzp,/tmp/session FUZZ

cGNITE Page 33 of 36

Technologies



~fwfuzz
wfuzz wfuzzp,/tmp/session FUZZ
ThEkkEEAEkdkdhkdkdtdddddddbddddddd it dddddddbddtdddddd b dddddid
3.1.8 - The Web Fu

com/1i
.com/li

.com/li

.com/1i
"http est . ieb.com/11
stproducts.php?

"http a5t com/1i
stproducts.php?
"http://testphp Lnweb.com/11
stproducts.php?ca

"http estphp.vulnweb.com/11
stproducts.php?cat=18"

"http estphp.vulnweb.com/1l1
stproducts.php?cat

"http estphp .com/Li
stproducts.php?

"http estphp eb.com/11
stproducts.php?cat=4"

One such example of this filteration from a previously saved session is as follows where we find
an SQL injection vulnerability by utilizing a Pytho regex designed to read responses after a
request modifies a parameter by adding apostrophe (‘) and fuzzing again. “-A” displays a
verbose output.

The regex r.params.get=+'\" adds apostrophe (‘) in the get parameter. r stands for raw
response.

wfuzz -z range,1-5 --oF /tmp/session http://testphp.vulnweb.com/artists.php?artist=FUZZ
wfuzz -z wfuzzp,/tmp/session --prefilter "r.params.get=+'\"" -A FUZZ
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e e e
* Wfuzz

sponse i ( g a

Total time: @

wfuzz if p,/tmp/session
ded Ak i 3 s s s st as sttt s et sty
* Wfuz .1.8 - The Web Fuzzer
khkhkhkhkhkkhkkhkkhkkhkkhkkhhkhkhkhhkhkhkkhkhhhhhhkhkhhhkkhkhkhkhhhhhhhikhkk

<<unknow

Response Lines Word

nginx/1.

nginx/1.

nginx/1.

nginx/1.
Error identified W

; server HTTP response
@.586s 2 DE 379 W L ( nginx/1.

As you can see, request number 4 throws an SQL error which indicates SQL injection. For more
regex operations refer here.

Conclusion

Wfuzz is a versatile tool that can perform more than just directory enumeration and truly help a
pentester in his analyses. It’s a fast scanner which is easy to use and coded in python for
portability. Hope you liked the article. Thanks for reading.

%k 3k 3k 3k 3k 3k 5k >k 3k 3k 3k >k 3k 3k 5k >k 5k %k 3k >k 5k %k 5k %k %k %k 3k >k >k >k %k *k k *k
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