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Active Directory Lab #1 Install and Deploy an Active Directory

Objective:
The objective of this laboratory is to remember how to deploy an Active Directory
Domain Services and elevate a computer to a Domain controller

Task 1: Create an Azure computer
1. Refer to the Azure Handbook to create an Azure VM (you can find it in your
Moodle course)

o elev8

Azure HandBook

Task 2: Prepare the Server
1. Go to the Azure VM, get the Public IP and Login via the Remote Desktop

Connection tool to the VM

Remote Desktop Connection
App
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2. Go to server manager

Recently added Windows Server

‘* Firefox

Most used >_

o o Windows Windows
S Snipping Tool Server Manager ~ PowerShell PowerShell ISE

Paint

- & =

Windows
Administrativ... Task Manager Control Panel

Search % -

Remote
Server Manager Desktop... Event Viewer File Explorer

Settings

Windows Accessories

Windows Administrative Tools
Ne

Windows Ease of Access

Windows PowerShell

3. Goto Local Server (1), change the time zone to UTC-6:00 (2) and disable IE
Enhanced Security Configuration (3) (disable both options)

@ v Server Manager * Local Server - @ | f'. Manage Tools  View  Help

i PROPERTIES

Dashboard For Labs TASKS ¥
Local Server
Computer name Labs Last installed updates Today at 2:34 PM
All Servers Workgroup WORKGROUP Windows Update Install updates automatically using Windows Update
¥§ File and Storage Services P Last checked for updates Today at 2:34 PM
i3] Hyper-V
Windows Firewall Public: On Windows Defender Real-Time Protection: On
Remote management Enabled Feedback & D\agnost\(s S_ettmqs
Remote Desktop Enabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC-06:00) Central America 2
Ethernet IPv4 address assigned by DHCP, IPv6 enabled Product ID 00376-40000-00000-AA947 (activated)
Operating system version Microsoft Windows Server 2016 Datacenter Processors Intel(R) Xeon(R) Platinum 8171M CPU @ 2.60GHz
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 16 GB

Total disk space 158.45 GB
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Task 3: Activate the Hyper-V Role and create a VM in Hyper-V
1. Go to the dashboard in the Server Manager (1), Select the option 2 Add roles
and features (2)

@ ¥ Server Manager * Dashboard @ F Mansge ook View Hep

% Dashboard o WELCOME TO SERVER MANAGER

o Configure this local server

QUICK START
2 Add roles and features @

3 Add other servers to manage

ii File and Storage Services >

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services

Hide
LEARN MORE

2. When the pop-up window appears, click next till the Server Roles option

= Add Roles and Features Wizard — O X

DESTINATION SERVER

Before you begin Labs

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel

< Previous
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3. When you get into the Server Roles window (1), choose the Hyper-V option (2),
and click next (3)

Add Roles and Features Wizard — Oa x

S DESTINATION SERVER
elect server roles Labs

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
server selection [] Active Directory Certificate Services Hyper-V provides the services that
[[] Active Directory Domain Services PR G (T .to create a“fj manage

Features [] Active Directory Federation Services wr‘tuallmachmes a.nd Fhewreso&lrces.
[] Active Directory Lightweight Directory Services Each virtual machine is a virtualized
[] Active Directory Rights Management Services computer system that operates in an
[ ] Device Health Attestation isolated execution environment. This
[] DHCP Server allows you to run multiple operating
[ ] DNS Server systems simultaneously.
[] Fax Server

| [MW] File and Storage Services (1 of 12 installed)
acdian Service

|| MultiPoint Services

[] Network Controller

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[ ] Remote Desktop Services

[ Volume Activation Services

[] Web Server (lIS)

‘ < Previous |I Next > I Install

4. Click next and accept all the options until the Results window and then restart
the azure VM
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Task 4: Create a Hyper-V VM

1. Refer to the Hyper-V Handbook to create a Hyper-V VM (you can find it in your
Moodle course)

© elev8

Hyper-V HandBook

Virtual Machines

Name State CPU Usage Assigned Memory Uptime Status Configurati
B [l Running 0% 2048 MB 01:00:40 8.0
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Task 5: Activate the ADDS Role and promote to Domain controller
1. Get Into the Hyper-V Virtual Machine (CRC-DCO1)
2. Go to the dashboard in the Server Manager (1), Select the option 2 Add roles
and features (2)

@ v Server Manager * Dashboard <@ | F Meage ook view Hep

ashboard o WELCOME TO SERVER MANAGER

o Configure this local server

ii File and Storage Services P

QUICK START

2 Add roles and features @

3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide

LEARN MORE

3. When the pop-up window appears, click next until the Server Roles option

Add Roles and Features Wizard — O X

DESTINATION SERVER

Before you begin Labs

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous

Install Cancel
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4. When you get into the Server Roles window (1), choose the Active Directory
Domain Services option (2), when the pop-up window appears click in Add

Features (following image) and then click in next (3)

| R =
_ DESTINATION SERVER
Select server rolee . me o resmmee Labs
B= Add Roles and Features \ X
| — x
Add features that are required for Active Directory
. e
Domain Services? Ltion
You cannot install Active Directory Domain Services unless the Directory Domain Services
following role services or features are also installed. {) stores information about
i on the network and makes
[Tools] Group Policy Management ormation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools lk users access to permitted
Active Directory module for Windows PowerShell res anywhere on the network
4 AD DS Tools h a single logon process.
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools
Include management tools (if applicable)
Add Features ‘ Cancel ‘
< Previous Next > Install
Add Roles and Features Wizard — O X
DESTINATION SERVER
Select server roles Labs
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Server Selection

Server Roles

Rzt |:| Active Directory Lightweight Directory Services

Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V (Installed)

MultiPoint Services

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

[] Web Server (IIS)

OOOOO00<OmO0000

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

< Previous ‘I Next > @ Install
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5. Click next and accept all the options until the Confirmation window (1), click in
the restart option (2) and then install (3).

f Add Roles and Features Wizard — [m] %

DESTINATION SERVER

Confirm installation selections i

Befare You Begin To install the following roles, role services, or features on selected server, click Install.

[X] Restart the destination server automatically if required 2

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools ’

Export configuration settings
Specify an alternate source path

I < Previous Next > [ Cancel I

Note: Remember, you need to create a virtual Switch and connect the VM to it in order to promote
the Server to a Domain Controller

6. When installation is done, you need to follow the notifications alert (1), then
select the “Promote this server to a domain controller” option (2)

Server Manager * Dashboard | FA Manage Tools View  Help

J, Post-deployment Configura... ‘

Dashboard WELCOME TO SERVER MANAG
Local Server Configuration requ or Active Directory Domain

Services at WIN- 2154
All Servers Promote this server to a domain controller @
AD DS ) .

Feature installation
File and Storage Services P QUICK START

3 Add Roles and Features

WHAT'S NEW Task Details

v Connect this server 1o cloud services

Hide
LEARN MORE
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7. When the pop-up appears, you need to follow the next configurations
a. Inthe Deployment configuration window (1) first choose the option “Add a
new forest” (2), and then in the Root domain name type techsupport.com

(3) then click next (4)

f& Active Directory Domain Services Configuration Wizard

Deployment Configuration

o Deployment Configuration
Select the deployment operation

L

Domain Controller Options

_) Add a domain controller to an existing domain
_) Add a new domain to an existing forest
I ®) Add a new forest

Specify the domain information for this operation

== O X

TARGET SERVER
WIN-JG6NB9IF2154

I Root domain name: techsupport.com

®

More about deployment configurations

e §(4)

Cancel
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b. In the Domain Controller Options (5) you just need to write the password
Pa55w.rd2020 (6), then click next (7)

f Active Directory Domain Services Configuration Wizard — [m] b 4
- o a TARGET SERVER
Domain Controller Options WIN-JGENBOF2154

Deployment Configuration

Select functional level of the new forest and root domain
6 Domain Controller Options

Forest functional level: Windows Server 2016 »

Domain functional level: Windows Server 2016 -

Specify domain controller capabilities
Domain Name System (DNS) server

| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

P " Pa55w.rd2020 @

Confirm password: “ Pab5w.rd2020

More about domain controller options

= e QR

c. Verify the information and click Next in the “Additional Options” window (8),
do the same action in the until the “Paths” window (9)

fEa Active Directory Domain Services Configuration Wizard — O x fE Active Directory Domain Services Configuration Wizard = O X
e 3 TARGET SERVER + TARGET SERVER
Add!.\ol’\a\ Opt‘omg WIN-JG6N89F2154 Pa *hg WIN-JG6N8IF2154

Specify the location of the AD DS database, log files, and SYSVOL

o o

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: TECHSUPPORT Database folder: C\Windows\NTDS E
Log files folder C:AWindows\NTDS E
SYSVOL folder: CAWindows\SYSVOL [=]
More about e Directory paths

More about additional options

10
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d. Inthe “Review Options” window confirm the information and then click next
(10)

f& Active Directory Domain Services Configuration Wizard - O X

R . O . TARGET SERVER

‘ eview Options WIN-JG6N8IF2154
Deployment Configuration |  Review your selections:

Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest.

DNS Options The new domain name is "techsupport.com™, This is also the name of the new forest.

Additicnal Options
8 The NetBIOS name of the domain: TECHSUPPORT

Paths
Forest Functional Level: Windows Server 2016
Prereguisites Check Domain Functional Level: Windows Server 2016

Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

[ < Previows | [ Next> et | (TGS

e. The system needs to do a prerequisite check, when the prerequisites are
approved (11) click install (12)

fe Active Directory Domain Services Configuration Wizard = m} X

.- TARGET SERVER

Prerequisites Check WIN-JGENB9F2154
I & All prerequisite checks passed successfully. Click 'Install’ to begin installation. Show more x @

Deployment Configuration . . . e .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Contrcller Cptions computer
DNS Options Rerun prerequisites check
Additional Cptions
Eaths @ View results
!

Windows Server 2019 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

Review Options

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

1. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address{es) assignment
should be done to all the physical network adapters for reliable Domain Name System

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

11

< Previous Next > 1 Install Cancel
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8. The Hyper-V computer is going to restart, it can take some minutes to deploy
all the changes, when the VM start again should look like this:

b

}( N
TECHSUPPORT

\Administrator
|

£ TECHSUPPORMA..

12



