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Active Directory Lab #2 Create objects in Active Directory

Objective:

The objective of this laboratory is to learn how to implement the different objects in
Active Directory (user accounts, computer accounts, and groups).

Requisites:
- Laboratory #1. Active Directory
- The following organization chart:
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Task 1: Get into the management tool

1. Go to the Start menu

2. Click to the Server Manager

Recently added Windows Server
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3. Look for the Tools option (1) and then click to Active Directory Users and
Computers (2)

Server Manager * Dashboard & ' ' _i
Active Directory Administrative Center

Active Directory Domains and Trusts

WELCOME TO SERVER MANAGER
Dashboard Active Directory Module for Windows PowerShell

#l Local Server Active Directory Sites and Services
liF All Servers " . JActive Directory Users and Computers @
& AD DS Configure this local ser|  “osiea

Component Services
£ DNs QUICK START P '
_ n Add roles | features Computer Management
! Fi i i \QA roles ana reatures
NE File and Storage Services b b & Defragment and Optimize Drives
3 Add other servers to man S kleandp
DNS
R 4 Create a server group Event Viewer

Group Policy Management
5 Connect this server to clof iSCSI Initiator
Local Security Policy
_ LEARN MORE | Microsoft Azure Services
ODBC Data Sources (32-bit)

4. Itis going to open a new Window with the objects management tools

3 Active Directory Users and Computers = O X
File Action View Help

¢ D= Hm PaETaYR
| Active Directory Users and Com || Name Type Description

= Sav:d P [ Saved Queries Folder to store your favo...
BN techsuppost.conn §3techsuppoﬂ.... Domain
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5. You should do click on the server to start the functions

| Active Directory Users and Computers o O X
File Action View Help
o) AR 0Bz HE/TaE2TYa%

] Active Directory Users and Com|| Name Type Description
f‘“:d ”E:'tes 17 Builtin buittinDomain
g tec ;l:rpo adc ] Computers Container Default container for up...
Bk /=" Domain Con... Organizational.. Default container for do...
| Computers T g . i
. - _ ForeignSecu... Container Default container for sec...
2| Domain Controllers e i i
= Forei SR | Managed Se... Container Default container for ma...
_ ForeignSecurityPrincipaly|
| Managed Service Accour| — Users Container Default container for up...
| Users
< >

6. The tool has three ways to create the objects, the first is by using the icons on
the right of the tool's top bar, the second is by right clicking on the name of the
server or one of the OUs on the server and the third option is using the action
menu, all the options have the new button and give the option to create new
objects.

] Active Directory Users and Computers - (m} X
es/zp0Dc En[tearas (1)

] Active Directory Users and Com|| Name Type Description

~ Saved Queries

— ] Builtin builtinDomain
v 3 tec Bsui!mrt.com @ | Computers Container Default container for up...
uiltin — . . .
= 2| Domain Con... Organizational... Default container for do...
| Computers - i X .
. _| ForeignSecu... Container Default container for sec...
2 | Domain Controllers X . .
Fors S | Managed Se... Container Default container for ma...
|| ForeignSecurityPrincipal] | ) )
| Users Container Default container for up...

| Managed Service Accou
| Users
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Task 2: Create an Organizational Unit
1. To create an OU (Organizational Unit) you need to select the icon on the right

of the tool's top bar
L w[E]r 2

2. Apop-up named New Object-Organizational Unit will appear, the
organizational unit will be named Branch ABC (1) then click ok (2)

New Object - Organizational Unit X

- Createin: techsupport.com/

Name:

lBranch ABC| @

Protect container from accidental deletion

@) I I Helo
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3. You will know that it has been created correctly when the OU appears in the
left bar of the management tool

4. Use the Branch ABC organization chart to create a hierarchical organization for
the OUs
Task 3: Create a User

] Active Directory Users and Computers - O X
File Action View Help
o9 27 0Bz HE 3 aETER

: Active Directory Users and Com|| Name Type Description
= Sav:d Queries = Accounting Organizational Unit
v te.c PR £ 2] Human Resources Organizational Unit
v = Branch ABC — 2 i <
21T Organizational Unit

5 Accounting s

_ Management Organizational Unit

Human Resources
al T
2| Management
Builtin

| Computers

2. Domain Controllers

ForeignSecurityPrincipal:
| Managed Service Accour
Users

2 Branch ABC

The most common thing that you are going to create in AD are users and their respective accounts,
for this we do the following steps.
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1. To create a User, you must enter the selected OU and click on the icon to the
right of the upper toolbar

& = 2R

2. A pop-up named New Object-User will appear

New Object - User X

‘?) Create in: techsupport.com/Branch ABC/Accounting

First name: “ Inttials: |:|

Last name: ‘ ‘

Full name: ‘

User logon name:

[ ‘ @techsupport.com v

User logon name (pre-Windows 2000):
[TECHSUPPOHT\ ‘ ‘

Back Next > Cancel

3. The first user will be in the Accounting OU (1) and will be your name (student
name) (2) the user account will be structured as follows:
name.surname@domain (3)

New Object - User

‘?) Createin: techsupport.com/Branch ABC/Accounting @
First name: Your name mtals: ||

Last name: \Your last name

Full name: ‘

User logon name:
[ name.lastname \@lechsupport‘cam > @

User logon name (pre-Windows 2000):
[TECHSUPPOHT\ \ ‘

Back Next > Cancel
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4. When the necessary fields are filled, click on the next button

New Object - User X

e Createin:  techsupport.com/Branch ABC/Accounting

D
First name: ‘Maria ‘ Initizls: |:|
Last name: ‘ Sanchez ‘
Full name: ‘Maria Sanchez ‘

User logon name:

[maria_sancaheﬂ ‘ @techsupport.com hed

User logon name (pre-Windows 2000):
[TECHSUPPOHT\ \ ‘man’a sanchez

e

5. In the next step it will appear a password field, you are going to fill it with
Pa55w.rd2020 (1), in the other fields for this exercise you are going to use just
the “User cannot change the password” and the password never expires
options (2) then click next (3)

New Object - User X

; Createin: techsupport.com/Branch ABC/Accounting

| &b
Password:  Pa55w.rd2020 |
|| Confim password: ' Pa55w.rd2020 I

|:| User must change password at next logon
: User cannot change password @
‘ Password never expires

[[] Account is disabled

<B 9 Next > Cancel
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6. In the last window you can review the information for your user account

New Object - User X

J \ Create in: techsupport.com/Branch ABC/Accounting

When you click Finish, the following object will be created:

[Full name: Maria Sanchez
| User logon name: m sanchez@techsupport com

| The user cannot change the password.
| The password never expires.

7. You must create an account for each user in the organization chart for every

OU, you can use real names or the following examples (you can create more by
mixing first and last names):

Name Last Name
Emma Jackson
Gordon Nash
Claire Edmunds
Isaac Terry
Tyler Fisher
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8. When the user is created you must modify the missing information for
everyone in the “General” (1) and the “Organization” tab (2) the click in apply

Maria Sanchez Properties @ ? X | Maria Sanchez Properties @ ? X
Remote control Remote Desktop Services Profile COM+ Member Of Dialin Environment Sessions
Member Of Dialin Environment Sessions Remote control Remote Desktop Services Profile QM+
Address Account Profile Telephones  Organization General Address  Account Profile Telephones
3._) Maria Sanchez Job Title: IAm:Dunting Manager I
Department IAc:ourmng I
First name: [Man'a l Initials: ‘ }
Company: IBranch ABC I
Last name: |Sanchez ‘
Manager
ey ram; [Ma"a camivaion: } Name: ICJaire Edmunds I
Description: [ } .
Change... Properties Clear
IOffice: \Accomting I
Direct reports:
Telephone number: \ ‘ Other...
E-mail: [
Web page: \ ‘ Cther...
Cancel Apply Help Cancel Apply Help

10
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Task 4: Create a Shared Folder
From the Branch ABC OU, we are going to create a shared folder. These objects are
used to share information within a domain.
1. Go to Branch ABC (1), right click on the blank space, select new (2) and then
click on shared folder (3)

2. A pop-up named New Object-Shared Folder will appear

New Object - Shared Folder X

{ Createin:  techsupport.com/Branch ABC

Name:
! |

Network path (\\server\share):

] Active Directory Users and Computers = X
File Action View Help
ol A1 (HERRENCRETN 7 Hoclik B Bk #7K
] Active Directory Users and Com|| Name Type Description
™ Sa"’:d Cuanries = Accounting Organizational Unit
= EE.: Bsupp:r;.;:.\:m 2] Human Resources Organizational Unit
ng B Organizational Unit
B i i 2. Management Organizational Unit
B T
3] Management Delegate Control...
| Builtin Move...
. Computers Find...
2 | Domain Controllers
_ ForeignSecurityPrincipals New 2 I Computer
| Managed Service Accour All Tasks > Contact
U
S Refresh Shoty
St L InetOrgPerson
msDS-ShadowPrincipalContainer
i >
i mslmaging-PSPs
Arrange lcons > MSMQ Queue Alias
Line up lcons Organizational Unit
Properties Printer @
Help User
I Shared Folder I

11
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3. Inthe New Object window fill the name field with Monthly Plan (1) and, in the
path, type the following \\techsupport\Desktop (2) then click in ok (3)

New Object - Shared Folder X

! { Create in: techsupport.com/Branch ABC

Name: 1
\Monthly Plan |

Network path (\\server\share): 2
[\.‘lemsuppoﬁ \Desktop| |

4. If the shared folder was created, it will appear in the Branch ABC OU

] Active Directory Users and Computers o X
File Action View Help
o | 2@ 0Bz HE/TRETE%

] Active Directory Users and Com|| Name Type Description
| Saved Queries

e . 2 Accounting Organizational Unit
V. I CCPUPROT.COR 12 Human Resources Organizational Unit
v 2| Branch ABC £l :
: 21T Organizational Unit
3| Accounting e T g
= Management Organizational Unit
2| Human Resources -
BT 1 Monthly Plan Shared Folder
2| Management
| Builtin
| Computers

2| Domain Controllers

| ForeignSecurityPrincipals
| Managed Service Accour
" Users

12
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Task 5: Create a PC account
In AD we can assign permissions at the level of a computer, so any user can use it,
but the computer is subject to the rules assigned from AD.
1. Within the IT OU in Branch ABC, we are going to create a computer. Go to IT
(1), right click on the blank space, select new (2) and then click on shared folder

3)

| Active Directory Users and Computers
File Action View Help
o 2@ 0Bz HE 3aETa%

: Active Directory Users and Com || Name Type Description
Saved Queries
v F3 techsupport.com There are no items to show in this view.

v & Branch ABC

2| Accounting
= Human Resources
D
2| Management
| Builtin
Computers
2| Domain Controllers Delegate Control...

F SecurityPri l:

oreign ecunt-y rincipa Move..

Managed Service Accour )

Users Find...

@ New >| I Computer @
All Tasks > Contact
et Group
InetOrgPerson
i >
. msDS-ShadowPrincipalContainer
Arrange lcons > mslmaging-PSPs
Line up lcons MSMQ Queue Alias
Properties Organizational Unit
Help Printer
User

Shared Folder

13



elev8

2. Apop-up named New Object-Computer will appear

New Object - Computer X

A L Createin: techsupport.com/Branch ABC/IT

Computer name:

|

Computer name (pre-Windows 2000):

|

The following user or group can join this computer to a domain.

User or group:
[ Default: Domain Admins Change...

|:| Assign this computer account as a pre-Windows 2000 computer

3. Inthe New Object window fill the computer name field with WINDOWS10 (1)
and then press OK (2)

New Object - Computer X

Ay Createin: techsupport.com/Branch ABC/IT

Computer name:

'Windows10 | @
Computer name (pre-Windows 2000):

Windows10

The following user or group can join this computer to a domain.

User or group:
{ Default: Domain Admins Change...

D Assign this computer account as a pre-Windows 2000 computer

4. It should look like this
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. Active Directory Users and Computers

File Action View Help

] Active Directory Users and Com . Name Type Description
| et Pesies IWINDOWS7 Computer

v 3 techsupport.com
v 2| Branch ABC

2| Accounting
2 | Human Resources
gl T
=| Management
Builtin

| Computers

2 Domain Controllers

ForeignSecurityPrincipal:

| Managed Service Accour

| Users

Task 6: Create a Group

Groups are created for users who are in different OUs and when it is one or a small
group of users within an OU that need a series of special permissions, or they are also
used to create mailing lists.

There are two types of groups:
* Distribution groups: for email and to create email lists.
* Security groups: to assign security permissions.

We also need a scope for benefits or permissions and there are three types:
* Universal: for all elements in several forests.
* Global: in various domains within a forest.
* Domain local: in a single domain.

1. Go to Branch ABC (1), right click on the blank space, select new (2) and then
click on group (3)

15
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] Active Directory Users and Computers = X
File Action View Help
e 2@ 0Bz HE taETvas
] Active Directory Users and Com|| Name Type Description
> J Senvenl Chities ""Accounting Organizational Unit
e - hﬁ;BC 0 1Z] Human Resources Organizational Unit
v -
allr Organizational Unit
2| Accounting - o -
= =1 Management Organizational Unit
> 2] Human Resources
> @ T
> E] Management Delegate Control...
5 [ Builtin Move...
» [2] Computers Find...
» 2] Domain Controllers
» [ ForeignSecurityPrincipals New 4 I Computer
» [7] Managed Service Accour All Tasks > Contact
» [ Users Refrech
Erert It InetOrgPerson
msDS-ShadowPrincipalContainer
s 5 mslmaging-PSPs
Arrange lcons b MSMQ Queue Alias
Line up lcons Organizational Unit
Properties Printer
Help User
Shared Folder

16
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2. Apop-up named New

Object-Computer will appear

New Object - Grou

52

<

Group name:

Create in:

p

techsupport.com/Branch ABC

L

Group name (pre-Windows 2000):

|

Group scope
(O bomain local
(®) Global

O Universal

Group type

(®) Security
O Distribution

oK

3. Inthe New Object win

Scope select Global (2

OK (4)

dow fill the group name field with Finance (1), in Group
), in the Group type select Security (3), and then press

New Object - Group

S)J Createin: techsupport.com/Branch ABC
Group name: =
I Finance)| (l) ‘

Group name (pre-Windows 2000):

l Finance

Group scope
(O Domain local
(®) Global

(O universal

Group type

(®) Security
() Distribution

@ ®

==

17
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4. Now to configure the group and assign members we double click on Finance,
at the top of the new window we have several tabs, look for the one that says
Members and click on it, in the bottom right corner there is an add button (2).

Finance Properties @ ? X

General

Members

Members:

Name

Add...

Member Of Managed By

Active Directory Domain Services Folder

Cancel

5. To add users in the white box (1), type your name and click verify names (2),
your name and account should appear, when it's added then press OK (3).

18
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Select Users, Contacts, Computers, Service Accounts, or Groups X
Select this object type:

‘Users. Service Accounts, Groups, or Other objects ‘ Object Types...
From this location:

‘le&&mport,com ‘ Locations...

Enter the object names to select (examples):
aria Sanchez (m.sanchez @techsupport.coml]

6. Inthe security part you can see the permissions assigned to the group, for
this exercise leave it in Creator Owner (if you select the other options, you will
see that the permissions change). Then we press OK.

Finance Properties ? X

General Members Member Of Managed By
: Object Security Attribute Editor

E Group or user names:

S8 CREATOR OWNER PA
SR SELF

82 Authenticated Users

SR SYSTEM

£2 Domain Admins (TECHSUPPORT\Domain Admins)

82 Entemprise Admins (TECHSUPPORT\Enterprise Admins) b

q _ Add... Remove

Permissions for CREATOR OWNER Allow

Full control B
Read

Write

Create all child objects
Delete all child objects

>

| € & K&

<

alDDDDDg

For special pemmissions or advanced settings, click Adv
Advanced.

.




