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Active Directory Lab #3 Manage and manipulate AD core objects

Objective:
The objective of this laboratory is to understand how to edit and manipulate an Active
Directory Domain Services objects.

Requisites:

- Laboratory #2. Active Directory
- The following organization chart:
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Task 1: Edit Users

You will be able to see that we can edit the users, for example, the name, address, the account,
reactivate the account when the user forgets it and the time that the user can log in to use the
resources.

1. Now you are going to select any user that is not yours (1), and you are going to
right click on it and click on properties (2)

] Active Directory Users and Computers - (=} x

File Action View Help

oo MmO XEd= Hm T ETIR

: Active Directory Users and Com || Name Type Description
] Saved Queries
~ 3 techsupport.com i 0
~ (&1 Branch ABC s

1 Accounting Add to a group...
21 Human Resources Name Mappings...
a1 Disable Account
il Management Reset Password...

1 Builtin
Computers Move..

=1 Domain Controllers Open Home Page

| ForeignSecurityPrincipal: Send Mail
Keys
LostAndFound AR Eusks i

1 Managed Service Accour Cut
Program Data

Delet:

System p—

1 Users Rename

1 NTDS Quotas Pr i @

operties
TPM Devices I
Help
< >
2 Displays Help for the current selection.
¢ ICTICCU UTC UCCUUT IO tU (1) SISV UTT T CUGUTT TTUUT o DUtluUTT (&)
Claire Edmunds Properties ? X
Remote Desktop Services Profile COM+ Aftribute Editor
Security Environment Sessions Remote control

Published Certfficatas, Member Of Password Replication Dialin  Object
General Profile Telephones ~ Organization

User logon name:

[ | @techsupport.com fd

User logon name {pre-Windows 2000):
[TECHSUPPORT\ | [ciaire emunds

(2 ponte.

[ Unlock account

Account options

[J User must change password at next logon o
User cannot change password

Password never expires

[[] Store password using reversible encryption v

Account expires

(®) Never
O End of: [s
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3. A pop-up window will appear

Logon Hours for Claire Edmunds %
- " 4 oK
12-2-4-6-8-:10-12-2-4-6-8-10-12 _

Al Cancel
Sunday
Monday II.I
® Pemi
Tuesday II I (® Logon Pemitted

(O Logon Denied

Sunday through Saturday from 12:00 AM to 12:00 AM

4. Select the days you will remove the permit (1)(2) and click on “Logon Denied”
(3) and then click ok (4)

Logon Hours for Claire Edmunds X
4 J 4 _OK e
12-2-4-6-8:10-12-2:-4-6-8-10-12

Al Cancel
Sunday

Monday

O
wes|[HENNERURNANORNRNRNAE] B =
Wednesday IIII III 0 Logon Denied @

Sunday through Saturday from 12:00 AM to 12:00 AM

5. Then limit the user's permission to login only Monday to Friday 8-5 (1), select
the Logon Permitted option click ok and then click ok on the next window
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Logon Hours for Claire Edmunds

X
TN == ©
12-2-4-6-8-10-12-2-4-6-8-10-12 @
Al Cancel
Sunday
Monday
Sy |l (®) Logon Permitted
Wednesday (O Logon Denied
Thursday
Friday
Saturday
|Monday through Friday from 8:00 AM to 5:00 PM |
6.

It is also possible to define where (computer) you can log in but now, we do not

have many devices to assign the equipment where you can log in, but you can
try with the computer we create on the last lab

Logon Workstations ? X

In Computer name, type the computer’s NetBIOS or Domain Name
System (DNS) name

This user can log on to:

(O All computers

(®) The following computers

Computer name:
[
Windows 10 Edit
Remove

7. Normally these settings are used to add only user data and help when blocking

the account, for more specific permission issues we use GPOs that we will see
later
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Task 2: Move Users
Now, sometimes there are users who are going to move departments in companies,
so we will also have to move them at the AD level, because if not they are going to
maintain the rules and rights of the previous department.
1. Inthe AD Users and Computers file bar, go to the view option (1) and click on it,
select advanced features (2)

] Active Directory Users and Computers - O X
File Action

& 7 Add/Remove Columns...

] Active Direc Large Icons Description

1 Saved Q Small lcons

v 33 techsu
W lechaup
v 2| Bran
= 4 ® Detail

b Users, Contacts, Groups,and Computers as containers

- A% Advanced Features @

| Built Filter Options...

) )

Comr
2| Domr
ForeignSecurityWincipal:!
| Keys ‘

| netAndFaiind

Customize...

2. Within Accounting in Branch ABC (1), select a user (2) and right click on it, select
move (3)

] Active Directory Users and Computers - O X
File Action View Help
e 2@ /8 XEER2 HRA P aETH%

: Active Directory Users and Com || Name Type Description
| Saved Queries

oy Claire Edmunds User

v 3 techsupport.com EMatia Sorhe 9 .

v o Branch ABC

Copy...
= Accounting #
— = Add to a group...
2] Human Resources

Ll Name Mappings...

2. Management Disable Account
_ Builtin Reset Password...
| Computers

< Move...
2| Domain Controllers

| ForeignSecurityPrincipal: Open Home Page

| Keys Send Mail
| LostAndFound Al Tack .
| Managed Service Accour asks
| Program Data Cut
i Delete
1 Users
| NTDS Quotas Rename
| TPM Devices repaits
Help
< >

Deletes the current selection.
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3. Now in the new window some groups and directories appear, expand by
clicking on the Branch ABC, click on IT (1) and press ok (2)

Move

Move object into container:

X

=1 techsupport
[=l+{@] Branch ABC

| Accounting

Human Resources

_| Computers
| Domain Controllers

_| ForeignSecurntyPrincipals
Keys
_| LostAndFound

v

4. Ifyou go to IT now; the user has been moved from the accounting OU to the IT
OU. You can also move groups, computers, and shared folders in the same way

File Action View Help

e 2nm

EERCE!

] Active Directory Users and Computers

) HE| S RETYER

] O

] Active Directory Users and Com

| Saved Queries

v 3 techsupport.com
~ 2| Branch ABC
2| Accounting
2| Human Resources

IT

3 Management
Builtin
Computers

2| Domain Controllers
ForeignSecurityPrincipal:
| Keys

LostAndFound
Managed Service Accour
Program Data

System

Users

NTDS Quotas

TPM Devices

Name Type
E; Maria Sanchez User
1 WINDOWS7 Computer

escription
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Task 3: Delete objects, users, and OUs
Finally, many times it is necessary to delete resources and modify the topology of the
objects within AD, such as users, computers or even OUs.
1. Before you perform this task, you must create a new OU named Sales within
the Branch ABC OU

New Object - Organizational Unit X

-~ Createin: techsupport.com/Branch ABC

Name:
| Sales|

Protect container from accidental deletion

Cancel Help

2. Within Sales OU, create another OU named Foreign Sales and a user named

Jane Doe
| Active Directory Users and Computers = O X
File Action View Help
= @iz HE 3aETa%
] Active Directory Users and Com| Name Type Description
Saved Cuieries [2] Foreign Sales Organizational Unit
v G techsupport.com E}Jane Diie Uat

w @ | Branch ABC

2| Accounting
Human Resources
IT

Management

) e e e

Sales
3| Foreign Sales
| Builtin
Computers
2| Domain Controllers
ForeignSecurityPrincipal:
Keys
| LostAndFound
| Managed Service Accour
| Program Data
1 System
Users
NTDS Quotas
TPM Devices
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3. First you are going to try to delete the Sales OU, select sales, right click, and
press delete

File Action View Help

o9 27 B XEe= HE 3aEaTEh

: Active Directory Users and Com|| Name Type Description
| Saved Queries

S [2] Accounting Organizational Unit
i o iciaisy [2] Human Resources Organizational Unit
~ 2| Branch ABC - ol
. allT Organizational Unit
3| Accounting "
5] Human Resources = Confirm Subtree Deletion X
3l T ) ) )
5] Management 4 /] Object Sales contains other objects. Are you
v (3] Sales 3“2 sure you want to delete object Sales and all of
a1 Foreign Sales the objects it contains?
| Builtin
Computers If you cancel the running deletion, the objects deleted thus

58 Domain Controllers far will not be recovered.

ForeignSecurityPrincipal:

L

WARNING: if you select Use Delete Subtree server control

- Keys check box, all objects within the subtree, including all
| LostAndFound delete-protected objects, will be deleted, and the deletion
| Managed Service Accour cannot be canceled.
| Program Data
= Ejystem [ Use Delete Subtree server control VYes
| Users
| NTDS Quotas
| TPM Devices
< >

4. When the window appears, you click OK... It gives an error, right? The reason is
that AD has a delete protection mechanism that prevents us from deleting OUs

with standard permissions, so we need to modify them
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File Action View Help

e R O IXEcZ HE/ V2T %

] Active Directory Users and Com|| Name Type Description
* e e 1] Accounting Organizational Unit
vie tfchsupport.com [2] Human Resources Organizational Unit
ML I_!rar:h ABC_ Fil Organizational Unit
:T Hf,::::tfl;zources [2] Management Organizational Unit
:z T B sales Organizational Unit
, [E] Management %Finance Security Group - Glo...
B Soles £3Monthly Plan Shared Folder
1 Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipal: Active Directory Domain Services X
[ Keys
1 LostAndFound

Managed Service Accour
Program Data
System
> [ Users
~ NTDS Quotas
~| TPM Devices

You do not have sufficient privileges to delete Sales, or this
object is protected from accidental deletion.

ryw!

5. In the AD Users and Computers file baf, go to the view option (1‘) and click on it,
then in the list click advanced features (if the advanced features option has a
check at the left, don't do this step) (2).

] Active Directory Users and Computers - O X
File Action | View
as| =G Add/Remove Columns...
= Active Direc Large lcons Description

30 Smicn F—

&+ t
v 4 techsup i

v (3| Bran

2 4/® Detail
> [ K

Users, Contacts, Groups,_and Computers as containers

y :-: Is
J A~  Advanced Features @
2]

Built Filter Options...

Com

L

Customize...
Domr

g

ForeignSecurityPrincipal:
Keys

LostAndFound
Managed Service Accour
Program Data

System

Users

NTDS Quotas

TPM Devices

S5 J8 P - S N

< >

Changes the options for the view,
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6. Now try to delete the Sales OU

& Active Directory Users and Computers = O
File Action View Help

oo | 2R 8| XEc=2 HETREaTa%

] Active Directory Users and Com|| Name Type Description
> I Saved Quenes 151 Accounting Organizational Unit
v # F_e»chsuppod.carn [2] Human Resources Organizational Unit
™ I g?r:c:::riing :I% IT Organizational Unit
. ;; Hiwian Besources =] Management Organizational Unit
=T B Sales Organizational Unit
» [E] Management EFinance Security Group - Glo...
5 Sales £2Monthly Plan Shared Folder
> [ Builtin
> [ Computers
> [&] Domain Controllers
5 [ ForeignSecurityPrincipal: Active Directory Domain Services X
> [ Keys
> (3 LostAndFound 6 You do not have sufficient privileges to delete Sales, or this
> ] Managed Service Accour object is protected from accidental deletion,
» ] Program Data
» [ System
» [ NTDS Quotas
5 7] TPM Devices
< >
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7. You can't either, you must go to the properties of Sales and remove the
protection against deletion. For this purpose right click on Sales and select
properties, in the new window we go to the object tab (1) and uncheck the
option where it says protect object from accidental deletion (2) then Apply (3)
and ok (4)

Sales Properties ? %

General Managed B o COM+  Attribute Editor

Canonical name of object:

techsupport.com/Branch ABC/Sales

Object class Organizational Unit
Created 7/8/2022 12:43:51 AM
Modified 7/8/2022 12:48:33 AM

Update Sequence Numbers (USNSs):
Current: 20692
Original 20673

[[] Protect object from accidental deletion @

s | )3

8. Now try to delete Sales

11
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j Active Directory Users and Computers = O X
File Action View Help
o9 | 2F@ 0IXEc= HE tTataryEa
] Active Directory Users and Com|| Name Type Description
4 ;E Sav:d Quesics = Accounting Organizational Unit
¥ Felc P [2] Human Resources QOrganizational Unit
v 2| Branch ABC s < ko -
— . B Organizational Unit
2| Accounting -
s [ Human Resources = Confirm Subtree Deletion X
=y . | |
» @] Management | Object Sales contains other objects. Are you
v [3] Sales q & . you want to delete object Sales and all of
27 Foreign Sales the objects it contains?
5 [] Builtin
» [ Computers If you cancel the running deletion, the objects deleted thus
. 3] Domain Controllers far will not be recovered.
’ f i WARNING: if you select Use Delete Subtree server control
> J Keys check box, all objects within the subtree, including all
» || LostAndFound delete-protected objects, will be deleted, and the deletion
» [ Managed Service Accour cannot be canceled.
» [] Program Data
’ *f Zyﬂem [ UseDelete Subtree server control | Yes |
s [] Users
» 1 NTDS Quotas
» [] TPM Devices
< >

9. You can'tdo |_f either.

B Active Directory Users and Computers a O
File Action View Help

o 2@ B XECR HEPRETER

] Active Directory Users and Com || Name Type Description
’ —'J Sav:d Cueties 3] Accounting Organizational Unit
v Ec s el 121 Human Resources Organizational Unit
~ o Branch ABC - 2 2
: alIT Organizational Unit
2] Accounting i) e i
- 2. Management Organizational Unit
» 2 Human Resources
B B sales Organizational Unit
. & Management %Finance Security Group - Glo...
v [ Sales E3Monthly Plan Shared Folder
2| Foreign Sales
» [ Builtin
» ] Computers
_f P. Active Directory Domain Services X
» 2| Domain Controllers
» [ ] ForeignSecurityPrincipal:
> @ Keys You do not have sufficient privileges to delete OU=Fareign
5 [7] LostAndFound Sales,OU=Sales,OU=Branch ABC,DC=techsupport,DC=com,
ez ¥ or this object is protected from accidental deletion.
» [ 1 Managed Service Accout
» [ | Program Data
> 8 Syte o]
[ox ]
> [7] NTDS Quotas
5 [°] TPM Devices
< >

12




elev8

10. the problem is that within Sales we have a user and another OU with
protection to delete it, so you will have to go and delete the user (they don't
have protection), then delete "Foreign Sales" remembering to remove the
protection from the tab of the object and finally delete Sales.

13



