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Active Directory Lab #5 Create GPOs in Active Directory

Objective:

The objective of this laboratory is to apply different levels of security on Active

Directory objects through GPOs.

Task 1: Create a GPO

1. Enter the server manager, click on tools, look for the Group Policy

management option and click
2. Look for the domain option and display it

3. Click on the domains option (1), left click on the techsupport.com (2) domain
where we want to assign the GPO, right click, and select the option Create a

GPO in this domain (3)
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4. In order to identify the GPO, we call it Warning Message

11 ek R B
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5. Now that the Warning Message GPO appears in the bar on the left side, we

right click it
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6. A pop-up window named Group Policy Management Editor will appear
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7. Inthe section on the left side, we select the Computer Configuration option
and then click where the Policies folder is, to expand it, we display where it

says Windows Settings
8. We click on Security Settings (1), then we display where it says Local Policies (2)
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9. and we finish by clicking where it says Security Options (3), we look for the
option that says, "Interactive logon: Message text for users trying to log in" (4)
and we double click it
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10. A new pop-up window named “Interactive logon: Message text for users trying
to log in” opens, we click on the dialog box that says Define these policy

settings

Securty Policy Setting ~ Explain

Interactive logon: Message text for users attempting to lo... ? X

? Interactive logon: Message text for users attempting to log on
B

[[] Define this policy setting in the template

Cancel Apply n
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11. When the dialog box is activated. We write: For company use only. Any
unauthorized use of this device is prohibited (1), at the end click Apply (2)
and OK (3) and that's it.

Interactive logon: Message text for users attempting to lo... ? X

Security Policy Setting ~ Explain

T‘i' Interactive logon: Message text for users attempting to log or@

——
Define this policy setting in the template

For company use only.
Any unauthorized use of this device is prohibited |

(3) |
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Task 2: Create a policy to lock the device after 10 minutes of inactivity
1. Enter the server manager, click on tools (1), look for the Group Policy
management option (2) and click

[ Server Manager - X
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1. Left click domains (1) then on the techsupport.com domain (2) where we want
to assign the GPO, we right click and select the option Create a GPO in this

domain (3)
2 Group Policy Management — O X
|3l File Action View Window Help - &
o9 2@ O Ec Hm
& Group Policy Management techsupport.com
2 SX Forest: techsuppost.com Status  Linked Group Policy Objects Group Policy Inheritance  Delegation
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Group Policy Modeling Wizard...
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Search...
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Remove
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View

New Window from Here
Refresh
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2. Inorder to identify the GPO, we call it 10 minutes idle

New GPO

Name:

10 minute idle|

{none)

Source Starter GPO:

3. Now if a warning message appears, we just click on ok

vl

You have selected a link to a Group Policy Object (GPQ). Except for
changes to link properties, changes you make here are global to the GPO,
and will impact all other locations where this GPO is linked.

[[] Do not show this message again

Group Policy Management Console X

line domain controller for this domain. Change

itus from all of the domain controllers in this

10
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4. Once the GPO is created, right click on the name, and choose the edit option

|5 Group Policy Management

& File Action View Window

o | 25X HE

Help
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o | nE = HmE

=] 10 minute idle [WIN-JGEN8IF2154.TECH
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_ Control Panel
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| Shared Folders
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| System
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5. A pop-up window named Group Policy Management Editor will appear, In the

Policies

Select an item to view its description.

Name
| Software Settings
| Windows Settings
_| Administrative Templates

4 {
', Extended / Standard /

section on the left side, we select the User Configuration option and then click
where the policies folder is to expand it.

12
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6. We look where it says Administrative Templates and expand it

=] Group Policy Management Editor
File
o9 2@ = BE Y

Action View Help
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Setting
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] Start Menu and Taskbar
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\*1__ Extended /‘: Standard /

7. We choose the Control Panel option of the Administrative Templates (1) and
display it, then we double click in the Personalization option (2), a list appears,
we look for the option Password Protect the Screen Saver (3)

= Group Policy Management Editor
File Action View Help
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Select an item to view its description.

Setting

|iz| Prevent changing color scheme

|z Prevent changing theme

|iz] Prevent changing visual style for windows and buttor
|:=] Enable screen saver

|iz] Prohibit selection of visual style font size
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|iz| Prevent changing desktop background
|z Prevent changing desktop icons

|iz] Prevent changing mouse pointers

|z Prevent changing screen saver

|iz] Prevent changing sounds

|| Password protect the screen saver

|iz] Screen saver timeout
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8. We double click Password Protect the Screen Saver option and select enable,

then click apply and ok

(O Not Configured
(@) Enabled
(O Disabled

Options:

& Password protect the screen saver

[E] Password protect the screen saver

Comment:

Supported on:

Previous Setting Next Setting

At least Windows 2000 Service Pack 1

Help:

Determines whether screen savers used on the computer are
password protected.

If you enable this setting, all screen savers are password
protected. If you disable this setting, password protection cannot
be set on any screen saver.

This setting also disables the "Password protected” checkbox on
the Screen Saver dialog in the Personalization or Display Control
Panel, preventing users from changing the password protection
setting.

If you do not configure this setting, users can choose whether or
not to set password protection on each screen saver.

To ensure that a computer will be password protected, enable
the "Enable Screen Saver” setting and specify a timeout via the
"Screen Saver timeout” setting.

Note: To remove the Screen Saver dialog, use the "Prevent
changing Screen Saver" setting.

9. Now to activate the timeout in the same window where we activated the
password protection, we click on the option below that says screen saver
timeout and double click on it.

14
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= Group Policy Management Editor
File Action

e nR = HE T

View Help

=] 10 minute idle [WIN-JGENES A |5 peronalization
v (& Computer Configuration
a4z Screen saver timeout
_| Policies
= prEferénces, Edit policy setting
v & User Configuration
v [] Policies Requirements:
_ Software Settings At least Windows 2000 Service
| Windows Setting: Pack 1
~ | Administrative Te e
Description:

v [O Control Panel Specifies how much user idle time

-| Add orRe must elapse before the screen
_| Display saver is launched.
_| Personaliz : o 5 .
= When configured, this idle time
_| Printers s
can be set from a minimum of 1
| Programs second to a maximum of 86,400
_| Regional a seconds, or 24 hours. If set to zero,
| Desktop the screen saver will not be started.
| Network

This setting has no effect under
any of the following
circumstances:

_| Shared Folder
| Start Menu an

| System
_| Windows Con - The setting is disabled or not
4 All Settings configured.
Preferences W
< >

v

Setting

:iz| Prevent changing color scheme

i) Prevent changing theme

\iz] Prevent changing visual style for windows and buttons
] Enable screen saver

i) Prohibit selection of visual style font size
i, Prevent changing color and appearance
\iz| Prevent changing desktop background
\iz] Prevent changing desktop icons

i) Prevent changing mouse pointers

i Prevent changing screen saver

\iz] Prevent changing sounds

Orce specific screen saver
iiz] Load a specific theme

i) Force a specific visual style file or force Windows Classic

< >

", Extended { Standard /

10. We click on enabled (1) and below it says number of seconds to wait to enable

the screen saver we write 600 seconds (2) which is equivalent to 10 minutes.

We click on apply (3) and ok (4), we can now close the editor window.

15
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& Screen saver timeout

Screen saver timeout

Previous Setting Next Setting

(O Not Configured Comment:

(®) Enabled @

(O Disabled

Supperted on: [ At east Windows 2000 Service Pack 1

Options:

Help:

MNumber of seconds to wait to enable the screen

o

Seconds: (600

Specifies how much user idle time must elapse before the screen
saver is launched.

When configured, this idle time can be set from a minimum of 1
second to a maximum of 86,400 seconds, or 24 hours, If set to

zero, the screen saver will not be started.

This setting has ne effect under any of the following
circumstances:

- The setting is disabled or not configured.
- The wait time is set to zero.
- The "Enable Screen Saver" setting is disabled.

- Neither the "Screen saver executable name” setting nor the
Screen Saver dialog of the client computer's Personalization or

Display Control Panel specifies a valid existing screen saver
pregram on the client. @

O =~ [

16
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Task 3: Password GPOs

Now we are going to apply a very common Passwords GPO and that is applied in

almost all companies:

1. We are going to apply this policy at the domain level (1), so we select
Techsupport.com (2) and right click, we select the option to Create a GPO (3)

v _\33 Forest: techsupport.com
v = Domains K
@ 45 techsupport.com

@ Sites
5% Group Policy Modeli
1+ Group Policy Results

'3 Group Policy Management - O X
# File Action View Window Help - &
oo | 2/ 85| Hrm

& Group Policy Management techsupport.com

Status  Linked Group Policy Objects Group Policy Inheritance  Delegation

I Create a GPO in this domain, and Link it here... @FSR' Pessbiasiiom T s ool Bu K iefete
Link an Existing GPO...

Block Inheritance

Group Policy Modeling Wizard... line domain controller for this domain. Change

New Organizational Unit

Search...

Change Domain Controller... ttus from all of the domain controllers in this
Remove

Active Directory Users and Computers...

View >

New Window from Here

Refresh
Properties
Help

2. We are going to name the GPO Password Rules and click ok

New GPO X
|
Name:
Password Rules|
Source Starter GPO:
{none) v
Corce

17
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3. Now we select password rules and right click on it and then select the edit

option
|5 Group Policy Management = O X
& File Action View Window Help - &
o= 2@ XdcdHE
& Group Policy Management |[Password Rules

v _‘4\_‘ Forest: techsupport.com
v (33 Domains

v 3 techsupport.com

2 10 minute idle

Scope Details Settings Delegation
Links

Display links in this location: techsupport com v

Domain D”C)'| The following sites, domains, and OUs are linked to this GPO:

+ | Password Rules -
T Woarning Mem | Edit.. @ Enforced Lk Enabled  Path

57 Branch ABC Enforced No Yes techsupport coi
= | Domain Control ', Link Enabled
t Group Policy Ok 2
Save Report... i
5 WM Filters e e
) Starter GPOs View
Sit ipply to the following groups, users, and computers:
i ortes New Window from Here =~
st% Group Policy Modeling
| Group Policy Results Delete
Rename
Refresh
move Properties
Help ;
WMI Fitering

This GPO is linked to the following WMI fiter:

4. Inthe new window we display the windows settings folder (2) in computer
configuration (1), display the security settings (4) and select the Account
policies (5), then click on the Password Policy (6)
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1=/ Group Policy Management Editor
File Action View Help

e @ Xz HE

v A Computer Configuration [1 "

v || Policies

> | | Software Settings
Iv | Windows Settings

» || Name Resclution Policy

(& Scripts (Startup/Shutdown

> = Deployed Printers
Security Settings
- Account Policies
J| Local Policies
j Event Log
"4 Restricted Groups

g System Services

g Registry

(4 File System
;':g]' Wired Network (IEEE 8(
7] Windows Defender Fire
| Network List Manager
> Caf Wireless Network (IEEE
> [ Public Key Policies

5 || Software Restriction Pc
» [ Application Control Po
>
>

[
>
»
>
>
>
>
>
b

W

& IP Security Policies on .

7] Advanced Audit Policy ¥
< >

hame

n Password Policy

- Account Lockout Policy
;fﬂ Kerberos Policy

<

Description
Password Policy
Account Lockout Policy
Kerberos Policy

5. Now we double-click the Enforce password history policy

= Group Policy Management Editor
File Action View Help

o | 2@ = HE

v 33 Account Policies
» i Password Policy
> _:a Account Lockout P
> f Kerberos Policy
3| Local Policies
| Eventlog
"4 Restricted Groups
& System Services
& Registry
"4 File System
o/ Wired Network (IEEE 8(
] Windows Defender Fire
| Network List Manager
Zaff Wireless Network (IEEE
» || Public Key Policies

5 ] Software Restriction Pc ¥
< >

VW W W VWV VYWY

v

v & Computer Configuration ~ || Policy Policy Setting
M pf";'iw S (x| Enforce password history Not Defined
’ —jJ D_ e ettl.ngs | Maximum password age Not Defined
v ] Windows Settings e X

o i . \2e) Minimum password age Not Defined
» || Name Resolution Policy Mini 41 h Not Defined

|| Scripts (Startup/Shutdown = O T y , !ne
> mmm Deployed Printers L5 Password must meet complexity requirements Not Defined
il P i Security Settings \.«| Store passwords using reversible encryption Not Defined
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6. When the pop-up window appears mark the check that says define this policy
setting and write a 6 where it says passwords remember. This means that we
cannot repeat the same password until we have written 7 new ones

Enforce password history Properties ? X

Security Policy Setting  Explain

'{;' Enforce password history

Define this policy setting
Keep password history for:

6 = passwords remembered

[ ok R cance || ool

20
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7. Now we double click on the maximum password age option

=] Group Policy Management Editor

File Action View Help
o= 25 =]
v & Computer Configuration A || Policy - Policy Setting
vd p?"c'es . 5 Enforce password history Not Defined
3 1 Sofwme Setiou Maxi dage | Not Defined
~ [ Windows Settings Iw .ax'lmurn P o) :
e ) . e Minimum password age Not Defined
» [ Name Resolution Policy e j
&) Scripts (Startup/Shutdown | Minimum password length ' ' Not Def.mecl
, mmm Deployed Printers ) Password must meFt comple‘xrty requu’erAnents Not Def.:ned
il V- i Security Settings | Store passwords using reversible encryption Not Defined
v jﬂ Account Policies
> 7 Password Policy
> f Account Lockout P
> i Kerberos Policy
> _j Local Policies
> ] Eventlog
» s Restricted Groups
> [[@ System Services
> 4 Registry
> g File System
> £/ Wired Network (IEEE 8(
» ] Windows Defender Fire
| Network List Manager
» Gaf Wireless Network (IEEE
» [ Public Key Palicies
» | Software Restriction Pc ¥
< > [« >

8. We click on the check box and put 30 as the maximum password age, the
policy establishes that it must be changed every month, then click apply and ok

21
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Maximum password age Properties ? X
Security Policy Setting  Explain

Maximum password age

%

[#] Define this policy setting
Password will expire in:

[ ok | cance [ aeey |

9. Now double click where it says minimum password age

=] Group Policy Management Editor - O X
p Policy Manag
File Action View Help

e 2@ = HE

v & Computer Configuration A || Policy Policy Setting
v '?f"c'es . s Enforce password history Not Defined
4 “jl Su‘f'tware Seltl.ngs . Maximum password age Not Defined
bl ,‘ﬁmduws Settmgs‘ . & Minimum password age Not Defined
» [ Name Resolution Policy A - . ot el
|| Scripts (Startup/Shutdown e R TR . . s
» mm Deployed Printers . Password must mf.‘fst compIeAxlty requuer-ncnts Not Deffned
1l R i Security Settings | Store passwords using reversible encryption Not Defined

v :ﬂ Account Policies

> f Password Policy
:ﬂ Account Lockout P
:ﬂ Kerberos Policy
Local Policies

i v

if| Eventlog

[ 4 Restricted Groups

8 System Services

& Registry

& File System

4/ Wired Network (IEEE 8
] Windows Defender Fire
| Network List Manager
Zaf Wireless Network (IEEE
» [ Public Key Palicies

5 ] Software Restriction Pc ¥
< >

VW W W WV VY VY

W
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10. We mark the box and change the number to 1, this means that once the
password has been changed, at least one day must pass to change it for a
different one, then click apply and ok

Minimum password age Properties 7 X
Security Policy Setting ~ Explain

'{;" Minimum password age

Define this policy setting
Password can be changed after:

1 < days

11. Finally, we double-click where it says the password must meet the complexity
requirements.

23
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=] Group Policy Management Editor
File Action View Help

e 2@ = HE

v & Computer Configuration A

w | Policies
| Software Settings
v [| Windows Settings
_ Name Resolution Policy
& Scripts (Startup/Shutdown
= Deployed Printers
v T Security Settings
v 5 Account Policies
i Password Policy
__E Account Lockout P
- Kerberos Policy
4 Local Policies
| Eventlog
g Restricted Groups
4 System Services
4 Registry
4 File System
74/ Wired Network (IEEE 8(
" Windows Defender Fire
| Network List Manager
,-_.;g' Wireless Network (IEEE
* Public Key Policies

" Software Restriction Pc ¥
< >

Policy

.| Enforce password history
i« Maximum password age
s/ Minimum password age

Policy Setting

6 passwords remembered
30 days

1 days

I_, Minimum password length
.| Password must meet complexity requirements

Not Defi
Enabled

4| Store passwords using reversible encryption

Not Defined

12. We mark the check and then select the enabled option, this rule forces users to
use uppercase, lowercase, numbers, and punctuation marks, we click on apply
and ok, now we can close the window
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Password must meet complexity requirements Properties ? X

Security Policy Setting = Explain

'-f'i' Password must meet complexity requirements

Define this policy setting:
(®) Enabled
(O) Disabled

13. The policies are ready, it should look like the following image, if everything is
correct, we can close the editor window.
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= Group Policy Management Editor = a X
File Action View Help
o 2@ = H

v Q:mputer Configuration A || Policy = Policy Setting
vies Pfh;'e:tw Setti ox Enforce password history 6 passwords remembered
’ ‘f V:‘ 4 i Se:tf:rgs x| Maximum password age 30 days
v [ ] Windows Settings -
TI | Name Resulztion Poli e R Ty
5 " L&) Minimum password length Not Defined
|2l Scripts (Startup/Shutdown _ . )
s mm Deployed Printers L, Password must meet complexity requirements Enabled
- i Sefuri}:y Settings Lz| Store passwords using reversible encryption Not Defined

v _:ﬂ Account Policies
> 3 Password Policy
S jé Account Lockout P
by jé Kerberos Policy
j Local Policies
3 Eventlog
_ g, Restricted Groups
3 System Services
4 Registry
"4 File System
Fu Wired Network (IEEE 8(
|| Windows Defender Fire
| Network List Manager
Zaf Wireless Network (IEEE
> [ ] Public Key Policies
> || Software Restriction Pc ¥
<€ > £ :

VW N N N Y

W
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Task 4: OU GPOs
1. Now we are going to create a GPO directly in an OU, select Branch ABC and
right click on it, then click on create a GPO

\& Group Policy Management - B X
& File Action View Window Help - || |
o9 25 8 XE G HE

/5, Group Policy Management Branch ABC

v A F?rem tec,hsupport'com Linked Group Policy Objects Group Policy Inheritance  Delegation
v 25 Domains =
v F3 techsupport.com Link Order GPO Erforced  Link Enabled GPO ¢

=, 10 minute idle

. Default Domain Policy
@1/ Password Rules

o[ Warning Message
o 2| Branch ABC
T U or I Create a GPO in this domain, and Link it here... 2

=t Group Polic: Link an Existing GPO...

7 WMI Filters Block Inheritance
_ &l Starter GPOs Group Policy Update...
{3 Sites
sr¢ Group Policy Mode Group Policy Modeling Wizard...
) Group Policy Result New Organizational Unit
View b

New Window from Here

Delete
Rename
>
Refresh
Displays Help for the current se Properties
2. We're going to name this GPO “Disable CMD" and click ok
| New GPO X
41 Name:
Disable CMD|
p
' Source Starter GPO:
{none) W
Cancel
g
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3. Now we are going to click on Branch ABC (1), select the GPO (2) and right click

toEdit(3) T

' Group Policy Management

& File Action View Window Help

o9 2@ e BmE

\#, Group Policy Management Branch ABC

A . 2 :

v A\ Forest e hsupgort.com Linked Group Policy Objects ' Group Policy Inhertance  Delegation
v (54 Domains — —

v 3 techsupport.com Link Orde GPO Enforced Link Enabled

[ 10 minute idle 1 isabl N
9 DnsabeCMD o Edit 3

[ Default Domain Policy
[ Password Rules

e Enforced
~ Link Enabled

5/ Warning Message
o 2 Branch ABC
2| Domain Controllers Save Report...

=} Group Policy Objects =

+ WMI Filters ¢

) Starter GPOs ename
Refresh

[ Sites
st Group Policy Modeling
1+ Group Policy Results

>

4. Let's go to User configuration and display the Policies option then we display

where it says administrative template and click in System, look for the option
“Prevent Access to the command prompt” and double click it
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= Group Policy Management Editor - m} X

File Action View Help
e 2B Em Y
l; [ User ConflguratlonU | System

LA

2 v | Policies X
Prevent access to the command Setting ~
| are Setti ngs rompt )
| Windows Setting: P | Group Policy
e Edit policy settin A L Internet Cornmumcatnon Management

| Control Panel _| Locale Services

_ Desktop Requirements: | Logon

| Network At least Windows 2000 _| Mitigation Options

| Shared Folder Descrioti | Power Management

escription:
ALLEnUEN || This policy setting prevents users | Removable Storage Access
e from running the interactive | Scripts
+Al+[ command prompt, Cmd.exe. This 8 User Profiles
3 | etti Iso det i »

- g'fphﬂlf & \ii;ﬁ:r b:?haﬁslzs (.;:r:mes \iz| Download missing COM components
el : r:\;er ; and .bat) can run on the computer. \i=| Century interpretation for Year 2000
= GD o peT ) ) ) 2| Restrict these programs from being launched from Help
g If you enable t!."s policy setting (iz| Do not display the Getting Started welcome screen at logon
| Internet Ci and the user tries to open a
1 Locale Ser command window, the system Z

displays a message explaining that

Logon 5 %
- Mi?igaticn a setting prevents the action. iz] Prevent access to registry editing tools
| Power Ma ¥ you disable this policy seting or ; Don't run spec-lf.led V&.fmdows app!lcat-mns
| Removabl do not configure it, users can run (2] Run only specified Windows applications
| Scripts Cmd.exe and batch files normally. \i] Windows Automatic Updates v
. v
e U-ser Pr_ufll Note: Do not orevent the < >
| € > b  Extended | A Standard/

10 setting(s)

5. Inthe pop-up window we click on enabled (1), in comment we write Hey you
cannot use this tool (2). Finally, in the box below on the left where it says
disable the command prompt script, we change the option to yes (3), we do
apply (4) and ok (5), and that's it, we can close the editor window.
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A Prevent access to the command prompt £ X

B P
E'.l revent access to the command prompt Previous Setting Next Setting

(O Not Configured Comment: Hey ybu cannot use this tool @
(®) Enabled @
() Disabled

Options: Help:

Supperted on: | At jeast Windows 2000

This policy setting prevents users from running the interactive
command prompt, Cmd.exe. This policy setting also determines

@ whether batch files (cmd and .bat) can run on the computer.

Disable the command prompt script processing
also?

Yes v
If you enable this policy setting and the user tries to open a
command window, the system displays a message explaining
that a setting prevents the action.

If you disable this policy setting or do not configure it, users can
run Cmd.exe and batch files normally.

Note: Do not prevent the computer from running batch files if
the computer uses logon, logoff, startup, or shutdown batch file
scripts, or for users that use Remote Desktop Services.

(4
\L/
Apply

O] o
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Task 5: Firewall
1. In ABC Branch we right click and click on Create a GPO

'& Group Policy Management — X
5 File Action View Window Help - 8%
os | 2/ B8/ XE G HE
|5, Group Policy Management Branch ABC
v ﬁ Fprest: tec‘hsupport.com Linked Group Policy Objects Group Policy e [P

v 55 Domains .
v 3 techsupport.com Link Order GPO Enforced Link Enabled GPO ¢
@i 10 minute idle
@) Default Domain Policy
@i, Password Rules
& _Warning Message
o 2| Branch ABC
R T I Create a GPO in this domain, and Link it here... 2
5 Group pnhq Link an EXIS‘tIﬂg GPO...
+ WMI Filters Block Inheritance
gl Starter GPOS Group Policy Update...
@ Sites
st% Group Policy Mode Group Policy Modeling Wizard...
) Group Policy Result New Organizational Unit
View >
New Window from Here
Delete
Rename
>
Refresh
Displays Help for the current se Properties

—

2. We are going to name the GPO Firewall and click ok

=%

New GPO X
Name:
| Firewall
Source Starter GPO:
(none) ~
Cancel
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3. The editor window will appear, and in the section on the left side, we select the
Computer Configuration (1) option, display and click on the policies option (2)
and then click and display the windows settings (3), select the security settings
(4) then the Windows Defender Firewall with Advanced Security folder is, to
expand it (5). Within Windows defender Firewall with Advanced Security folder,
we display the option with the Firewall icon (6)

I \= Group Policy Management Editor - O X
File Action View Help
|les 2E B =

[ Firewall [WIN-JGEN89F21S4. TECHSUPPORT.COM] Policy A A
v i Computer Configuration 1 ﬂ Windows Defender Firewall with Advanced Security prc

Iv | Policies I:%)

| Software Settings
@]v _ Windows Settings | Overview
| Name Resolution Policy Domain Profile
) Sengls StataplShuliow) @ Windows Defender Firewall state is not configured.

= Deployed Printers
Iv S Security Settings I 4 ) Private Profile

jiﬁf Account Pokcies "i) Windows Defender Firewall state is not configured.
Local Policies

| Eventlog Public Profile
4 Restricted Groups (i) Windows Defender Firewall state is not corfigured.
54 System Services
a Registry g Windows Defender Firewall Properties
1 File System

71/ Wired Network (IEEE 802.3) Policies feting Smied

Windows Defender Firewall with Advanced Securi
i Windows Defender Firewall with Advanced Securit

Authenticate communications between con

Create connection security rules to specify how and when cor

" Network List Manager Policies protected by using Intemet Protocol security (IPsec)
;ng Wireless Network (IEEE 802.11) Policies
7 Public Key Policies ﬂ_ﬂ Connection Security Rules
| Software Restriction Policies
Application Control Policies i View and create frowall rules i
< > < >

4. We right click on inbound rules and click on new rule.

=/ Group Policy Management Editor - O X
File Action View Help
o 2@ = HE

r_gg Deployed Printers A || Name Group
v F Security Settings
_E Account Policies There are no items to show in this view.
j Local Policies
i Eventlog

4 Restricted Groups
A System Services
4 Registry
4 File System
5___";.' Wired Network (IEEE 802.3) Policies
~ [ Windows Defender Firewall with Advanced Security

Windows Defender Firewall with Advanced Security - LDAP://1
Inbound Rules
INew Rule... I : '

B3 Outbound

_‘_‘... Connectiol
Filter by Profile »

| Network List Mani
Saf Wireless Network Filter by State g
| Public Key Policie: Filter by Group >

| Software Restrictic

~| Application Contr Yiew ?
8, IP Security Policie: Refresh JORT.COM)
| Advanced Audit P .
olli Policy-based QoS Erport bt
(' Administrative Templates Help retrieved frnr; % 32
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5. In the wizard we click on Custom (1) and then next (2)

Rule that controls connections for a program.

Rule that controls connections for a TCP or UDP port.

Rule that controls connections for 8 Windows experience.

O,

@ New Inbound Rule Wizard
Rule Type
Select the type of firewall rule to create
Steps:
& Rule Type What type of rule would you like to create?
@ Program
@ Protocol and Ports (O Program
@ Scope
@ Action O Port
@ Profile
@ Name ) Predefined:
Active Directory Domain Services
(® Custom
Custom rule.
6.

E-’:-_ Next >

In the next window we select all programs and then next

Cancel
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@ New Inbound Rule Wizard X

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this rule apply to all programs or a specific program?
@ Program
@ Protocol and Ports (® All programs
& Tiian Rule applies to all connections on the computer that match other rule properties. @
@ Action
(O This program path:
@ Profile
Browse
@ Name Example: c:\path'program exe
%ProgramFiles % \browser‘\browser.exe
Services Customize...
Specify which services this rule applies to.

@) e I

7. In the next window we leave the option on any and then next
@ New Inbound Rule Wizard X

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

& Rk Type To which ports and protocols does this rule apply?

@ Program

@ Protocol and Ports Protocol type: .Arly ~ @
@ Scope '0COl NUMDer. =

@ Action

@ Profile Local port: Al Ports

@ Name

Example: 80, 443, 5000-5010
Remote port: All Ports

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
(ICMP) settings:
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8. Inthe next one selects “Any IP addresses” option (1), below where it says which
remote IP we select “These IP addresses” (2) and we click on add (3)
@ New Inbound Rule Wizard X

Scope
Specify the local and remote IP addresses to which this rule applies

Sieps:

# Rule Type

» Program Which local IP addresses does this rule apply to?
@ Protocol and Ports ® Any IP address

» Scope [@) 'I-'hese IP addresses:

@ Action
@ Profile

@ Name

Customize the interface types to which this rule applies: Customize...

Which remote IP addresses does this rule apply to?
(O Any IP address

I@ These IP addresses: @

Ad. K 3
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9. Inthe pop-up window we write 150.10.15.155 (1) at the top and click ok (2)

IP Address X

Specify the IP addresses to match: 1

(@) This IP address or subnet:

[150.10.15.155 ]

Examples: 192.168.0.12
192.168.1.0/24
2002:5d3b:1a31:4:208: 74ff fe 39:6c43
2002:9d3b:1a31:4:208:74fF fe 39:0/112

(O This IP address range:
From:
To:
(O Predefined set of computers:

Default gateway

(=] e

10. In the wizard click next to the other window (2)

ﬁ New Inbound Rule Wizard

Scope
Specify the local and remote |P addresses to which this rule applies.

Steps:

@ Rule Type

@ Program Which local IP addresses does this rule apply to?
@ Protocol and Ports ® Any IP address

# Scope (O These IP addresses:

@ Action
@ Profile

@ Name

Customize the interface types to which this rule applies: Customize...
Which remote IP addresses does this rule apply to?
() Any IP address

(@ These IP addresses: @

150.10.15.155

) m [
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11. Select allow the connection and next
@ New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:

*

o

o

Rule Type
Program

Protocol and Ports
Scope

Action

Profile

Name

What action should be taken when a connection matches the specified conditions?

(® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

() Block the connection

=€) [

12. In the window “When does this rule apply” we mark all and click next
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@ New Inbound Rule Wizard

Profile

Specify the profiles for which this rule applies.

Steps:

@ Fule Type When does this rule apply? @

& Program

& Protocol and Ports Domain

i Applies when a computer is connected to its corporate domain.

@ ocope

@ Action Private

+ Profile Applies when a computer is connected to a private network location, such as a home
or work place.

& Name Public
Applies when a computer is connected to a public network location.

Te) mrmm I

13. In the following step we name it as Firewall-whitelist, Finish and close




elev8

ﬂ New Inbound Rule Wizard

Name
Specify the name and description of this rule.

Steps:
Rule Type

Program

Protocol and Ports
Name:
|Firewall-whitelist

Scope
Action
Profile Description (optional):

Name

&« & & & ¢ & &

S [

14. It should look like this at the end
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