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Abstract

MobSF is an open-source tool developed by Ajin Abraham that is used for automated analysis of an APK.
This is a collection of tools that run under one interface, perform their own individual tasks (like Jadx,
apktool etc) and display their results under a common interface. These reports can be downloaded in a
PDF format too and give out detailed analysis with necessary screenshots as well. You can download
MobSF here. In this publication, we’ll be walking through the installation phase in Ubuntu OS and
guiding you through various options that this tool has to offer.
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Installation

| To install MobSF, create a directory and follow the commands:

git clone https://github.com/MobSF/Mobile-Security-Framework-MobSF.git

cd Mobile-Security-Framework-MobSF

We need to install dependencies before we are able to run:

apt-get install python3-venv

pip3 install -r requirements.txt

obSF# apt- install python3

(from

Once done, we can run the setup file to install MobSF and all the components automatically

I ./setup.sh |

work-MobSF# ./setup.sh

(python 3
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Now, to run MobSF we execute the run.sh file. As one could interpret from the screenshot below that
MobSF would be running on a local server on port 8000.

== Mobile Security Framewo: X

« > C 6 © | # 0.0.0.0:8000

& Upload & Analyze

Drag & Drop anywhere!

Search MD5

RECENT SCANS | DYNAMIC ANALYZER | API DOCS | ABOUT

© 2021 Mobile Security Framework - MobSF v3.3.1 Beta

GNITE www.hackingarticles.in

Technologies



https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in

Exploring MobSF

Landing Page

Now that the MobSF is up and running, we can drag a dummy APK (in this case, I'll take InjuredAndroid
by Kyle Benac (here) into the MobSF interface and see what happens. After waiting for a couple of
minutes we could see that static analysis of the APK is done. Now here on the landing page, we can see
that a severity score is given. The higher this score the more secure app is. Next, hashes, filename and
size of the APK are also given. In the third column in the first row, we can also see the package name,
main activity, min SDK version and the application version as well. The description of the application is
also given.

&« ¢ @ | & 0.0.0.0:8000/static_analyzer/?name=InjuredAndroid-1.0.10-release.apkic [E] | see 1 =

RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DOCS ABOUT Search MD5

& APP SCORES ‘%8 FILE INFORMATION i APP INFORMATION

[EIXIED InjuredAndroid-1.0.10-release.apk D InjuredAndroid

ED) 17.49MB TR b3nac.injuredandroid

Lo EEDcTcoladdabaliiseadiisselsssesadd [ Vain Activity |

m * m4?d869733821cec0cbbSdaeSeabGBedddeﬂ]del{J b3nac.injuredandroid.MainActivity
S e e son i inson B3R s sor]
70/100 5e111b2bdcd9c9550737eca68bd30ddbaGeAa40bi61a573cTT5a2 1.0.9
Tdblcac02 [iaroiversonce: J
0/343

P PLAYSTORE INFORMATION

InjuredAndroid

[ score [V instatis BROIES Price [4 5.0 and up ([EIZE) Education [T b3nac.injuredandroid
[ Devetoper [ERIIEN B3nac

None

https://b3nac.com/

=TT b3nac.sec@gmail.com

CEETTT Jul 20, 2020 (CIEEETE) Privacy link

=T

Setup for a physical device
1. Download the latest release from Google Play.

Setup for an Android Emulator using Android Studio

1. Pull the apk from a physical device after installing from Google Play with adb pull.
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After scrolling down a little bit, here’s what all we can see:

In small cards, we see different application components

Dynamic analysis option that will help MobSF conduct run time analyses Option to view decompiled
code. This is the code that is generated by apktool. Generally, the resources file would also be decoded.

It is also possible to view smali code. It makes it easier to segregate and view source code in separate
java classes using this.

30

1 1 1

ACTIVITIES SERVICES RECEIVERS PROVIDERS

View @ View @ View @ View @

Exported Exported Exported Exported
E Activities Services ‘."")\ Receivers Providers
8 o 1 0
£X SCAN OPTIONS

£ Rescan

© Start Dynamic Analysis [ s

B DECOMPILED CODE

@ View AndroidManifest.xml <[> View Smali <

X Download JavaCode & Download Smali Code ~ & Download APK  g¢———
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Signer Certificate Analysis

In the certificate column, we can see the signer certificate where one can find important information
about the developer, country, state, type of algo, bit size etc.

#¥ SIGNER CERTIFICATE

APK is signed

vl signature: True

v2 signature: True

v3 signature: False

Found 1 unique certificates

Subject: C=US, ST=CA, L=Sacramento, 0=B3nac Sec, OU=B3nac Sec, CN=Kyle Benac
Signature Algorithm: rsassa_pkcsivis

valid From: 2020-05-17 16:58:18+00:00

valid To: 2045-@5-11 16:58:18+00:00

Issuer: C=US, ST=CA, L=Sacramento, 0=B3nac Sec, OU=B3nac Sec, CN=Kyle Benac
Serial Number: @x1e6182c6

Hash Algorithm: sha256

md5: 755e4d6261be8766d610cTc582026568

shal: 9c582658a48d5ca75¢T26b56531d7d9e1540055F

sha256: df392dadsfcéacc1338df3e45833050fdc0a2912473917d2425a89F2de229a7h
sha512: 76a933453b7f6cfe5a210fobsedfed412a366f9755cT28d9ec92bod28995bf8d131c7aee231ad15c14aeaea26a2527df:
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: 3d8e6b46fflld89ed9ad35acdd2alae6d82a4b67911f006c3bdeeaSeaf086bfo

Search:

Application Permissions

Further, we can see all the permissions an application has. There are various permissions that are
categorized as dangerous or normal. It is important from a security analyst’s point of view to understand
which permissions can lead to further damage. For example, if an application has access to external
media and stores critical information on the external media it could prove to be dangerous since the
files stored on external media are globally readable and writable.
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i= APPLICATION PERMISSIONS

Search:
PERMISSION * STATUS INFO DESCRIPTION
android.permission. ACCESS_NETWORK_STATE == view network Allows an application to
status view the status of all
networks.
android.permission.INTERNET [ normat | full Internet Allows an application to
access create network sockets.
android.permission.READ_EXTERNAL_STORAGE [ dangerous | read external Allows an application to

storage contents  read from external storage.

android.permission.READ_PHONE_STATE [ dangerous | read phone Allows the application to
state and access the phone features of
identity the device. An application

with this permission can
determine the phone
number and serial number
of this phone, whether a call
is active, the number that
call is connected to and so

on.
android.permission.WRITE_EXTERNAL_STORAGE [ dangerous | read/modify Allows an application to
/delete external write to external storage.
storage contents
Showing 1to 5 of 5 entries Previous Next

Browsable Activities & Network Security Analysis

Next, in the browsable activities section, we can see all the activities that have implemented a deep link
schema. Please refer to the article here to understand all about deep links, its implementation as well as
exploitation.

In the network security section, one can find some details about network security issues related to the
application. These issues can lead to critical attacks like MiTM sometimes. For example, in the
screenshot below, one can find that the application isn’t using the SSL pinning mechanism implemented.
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B BROWSABLE ACTIVITIES

Search:

ACTIVITY + INTENT

b3nac.injuredandroid.CSPBypassActivity Schemes: http://, https://,
Hosts: b3nac.com,
Path Patterns: /*/,

b3nac.injuredandroid.DeepLinkActivity Schemes: flagll://, https://,
b3nac.injuredandroid.RCEActivity Schemes: flagl3://,
Hosts: rce,
Showing 1 to 3 of 3 entries Previous Next
& NETWORK SECURITY
Search:

NO * SCOPE SEVERITY DESCRIPTION

1 * m Base config is insecurely configured to permit clear text traffic to all domains.
Showing 1 to 1 of 1 entries Previous Next
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Manifest Analysis

In the next section, MobSF has analysed the manifest file. One can find many folds of information from
the android manifest file like which activities are exported, if the app debuggable or not, data schemas

etc. For reference look at the screenshot below.

Q, MANIFEST ANALYSIS

NO * ISSUE

1 App has a Network Security Configuration
[android:networkSecurityConfig=@xml/network_security_config]

2 Application Data can be Backed up
[android:allowBackup] flag is missing.

3 Activity (b3nac.injuredandroid.CSPBypassActivity) is not Protected.
An intent-filter exists.
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Search:

SEVERITY

DESCRIPTION

The Network Security
Configuration feature
lets apps customize
their network security
settings in a safe,
declarative
configuration file
without modifying app
code. These settings
can be configured for
specific domains and
for a specific app.

The flag
[android:allowBackup]
should be set to false.
By default itis set to
true and allows
anyone to backup your
application data via
adb. It allows users
who have enabled
USB debugging to
copy application data
off of the device.

An Activity is found to
be shared with other
apps on the device
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Code Analysis

One of the most interesting features of the MobSF tool is the code analysis section. In this section, we
can see that MobSF has analysed and compared some behaviour of the application based on industry
security standard practices like OWASP MSTG and mapped the vulnerabilities with OWASP Top 10. It is
interesting to see CWE mentioned and CVSS score being assigned here which might help various analyst

scenarios and help the creation of reports way easier.

<[> CODE ANALYSIS

NO T ISSUE

1 App uses SQLite
Database and
execute raw SQL
query. Untrusted
user input in raw SQL
queries can cause
SQL Injection. Also
sensitive information
should be encrypted
and written to the
database.

2 The App logs
information.
Sensitive information
should never be
logged.

SEVERITY

STANDARDS

CVsSsSV2:5.9
(medium)

CWE: CWE-89
Improper
Neutralization of
Special Elements
used in an SQL
Command ('SQL
Injection')

OWASP Top 10: MT:
Client Code Quality

CVSS V2: 7.5 (high)
CWE: CWE-532
Insertion of Sensitive
Information into Log
File

OWASP MASVS:
MSTG-STORAGE-3

Search:

FILES

b3nac/injuredandroid/f.java

b/c/c/c.java
b3nac/injuredandroid/FlagFiveReceiver.java
b3nac/injuredandroid/k.java

a/ifb/c.java

b/c/
b3nac/injuredandroid/AssemblyActivity.java

/a/b/d.java

bjc/a/b/y/b.java
b/
alg/
iofflutter/view/c.java

'c/ql.java

[g.java

a/g/i/b.java

; /b/n/a.java
a/g/d/d/b.java

c/a/a.java

/g/l/b.java
a/a/n/g.java
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Related to Malware Analysis

MobSF also hosts a section where an APKiD analysis is given. APKiD is an open-source tool that is very
helpful to identify various packers, compilers, obfuscators etc in android files. It is analogous to PEiD in
APK. Here one can see that it has detected an anti-vm code in the APK.

[ FILE ANALYSIS

Search:

NO * ISSUE FILES

No data available in table

Showing 0 to 0 of 0 entries Previous = Next
% APKIiD ANALYSIS
Search:
DEX + DETECTIONS
classes.dex Search:
FINDINGS + DETAILS
Anti-VM Code Build.MANUFACTURER check
[ compiter | unknown (please file detection issue!)
Showing 1 to 2 of 2 entries Previous Mext
Showing 1to 1 of 1 entries Previous Next

Something related to malware analysis is the domain malware check feature. Here, MobSF is extracting
all the URLs/IP addresses that are hard-coded or being used in the application and shows its malware
status as well as uses ip2location to give out its geolocation as well.

Page | 13
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@ DOMAIN MALWARE CHECK

Search:

DOMAIN * STATUS GEOLOCATION

github.com good 1P: 13.234.176.102
Country: India
Region: Maharashtra
City: Mumbai

Latitude: 19.01441
Longitude: 72.847939
View: Google Map

injuredandroid.firebaseio.com good 1P: 35.201.97.85
Country: United States of America
Region: Missouri
City: Kansas City
Latitude: 39.099731
Longitude: -94.578568
View: Google Map

m.do.co good 1P: 104.21.61.61
Country: United States of America
Region: California
City: San Francisco
Latitude: 37.7757
Longitude: -122.395203
View: Google Map

A comprehensive strings analysis is also available. People who are aware of malware analysis know
about strings in-depth but for those of you who don’t, strings are ASCIl and Unicode-printable
sequences of characters embedded within a file. Extracting strings can give clues about the program
functionality and indicators associated with a suspect binary. For example, if an APK shows something as
an output so that stream would be called and hence shown in the strings. This is not the same as
strings.xml file. Many times, a third party IP address with which APK is communicating gets visible here.
This is essential from a malware analysis point of view.
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A STRINGS

id-aes256-wrap

Icircumflexsmall

half4 color = half4(%s, %s, %s, %s);
"abc_searchview_description_query” : "@%013?0 BEG"
_input

"common_google_play_services_install_button" : "MHcTanupane"
blend_dst_in

experimental

Private_Use_Area

float2 ab = mix(P[0], P[1], T);

Math_Alphanum

Dart_MewStringFromCString

Khojki

"abc_searchview_description_search" : T

Separator

UNABLE_TO_CREATE_NEW_SECTION
"abc_prepend_shortcut_label" : "Menu +"
"abc_capital_on": "esg®™

UNKNOWN_EXTENSION_NAME
..[../third_party/libcxxabi/src/abort_message.cpp
AHZzsm

[%0-8s : sp(Y0#x) fp(Yotix) pc(Yo#x) %bs%s |
"abc_activitychooserview_choose_application" : "Escolher uma aplicagao”
GrRenderTargetContext::drawTextureSet
glBindAttribLocation
"common_google_play_services_install_text" : "%1$s Hema fa ce nzepwysa bes ycnyruTe Ha Google Play WwTo rn Hew
"abc_searchview_description_clear" : "N | Pl
Show invisible frames in stack traces.

noexcept

"abc_menu_sym_shortcut_label" : "Sym+"

sinte4List.

ENTITIES

"status_bar_notification_info_overflow™ : "+998"
null-safety

Surrnoate
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One can also find hardcoded emails in MobSF. This is all done using the decompiled source code. Often a
pentester can find critical email IDs that were being used as a credential on a third party site, say, to
access the database.

& EMAILS
Search:
EMAIL . FILE
appro@openssl.org lib/arm&4-v8a/libflutter.so
b3nac.sec@gmail.com b3nac/injuredandroid/ContactActivity.java
u0013android@android.com0 bfc/a/a/b/v.java
u0013android@android.com
Showing 1 to 3 of 3 entries Previous Next

Just like emails, URLs are often found hardcoded as well. One can find juicy URLs that are being used
sometimes. Oftentimes analysts find malicious URLs being accessed as well or even a C&C server.

£ URLS
Search:
URL * FILE
http:/flocalhost bfc/aja/d/c/a2.java
http://schemas.android.com/apk/res/android a/g/d/d/g.java
http:/fwww.w3.org/XML/1998 /namespace lib/armeabi-vTa/libflutter.so
data:application/dart
data:application/dart;
http://www.w3.org/2000/xmlns/
https://www.w3.org/Style/CSS/Test/Fonts/Ahem/).
http:/fwww.w3.org/XML/1998/namespace lib/armB4-v8a/libflutter.so
data:application/dart
data:application/dart;
http:/fwww.w3.org/2000/xmlns/
https://www.w3.org/Style/CSS/Test/Fonts/Ahem/).
https://github.com/flutter/flutter/issues/2897).It iofflutter/plugin/platform/i.java

https://injuredandroid.firebaseio.com Android String Resource

https://m.do.co/c/9348bb7410b4 b3nac/injuredandroid/ContactActivity.java

Showing 1 to 7 of 7 entries Previous Next
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Hardcoded secrets

Oftentimes developers have this habit of storing critical keys like AWS ID and credentials in strings.xml
and use an object as a reference in java activity. But doing this doesn’t help in any which way since
strings.xml can be decoded easily.

# POSSIBLE HARDCODED SECRETS

"AWS_ID" : "AKIAZ36DGKTUIOLDOBNG"

"AWS_SECRET" : "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"
"enter_password" : "Enter password"

"firebase_database_url": "https://injuredandroid.firebaseio.com”

"flag_eight_aws" : "flag eight - aws"

"flag_nine_firebase" : "flag nine - Firebase"

"google api_key": "AlzaSyCUImEIOSvgAswlLgFak75xhskkB6illdTA"
"google_crash_reporting_api_key" : "AlzaSyCUImEIOSvgAswlLqFak75xhskkB6illdTA"

Activity Components Present

A list of all the activities present can also be scrolled using MobSF. This gives an insight into the skeleton
of the android APK. Also sometimes jadx replaces the real names of the class with some random letter if
the developer has applied obfuscation, MobSF can associate its real name too (doesn’t happen all the
time or in cases of strong obfuscation).
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DE ACTIVITIES

b3nac.injuredandroid.FlagSeventeenActivity
b3nac.injuredandroid.CSPBypassActivity
b3nac.injuredandroid.AssemblyActivity
io.flutter.embedding.android. FlutterActivity
b3nac.injuredandroid.RCEActivity
b3nac.injuredandroid.SettingsActivity
b3nac.injuredandroid.ExportedProtectedintent
b3nac.injuredandroid.QXV0aA
b3nac.injuredandroid.FlagTwelveProtectedActivity
b3nac.injuredandroid.DeepLinkActivity
b3nac.injuredandroid.FlagTenUnicodeActivity
b3nac.injuredandroid.FlagOneLoginActivity
b3nac.injuredandroid.FlagNineFirebaseActivity
b3nac.injuredandroid.FlagEightLoginActivity
b3nac.injuredandroid.FlagSevenSqliteActivity
b3nac.injuredandroid.FlagsOverview
b3nac.injuredandroid.FlagSixLoginActivity
b3nac.injuredandroid.MainActivity
b3nac.injuredandroid. XSSTextActivity
b3nac.injuredandroid.DisplayPostXSS
b3nac.injuredandroid.FlagOneSuccess
b3nac.injuredandroid.b25lActivity
b3nac.injuredandroid.FlagTwoActivity
b3nac.injuredandroid.FlagThreeActivity
b3nac.injuredandroid.FlagFourActivity
b3nac.injuredandroid.FlagFiveActivity
b3nac.injuredandroid.TestBroadcastReceiver
b3nac.injuredandroid.ContactActivity
com.google.firebase.auth.internal. FederatedSigninActivity
com.google.android.gms.common.api.GoogleApiActivity

Quite similarly an analyst can also traverse services, broadcast, providers and content receivers along
with all the files present in the APK archive to create a map of all the resources present in the
application.
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QX2 SERVICES

com.google.firebase.components.ComponentDiscoveryService

) RECEIVERS

b3nac.injuredandroid.FlagFiveReceiver

= PROVIDERS

com.google.firebase.provider.FirebaselnitProvider

£ LIBRARIES

D FILES

AndroidManifest.xml

META-INF/CERT.RSA

META-INF/CERT.SF

META-INF/MANIFEST.MF
META-INF/androidx.activity_activity.version
META-INF/androidx.appcompat_appcompat-resources.version
META-INF/androidx.appcompat_appcompat.version
META-INF/androidx.arch.core_core-runtime.version
META-INF/androidx.cardview_cardview.version
META-INF/androidx.coordinatorlayout_coordinatorlayout.version
META-INF/androidx.core_core-kix.version
META-INF/androidx.core_core.version
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Dynamic Analyzer

For dynamic analysis, we’d need to fire up android VM in genymotion first. Here I've created an android
VM on version 7.1

Genymotion

o0 | Genymotion Help

Filters & My installed devices

Q Type Device ~ Android API Size Density Source Status
0 Form factor & o Google Pixel 71-API25 10801920 420 Genymotion  Off
'i‘ Android API >

1_'—: Density >

1:". Size >

& Source >

When you press the dynamic analyser option present on the top navigation pane, MobSF will
automatically attach itself to VM running if MobSF and genymotion are running on the same base
machine. However, if MobSF is in another virtual machine, you might have to attach MobSF agent to
genymotion’s VM’s remote IP and port. Once it is attached, we see the following screen.
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.0.0.0:3 3d

& [ r) © ndroid_dynamic/c7¢91424ab41179ead7186¢f5 5]

RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DOCS ABOUT

Dynamic Analyzer - b3nac.injuredandroid

Remove MobSF RootCA Start Exported Activity Tester Start Activity Tester Take a Screenshot Logcat Streal

</* Frida Code Editor

. Dynamic Analyzer Errors

Java.perform({

Setting up Dynamic Analysis // Use send§
environment B
Running HTTPS intercepting proxy
Invoking MobSF agents
Environment is ready for user assisted
dynamic analysis.
Navigate through all the flows of the

A

Frida Scripts

Default
Eam Monitoring SSL Pinning Bypass
Root Detection Bypass

Debugger Check Bypass

Auxiliary

[J Enumerate Loaded Classes
a Capture Strings

Oeca pture String Comparisons

[ Enumerate Class methods

Under the analyzer status bar we can see various default frida scripts available that would check various
basic vulnerabilities like SSL Pinning bypass and Root detection checks. If you haven’t read about frida,
please do so by going here. There are other auxiliary scripts as well that lets an analyst enumerate
various classes and also capture string comparisons in real time (again helpful for malware analysts
point of view). Then simply click on start instrumentation and the selected scripts will be attached to the
application automatically. Hence, if | have selected SSL Pinning bypass script and traffic is getting
captured (visible in log or APl monitor later) that would mean SSL Pinning has got bypassed.
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Setting up Dynamic Analysis environment

Running HTTPS intercepting proxy

Invoking MobSF agents

Environment is ready for user assisted dynamic analysis.
Navigate through all the flows of the app manually.

Frida Scripts
Default <a——

Ear Moniloring SSL Pinning Bypass Root Detection Bypass

Debugger Check Bypass
Auxiliary ——
Enumerate Loaded Classes i Capture Strings

Capture String Comparisons

[ enumerate class methods
[search class pattern

[1race class Methods

Start Instrumentation

Now further, to analyse activities for vulnerabilities one can see two buttons on the top for both
exported and non exported activities

Dynamic Analyzer - b3nac.injuredandroid

Remove MobSF RootCA Start Exported Activity Tester Start Activity Tester Take a Screenshot

. Dynamic Analyzer Errors

Setting up Dynamic Analysis environment

Running HTTPS intercepting proxy

Invoking MobSF agents

Environment is ready for user assisted dynamic analysis.
Navigate through all the flows of the app manually.
Instrumenting app with frida

Successfully attached

Frida Scripts

Default

®Eap MoniloringssL Pinning Bypass Root Detection Bypass

Debugger Check Bypass

Auxiliary
Enumerate Loaded Classes &d Capture Strings
Capture String Comparisons

[J Enumerate class methods

[ search class pattern

Similarly, if one doesn’t have to make do with pre-configured Frida scripts, it is also possible that Frida
script be pasted in the text box on the right. There is also a dropdown box that would load those scripts.

You can also edit the same.
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<> Frida Code Editor

// https://codeshare.frida.re/@dzonerzy/aesinfo/

Java.perform(function () {
| var complete bytes = new Array();

var index = 0;

var secretkKeySpecDef =
Java.use('javax.crypto.spec.SecretKeySpec');

var ivParameterSpecDef =
Java.use('javax.crypto.spec.IvParameterSpec');

var cipherDef = Java.use('javax.crypto.Cipher'};

var cipherDoFinal_ 1 = cipherDef.doFinal.overload();

var cipherDoFinal 2 = cipherDef.doFinal.overload('[B'};

var cipherDoFinal_3 = cipherDef.doFinal.overload('[B',
tint');

var cipherDoFinal_4 = cipherDef.doFinal.overload('[B',
tint', 'intt);

var cipherDoFinal 5 = cipherDef.doFinal.overload('[B',
‘int', 'int*, '[B');

var cipherDoFinal 6 = cipherDef.doFinal.overload('[B',
‘int', ‘'imt*, '[B', 'int');

var cipherUpdate 1 = cipherDef.update.overload('[B'});

var cipherUpdate 2 = cipherDef.update.overload('[B',
tint');

var cipherUpdate 3 = cipherDef.update.overload('[B', 'int',
tint', '[B');

var cipherUpdate 4 = cipherDef.update.overload('[B', 'int',
‘int', '[B', 'int');

var secretKeySpecDef init 1 =
secretkKeySpecDef.$init.overload('[B', 'java.lang.String');

var secretkKeySpecDef init 2 =
secretkKeySpecDef.$init.overload('[B', 'int',

int',

int',

Available Scripts (Use CTRL to choose multiple) JEER]

default
helper
jni_hook_by_address

aes_key -ff—
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Logcat Stream

Logcat can also be viewed in MobSF’s native environment. There’s a button at the top menu that lets
one view this.

l Start Activity Tester Take a Screenshot | Logcat Stream Live APl Monitor

Mozilla Firefox

= 0.0.0.0:8000/logcat/?package X

¢ o © | # 0.0.0.0:8000/l0gcat/?package=b3nac.injuredandroid & | .- kg

ComponentInfo{com.android.phone/com.android.services.telephony. TelephonyConnectionService },
i [e0184adedf913b076626646d3f52c3b49c39ad6d], UserHandle{0}.\n'
|| 02-22 11:15:23.094 466 480 I Telecom : : Sending phone-account unregistered intent as user:
il TSLuPA@ABY\n'
02-22 11:15:23.101 1143 1143 D IGenydServiceImpl: IGenydServiceImpl startup\n'
02-22 11:15:23.183 1138 1138 I SystemPatcherApp: Registered
‘| com.genymotion.systempatcher.SystemPatcherService as SystemPatcher\n'
02-22 11:15:23.251 824 824 D TelephonyProvider: subldString = 1 subld = 1\n'
02-22 11:15:23.273 824 824 D TelephonyProvider: getPreferredApnldFromApn: for subld 1\n'
02-22 11:15:23.340 1193 1223 D Launcher.Model: loadWorkspace: loading default favorites\n'
02-22 11:15:23.357 466 487 I ActivityManager: Start proc 1239:com.android.printspooler/ufa57 for
service com.android.printspooler/. model.PrintSpoolerService\n'
02-22 11:15:23.364 1193 1193 D : static HostConnection *HostConnection::createUnique(): call\n'
02-22 11:15:23.364 1193 1193 D : HostConnection::get() New Host Connection established 0xec3d3ef0,
tid 1193\n’
02-22 11:15:23.414 1239 1239 W art : Unexpected CPU variant for X86 using defaults: x86\n'
02-22 11:15:23.416 1193 1193 D : HostComposition ext GL_OES _EGL image external essl3
4 GL_OES vertex array object GL KHR texture compression astc ldr
ANDROID EMU gles max version 3 1 \n'
02-22 11:15:23.416 1193 1193 W : Process pipe failed\n’
02-22 11:15:23.453 1193 1234 D libEGL : Emulator has host GPU support, gemu.gles is set to 1.\n’
02-22 11:15:23.454 1193 1234 E ibEGL : load_driver(/system/lib/egl/libGLES emulation.so): dlopen
4 failed: library "/system/lib/egl/libGLES emulation.so" not found\n'

02-22 11:15:23.454 1193 1234 D libEGL : loaded /system/lib/egl/ibEGL_emulation.so\n'
02-22 11:15:23.455 1193 1234 D libEGL : loaded /system/lib/egl/ibGLESvl CM_emulation.so\n'
02-22 11:15:23.464 1193 1234 D ibEGL : loaded /system/lib/egl/ibGLESv2 emulation.so\n'
02-22 11:15:23.470 1193 1234 D : HostConnection::get() New Host Connection established 0xec3d5bbo0,
tid 1234\n’'

Stop Streaming

=

[~]

ot
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APl Monitor

Just like logcat monitors device logs, APIs can also be monitored. APKs use various APIs in real-time to
perform various functions, for example, the Base64 library.

RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DOCS ABOUT Search MD5

API Monitor - b3nac.injuredandroid

Data refreshed in every 10 seconds.
Data Snip: | 100

Search:
NAME *+ CLASS METHOD ARGUMENTS
Base64 android.util.Base64 encode [[49,-36,44,115,-85,-53,86,81,-66,-120,41,100,-109,36,-21,74],(
Base64 android.util.Base64 encode [[49.-36,44,115,-85,-53,86,81,-66,-120,41,100,-109,36,-21,74],2
Base64 android.util.Base64 encodeToString  [[49,-36,44,115,-85,-53,86,81,-66,-120,41,100,-109,36,-21,74] 2
Base64 android.util.Base64 decode [[101,121,74,119,99,109,57,50,97,87,82,108,99,108,57,112,90,
Base64 android.util.Base64 decode [[101,121,74,119,99,109,57,50,97,87,82,108,99,108,57,112,90,
Baseb4 android.util.Base64 decode ["eyJwcm92aWRIcI9pZCl6imFub255bW91cylsimlzcyl6imh0d]
Crypto - java.security.MessageDigest update [[48,104,49,11,48,9,6,3,85,4,6,19,2,85,83,49,19,48,17,6,3,85,4,
Hash
Crypto - java.security.MessageDigest digest 0
Hash
Crypto - java.security.MessageDigest digest [[48,104,49,11,48,9,6,3,85,4,6,19,2,85,83,49,19,48,17,6,3,85,4,
Hash

Hence, if a function is using this APl and decrypting a value we can see that value here and decode that.
For example, down below you can see the return value of once such function in Base64.
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RESULT RETURN VALUE

"[object Object]" "77100119115995411876861087143105671081
"[object Object]" "77100119115995411876861087143105671081
"MdwscevLVIGHClkkyTrSg==" "MdwscbvLVIGHCIkkyTrSg=="

"[object Object]" "12334112114111118105100101114951051003
"[object Object]" "12334112114111118105100101114951051003
"[object Object]" "12334112114111118105100101114951051003

Downloading Reports

Once you have done the analysis, it is possible to download the report by sliding the menu bar slider on
the left-hand side and click generate the report.

rGNITE

Technologies

&« cC @ © | & 0.0.0.0:8000/dynamic_report/c7c91424ab41179ead7186cf586¢8a3d ] | === pd =

Search MD5

ABOUT

o Information

B Frida API Monitor

Application Data

Search:

+ METHOD
get
Arguments: ['ro.config.low_ram, 'false']
Result: false

Return Value: false

Called From:
android.app.ActivityManager.isLowRamDeviceStatic(

ActivityManager.java:898)
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You might notice some errors while generating reports. To resolve this, you can follow the below
command and install wkhtmltopdf module:

I apt-get install wkhtmltopdf |

TGNITE www.hackingarticles.in Page | 27

Technologies



https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in

Now, once again if you click on a recent scan bar, you’ll see static and dynamic report generation
options.

«> C @ © | & 0.0.0.0:8000/recent_scans/ &

RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DOCS ABOUT Search MD5

o Recent Scans
SCAN
APP FILE TYPE HASH DATE ACTIONS
InjuredAndroid- l“I 7c91424ab4117%ead7186cf586c8a3d  Feb. 22, @ Static
H 1.0.10-release.apk ' 2021, Report
3:47 p.m.

InjuredAndroid - [ l [+
1.0.9 L
b3nac.injuredandroid M Dynamic

Report
& Diff or
Compare

W Delete
Scan

The report looks something like this:
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http:#/0.0.0.0:8000/pdf/?mds - X

& c @
[cn) W+ 1/0f16 — |+ AutomaticZoom v &N

/?md5=c7c91424ab41179ead7186cf586c8a3d e w 3

ANDROID STATIC ANALYSIS REPORT

# InjuredAndroid (1.0.9)

File Name: InjuredAndroid-1.0.10-release.apk
Package Name b3nac.injuredandroid
Average CVSS Score: 10

Anp Securty Score:

Scan Date: Feb. 22, 2021, 3:47 p.m.
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