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Introduction

Basically, tunnelling is a process that allows data sharing or communication between two different
networks privately. Tunneling is normally performed by encapsulating the private network data and
protocol information inside the public network broadcast units so that the private network protocol
information is visible to the public network as data.

SSH Tunnel: Tunneling is the concept of encapsulating the network protocol into another protocol. Here
we put it into SSH, so all network communication is encrypted. Because tunnelling

involves repackaging the traffic data into a different form, perhaps with encryption as standard, a third
use is to hide the nature of the traffic that is run through the tunnels.

Types of SSH Tunneling:

1. Dynamic SSH tunneling

2. Local SSH tunneling

3. Remote SSH tunneling
Let’s Begin!!

Objective: To establish an SSH connection between remote PC and the local system of the different
network.

Here | have set my own lab which consists of three systems in the following network:
SSH server (two Ethernet interface)

IP 192.168.1.104 connected with the remote system

IP 192.168.10.1 connected to local network system 192.168.10.2

SSH client (local network) holds IP 192.168.10.2

Remote system (outside the network)

In the following image, we are trying to explain the SSH tunnelling process where a remote PC is trying to
connect to 192.168.10.2, which is on the INTRANET of another network. To establish a connection with an
SSH client (raj), the remote PC will create an SSH tunnel which will connect with the local system via an
SSH server (Ignite).

NOTE: Service SSH must be activated
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SSH Tunnel

Local network

SSH server

192.168.1{104 f. N\ 192.168.10.1

Remote PC
o

192.168.1.X

ytcp X

192,168.10.2

The given below image describes the network configuration for the SSH server where it shows two IPs,
192.168.1.104 and another 192.168.10.1.

raj@ubuntu:~$ ifconfig
ens33 Link encap ddr 00:0c:29:d7:e7:43
inet addr: Bcast:192.168.1.255 Mask:255.255.255.0
ineté addr: EBG..S30 :4?3?.911b.8a26fo4 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:15068 Metric:1
RX packets:12658 errors:0 dropped:® overruns:® frame:®
TX packets:118 errors:® dropped:® overruns:® carrier:@
collisions:® txqueuelen:10680
RX bytes:10548981 (106.5 MB) TX bytes:14888 (14.8 KB)

Link encap:Ethernet HWaddr 00:0c:29:d7:e7:4d

inet addr Bcast:192.168.10.255 Mask:255.255.255.0
inet6 addr: TeBD::12606:d6b6:8e79:fb52/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1

RX packets:95 errors:0 dropped:® overruns:® frame:®

TX packets:98 errors:0 dropped:® overruns:® carrier:@
collisions:® txqueuelen:10680

RX bytes:11912 (11.9 KB) TX bytes:11976 (11.9 KB)

Link encap:Local Loopback

inet addr:127.0.8.1 Mask:255.0.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUMNNING MTU:65536 Metric:1

RX packets:204 errors:0 dropped:® overruns:0 frame:@
TX packets:204 errors:® dropped:® overruns:® carrier:@
collisions:® txqueuelen:10680

RX bytes:15828 (15.8 KB) TX bytes:15828 (15.0 KB)

Another image given below describes the network configuration for the SSH client, which shows IP
192.168.10.2.
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root@ignite:~# ifconfig
ethe Link encap:Ethernet HWaddr 00:0c:29:56:4f:2e
inet addr:192.168.108.2| Bcast:192.168.10.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fe56:4Ff2e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
RX packets:1837 errors:0 dropped:1 overruns:@ frame:@
TX packets:298 errors:® dropped:® overruns:® carrier:@
collisions:® txqueuelen:1000
RX bytes:142045 (142.0 KB) TX bytes:48788 (48.7 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:345 errors:® dropped:® overruns:0® frame:@
TX packets:345 errors:® dropped:® overruns:0® carrier:@
collisions:® txqueuelen:@

RX bytes:27024 (27.8 KB) TX bytes:27024 (27.0 KB)

Dynamic SSH Tunneling through Windows

The remote PC is attempting to connect to an SSH server (192.168.1.104) via port 22 and has successfully
logged in to the server. Here, we used putty to establish a connection between the SSH server (Ubuntu)
and the remote user (Windows).

Similarly, now the remote PC is trying to connect with the client PC (192.168.10.2) via port 22, since they
belong to different networks, he receives a network error.
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Q Metwork error: Connection timed out

Step for Dynamic SSH tunneling

e Choose option SSH >Tunnel given in the left column of the category.
e Give new port forwarded as 7000 and connection type as dynamic and click on ADD at last.
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Category
‘.. Features ~ Cptions cortroling 55H port forwarding
EI Wingzw Port forwarding
: EEEZE;:S::E [ ] Local ports accept connections from other hosts
- Translation [ ] Remote ports do the same (SSH-2 only)
- Salaction Forwarded ports: Remove
Colours
- Connection D7000
- Data
- Telngt Add new forwarded port:
.. Rlogin Source port | Add
=- 55H o
- Kex Diestination |
----- Cipher ) Local () Remote (®) Dynamic
-- Auth (@) Auto I IPvd i) IPvE
..... %11
----- Tunnels
..... Bugs
----- Mare bugs
- Serial W
About Cpen Cancel

Now connect to SSH server 192.168.1.104 via port 22 and then click on "open" when all things are set.
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8 PuTTY Contg X
Category:
= Sfassinn Basic options for your PuTTY session |
&2 Ter I_.aglging Specify the destination you want to connect to
Tﬂl‘-‘llr:elﬂ_.afbnard Host Mame (or IP address) Port
- Bel 192.168.1.104 |22 |
- Features Cunnediun%e:
= Window (JRaw () Telnet () Rlogin @%H () Serial
Appealrance Load, save or delete a stored session
- Behaviour
. Tranelation Saved Sessions
- Selection | |
- Colours "
Default Settings
[=- Connection Load
- Data Save
- Proxy
Telnet Delete
- Blogin
- 55H
I{e:: Close window on exit:
Cipher () Mways () Never (®) Only on clean exit
- Auth
About Open Cancel

First, it will connect to the SSH server. As you can see, we are connected to the SSH server (Ignite).
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Now login into Putty again and give the IP of the client system as Host Name 192.168.10.2 and
Port 22 for SSH, then click on open.
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Category:
= Sgssiun Basic options for your PUTTY session
S Ter I_.oglging Specify the destination you want to connect to
Tnl-é;rbuard Host Mame (ar IP address) Port
- Bel 192.168.10.2 |[22 |
- Features Cnnnedion@: o)
=1 Window i) Raw Telnet () Rlogin (8 55H () Serial
Fuppea.rance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection | |
- Colours :
Default Settings
= Connection Load
- Data Save
- Proxy
- Telnet Delete
- Rlogin
- 55H
- Senal Close window on exit:
(JAways  (JNever  (®) Cnly on clean exit
About COpen Cancel

The open previous running window of putty choose Proxy option from the category and follow given
below step:

e Select proxy type as SOCKS 5
e Give proxy hostname as 127.0.0.1 and port 7000
e Click on open to establish a connection.
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Awesome!! We have successfully accessed the SSH client (raj) via port 7000.
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ﬁ PuTTY Config et
Category:
= S;ssiun Cptions cortroling proxy usage |
- Logging
[=I- Teminal Proxy type:
.. Keyboard () None () S0CKS 4 (®) S0CKS 5 <3
- Bell (CIHTTP () Telnet (O Local
.. Features Proxy hostname Port
&1 Window 127.0.0.1 <= | [7000 dl
-~ Appearance Exclude Hosts/IPs
- Behaviour | |
- Translation
. Selection [ ] Consider proxying local host connections
- Colours Do DNS name lookup at proxy end:
=) Connection O No ® Auto O Yes
- Data Usemame | |
- Proy
- Telnet Password | |
Rlagin Telnet command. or local proxy command
- SSH connect %host “%port'n |
o Serial
About Open Cancel
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Dynamic SSH Tunneling through Kali Linux on Port 80
Now we are employing Kali Linux for SSH tunnelling and demonstrating how an attacker or Linux user can
take the privilege of tunnelling and can establish an SSH connection with client systems.

[ ssh -D 7000 ignite@192.168.1.104 ]

Enter the user’s password for login and get access to the SSH server as shown below.
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untu 16.04.3

- Documentation:
- Mana nt:

updates.

Last login: Tue Mar 13 2 2018 from 192.168.1.105

ignite@ubuntu:~$ [

Next, we need to set a network proxy for enabling socksv5 and for that follow below steps.

e Inyour web browser "Firefox" go to option for general setting tab and open Network Proxy.

e Choose No Proxy
e Enable socksv5

Add localhost, 127.0.0.1 as Manual proxy

tGNITE Page 12 of 27

Technologies



Connection Settings ®

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

® Manual proxy configuration: €

HTTP Proxy: Port: 03
Use this proxy server for all protocols
SSL Proxy: Port: 0 -
ETP Proxy: Port: 0=
SOCKS Host: 127.0.0.1 4 Port: 7000 - &

SOCKS v4 (@ SOCKSv5 <2
No Proxy for:
localhost, 127.0.0.1 <a

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Automatic proxy configuration URL:

Reload
Do not prompt for authentication if password is saved
Proxy DNS when using SOCKS v5
Help Cancel OK

So from the given below image, you can perceive that now we are able to connect with the client at
192.168.10.2 via port 80.
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Mozilla Firefox
File Edit View History Bookmarks Tools Help
http://192.168.10.2/ & % | +

€ ©192.168.10.2 ® [Q Search

Welcome to Hacking Articles

Dynamic SSH Tunneling through Kali Linux on Port 22

Now connect to the client machine through the given below command:

[ ssh -D 7000 ignite@192.168.1.104 ]

@192.168.1.164

@192.168.1.104"'s pas :
to Ubuntu 16.04.2 > (GNU/Linux 4.13.0-36-generic :

mentation: https://help.ubuntu.com
http dsca nical.com
|-|tt|:_1._.' / oMy ad vantage

s can be updated.
security updates.

Last login: Tue Mar 13 23:57:45 2018 from 192.168.1.185
ignite@ubuntu:~$ [

Install tsocks from the apt repository with the following command:

[ apt install tsocks ]
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tsocks -Library for intercepting outgoing network connections and redirecting them through a SOCKS
server.

atically insta
2-nmgtk-1.0 ¢

Open the tsocks.conf file for editing socks server IP and port, in our case we need to mention below two
lines and then save it.

Server =127.0.0.1
Server_port = 7000

Open ~ || @ tsoclt:s.cunf Save = ®6 0

@

server = 127.0.0.1
server port = 7000

Now connect to the SSH client with the help tsocks using the given below command.

[ tsocks ssh raj@192.168.10.2 ]

Enter the password and enjoy access to the SSH client.
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s~

The dchFHtl[ ity

! 1_92 . l_l_h'_:- .

(GNU/Linux 3
- Documentation: https://help.ubuntu.com/
3 from 192.168

HwWaddr @8:6c 1L}I:5u
25

KB) TX bytes:97157 (97.
Link encap:Local Loo
inet addr:127.0.0.1
rruns:® frame:0
"runs:@ carr

TX bytes:29404 (29.4 KB)

Local SSH Tunneling through Windows

Local tunneling is a process to access a specific SSH client machine for communication. It lets you
establish a connection on a specific machine that is not connected to the internet.

The only difference between dynamic tunneling and local tunneling is that dynamic tunneling requires a
socks proxy for tunneling all TCP traffic, while local tunneling only requires a destination IP address.

Step for SSH Local tunneling

e Use putty to connect SSH server (192.168.1.104) via port 22 and choose option SSH
>Tunnel given in the left column of the category.
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Category:

=~ Sgssiun

[=J- Terminal
- Keyboard
- Bell
- Features
[=- Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
[=- Connection
. Data
- Proxy
- Telnet
- Rlogin
- S55H
- Seral

About

>
Basic options for your PuTTY session
Specify the destination you want to connect to
Host Mame (or IF address) Port
152.168.1.104 € |2 ¢a
Connection type:

(JRaw () Telnet () Flogn @ 55H () Seral

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

() Aways  (IMNever (@) Only on clean exit

Open Cancel

e Give new port forwarded as 7000 and connection type as local

e Destination address as 198.168.10.2:22 for establishing a connection with the specific client and
click on ADD at last.

e Click on open when all things get set.
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First, this will establish a connection between the remote PC and the SSH server.

cGNITE

Technologies

ﬁ:..__ Cenfiguration e
Category:
- Bell ~ Options cortroling 55H port forwarding |
5 "|"I.|' :aatures Fort forwarding

-TP;I:earance [] Local ports accept connections from other hosts

.. Behaviour [] Remote ports do the same (SSH-2 only)

- Translation Forwanded ports: Remave

- Selection

. Colaurs L7000  152168.10.2.22

[=- Connection

- Dat

F‘roj'_.' Add new forwarded port:

.. Telnet Source port | Add

- Rlogin -

2. 55H Destination 1192.168.10.222 43 |
- K (®) Local ¢| () Remote () Dynamic
- Cipher " At () IPvd ) IPvR
(- Auth

e %11
- Tunnels
- Bugs
- More bugs

About Open Cancel
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Open a new window of putty and follow given below step:

e Give hostname as localhost and port 7000 and connection type SSH.
e Click on open to establish a connection.
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ﬁ PuTTY Configuration >
Category:
= Sgassinn Basic options for your PuTTY session
+Logaing Specify the destination you want to connect to
[=J- Terminal
- Keyboard Host Mame (or IP address) Port
Bl llocalhost =y |[7000 <A |
- Features Connection type:
= Window (O Raw (O Telnet (O Rlogin @ SSH () Serial
?;Eearance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection | |
- Colours :
Default Settings
[=- Connection Load
- Data Save
.. Telnet Delete
- Rlogin
- 55H
- Senal Close window on exit:
(O Mways (O Never  (® Only on clean exit
About Cpen Cancel

Awesome!! We have successfully access SSH client via port 7000

cGNITE

Technologies

Page 20 of 27



Local SSH Tunneling through Kali Linux

Now again, we switch into Kali Linux for local tunneling, which is quite easy as compared to dynamic. To
forward ports to the local machine, run the command listed below.

[ ssh -L 7000:192.168.10.2:22 ignite@192.168.1.104 ]

92.168.10.2:22 ignite@l92.168.1.104
password:
y in use
11 tener tcpip: cannot listen to port: 7000
- 3 0 Forwarding.
ome to Hhuntu 16. n4 2 LTS (GNU/Linux 4.13 %8

Documentation: https://help.ubuntu.com

ment : https:// ds anonical.
https:;;. E

0 Mar 14 00:10:31 2618 from 192.168.1.105
ignite@ubuntu:~$ JJ
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Now open a new terminal and type the below command to connect to the SSH client.

[ ssh raj@127.0.0.1 -p 7000 ]

Awesome!! We have successfully accessed the SSH client via port 7000

j@l27.0.0.1 -p 7000
pas :

Welcome to Ubuntu 14.84 LTS (GNU/Linux 3.13.8-24-generic x86 64)

* Documentation: https://help.ubuntu.com/

14 00:11:24 2018 from 192.168.10.1
1Tig

Bcast:192. 1k
ff:fes6:4f

(177.1 KB) TX bytes:69433 (69.4 KB)

Remote SSH Tunneling through Putty
Remote tunneling is functional when a client machine wants to access a remote system that is outside of
its network.

First, you need to install Putty on our SSH server (ignite) and then follow the given steps.
Step for remote tunneling
e Enter remote system IP 192.168.1.108

e Mention port 22
e Go to SSH>tunnel options

tGNITE Page 22 of 27

Technologies



™ PuTTY Configuration

Category:
[=]- Session | Basic options for your PUTTY session |
~Logging —Specify the destination you want to connect to
B Terminal Host N IP add Port
- Keyboard ost Name (or IP address) Po
- Bel | 192.168.1.108 22
- Features Connection type:
- Window " Raw ( Telne {" Rlogir f* 55H ( Seria
- Appearance ]
' ~Load, save or delete a stored session
- Behaviour _
- Translation Saved Sessions
- Selection
- Colours ;
Default Settings Load |
[E- Connection =
- Data Save
- Telnet Delete |
- Rlogin
[#]- 55H
- senial Close window on exit:
7 Always 1 MNever ¢ Onlyon clean exit

About |

Dpen I Cancel

e Give new port forwarded as 7000 and connection type as Remote

e Destination address as 198.168.10.2:22for establishing a connection with the specific client and
click on ADD at last.
e Click on open when all things get set.
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™ PuTTY Configuration

Category:
: - Features j | Options controlling 55H port forwarding |
- Window ~Port forwarding
i - Appearance .
- Behaviour |_ Local ports accept connections from other host:
- Translation [T Remote ports do the same (S5H-2 only)
.. Salaction Forwarded ports: Remove |
¢ - Colours =
5- Connection R7000 192.168.10.2:22
- Data
'FI":I::Lt Add new forwarded port:
- Rlogin Source port I T000
[=]- 55H
K Destination I 132.168.10.2:22
- Cipher " Local f* Remote = Dynamic
[+ Auth i* Auto i IPwd i IPv6
- Tunnels
EUgS
- Maore bugs |
- Serial (=

About | Dpen Cancel

Now the server will get connected to Remote system as shown in below image.
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:51 2018 from 19Z.

mtu
5.0 b
prefixlen 4
en 1000 (Etl

Come back to the remote system and enter the following command to start with the SSH client machine.

[ ssh raj@127.0.0.1 -p 7000 ]

From the given below image, you can observe that we have successfully connected with an SSH client
machine via port 7000.
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1's
o Ubuntu

* Documentation: https://he

Wed Mar 14 00:15:46 2018 from 192.168.10.1
:~% ifconfig
Link e
.255.255.0

5:8 frame
;@ carrier:0

Link encap:Local Lo
inet ir:127.0.

rajeignite:~s$ [j

Remote SSH Tunneling through Ubuntu

If you are not willing to use putty for remote tunneling, then you can execute the following command.

[ ssh -R 7000:192.168.10.2:22 root@192.168.1.108 ]

Here, 192.168.1.10.2 is our local client (raj) IP and 192.168.1.108 is our remote system IP.

ignite@ubuntu:~S ssh -R 7000:192.168.10.2:22 root@l%2.168.1.168
root@192.168.1.108"'s password:

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in Jusr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.
Last login: Thu Mar 15 13:29:11 2618 from 192.168.1.111

Come back to the remote system and enter the following command to start with the SSH client machine.

[ ssh raj@127.0.0.1 -p 7000 ]
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From the given below image, you can observe that we have successfully connected with an SSH client

machine via port 7000.

- Documentation:

: i
Link en
inet
inet6
UP BR
RX pa

j@127.0.8.1 -p 7000

.04 LTS (GNU/Linux 3.13.0-24

https://help.ubuntu.com/

from 192.168.

T RUNNING

TX byt

Link encap:La

inet
ineté
Up

RX
TX
L

R
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ne:Link

frame:0
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