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In this file, you will learn what a cybersecurity GRC is and the average 
salary range for this career in the United States and KSA. You will also 
learn about the career progression options and learn common 
interview questions for the role. The following topics will be covered in 
this chapter:  
 
• What is a cybersecurity GRC?  
• How much can you make in this career?  
• What other careers can you do?  
• Common interview questions for a cybersecurity GRC career 
• Important Certifications for Cybersecurity GRC 

 
 
 يف ةنھملا هذھل بتاورلا قاطن طسوتمو GRC يناربیسلا نملأا وھ ام ملعتتس ،فلملا اذھ يف
 يفیظولا مدقتلا تارایخ ىلع اضًیأ فرعتتس .ةیدوعسلا ةیبرعلا ةكلمملاو ةدحتملا تایلاولا
 :ةیلاتلا عیضاوملا لصفلا هذھ يطغتس .ةفیظولا هذھل تلاباقملا يف ةعئاشلا ةلئسلأا ملعتتسو

 ؟GRC  يناربیسلا نملأا وھ ام •
 ؟ةنھملا هذھ يف بسكت نأ كنكمی مك •
 ؟اھب لمعلا كنكمی يتلا ىرخلأا فئاظولا يھ ام •
 يناربیسلا نملأا يف GRC ةفیظول تلاباقملا يف ةعئاش ةلئسأ •
 GRC  يناربیسلا نملأا لاجمل تاداھشلا مھأ •
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What is Cybersecurity GRC? 

وھ ام  GRC ؟يناربیسلا نملأا يف  

Cybersecurity GRC (Governance, Risk, and Compliance) is a framework 

that helps organizations manage cybersecurity risks, ensure compliance 

with regulations, and establish governance practices. 

يناربیسلا نملأا  GRC ( لاثتملااو ،رطاخملا ةرادإو ،ةمكوحلا  دعاسی لمع راطإ وھ (

 سیسأتو ،ةیمیظنتلا حئاولل لاثتملاا نامضو ،ةیناربیسلا رطاخملا ةرادإ ىلع تاسسؤملا

ةمكوحلا تاسرامم . 

It aligns cybersecurity strategies with business objectives, reduces risk 

exposure, and ensures adherence to various standards like ISO 27001, 

NIST, and GDPR. 

 ،رطاخملل ضرعتلا لیلقتو ،لمعلا فادھأ عم يناربیسلا نملأا تایجیتارتسا قفاوت نمضی

لثم ةفلتخملا رییاعملل لاثتملااو  ISO 27001 وNIST وGDPR. 

 
How Much Can You Make in This Career? 

؟ةنھملا هذھ يف بسكت نأ كنكمی مك  

The salary in Cybersecurity GRC depends on experience, role, and 

location. 

يناربیسلا نملأا لاجم يف بتارلا  GRC عقوملاو رودلاو ةربخلا ىلع دمتعی . 

• Entry-level roles: $60,000 to $80,000 annually. 

نیئدتبملل راودلأا اًیونس رلاود 80,000 ىلإ 60,000 نم : . 
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• Mid-level roles: $80,000 to $120,000 annually. 

ةطسوتملا راودلأا اًیونس رلاود 120,000 ىلإ 80,000 نم : . 

• Senior roles: $120,000 to $180,000+ annually. 

ةمدقتملا راودلأا رثكأ وأ اًیونس رلاود 180,000 ىلإ 120,000 نم : . 

In Saudi Arabia, salaries range between SAR 200,000 to SAR 450,000 

annually, depending on experience and sector. 

 بسح اًیونس يدوعس ریال 450,000 ىلإ 200,000 نیب بتاورلا حوارتت ،ةیدوعسلا يف

عاطقلاو ةربخلا . 

 
What Other Careers Can You Pursue? 

؟اھب مایقلا كنكمی يتلا ىرخلأا فئاظولا يھ ام  

Cybersecurity GRC professionals gain skills applicable to various roles, 

such as: 

يناربیسلا نملأا وفرتحم بستكی  GRC لثم ،ةددعتم راودأ يف قیبطتلل ةلباق تاراھم : 

• Cybersecurity Consultant 

يناربیسلا نملأا راشتسم  

• Risk Analyst 

رطاخم للحم  

• Compliance Manager 

لاثتملاا ریدم  

• Information Security Manager 

تامولعملا نمأ ریدم  
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• Data Privacy Officer 

تانایبلا ةیامح لوؤسم  

• Security Auditor 

ينمأ ققدم  

• Business Continuity Manager 

لامعلأا ةیرارمتسا ریدم  

• Penetration Tester 

قارتخا ربتخم  
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Important Certifications for Cybersecurity GRC 

 

يناربیسلا نملأا لاجم يف تاداھشلا مھأ  GRC 

Obtaining certifications in Cybersecurity GRC demonstrates expertise in 

governance, risk management, and compliance. Below are some of the 

most recognized certifications: 

يناربیسلا نملأا لاجم يف تاداھش ىلع لوصحلا  GRC ةرادإو ةمكوحلا يف ةربخلا رھظُی 

ةرھش رثكلأا تاداھشلا ضعب يلی امیف .لاثتملااو رطاخملا : 

 
1. Certified in Risk and Information Systems Control (CRISC) 

تامولعملا مظنو رطاخملا ةرادإ يف دمتعم ةداھش  (CRISC) 

• Focuses on enterprise risk management and control 

implementation. 

زیكرتلا • طباوضلا ذیفنتو ةیسسؤملا رطاخملا ةرادإ ىلع : . 

• Offered by: ISACA. 

ردصملا • : ISACA. 

 
2. Certified Information Systems Auditor (CISA) 

دمتعملا تامولعملا مظن ققدم ةداھش  (CISA) 

• Specializes in auditing, control, and security of information 

systems. 
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زیكرتلا • تامولعملا مظن نمأو مكحتلاو قیقدتلا ىلع : . 

• Offered by: ISACA. 

ردصملا • : ISACA. 

 
3. Certified Information Security Manager (CISM) 

دمتعملا تامولعملا نمأ ریدم ةداھش  (CISM) 

• Emphasizes information security governance, risk management, 

and incident response. 

زیكرتلا • ثداوحلل ةباجتسلااو رطاخملا ةرادإو تامولعملا نمأ ةمكوح ىلع : . 

• Offered by: ISACA. 

ردصملا • : ISACA. 

 
4. Certified Information Systems Security Professional (CISSP) 

دمتعملا تامولعملا مظن نمأ فرتحم ةداھش  (CISSP) 

• Covers a wide range of security topics, including GRC. 

زیكرتلا • كلذ يف امب نملأا عیضاوم نم ةعساو ةعومجم يطغت :  GRC. 

• Offered by: (ISC)². 

ردصملا • : (ISC)². 

 
5. Governance, Risk and Compliance Professional (GRCP) 

لاثتملااو رطاخملاو ةمكوحلا فرتحم ةداھش  (GRCP) 

• Focuses on foundational GRC principles and practices. 
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زیكرتلا • تاسراممو ئدابم ىلع :  GRC ةیساسلأا . 

• Offered by: GRC Certify. 

ردصملا • : GRC Certify. 

 
6. ISO/IEC 27001 Lead Implementer 

تامولعملا نمأ ةرادإ ماظنل يسیئر سرامم ةداھش  ISO/IEC 27001 

• Prepares professionals to implement and manage an Information 

Security Management System (ISMS). 

زیكرتلا • تامولعملا نمأ ةرادإ ماظن ةرادإو قیبطتل نیفرتحملا دادعإ :  (ISMS). 

• Offered by: PECB and other training bodies. 

ردصملا • : PECB اھریغو . 

 
7. ISO/IEC 27001 Lead Auditor 

تامولعملا نمأ ةرادإ ماظنل يسیئر ققدم ةداھش  ISO/IEC 27001 

• Prepares professionals to conduct audits of ISMS. 

زیكرتلا • تامولعملا نمأ ةرادإ ماظنل تاقیقدت ءارجلإ نیفرتحملا دادعإ : . 

• Offered by: PECB and other training bodies. 

ردصملا • : PECB اھریغو . 

 
8. Certified Data Privacy Solutions Engineer (CDPSE) 

دمتعملا تانایبلا ةیصوصخ لولح سدنھم ةداھش  (CDPSE) 
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• Focuses on implementing privacy controls and managing privacy 

risks. 

زیكرتلا • ةیصوصخلا رطاخم ةرادإو ةیصوصخلا طباوض ذیفنت ىلع : . 

• Offered by: ISACA. 

ردصملا • : ISACA. 

 
9. NIST Cybersecurity Framework (NCSF) 

يناربیسلا نملأا لمع راطإ ةداھش  NIST (NCSF) 

• Focuses on the application of the NIST Cybersecurity Framework. 

زیكرتلا • ـب صاخلا يناربیسلا نملأا لمع راطإ قیبطت ىلع :  NIST. 

• Offered by: NIST partners. 

ردصملا • ءاكرش :  NIST. 

 
10. Certified Ethical Hacker (CEH) 

دمتعملا يقلاخلأا ركاھلا ةداھش  (CEH) 

• Provides skills to identify vulnerabilities and strengthen systems 

against attacks. 

زیكرتلا • تامجھلا دض ةمظنلأا ةیوقتو تارغثلا دیدحتل تاراھملا دیوزت : . 

• Offered by: EC-Council. 

ردصملا • : EC-Council. 

 
11. Privacy Management Professional (CIPM) 



Prepared by : Mohammed AlSubayt 
 

تانایبلا ةیصوصخ ریدم ةداھش  (CIPM) 

• Focuses on establishing and maintaining a privacy program. 

زیكرتلا • تانایبلا ةیصوصخ جمانرب ةنایصو ءاشنإ ىلع : . 

• Offered by: IAPP. 

ردصملا • : IAPP. 
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Comprehensive Cybersecurity GRC Interview 

Questions and Answers 

 

1. What is Cybersecurity GRC, and why is it 

important? 

وھ ام  GRC ؟مھم وھ اذاملو يناربیسلا نملأا يف  

Cybersecurity GRC ensures that cybersecurity 

practices align with business objectives, manage 

risks effectively, and comply with regulatory 

requirements to protect the organization from 

potential legal and financial repercussions. 

نمضی  GRC لمعلا فادھأ عم يناربیسلا نملأا تاسرامم قفاوت، 

 ةیامحل ةیمیظنتلا تابلطتملل لاثتملااو ،ةیلاعفب رطاخملا ةرادإو

ةیلاملاو ةینوناقلا رطاخملا نم ةمظنملا . 

 
2. What’s the difference between risk, threat, and 

vulnerability? 

؟تارغثلاو دیدھتلاو رطاخملا نیب قرفلا ام  
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• Risk ( رطاخملا ): The potential impact of a threat 

exploiting a vulnerability. 

• Threat ( دیدھتلا ): Any event or action that can cause 

harm. 

• Vulnerability ( ةرغثلا ): A weakness that could be 

exploited by a threat. 

 
3. How do you conduct a risk assessment? 

؟رطاخملا مییقت يرجت فیك  

1. Identify assets. ( لوصلأا دیدحت ) 

2. Identify threats and vulnerabilities. (  تادیدھتلا دیدحت

تارغثلاو ) 

3. Assess likelihood and impact. ( ریثأتلاو ةیلامتحلاا مییقت ) 

4. Prioritize risks. ( رطاخملا تایولوأ دیدحت ) 

5. Implement mitigation strategies. (  تایجیتارتسا ذیفنت

فیفختلا ) 
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4. What compliance frameworks have you worked 

with? 

؟اھب تلمع يتلا ةیمیظنتلا رطلأا يھ ام  

I’ve worked with frameworks such as ISO 27001, 

NIST CSF, GDPR, PCI-DSS, and local standards like the 

Saudi National Cybersecurity Authority (NCA). 

لثم رطأ عم تلمع  ISO 27001 وNIST CSF وGDPR وPCI-DSS 

يناربیسلا نملأل ةینطولا ةئیھلا لثم ةیلحملا رییاعملاو  (NCA). 

 
5. What is a risk register, and why is it important? 

؟مھم وھ اذاملو رطاخملا لجس وھ ام  

A risk register is a document that lists identified 

risks, their likelihood, impact, and mitigation 

measures. It helps track and manage risks 

systematically. 

 ،اھتلاامتحا ،ةددحملا رطاخملا اھیف لجست ةقیثو وھ رطاخملا لجس

 لكشب رطاخملا ةرادإو عبتت ىلع دعاسی .فیفختلا تاءارجإو ،اھریثأت

مظنم . 
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6. What is the difference between inherent and 

residual risk? 

؟ةیقبتملا رطاخملاو ةنماكلا رطاخملا نیب قرفلا ام  

• Inherent Risk ( ةنماكلا رطاخملا ): Risk before applying any 

controls. 

• Residual Risk ( ةیقبتملا رطاخملا ): Risk remaining after 

controls are implemented. 

 امنیب ،طباوضلا قیبطت لبق ةدوجوملا رطاخملا يھ ةنماكلا رطاخملا •

طباوضلا قیبطت دعب رطاخملا نم ىقبت ام يھ ةیقبتملا رطاخملا . 

 
7. How do you stay updated on cybersecurity 

regulations? 

؟يناربیسلا نملأا يف ةیمیظنتلا حئاوللا ىلع اًعلطم ىقبت فیك  

By attending training sessions, reading industry 

publications, and monitoring updates from 

regulatory bodies like the NCA or NIST. 
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 ،ةعانصلا تاروشنم ةءارق ،ةیبیردت تارود روضح للاخ نم

لثم ةیمیظنتلا تاھجلا نم تاثیدحتلا ةعباتمو  NCA وأ  NIST. 

 
8. Describe a time when you mitigated a 

cybersecurity risk. 

يناربیس رطخ فیفختب ھیف تمق اًفقوم فص . 

In my previous role, I identified a vulnerability in a 

web application, assessed its potential impact, and 

worked with the development team to apply a 

patch, reducing the risk significantly. 

 اھریثأت تمیق ،بیو قیبطت يف ةرغث تددح ،قباسلا يرود يف

 نم للق امم ،حیحصت قیبطتل ریوطتلا قیرف عم تلمعو ،لمتحملا

ریبك لكشب رطاخملا . 

 
9. What tools do you use for GRC management? 

ةرادلإ اھمدختست يتلا تاودلأا يھ ام  GRC؟ 

I have experience with tools like Archer, ServiceNow 

GRC, MetricStream, and SAP GRC. 
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لثم تاودأ مادختسا يف ةربخ يدل  Archer وServiceNow GRC 

 .SAP GRCو MetricStreamو

 
10. What is a Business Impact Analysis (BIA)? 

لامعلأا ریثأت لیلحت وھ ام  (BIA)؟ 

BIA identifies critical business functions and assesses 

the impact of their disruption, helping prioritize 

recovery efforts. 

 ریثأت میقیو لامعلأل ةیویحلا فئاظولا ددحی لامعلأا ریثأت لیلحت

يفاعتلا دوھج تایولوأ دیدحت يف دعاسی امم ،اھلیطعت . 

 
11. What is continuous monitoring in cybersecurity? 

؟يناربیسلا نملأا يف ةرمتسملا ةبقارملا وھ ام  

It refers to the real-time tracking of systems to 

detect and respond to security incidents. 

 ةینملأا ثداوحلا نع فشكلل ةمظنلأل يقیقحلا تقولا يف ةعباتملا ينعت

اھل ةباجتسلااو . 
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12. What is a compensating control? 

؟يضیوعتلا مكحتلا وھ ام  

A control implemented as an alternative when a 

primary control is not feasible. 

يساسلأا مكحتلا ذیفنت رذعت دنع لیدبك هذیفنت متی ءارجإ وھ . 

13. How do you ensure compliance within an 

organization? 

؟ةسسؤملا لخاد لاثتملاا نمضت فیك  

Through audits, regular training, and updating 

policies to reflect current regulations. 

 تاسایسلا ثیدحتو ،مظتنملا بیردتلا ،قیقدتلا تایلمع للاخ نم

ةیلاحلا حئاوللا سكعتل . 

14. What is the purpose of ISO 27001? 

نم ضرغلا وھ ام  ISO 27001؟ 

To establish, implement, and improve an 

information security management system (ISMS). 

تامولعملا نمأ ةرادإ ماظن نیسحتو ذیفنتو ءاشنإ ىلإ فدھی  (ISMS). 
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15. Explain the role of governance in GRC. 

يف ةمكوحلا رود حرشا  GRC. 

Governance ensures oversight, accountability, and 

alignment of cybersecurity goals with business 

objectives. 

 يناربیسلا نملأا فادھأ قفاوتو ةلءاسملاو فارشلإا ةمكوحلا نمضت

لمعلا فادھأ عم . 

16. What are RTO and RPO in BCP? 

وھ ام  RTO وRPO ؟لامعلأا ةیرارمتسا طیطخت يف  

• RTO (Recovery Time Objective): Maximum time 

allowed to restore operations. 

• RPO (Recovery Point Objective): Maximum 

acceptable data loss. 

• RTO: تایلمعلا ةداعتسلا حومسم تقو ىصقأ . 

• RPO: تانایبلل لوبقم نادقف ىصقأ . 

17. How do you handle third-party risk? 

؟ثلاثلا فرطلا رطاخم عم لماعتت فیك  

By conducting vendor assessments and ensuring 
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they meet security requirements. 

ناملأا تابلطتمل مھلاثتما نم دكأتلاو نیعئابلا مییقت للاخ نم . 

18. What’s a gap analysis, and why is it important? 

؟مھم وھ اذاملو ةوجفلا لیلحت وھ ام  

Gap analysis identifies differences between current 

practices and desired standards to improve 

processes. 

 رییاعملاو ةیلاحلا تاسرامملا نیب تاقورفلا ةوجفلا لیلحت ددحی

تایلمعلا نیسحتل ةبولطملا . 

19. How do you measure the success of a GRC 

program? 

جمانرب حاجن سیقت فیك  GRC؟ 

By tracking KPIs like risk reduction, compliance rates, 

and audit results. 

 تلادعم ،رطاخملا لیلقت لثم ءادلأا تارشؤم ةعباتم للاخ نم

قیقدتلا جئاتنو ،لاثتملاا . 

20. What is a RACI matrix, and how is it used? 

ةفوفصم وھ ام  RACI ؟اھمادختسا متی فیكو  
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A RACI matrix defines roles and responsibilities: 

Responsible, Accountable, Consulted, and Informed. 

ةفوفصم ددحت  RACI بساحملا ،لوؤسملا :تایلوؤسملاو راودلأا، 

غّلبمُلاو ،راشتسملا . 

21. What is the role of incident response in GRC? 

يف ثداوحلل ةباجتسلاا رود وھ ام  GRC؟ 

Incident response helps organizations manage and 

minimize the impact of security incidents by 

following a structured process to detect, analyze, 

contain, and recover from cybersecurity events. 

 ریثأت لیلقتو ةرادإ ىلع تاسسؤملا ثداوحلل ةباجتسلاا دعاست

 لیلحتلاو فشكلل ةمظنم ةیلمع عابتا للاخ نم ةینملأا ثداوحلا

ةیناربیسلا ثادحلأا نم يفاعتلاو ءاوتحلااو . 

 
22. How do you ensure effective data classification? 

؟لاعف لكشب تانایبلا فینصت نمضت فیك  

By defining classification levels (e.g., public, internal, 

confidential, restricted), training employees on 
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classification procedures, and using tools to 

automate data tagging and protection. 

 ،يرس ،يلخاد ،ماع لثم( فینصتلا تایوتسم دیدحت قیرط نع

 تاودأ مادختساو ،فینصتلا تاءارجإ ىلع نیفظوملا بیردتو ،)دیقم

اھتیامحو تانایبلا فینصت ةتمتلأ . 

 
23. What’s the difference between a policy, 

procedure, and standard? 

؟رییاعملاو ،تاءارجلإاو ،ةسایسلا نیب قرفلا ام  

• Policy ( ةسایسلا ): High-level guidelines that dictate 

what must be done. 

• Procedure ( تاءارجلإا ): Detailed steps on how to 

implement the policy. 

• Standard ( رییاعملا ): Specific rules or criteria to be 

followed. 

 تاءارجلإا امنیب ،ھب مایقلا بجی ام لوح ةماع تاداشرإ مدقت ةسایسلا •

 دعاوقلا ددحت رییاعملاو ،ةسایسلا ذیفنتل ةیلیصفت تاوطخ حضوت

اھعابتا بجی يتلا ةددحملا . 
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24. How do you conduct a compliance audit? 

؟لاثتملاا قیقدت ءارجإب موقت فیك  

A compliance audit involves: 

1. Reviewing applicable regulations and standards. 

2. Evaluating existing policies and controls. 

3. Identifying gaps and areas of non-compliance. 

4. Recommending corrective actions. 

 تاسایسلا مییقت ،رییاعملاو حئاوللا ةعجارم لاثتملاا قیقدت لمشی

 میدقتو ،لاثتملاا مدع تلااجمو تاوجفلا دیدحت ،ةیلاحلا طباوضلاو

ةیحیحصتلا تاءارجلإل تایصوت . 

 
25. What are key cybersecurity metrics you 

monitor? 

؟اھبقارت يتلا ةیسیئرلا يناربیسلا نملأا سییاقم يھ ام  

• Incident response time ( ثداوحلل ةباجتسلاا نمز ). 

• Number of detected vulnerabilities (  تارغثلا ددع

ةفشتكملا ). 
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• Compliance rates ( لاثتملاا تلادعم ). 

• Phishing click rates ( دیصتلا لئاسر ىلع رقنلا تلادعم ). 

• Patch management timelines ( تاثیدحتلا ةرادإ تاقوأ ). 

 
26. What’s the purpose of a control self-assessment 

(CSA)? 

طباوضلل يتاذلا مییقتلا نم ضرغلا وھ ام  (CSA)؟ 

CSA allows organizations to evaluate the 

effectiveness of their controls internally without 

waiting for external audits. 

حمسی  CSA راظتنا نود اًیلخاد اھطباوض ةیلاعف مییقتب تاسسؤملل 

يجراخلا قیقدتلا . 

 
27. How do you manage non-compliance issues? 

؟لاثتملاا مدع ایاضق ریدت فیك  

By identifying the root cause, developing a 

corrective action plan, and tracking progress to 

ensure resolution. 
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 ،ةیحیحصت لمع ةطخ عضو ،يرذجلا ببسلا دیدحت قیرط نع

لحلا نامضل مدقتلا ةعباتمو . 

 
28. What is the significance of GDPR in data 

privacy? 

تانایبلا ةیامحل ةماعلا ةحئلالا ةیمھأ ام  (GDPR) ةیصوصخ يف 

؟تانایبلا  

GDPR provides a robust framework for data 

protection, giving individuals control over their 

personal data and imposing strict penalties for non-

compliance. 

رفوت  GDPR ةرطیسلا دارفلأا حنمی امم ،تانایبلا ةیامحل اًیوق ارًاطإ 

لاثتملاا مدع ىلع ةمراص تابوقع ضرفیو ةیصخشلا مھتانایب ىلع . 

 
29. Explain the stages of ISO 27001 certification. 

ةداھش ىلع لوصحلا لحارم حرشا  ISO 27001. 

1. Gap analysis ( ةوجفلا لیلحت ). 

2. ISMS implementation ( تامولعملا نمأ ةرادإ ماظن ذیفنت ). 
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3. Internal audit ( يلخادلا قیقدتلا ). 

4. Certification audit ( ةداھشلا قیقدت ). 

 
30. What’s a phishing simulation, and why is it 

important? 

؟مھم وھ اذاملو يلایتحلاا دیصتلا ةاكاحم وھ ام  

A phishing simulation tests employees’ awareness by 

sending fake phishing emails to gauge their 

response. It helps improve cybersecurity training and 

reduce risks. 

 دیرب لئاسر لاسرإ للاخ نم نیفظوملا يعو ربتخت دیصتلا ةاكاحم

 ىلع بیردتلا نیسحت يف كلذ دعاسی .مھتباجتسا مییقتل ةفیزم ةیدیصت

رطاخملا لیلقتو يناربیسلا نملأا . 

 
31. What is a risk appetite, and how is it 

determined? 

؟هدیدحت متی فیكو رطاخملا لبقت وھ ام  

Risk appetite defines the level of risk an organization 
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is willing to accept to achieve its objectives. It’s 

determined by business priorities, regulatory 

requirements, and stakeholder expectations. 

 اھلمحتب ةسسؤملا لبقت يتلا رطاخملا ىوتسم ددحی رطاخملا لبقت

 تابلطتملا ،لمعلا تایولوأ ىلع ءًانب هدیدحت متی .اھفادھأ قیقحتل

ةینعملا فارطلأا تاعقوتو ،ةیمیظنتلا . 

32. How do you manage vendor risks? 

؟نیدروملا رطاخم ریدت فیك  

Through vendor risk assessments, contract reviews, 

and regular monitoring of their compliance with 

security requirements. 

 ةمظتنملا ةبقارملاو ،دوقعلا ةعجارم ،نیدروملا رطاخم مییقت للاخ نم

ناملأا تابلطتمل مھلاثتملا . 

33. What is the importance of employee training in 

GRC? 

يف نیفظوملا بیردت ةیمھأ ام  GRC؟ 

Training ensures employees understand policies, 

recognize risks, and comply with regulatory 
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requirements, reducing the likelihood of security 

incidents. 

 ،رطاخملا ىلع اوفرعتی ،تاسایسلا نوفظوملا مھفی نأ بیردتلا نمضی

 ثداوحلا عوقو ةیلامتحا نم للقی امم ،ةیمیظنتلا تابلطتملاب اومزتلیو

ةینملأا . 

34. How do you implement a data retention policy? 

؟تانایبلاب ظافتحلاا ةسایس ذفنت فیك  

By defining data types, retention periods, and 

disposal methods, and ensuring compliance with 

legal and business requirements. 

 ،صلختلا بیلاسأو ،ظافتحلاا تارتف ،تانایبلا عاونأ دیدحت قیرط نع

ةیراجتلاو ةینوناقلا تابلطتملل لاثتملاا نامضو . 

35. How do you handle data breaches? 

؟تانایبلا تاقورخ عم لماعتت فیك  

By activating the incident response plan, containing 

the breach, notifying affected parties, and 

conducting a post-incident review to prevent future 

occurrences. 
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 راطخإ ،قرخلا ءاوتحا ،ثداوحلل ةباجتسلاا ةطخ لیعفت قیرط نع

 ھثودح عنمل ثداحلا دعب ةعجارم ءارجإو ،ةررضتملا فارطلأا

اًددجم . 

36. What’s the difference between SOX compliance 

and GDPR? 

يلسكوأ زنیبراس نوناقل لاثتملاا نیب قرفلا ام  (SOX) وGDPR؟ 

• SOX focuses on financial data integrity and is 

mandatory for public companies in the U.S. 

• GDPR emphasizes personal data protection for EU 

residents, applying globally to organizations 

processing such data. 

زكری •  SOX ةماعلا تاكرشلل يمازلإ وھو ةیلاملا تانایبلا ةملاس ىلع 

زكرت امنیب ،ةدحتملا تایلاولا يف  GDPR تانایبلا ةیامح ىلع 

اًیملاع قبطتو يبورولأا داحتلاا ينطاومل ةیصخشلا . 

 
37. Explain the concept of zero trust in 

cybersecurity. 
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يناربیسلا نملأا يف ةمودعملا ةقثلا موھفم حرشا . 

Zero trust is a security model that assumes no entity, 

whether inside or outside the network, can be 

trusted by default. Access is granted based on 

verification, ensuring least privilege. 

 نایك يأب قوثولا نكمی لا ھنأ ضرتفی ينمأ جذومن يھ ةمودعملا ةقثلا

 ققحتلا ىلع ءًانب لوصولا حنم متیو ،اًیضارتفا ةكبشلا جراخ وأ لخاد

نكمم زایتما لقأ نامضو . 

 
38. How do you ensure secure cloud adoption? 

؟نمآ لكشب ةباحسلا ينبت نمضت فیك  

By conducting cloud security assessments, 

implementing encryption, ensuring compliance with 

standards, and monitoring cloud environments 

continuously. 

 نامضو ،ریفشتلا قیبطتو ،ةباحسلا نامأ تامییقت ءارجإ للاخ نم

رمتسم لكشب ةیباحسلا تائیبلا ةبقارمو ،رییاعملل لاثتملاا . 
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39. What is multi-factor authentication (MFA), and 

why is it important? 

لماوعلا ةددعتم ةقداصملا وھ ام  (MFA) ؟ةمھم يھ اذاملو  

MFA adds an extra layer of security by requiring 

multiple forms of verification (e.g., password and a 

code sent to a mobile device) to access systems. 

 للاخ نم ناملأا نم ةیفاضإ ةقبط لماوعلا ةددعتم ةقداصملا فیضت

 ھلاسرإ متی زمرو رورملا ةملك لثم ققحتلا نم ةددعتم لاكشأ بلط

ةمظنلأا ىلإ لوصولل لومحم زاھج ىلإ . 

 
40. How do you implement a disaster recovery plan 

(DRP)? 

ثراوكلا نم يفاعتلا ةطخ ذفنت فیك  (DRP)؟ 

1. Identify critical systems and data. 

2. Define recovery objectives (RTO, RPO). 

3. Establish backup and recovery procedures. 

4. Test and update the plan regularly. 

ةیویحلا تانایبلاو ةمظنلأا دیدحت .5 . 
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دادرتسلاا فادھأ دیدحت .6  (RTO ، RPO). 

دادرتسلااو يطایتحلاا خسنلا تاءارجإ عضو .7 . 

ماظتناب اھثیدحتو ةطخلا رابتخا .8 . 

 
41. What’s the importance of encryption in data 

security? 

؟تانایبلا نمأ يف ریفشتلا ةیمھأ ام  

Encryption protects sensitive data by converting it 

into unreadable code, ensuring confidentiality and 

preventing unauthorized access. 

 ریغ زمر ىلإ اھلیوحت قیرط نع ةساسحلا تانایبلا ریفشتلا يمحی

ھب حرصملا ریغ لوصولا عنمیو ةیرسلا نمضی امم ،ةءارقلل لباق . 

 
42. Explain network segmentation and its role in 

reducing risks. 

رطاخملا لیلقت يف اھرودو ةكبشلا میسقت حرشا . 

Network segmentation involves dividing a network 

into smaller segments to limit access and contain 
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potential threats. It enhances security by isolating 

critical systems. 

 لوصولا نم دحلل رغصأ ماسقأ ىلإ اھمیسقت ةكبشلا میسقت نمضتی

 ةمظنلأا لزع للاخ نم ناملأا ززعی .ةلمتحملا تادیدھتلا ءاوتحاو

ةیویحلا . 

 
43. What is privileged access management (PAM)? 

زیمتملا لوصولا ةرادإ وھ ام  (PAM)؟ 

PAM controls and monitors access to critical systems 

by privileged users, reducing the risk of insider 

threats and misuse of administrative privileges. 

PAM لبق نم ةیویحلا ةمظنلأا ىلإ لوصولا بقاریو مكحتی 

 ةیلخادلا تادیدھتلا رطاخم نم للقی امم ،تازایتملاا يوذ نیمدختسملا

ةیرادلإا تازایتملاا مادختسا ءوسو . 

 
44. How do you perform a control gap analysis? 

؟طباوضلا تاوجف لیلحتب موقت فیك  

By comparing existing controls against a defined 
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framework or standard, identifying gaps, and 

recommending improvements to align with best 

practices. 

 ،ددحم رایعم وأ لمع راطإ عم ةیلاحلا طباوضلا ةنراقم للاخ نم

 لضفأ عم ىشامتی امب اھنیسحتل تایصوت میدقتو ،تاوجفلا دیدحتو

تاسرامملا . 

 
45. What’s the difference between vulnerability 

management and patch management? 

؟تاثیدحتلا ةرادإو تارغثلا ةرادإ نیب قرفلا ام  

• Vulnerability management: Identifying, evaluating, 

and mitigating security vulnerabilities. 

• Patch management: Deploying updates to fix known 

vulnerabilities. 

 امنیب ،ةینملأا تارغثلا فیفختو مییقتو دیدحت لمشت تارغثلا ةرادإ •

ةفورعملا تارغثلا حلاصلإ تاثیدحتلا رشن نمضتت تاثیدحتلا ةرادإ . 
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46. How do you measure the effectiveness of a GRC 

program? 

جمانرب ةیلاعف سیقت فیك  GRC؟ 

Using KPIs like compliance rate, incident response 

time, and risk reduction metrics. 

 ةباجتسلاا نمز ،لاثتملاا لدعم لثم ءادلأا تارشؤم مادختساب

رطاخملا لیلقت سییاقمو ،ثداوحلل . 

 
47. How do you ensure third-party compliance? 

؟ثلاثلا فرطلا لاثتما نمضت فیك  

By conducting regular audits, reviewing contracts, 

and enforcing security requirements through Service 

Level Agreements (SLAs). 

 تابلطتم قیبطتو ،دوقعلا ةعجارم ،ةمظتنم تاقیقدت ءارجإ قیرط نع

ةمدخلا ىوتسم تایقافتا للاخ نم ناملأا  (SLAs). 

 
48. What are the key components of an effective 

GRC framework? 
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راطلإ ةیسیئرلا تانوكملا يھ ام  GRC ؟لاعف  

1. Governance structure ( ةمكوحلا لكیھ ) 

2. Risk management process ( رطاخملا ةرادإ ةیلمع ) 

3. Compliance management ( لاثتملاا ةرادإ ) 

4. Reporting and monitoring ( ةبقارملاو ریراقتلا ) 

 
49. What is a heat map in risk management? 

؟رطاخملا ةرادإ يف ةرارحلا ةطیرخ وھ ام  

A visual representation of risks based on their 

likelihood and impact, helping prioritize risk 

mitigation efforts. 

 اھثودح ةیلامتحا ىلع ءًانب يئرم لكشب رطاخملا ةرارحلا ةطیرخ لثمت

فیفختلا دوھج تایولوأ دیدحت ىلع دعاسی امم ،اھریثأتو . 

 
50. How do you handle policy violations? 

؟تاسایسلا تاكاھتنا عم لماعتت فیك  

By investigating the violation, identifying the root 

cause, and taking corrective actions, such as training 
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or disciplinary measures. 

 ذاختاو ،يرذجلا ببسلا دیدحت ،كاھتنلاا يف قیقحتلا قیرط نع

ةیبیدأتلا ریبادتلا وأ بیردتلا لثم ةیحیحصتلا تاءارجلإا . 

 
51. How do you integrate GRC with business 

objectives? 

جمدت فیك  GRC ؟لمعلا فادھأ عم  

By aligning risk management and compliance efforts 

with the organization’s strategic goals to support 

business growth while minimizing risks. 

 فادھلأا عم لاثتملااو رطاخملا ةرادإ دوھج ةمءاوم للاخ نم

رطاخملا لیلقت عم لامعلأا ومن معدل ةسسؤملل ةیجیتارتسلاا . 

 
 

53. Describe how you would develop a 

cybersecurity policy. 

يناربیسلا نملأا ةسایس ریوطتب موقتس فیك حرشا . 
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1. Identify organizational objectives and regulatory 

requirements. 

2. Assess risks and determine control measures. 

3. Draft the policy, ensuring clarity and relevance. 

4. Review and approve the policy through governance 

structures. 

5. Communicate and train employees on the policy. 

6. Regularly review and update the policy. 

ةیمیظنتلا تابلطتملاو ةمظنملا فادھأ دیدحت .7 . 

مكحتلا تاءارجإ دیدحتو رطاخملا مییقت .8 . 

اھتمءلامو اھحوضو نامض عم ةسایسلا ةغایص .9 . 

ةمكوحلا لكیھ للاخ نم ةسایسلا دامتعاو ةعجارم .10 . 

ةسایسلا ىلع مھبیردتو نیفظوملا عم لصاوتلا .11 . 

ماظتناب ةسایسلا ثیدحتو ةعجارم .12 . 

 
54. What’s the role of internal audits in GRC? 

يف يلخادلا قیقدتلا رود وھ ام  GRC؟ 

Internal audits assess the effectiveness of controls, 
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identify gaps, and ensure compliance with policies 

and standards. They provide insights for improving 

risk management and compliance programs. 

 لاثتملاا نمضیو ،تاوجفلا ددحی ،طباوضلا ةیلاعف مّیقی يلخادلا قیقدتلا

 رطاخملا ةرادإ جمارب نیسحتل ىؤر مدقی .رییاعملاو تاسایسلل

لاثتملااو . 

 
55. How do you respond to regulatory changes? 

؟ةیمیظنتلا تاریغتلل بیجتست فیك  

By monitoring regulatory updates, assessing their 

impact on existing processes, and updating policies, 

procedures, and controls accordingly. 

 تایلمعلا ىلع اھریثأت مییقت ،ةیمیظنتلا تاثیدحتلا ةعباتم قیرط نع

كلذل اًقفو طباوضلاو تاءارجلإاو تاسایسلا ثیدحتو ،ةیلاحلا . 

 
56. Explain the difference between qualitative and 

quantitative risk analysis. 

رطاخملل يمكلا لیلحتلاو يعونلا لیلحتلا نیب قرفلا حرشا . 
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• Qualitative analysis uses descriptive methods to 

assess risks based on their impact and likelihood 

(e.g., high, medium, low). 

• Quantitative analysis assigns numerical values to 

risks, using data and statistical models to calculate 

potential losses. 

 ىلع ءًانب رطاخملا مییقتل ةیفصو قرط مدختسی يعونلا لیلحتلا •

ضفخنم ،طسوتم ،يلاع :لثم( اھتیلامتحاو اھریثأت ). 

 تانایبلا مادختساب رطاخملل ةیمقر امًیق صصخی يمكلا لیلحتلا •

ةلمتحملا رئاسخلا باسحل ةیئاصحلإا جذامنلاو . 

 
57. What are the stages of incident management? 

؟ثداوحلا ةرادإ لحارم يھ ام  

1. Preparation ( ریضحتلا ): Establishing an incident 

response plan and training the team. 

2. Detection and Analysis ( لیلحتلاو فشكلا ): Identifying 

and assessing incidents. 
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3. Containment ( ءاوتحلاا ): Limiting the incident’s 

impact. 

4. Eradication ( ةلازلإا ): Eliminating the root cause. 

5. Recovery ( يفاعتلا ): Restoring normal operations. 

6. Lessons Learned ( ةدافتسملا سوردلا ): Reviewing the 

incident to improve future responses. 

 
58. How do you handle conflicts in GRC 

requirements across different regions? 

تابلطتم ضراعت عم لماعتت فیك  GRC ؟ةفلتخملا قطانملا نیب  

By identifying commonalities, prioritizing stricter 

requirements, and tailoring policies to meet local 

regulations while maintaining a unified global 

framework. 

 تابلطتملل ةیولولأا ءاطعإو ،ةكرتشملا مساوقلا دیدحت قیرط نع

 ظافحلا عم ةیلحملا حئاوللا ةیبلتل تاسایسلا فییكتو ،ةمارص رثكلأا

دحوم يملاع لمع راطإ ىلع . 

 



Prepared by : Mohammed AlSubayt 
 

59. What is the significance of log management in 

cybersecurity? 

؟يناربیسلا نملأا يف تلاجسلا ةرادإ ةیمھأ ام  

Log management helps monitor, analyze, and retain 

system logs for detecting security incidents, 

troubleshooting issues, and ensuring compliance. 

 ةمظنلأا تلاجس ظفحو لیلحتو ةبقارم يف تلاجسلا ةرادإ دعاست

لاثتملاا نامضو ،تلاكشملا لحو ،ةینملأا ثداوحلا نع فشكلل . 

 
60. How do you ensure effective communication 

during a cybersecurity incident? 

؟يناربیس ينمأ ثداح ءانثأ لاعفلا لصاوتلا نمضت فیك  

By establishing clear communication channels, 

appointing a spokesperson, and providing timely 

updates to stakeholders while avoiding the spread of 

misinformation. 

 ،يمسر ثدحتم نییعتو ،ةحضاو لاصتا تاونق ءاشنإ للاخ نم
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 راشتنا بنجت عم ةینعملا فارطلأل بسانملا تقولا يف تاثیدحت میدقتو

ةئطاخلا تامولعملا . 

 
Advanced Questions (61-100): 

61. What is the purpose of access reviews? 

؟لوصولا تاعجارم نم ضرغلا وھ ام  

To ensure users have appropriate access based on 

their roles and responsibilities, reducing the risk of 

unauthorized access. 

 ىلع ءًانب بسانملا لوصولا ىلع نیمدختسملا لوصح نامضل

ھب حرصملا ریغ لوصولا رطخ نم للقی امم ،مھتایلوؤسمو مھراودأ . 

 
62. How do you manage shadow IT risks? 

ةللظملا تامولعملا ةینقت رطاخم ریدت فیك  (Shadow IT)؟ 

By identifying unauthorized systems, raising 

awareness about risks, and implementing policies 

and tools to monitor and control unauthorized IT 

usage. 
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 لوح يعولا ةدایز ،اھب حرصملا ریغ ةمظنلأا دیدحت قیرط نع

 مادختسا يف مكحتلاو ةبقارمل تاودلأاو تاسایسلا ذیفنتو ،رطاخملا

اھب حرصملا ریغ تامولعملا ایجولونكت . 

 
63. What is the importance of change management 

in GRC? 

يف رییغتلا ةرادإ ةیمھأ ام  GRC؟ 

Change management ensures that changes to 

systems and processes are implemented securely 

and in compliance with regulations, minimizing risks. 

 اھذیفنت متی تایلمعلاو ةمظنلأا يف تارییغتلا نأ رییغتلا ةرادإ نمضت

رطاخملا نم للقی امم ،حئاوللا عم قفاوتی امبو نامأب . 

 
64. How do you handle insider threats? 

؟ةیلخادلا تادیدھتلا عم لماعتت فیك  

By implementing monitoring systems, limiting 

privileged access, and providing employee training 

to recognize and report suspicious activities. 
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 میدقتو ،زیمتملا لوصولا دییقتو ،ةبقارملا ةمظنأ ذیفنت للاخ نم

اھنع غلابلإاو ةھوبشملا ةطشنلأا ىلع فرعتلل نیفظوملل بیردت . 

 
65. What’s the role of cybersecurity awareness 

training? 

؟يناربیسلا نملأاب يعولا ىلع بیردتلا رود وھ ام  

To educate employees on recognizing threats, 

following security best practices, and reducing 

human error in security breaches. 

 لضفأ عابتاو ،تادیدھتلا ىلع فرعتلا لوح نیفظوملا فیقثتل

ناملأا تاقارتخا يف ةیرشبلا ءاطخلأا لیلقتو ،ناملأا تاسرامم . 

 
66. Explain the concept of least privilege. 

تازایتملاا لقأ موھفم حرشا . 

Least privilege ensures that users and systems have 

only the access necessary to perform their functions, 

reducing the attack surface. 
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 ىلع ةمظنلأاو نومدختسملا لصحی نأ تازایتملاا لقأ نمضی

موجھلا حطس نم للقی امم ،مھفئاظو ءادلأ طقف يرورضلا لوصولا . 

 
67. What’s the difference between business 

continuity and disaster recovery? 

؟ثراوكلا نم يفاعتلاو لامعلأا ةیرارمتسا نیب قرفلا ام  

• Business continuity ( لامعلأا ةیرارمتسا ): Ensures critical 

operations continue during disruptions. 

• Disaster recovery ( ثراوكلا نم يفاعتلا ): Focuses on 

restoring systems after a major incident. 

 ءانثأ ةیویحلا تایلمعلا رارمتسا نمضت لامعلأا ةیرارمتسا

 ةمظنلأا ةداعتسا ىلع ثراوكلا نم يفاعتلا زكری امنیب ،تاعاطقنلاا

ریبك ثداح دعب . 

 
68. How do you prioritize incidents in a SOC? 

نملأا تایلمع زكرم يف ثداوحلا تایولوأ ددحت فیك  (SOC)؟ 

By using a severity matrix that considers impact, 

urgency, and the affected systems’ criticality. 
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 ةیمھأو حاحللإاو ریثأتلا رابتعلاا نیعب ذخأت ةدش ةفوفصم مادختساب

ةررضتملا ةمظنلأا . 

70. How do you integrate privacy and security in 

GRC? 

يف ناملأاو ةیصوصخلا جمدت فیك  GRC؟ 

By aligning privacy and security policies, ensuring 

data protection measures are in place, and adhering 

to regulations like GDPR and local data privacy laws. 

 دوجو نامضو ،ناملأاو ةیصوصخلا تاسایس ةمءاوم للاخ نم

لثم حئاولل لاثتملااو ،تانایبلا ةیامح ریبادت  GDPR ةیلحملا نیناوقلاو 

تانایبلا ةیامحل . 

 
71. What is the purpose of Key Risk Indicators 

(KRIs)? 

ةیسیئرلا رطاخملا تارشؤم نم ضرغلا وھ ام  (KRIs)؟ 

KRIs provide early warnings about potential risks, 

helping organizations proactively address threats 

before they escalate. 
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 رطاخملا نأشب ةركبم تاریذحت ةیسیئرلا رطاخملا تارشؤم مدقت

 يقابتسا لكشب تادیدھتلا ةجلاعم ىلع تاسسؤملا دعاسی امم ،ةلمتحملا

اھمقافت لبق . 

 
72. Explain the concept of data minimization. 

تانایبلا لیلقت موھفم حرشا . 

Data minimization involves collecting and retaining 

only the necessary data for specific purposes, 

reducing exposure to data breaches. 

 ةیرورضلا تانایبلاب طقف ظافتحلااو عمج تانایبلا لیلقت نمضتی

تانایبلا تاقارتخلا ضرعتلا نم للقی امم ،ةددحم ضارغلأ . 

 
73. What are the main stages of vendor risk 

assessment? 

؟نیدروملا رطاخم مییقتل ةیسیئرلا لحارملا يھ ام  

1. Vendor identification and classification (  دیدحت

نیدروملا فینصتو ). 
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2. Risk assessment and due diligence (  رطاخملا مییقت

مزلالا صحفلا ءارجإو ). 

3. Contract negotiation and security requirements 

( ناملأا تابلطتم دیدحتو دوقعلا ىلع ضوافتلا ). 

4. Continuous monitoring ( ةرمتسملا ةبقارملا ). 

 
74. How do you track and manage cybersecurity 

incidents? 

؟ةیناربیسلا ثداوحلا ریدتو عبتت فیك  

Using incident management tools, maintaining 

detailed logs, and following a structured incident 

response plan. 

 عابتاو ،ةلصفم تلاجسب ظافتحلااو ،ثداوحلا ةرادإ تاودأ مادختساب

ثداوحلل ةمظنم ةباجتسا ةطخ . 

 
75. What is the difference between SOC 1, SOC 2, 

and SOC 3 reports? 

ریراقت نیب قرفلا ام  SOC 1 وSOC 2 وSOC 3؟ 
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• SOC 1: Focuses on internal controls over financial 

reporting. 

• SOC 2: Evaluates controls related to security, 

availability, processing integrity, confidentiality, and 

privacy. 

• SOC 3: Publicly available summary of SOC 2 for 

general use. 

• SOC 1 ةیلاملا ریراقتلل ةیلخادلا طباوضلا ىلع زكری . 

• SOC 2 ةجلاعملا ةملاسو رفاوتلاو ناملأاب ةقلعتملا طباوضلا میقی 

ةیصوصخلاو ةیرسلاو . 

• SOC 3 ریرقتل صخلم وھ  SOC 2 روھمجلل حاتم . 

 
76. How do you measure the effectiveness of 

cybersecurity controls? 

؟ةیناربیسلا طباوضلا ةیلاعف سیقت فیك  

Through regular audits, performance metrics, and 

incident analysis to ensure controls are working as 

intended. 
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 لیلحتو ،ءادلأا سییاقمو ،ةمظتنملا قیقدتلا تایلمع للاخ نم

دوصقم وھ امك طباوضلا لمع نامضل ثداوحلا . 

 
77. What is the role of a Data Protection Officer 

(DPO)? 

تانایبلا ةیامح لوؤسم رود وھ ام  (DPO)؟ 

The DPO ensures compliance with data protection 

laws, advises on data privacy matters, and acts as a 

point of contact for regulatory authorities. 

 مدقیو ،تانایبلا ةیامح نیناوقل لاثتملاا تانایبلا ةیامح لوؤسم نمضی

 تاھجلل لاصتا ةطقنك لمعیو ،ةیصوصخلا لئاسم نأشب ةروشملا

ةیمیظنتلا . 

 
78. How do you manage cybersecurity risks in a 

cloud environment? 

؟ةباحسلا ةئیب يف ةیناربیسلا رطاخملا ریدت فیك  

By implementing encryption, access controls, 

continuous monitoring, and ensuring the cloud 
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provider complies with relevant security standards. 

 ،ةرمتسملا ةبقارملاو ،لوصولا طباوضو ،ریفشتلا ذیفنت للاخ نم

ةلصلا تاذ ةینملأا رییاعملل ةباحسلا دوزم لاثتما نامضو . 

 
79. What’s the importance of patch management? 

؟تاثیدحتلا ةرادإ ةیمھأ ام  

Patch management ensures that software 

vulnerabilities are addressed promptly, reducing the 

risk of exploitation by attackers. 

 نم للقی امم ،ةعرسب جماربلا تارغث ةجلاعم تاثیدحتلا ةرادإ نمضت

نیمجاھملا لبق نم اھللاغتسا رطخ . 

 
80. Explain the role of threat intelligence in GRC. 

يف تادیدھتلا تارابختسا رود حرشا  GRC. 

Threat intelligence provides actionable insights on 

emerging threats, helping organizations adjust their 

risk management and compliance strategies 

accordingly. 
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 ،ةئشانلا تادیدھتلا لوح ذیفنتلل ةلباق ىؤر تادیدھتلا تارابختسا مدقت

 رطاخملا ةرادإ تایجیتارتسا لیدعت ىلع تاسسؤملا دعاسی امم

كلذل اًقفو لاثتملااو . 

 
81. How do you assess the impact of a cybersecurity 

incident? 

؟يناربیس ثداح ریثأت میقت فیك  

By evaluating the extent of data loss, system 

downtime, financial impact, and reputational 

damage. 

 ریثأتلاو ،ماظنلا لطعت تقوو ،تانایبلا نادقف ىدم مییقت للاخ نم

ةعمسلا ىلع رارضلأاو ،يلاملا . 

 
82. What is the principle of least privilege, and how 

do you implement it? 

؟هذفنت فیكو تازایتملاا لقأ أدبم وھ ام  

The principle of least privilege ensures users only 

have access necessary for their tasks. It’s 
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implemented through role-based access controls 

(RBAC). 

 لوصولا نیمدختسملا ىدل نوكی نأ تازایتملاا لقأ أدبم نمضی

 لوصولا طباوض للاخ نم هذیفنت متی .مھماھمل طقف يرورضلا

راودلأا ىلع ةدمتعملا  (RBAC). 

 
83. What’s the role of KPIs in GRC? 

ةیسیئرلا ءادلأا تارشؤم رود وھ ام  (KPIs) يف  GRC؟ 

KPIs measure the performance and effectiveness of 

GRC initiatives, helping organizations track progress 

and identify areas for improvement. 

تاردابم ةیلاعفو ءادأ ةیسیئرلا ءادلأا تارشؤم سیقت  GRC  امم ،

نیسحتلا تلااجم دیدحتو مدقتلا ةعباتم ىلع تاسسؤملا دعاسی . 

 
84. How do you ensure secure remote work? 

؟نمآ لكشب دعُب نع لمعلا نمضت فیك  

By implementing VPNs, multi-factor authentication, 

endpoint security solutions, and regular employee 
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training. 

تاكبش ذیفنت للاخ نم  VPN  لولحو ،لماوعلا ةددعتم ةقداصملاو ،

نیفظوملل مظتنملا بیردتلاو ،ةزھجلأا نامأ . 

 
85. What’s the difference between preventive, 

detective, and corrective controls? 

؟ةیحیحصتلاو ،ةیفشكلا ،ةیئاقولا طباوضلا نیب قرفلا ام  

• Preventive controls ( ةیئاقولا طباوضلا ): Stop incidents 

before they occur. 

• Detective controls ( ةیفشكلا طباوضلا ): Identify incidents 

during or after they happen. 

• Corrective controls ( ةیحیحصتلا طباوضلا ): Restore 

systems and processes after an incident. 

 ثداوحلا ددحت ةیفشكلا ،اھعوقو لبق ثداوحلا عنمت ةیئاقولا طباوضلا •

 دعب تایلمعلاو ةمظنلأا دیعتست ةیحیحصتلاو ،اھعوقو دعب وأ ءانثأ

ثداحلا . 
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86. How do you implement a secure SDLC (Software 

Development Life Cycle)? 

ةنمآ جمارب ریوطت ةایح ةرود ذفنت فیك  (SDLC)؟ 

Secure SDLC integrates security practices at each phase 

of software development: 

Requirements: Identify security needs. 

Design: Incorporate security architecture. 

Development: Use secure coding practices. 

Testing: Perform vulnerability assessments and 

penetration testing. 

Deployment: Ensure secure configurations. 

Maintenance: Regularly update and patch software. 

جمدت  SDLC ریوطت لحارم نم ةلحرم لك يف ناملأا تاسرامم نملآا 

 مادختسا ،ةینملأا ةینبلا میمصت ،ةینملأا تابلطتملا دیدحت :تایجمربلا
 تادادعلإا نامض ،تارغثلا تارابتخا ءارجإ ،نملآا زیمرتلا تاسرامم

رمتسملا ثیدحتلاو ،ةنملآا . 
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87. What is the importance of conducting tabletop 

exercises? 

ةاكاحملا نیرامت ءارجإ ةیمھأ ام  (Tabletop Exercises)؟ 

Tabletop exercises simulate real-world incidents in a 

controlled environment to evaluate an organization’s 

incident response capabilities and improve 

preparedness. 

 تاردق مییقتل ةمكحم ةئیب يف ةیقیقحلا ثداوحلا يكاحت ةاكاحملا نیرامت
دادعتسلاا نیسحتو ثداوحلل ةباجتسلاا . 

 
88. How do you manage risks in DevOps environments? 

تائیب يف رطاخملا ریدت فیك  DevOps؟ 

By integrating security into the DevOps process, also 

known as DevSecOps. This includes automated security 

testing, continuous monitoring, and enforcing secure 

coding practices. 

ةیلمع يف ناملأا جمد قیرط نع  DevOps مساب ةفورعملاو ،  
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DevSecOps  ةبقارملاو ،يئاقلتلا ينملأا رابتخلاا لمشت يتلاو ،

نملآا زیمرتلا تاسرامم قیبطتو ،ةرمتسملا . 

 
89. How do you assess the effectiveness of third-party 

controls? 

؟ثلاثلا فرطلا طباوض ةیلاعف میقت فیك  

By conducting regular audits, reviewing third-party 

reports (e.g., SOC 2), and continuously monitoring their 

adherence to security agreements. 

لثم( ثلاثلا فرطلا ریراقت ةعجارمو ،ةمظتنملا تاقیقدتلا ءارجإ للاخ نم  

SOC 2) ناملأا تایقافتاب مھمازتللا ةرمتسملا ةبقارملاو ، . 

 
90. What’s the role of forensic investigations in GRC? 

يف ةیئانجلا تاقیقحتلا رود وھ ام  GRC؟ 

Forensic investigations help identify the root cause of 

security incidents, gather evidence for legal 

proceedings, and provide insights to prevent future 

incidents. 
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 ،ةینملأا ثداوحلل يرذجلا ببسلا دیدحت يف ةیئانجلا تاقیقحتلا دعاست
ةیلبقتسملا ثداوحلا عنمل ىؤر ریفوتو ،ةینوناقلا تاءارجلإل ةلدلأا عمجو . 

 
91. How do you manage privileged accounts? 

؟تازایتملاا تاذ تاباسحلا ریدت فیك  

By implementing Privileged Access Management (PAM), 

enforcing least privilege principles, and regularly 

monitoring and auditing privileged account activities. 

زیمملا لوصولا ةرادإ ذیفنت للاخ نم  (PAM)  لقأ ئدابم قیبطتو ،

تازایتملاا تاذ تاباسحلا ةطشنلأ ةرمتسملا ةبقارملاو ،تازایتملاا . 

 
92. What’s the difference between an IDS and IPS? 

للستلا نع فشكلا ةمظنأ نیب قرفلا ام  (IDS) للستلا عنم ةمظنأو  (IPS)؟ 

IDS (Intrusion Detection System): Monitors network 

traffic for suspicious activities and alerts administrators. 

IPS (Intrusion Prevention System): Monitors and 

actively blocks threats. 
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IDS نیلوؤسملا ھبنیو ةھوبشملا ةطشنلأل ةكبشلا رورم ةكرح بقاری، 

امنیب  IPS طشن لكشب تادیدھتلا عنمیو بقاری . 

 
93. How do you ensure compliance with data 

localization laws? 

؟تانایبلا نیطوت نیناوقل لاثتملاا نمضت فیك  

By storing and processing data within the required 

geographical boundaries and ensuring service providers 

comply with local regulations. 

 ،ةبولطملا ةیفارغجلا دودحلا لخاد تانایبلا ةجلاعمو نیزخت قیرط نع
ةیلحملا نیناوقلل ةمدخلا يدوزم لاثتما نامضو . 

 
94. What are some challenges in implementing GRC 

frameworks? 

رطأ ذیفنت يف تایدحتلا يھ ام  GRC؟ 

Lack of organizational buy-in ( ةمظنملا معد بایغ ). 

Complexity of integrating multiple frameworks (  دیقعت

ةددعتملا رطلأا جمد ). 
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Evolving regulatory requirements ( ةیمیظنتلا تابلطتملا ریغت ). 

Resource constraints ( دراوملا دویق ). 

 
95. How do you handle conflicting compliance 

requirements? 

؟ةیمیظنتلا تابلطتملا ضراعت عم لماعتت فیك  

By prioritizing stricter requirements, harmonizing 

overlapping controls, and consulting legal and 

regulatory experts. 

 طباوضلا قیسنتو ،ةمارص رثكلأا تابلطتملل ةیولولأا ءاطعإ قیرط نع
نییمیظنتلاو نیینوناقلا ءاربخلا ةراشتساو ،ةلخادتملا . 

 
96. What’s the role of penetration testing in risk 

management? 

؟رطاخملا ةرادإ يف قارتخلاا رابتخا رود وھ ام  

Penetration testing identifies vulnerabilities by 

simulating real-world attacks, providing insights into 

security gaps and necessary improvements. 
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 امم ،ةیعقاولا تامجھلا ةاكاحم للاخ نم تارغثلا قارتخلاا رابتخا ددحی
ةمزلالا تانیسحتلاو ةینملأا تارغثلا لوح ىؤر رفوی . 

 
97. How do you conduct a Business Impact Analysis 

(BIA)? 

لامعلأا ریثأت لیلحت يرجت فیك  (BIA)؟ 

Identify critical business functions. 

Assess the impact of their disruption. 

Determine recovery objectives (RTO, RPO). 

Develop mitigation strategies. 

لامعلأل ةیویحلا فئاظولا دیدحت . 

اھلطعت ریثأت مییقت . 

دادرتسلاا فادھأ دیدحت  (RTO ، RPO). 

فیفختلا تایجیتارتسا ریوطت . 

 
98. What’s the importance of security awareness 

campaigns? 



Prepared by : Mohammed AlSubayt 
 

؟يناربیسلا نملأاب ةیعوتلا تلامح ةیمھأ ام  

They educate employees on recognizing threats, 

following security best practices, and reducing the 

likelihood of human errors leading to breaches. 

 تاسرامم لضفأ عابتاو ،تادیدھتلا ىلع فرعتلا لوح نیفظوملا فقثُت
تاقارتخلاا ىلإ يدؤت يتلا ةیرشبلا ءاطخلأا ةیلامتحا لیلقتو ،ناملأا . 

 
99. How do you evaluate the success of a cybersecurity 

training program? 

؟يناربیسلا نملأا بیردت جمانرب حاجن میقت فیك  

By tracking metrics such as phishing simulation success 

rates, employee quiz scores, and reduced security 

incidents. 

 تاجرد ،دیصتلا ةاكاحم حاجن تلادعم لثم سییاقم عبتت للاخ نم
ةینملأا ثداوحلا ضافخناو ،نیفظوملا تارابتخا . 

 
100. What is the role of a Security Operations Center 

(SOC) in GRC? 
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نملأا تایلمع زكرم رود وھ ام  (SOC) يف  GRC؟ 

SOC monitors, detects, and responds to security 

incidents in real-time, ensuring continuous protection 

and supporting GRC objectives. 

 يف اھل بیجتسیو اھفشكیو ةینملأا ثداوحلا نملأا تایلمع زكرم بقارُی
فادھأ معدیو ةرمتسملا ةیامحلا نمضی امم ،يلعفلا تقولا  GRC. 

 


