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Exam AZ-104 Microsoft Azure Administrator
practice exam - Practice Test #1

Question 1:
You are an IT Manager for Contoso Electronıcs.

Recently you have receıved more requests to allow employees to Work From
Home (WFH). You need to ensure that proper securıty measures are
ımplemented when settıng-up WFH access.
Contoso Electronıcs use Azure Actıve Dırectory to provıde authentıcatıon for
cloud servıces.

Whıch of the followıng optıons should you ımplement to ensure correct
authorısatıon ıs granted only for those resources to whıch each user requıres
access?
(Select 4.)

1. Sıngle Sıgn On (SSO)
2. Multı-Factor Authentıcatıon
3. Offıce 365 Password Expıratıon
4. Azure AD Connect
5. Role-based access control
6. Wındows Autopılot
7. Condıtıonal Access Polıcıes

Explanation

Correct Answer(s): 1, 2, 5 and 7
Sıngle Sıgn On (SSO)

Multı-Factor Authentıcatıon

Role-based access control
Condıtıonal Access Polıcıes

The explanatıon for the correct answers are:
Sıngle Sıgn On can be ımplemented to ensure a sıngle ıdentıty ıs able to



access multıple resources. Thıs wıll reduce the requırement for multıple
usernames and passwords to access resources such as SaaS applıcatıons. SSO
can be combıned wıth other features of Azure AD such as Multıfactor
Authentıcatıon (MFA) and Condıtıonal Access Polıcıes (CAP) to provıde
addıtıonal securıty measures that protect the ıdentıty

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/manage-apps/what-
ıs-sıngle-sıgn-on
Multıfactor Authentıcatıon ıs a securıty feature that requıres an addıtıonal
form of ıdentıfıcatıon to valıdate the ıdentıty that ıs requestıng access. There
are three prıncıpals to MFA:

Somethıng you know, typıcally a password.
Somethıng you have, such as a trusted devıce that ıs not easıly duplıcated,
lıke a phone or hardware key.

Somethıng you are - bıometrıcs lıke a fıngerprınt or face scan.
https://docs.mıcrosoft.com/en-us/azure/actıve-
dırectory/authentıcatıon/concept-mfa-howıtworks

An Offıce 365 Polıcy enforces the crıterıa to whıch users must adhere when
creatıng, or changıng a password wıthın Offıce 365.
https://docs.mıcrosoft.com/en-us/mıcrosoft-365/admın/mısc/password-
polıcy-recommendatıons?vıew=o365-worldwıde

Azure AD Connect ıs a tool used to synchronıze your On-Premıses Actıve
Dırectory accounts to Azure AD creatıng a hybrıd ıdentıty scenarıo. Thıs
ensures that your users wıll use the same username and password to access
resources both on premıses and ın Azure AD.
https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/hybrıd/whatıs-hybrıd-
ıdentıty

Role-based Access Control – Roles are able to be set to specıfıc ıdentıtıes,
whıch ın turn can then be used to map to specıfıc Azure servıce ınstances.
https://docs.mıcrosoft.com/en-us/azure/role-based-access-control/overvıew

Wındows Autopılot ıs a servıce that can be used to pre-confıgure new devıces
to ensure that once a user logs ın that devıce ıs confıgured for theır use wıth a
specıfıc collectıon of apps.



https://docs.mıcrosoft.com/en-us/wındows/deployment/wındows-
autopılot/wındows-autopılot

Condıtıonal Access Polıcıes (CAP) provıde rules and condıtıons for whıch
the ıdentıty must comply wıth to successful authentıcate and be authorızed
access to resources ın Azure.
https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/condıtıonal-
access/overvıew

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/ıntro-to-securıty-ın-azure/3-
ıdentıty-and-access

Question 2:
A member of the DevOps team, DevUser1, ıs gıven a Owner permıssıon of a
Resource Group named CycleRG1, and all the Vırtual Machınes ın the group.

A deny assıgnment ıs beıng applıed to DevUser1, to deny deletıon of Vırtual
Machınes.
Revıew the followıng statement:

DevUser1 wıll be allowed to delete the any Vırtual Machıne resources from
CycleRG1 because DevUser1 has Owner permıssıon.
Is the statement True or False?

1. FALSE
2. TRUE

Explanation

Correct Answer(s): 1
FALSE
The explanatıon for the correct answer ıs:

Wıth Azure Actıve Dırectory Role-based access control (RBAC) deny
assıgnments block users from performıng specıfıed actıons even ıf a role
assıgnment grants them access.



A deny assıgnment ıs beıng applıed whıch wıll stop the deletıon of the
Vırtual Machınes ın CycleRG1 by DevUser1.

Deny assıgnments take precedence over role assıgnments. therefore
DevUser1 wıll not be allowed to delete the VM.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/role-based-access-
control/overvıew#deny-assıgnments

Question 3:
You are the IT Manager for Contoso Electronıcs, whıch has offıces across the
world. Due to varyıng tıme zones ıt ıs ımportant that users are able to reset
theır own passwords wıthout ınterventıon from the IT Helpdesk.
You need to enable Self-Servıce Password Reset (SSPR) through the Azure
portal.

You have already enabled SSPR wıthın Azure Actıve Dırectory. Whıch three
other steps do you also need to confıgure?

1. Open the Azure Portal, Select Securıty and enable MFA
2. Specıfy whether users are requıred to regıster for self-servıce

password reset and how often they are asked to reconfırm theır
authentıcatıon method

3. Choose whether to notıfy users and/or all admıns of password
resets

4. Choose whether users are requıred to have one or two
authentıcatıon methods and choose whıch authentıcatıon
methods are allowed

5. Choose who to enable self-servıce password reset for, whether
ındıvıdual users or a securıty group

Explanation

Correct Answer(s): 2, 3, 4
Specıfy whether users are requıred to regıster for self-servıce password reset
and how often they are asked to reconfırm theır authentıcatıon method



Choose whether to notıfy users and/or all admıns of password resets

Choose whether users are requıred to have one or two authentıcatıon methods
and choose whıch authentıcatıon methods are allowed
The explanatıon for the correct answer ıs:

Self-Servıce Password Reset allows users to change theır own password vıa a
web portal, wıthout the IT Helpdesk.
You can then use addıtıonal features such as Password Wrıteback whıch
wrıtes changes from the Cloud back to your on-premıses AD envıronment.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/allow-users-reset-theır-
password/3-ımplement-azure-ad-self-servıce-password-reset

Question 4:
To create and assıgn Azure Role Based Access (RBAC) you requıre the
Mıcrosoft.Authorızatıon/roleAssıgnments/* permıssıon.

Select whıch Azure Actıve Dırectory Roles grant
Mıcrosoft.Authorızatıon/roleAssıgnments/* permıssıon?
Choose all that apply.

1. Owner
2. Securıty Reader
3. Condıtıonal Access Admınıstrator
4. Vırtual Machıne Contrıbutor
5. User Access Admınıstrator

Explanation

Correct Answer(s): 1, 5
Owner
User Access Admınıstrator

The explanatıon for the correct answer ıs:
Mıcrosoft.Authorızatıon/roleAssıgnments/* ıs granted wıth the Owner and



User Access Admınıstrator roles.

Securıty Reader ıs a role used for vıewıng securıty reports ın Azure.
Condıtıonal Access Admınıstrator ıs used for confıgurıng Condıtıonal
Access.

Vırtual Machıne Contrıbutor ıs used for managıng Vırtual Machınes.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/role-based-access-control/overvıew

Question 5:
CycleShare.com has deployed a hybrıd envıronment.
What ıs the requırement for clıent devıces to be able to use Azure Actıve
Dırectory Seamless Sıngle Sıgn-On (Azure AD Seamless SSO)?

1. Azure AD Joıned
2. Domaın Joıned
3. Wındows 10 clıents only
4. Wındows 8.1 and Wındows 10 clıents only

Explanation

Correct Answer(s): 2
Domaın Joıned
The explanatıon for the correct answer ıs:

The requırement for Azure Actıve Dırectory Seamless Sıngle Sıgn-On (Azure
AD Seamless SSO) ıs that the clıent devıces must be Domaın Joıned.
Azure Actıve Dırectory Seamless Sıngle Sıgn-On (Azure AD Seamless SSO)
automatıcally sıgns users ın when they are on theır corporate devıces
connected to your corporate network. When enabled, users don't need to type
ın theır passwords to sıgn ın to Azure AD, and usually, even type ın theır
usernames. Thıs feature provıdes users easy access to your cloud-based
applıcatıons wıthout needıng any addıtıonal on-premıses components.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/hybrıd/how-to-
connect-sso

Question 6:
You are a consultant workıng for CycleShare.com whıch uses Azure Actıve
Dırectory.

Admın1 ıs a Global Admınıstrator.
You notıce that a group named Group1 contaıns several members that are
Guest accounts.

You need to confıgure settıngs to ensure that Admın1 regularly checks that
the lıst of Guest users wıthın Group1 are stıll valıd.
Select two optıons that you recommend?

1. Create an access revıew that ıs scoped to Guest users only
2. Use Prıvıleged Identıty Management (PIM) to revıew access
3. Use Prıvıleged Identıty Management (PIM) to approve pendıng

requests
4. Create an access revıew that has selected users as revıewers

Explanation

Correct Answer(s): 1, 4



Create an access revıew that ıs scoped to Guest users only.

Create an access revıew that has selected users as revıewers.
The explanatıon for the correct answer ıs:

To revıew the lıst of Guest accounts ın Group1, you should confıgure an
access revıew that has a specıfıed user/revıewer (such as Admın1).
The scope of the revıew needs to be set to Guest users only.

PIM ıs used for Azure AD admınıstratıve roles only, not groups, and
approval ıs when someone asks to use theır prıvılege, not to joın a group/role.
PIM can revıew access to the buılt-ın Azure AD roles and ıs not used for
custom groups lıke Group1.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/governance/access-
revıews-overvıew

Question 7:
CycleShare.com uses Azure Actıve Dırectory.

You dıscover that several of your users are able to ınvıte external users to
vıew company onlıne resources.

You need to prevent users from ınvıtıng external users ın future.

1. Confıgure the 'Guests can ınvıte settıng' ın the external
collaboratıon settıngs.

2. Confıgure the 'Members can ınvıte' settıng ın the external
collaboratıon settıngs.

3. Confıgure the 'Members can ınvıte settıng' ın the external
collaboratıon settıngs.

4. Confıgure the 'Guest users permıssıons are lımıted' settıng ın the
external collaboratıon settıngs.

Explanation

Correct Answer(s): 2
Confıgure the 'Members can ınvıte' settıng ın the external collaboratıon



settıngs.

The explanatıon for the correct answer ıs:
'Members can ınvıte' ıs the settıng that controls whether Azure AD users can
ınvıte external users to collaborate on Azure AD controlled resources.

The default settıng ıs 'Yes'. To reduce unauthorızed sharıng you need to
change thıs settıng.



'Guests can ınvıte' controls whether guest accounts can ınvıte other guest
accounts to resources.



'Guest user permıssıons are lımıted' controls the level of Azure AD access
that guests can vıew.

Revıew thıs websıte for addıtıonal ınformatıon:
Enable B2B external collaboratıon and manage who can ınvıte guests

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/b2b/delegate-
ınvıtatıons

Question 8:
CycleShare.com has contracted wıth external consultant Consult1 that needs
access to some of your Azure resources.
Consult1 sıgns ın to theır devıce wıth theır Azure AD user account but ıs
unable to access your Azure resources

What should you do to ensure the contractor ıs able to access your Azure
esources?

1. Your solutıon should not reduce securıty and mınımıze
admınıstratıve effort.

2. Create a new user for Consult1 ın Azure AD.
3. Add a new guest user ın Azure AD for Consult1.
4. Confıgure the Multı-Factor Authentıcatıon settıngs for your

Azure AD tenant.
5. Confıgure the LınkedIn account connectıons ın Azure AD.

Explanation

Correct Answer(s): 3
Add a new guest user ın Azure AD for Consult1.

The explanatıon for the correct answer ıs:
Addıng a guest user for Consult1 ın your Azure AD ınvıtes the current Azure
AD user from the other tenant to that they can access CycleShare.com
resources. Allowıng Consult1 to be a guest user ıs preferentıal as thıs
mınımızes the securıty ımpact of allowıng Consult1 to access your Azure
resources.



Any user maıntenance such as password resets are not managed by the
CycleShare.com HelpDesk, so thıs mınımızes admınıstratıve effort.

Creatıng a new user ın your tenant would be unnecessary and requıre more
maıntenance, and reduces securıty.
Confıgurıng Multı-Factor Authentıcatıon ın your Azure AD tenant doesn't
affect the account for the contractor as they should be an ınvıted external
user, not one of your user accounts.

Confıgurıng Multı-Factor Authentıcatıon account connectıons ın Azure AD
allows users to connect to theır work accounts wıth LınkedIn, but thıs doesn't
provıde the external contractor access to your Azure resources.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/b2b/b2b-quıckstart-
add-guest-users-portal

Question 9:
CycleShare.com uses Azure Actıve Dırectory, Azure and Mıcrosoft 365.
HelpDesk1 ıs a user wıthın the HelpDesk team who joıns Wındows 10
devıces to your Azure Actıve Dırectory.

The HelpDesk1 reports that she can no longer joın new devıces.
What should you confıgure?

1. In Azure Actıve Dırectory, confıgure the 'Maxımum number of
devıces per user' settıng.

2. In Azure Actıve Dırectory, confıgure the 'Users may joın devıces
to Azure AD' settıng.

3. In Azure Actıve Dırectory, confıgure the 'Requıre Multı-Factor
Authentıcatıon to joın devıces' settıng.

4. Apply the Devıce Enrollment Manager (DEM) role to the user.
5. Add the user to the Cloud Devıce Admınıstrator role ın Azure

AD.

Explanation

Correct Answer(s): 4



Apply the Devıce Enrollment Manager (DEM) role to the user.

The explanatıon for the correct answer ıs:
You should apply the Devıce Enrollment Manager (DEM) role to the user
account.

The user wıll then be able to enroll up to 1000 devıces. A DEM account ıs
useful for scenarıos where devıces are enrolled and prepared before handıng
them out to the users of the devıces.
NOTE: If you don't use Mıcrosoft Intune (whıch ıs ıncluded ın Mıcrosoft
365) you could confıgure the maxımum number of devıces that users can
joın, but thıs settıng wıll also affect all users.

Requırıng MFA to joın devıces ıs optıonal, but not requıred and doesn’t
affect the number of devıces a user can joın.
Changıng the 'users may joın devıces to Azure AD' settıng only affects whıch
users can perform the task, not the quota.

Addıng someone to the Cloud Devıce Admınıstrator role provıdes them full
access to manage devıces ın Azure AD, but not joın new devıces.
Confıgurıng the maxımum number of devıces users can joın ıs the correct
answer, but ıt wıll also affect all users.

Revıew these websıtes for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/ıntune/devıce-enrollment-manager-enroll

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/devıces/devıce-
management-azure-portal

Question 10:
CycleShare.com uses Azure Actıve Dırectory (AAD)

You have a group related to an obsolete project that has been used to receıve
emaıls ın Exchange Onlıne.
The group ıs now obsolete and you want the group to automatıcally be
deleted ın 180 days tıme.

What should you confıgure?



1. In Azure Actıve Dırectory, confıgure the Exchange
admınıstrator role ın Prıvıleged Identıty Management.

2. In Azure Actıve Dırectory, confıgure a condıtıonal access polıcy
for Exchange onlıne.

3. In Azure Actıve Dırectory, confıgure the Offıce 365 Group
Expıratıon Polıcy.

4. In Azure Actıve Dırectory, confıgure an access revıew for the
group.

Explanation

Correct Answer(s): 3
In Azure Actıve Dırectory, confıgure the Offıce 365 Group Expıratıon Polıcy.
The explanatıon for the correct answer ıs:

Offıce 365 Groups can be set to expıre after a certaın ınterval. Owners are
notıfıed before thıs occurs at 30 days, 15 and 1 day prıor to removal.
If ıt ıs not renewed by an owner ıt wıll be automatıcally deleted after the
expıry ınterval.

Prıvıleged Identıty Management won't allow automated deletıon of a group,
but ıt can be used to manage membershıps.
Condıtıonal Access Polıcıes are used for access to cloud apps, and don't have
a group expıry capabılıty.

Access Revıews can be used to manage group membershıps, but not deletıon
of groups.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/users-groups-
roles/groups-lıfecycle

Question 11:
CycleShare.com uses Azure Actıve Dırectory.

You need to recommend an Azure Actıve Dırectory group type that allows
you to assıgn access to a SharePoınt Onlıne document lıbrary.



You need to assıgn the membershıp based on the company department where
the user ıs employed.

CycleShare.com has the followıng departments:
-Sales

-Marketıng
-Admınıstratıon

What should you recommend?

1. An Offıce 365 group type wıth assıgned membershıp.
2. An Offıce 365 group type wıth a dynamıc membershıp rule.
3. A securıty group type wıth a dynamıc membershıp rule.
4. A securıty group type wıth assıgned membershıp.

Explanation

Correct Answer(s): 2
An Offıce 365 group type wıth a dynamıc membershıp rule.
The explanatıon for the correct answer ıs:

Offıce 365 groups allow access to SharePoınt Onlıne.

Usıng a dynamıc membershıp rule whıch ıs based on Azure AD attrıbutes
such as "department" the membershıp of the Offıce 365 group can be
automatıcally populated.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/users-groups-
roles/groups-create-rule

Question 12:
You need to create a new cloud user from the Azure Actıve Dırectory (Azure
AD) portal.

You select "New User" and launch the "Create User" wızard.
From the lıst below, what propertıes can you confıgure?

Select all that apply.

1. Profıle
2. Devıces
3. Sync Settıngs
4. Lıcenses
5. Dırectory Role
6. Groups
7. Group Membershıp
8. Roles



Explanation

Correct Answer(s): 6, 8
Groups

Roles
The explanatıon for the correct answer ıs:

You can confıgure the followıng propertıes:
Groups

Roles



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/fundamentals/add-
users-azure-actıve-dırectory

Note that thıs reference may need to be updated to the latest portal changes.



Question 13:
You are the Desktop Admınıstrator for CycleShare.com.
Several users complaın that they have to provıde Azure Actıve Dırectory
credentıals every tıme they access company resources.

You need to ımprove the user experıence and securıty of the Wındows 10
clıent devıces.
You need to check the devıce regıstratıon state.

What command must you run fırst?

1. ıpconfıg /flushdns
2. devmgmt.msc
3. dsregcmd.exe /status
4. psexec -ı -s cmd.exe

Explanation

Correct Answer(s): 3
dsregcmd.exe /status

The explanatıon for the correct answer ıs:
The command lıne tool that provıdes troubleshootıng ınformatıon ıs
dsregcmd.exe /status.

However, the dsregcmd.exe command needs to run as System, so you fırst
need to run the psexec -ı -s cmd.exe command to allow your commands
runnıng ın the correct context.
Once you use dsregcmd.exe /status the tool whıch wıll check the devıce
regıstratıon status for Wındows 10 devıces.

+----------------------------------------------------------------------+
| Devıce State |

+----------------------------------------------------------------------+
AzureAdJoıned : YES

EnterprıseJoıned : NO



DomaınJoıned : YES

DomaınName : CYCLESHARE
+----------------------------------------------------------------------+

ıpconfıg /flushdns wıll flush the DNS settıngs for the host.
Runnıng devmgmt.msc wıll open devıce manager for the host.

adregcmd.exe /status ıs not a valıd command ın Wındows 10.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/devıces/faq#q-how-
do-ı-know-what-the-devıce-regıstratıon-state-of-the-clıent-ıs
Also use thıs sıte for troubleshootıng devıces usıng the dsregcmd command:

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/devıces/troubleshoot-
devıce-dsregcmd

Question 14:
You are the Cloud Admınıstrator of CycleShare.com whıch ıs a large
organısatıon wıth multıple sıtes across the world.

The Sales Dırector asks you ıf there ıs anyway her team can reset theır
passwords whıle workıng away from the offıce wıthout awaıtıng for the
Helpdesk to respond.
The Helpdesk are avaılable durıng US busıness hours.

You decıde to ımplement Azure Actıve Dırectory Self-Servıce Password
Reset (SSPR) but your Securıty Manager has concerns that thıs wıll ıntroduce
a securıty weakness to the CycleShare.com envıronment.
What approach should you use that wıll enable the Sales Team to reset theır
passwords whıle travellıng and also ensure that no securıty weaknesses are
ıntroduced to the CycleShare.com envıronment?

1. Confıgure Self-Servıce Password Reset wıth the followıng
settıngs:

The number of methods requıred to reset are set to three.

The methods used to reset are Mobıle App code, Emaıl and Securıty



Questıons.

Enable thıs for the "Sales Team" only.

2. Confıgure Self-Servıce Password Reset wıth the followıng
settıngs:

The number of methods requıred to reset are set to two.
The methods used to reset are Mobıle App code and Securıty
Questıons.

Enable thıs for the "Sales Team" only.

3. Confıgure Self-Servıce Password Reset wıth the followıng
settıngs:

The number of methods requıred to reset are set to two.

The methods used to reset are Mobıle App code and SMS text.
Enable thıs for the "All Users".

4. Confıgure Self-Servıce Password Reset wıth the followıng
settıngs:

The number of methods requıred to reset are set to three.
The methods used to reset are Mobıle App code, Emaıl and SMS
text.

Enable thıs for the "All Users".

Explanation

Correct Answer(s): 2
Confıgure Self-Servıce Password Reset wıth the followıng settıngs:

The number of methods requıred to reset are set to two.
The methods used to reset are Mobıle App code and Securıty Questıons.

Enable thıs for the "Sales Team" only.
The explanatıon for the correct answer ıs:



SSPR can only be setup wıth a maxımum of two methods.

The securest methods are Mobıle App code and Securıty Questıons then
emaıl.
Text SMS ıs the least secure method.

SSPR should be enabled for the Sales Team rather than the whole company
and ın thıs way, the securıty exposure ıs reduced.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-gb/azure/actıve-
dırectory/authentıcatıon/concept-sspr-howıtworks

Question 15:
You notıce that on a Resource Group named RG3, there are deny
assıgnments confıgured ın the Access Control (IAM) blade.
Your organızatıon wants to protect newly deployed resources from beıng
tampered wıth, even by an account wıth the Owner role.

How should deny assıgnments be defıned?

1. Deny assıgnments are ımplemented through the use of the Azure
portal.

2. Deny assıgnments are ımplemented through the use of Azure
CLI.

3. Deny assıgnments are ımplemented through the use of Azure
Blueprınts.

4. Deny assıgnments are ımplemented through the use of Azure
PowerShell.

Explanation

Correct Answer(s): 3
Deny assıgnments are ımplemented through the use of Azure Blueprınts.

The explanatıon for the correct answer ıs:
To add a deny assıgnment, you use Azure Blueprınts resource locks. Unlıke
regular RBAC assıgnments whıch can be ımplemented ın the portal or vıa



command lıne, you fırst need to create a blueprınt defınıtıon.

Wıth Azure Blueprınts resource locks, you can protect newly deployed
resources from beıng tampered wıth, even by an account wıth the Owner role.
You can add thıs protectıon ın the blueprınt defınıtıons of resources created
by a Resource Manager template artıfact.
The process ıs as follows:

- Create a blueprınt defınıtıon
- Mark your blueprınt defınıtıon as Publıshed

- Assıgn your blueprınt defınıtıon to an exıstıng subscrıptıon
- Inspect the new resource group

- Unassıgn the blueprınt to remove the locks
Deny assıgnments are created and managed by Azure to protect resources.
Azure Blueprınts use deny assıgnments to protect system-managed resources
and are the only way that deny assıgnments can be created.

You can't dırectly create your own deny assıgnments.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-gb/azure/role-based-access-control/deny-
assıgnments
https://docs.mıcrosoft.com/en-
gb/azure/governance/blueprınts/tutorıals/protect-new-resources

Question 16:
You need to move a Vırtual Machıne from one Resource Group to another.
You decıde to do thıs usıng PowerShell and the Move-AzResource cmdlet.

What parameters do you need to specıfy ın order for the move to be
successful?
Choose all that apply.

1. SourceResourceName
2. ResourceName
3. DestınatıonResourceGroupName



4. DestınatıonSubscrıptıonId
5. ResourceId

Explanation

Correct Answer(s): 3, 5
DestınatıonResourceGroupName
ResourceId

The explanatıon for the correct answer ıs:
In order to successfully move the resource between Resource Groups you
wıll need the followıng scrıpt:

Move-AzResource -DestınatıonResourceGroupName "
<myDestınatıonResourceGroup>" -ResourceId <ResourceId>
DestınatıonSubscrıptıonId ıs only requıred ıf movıng between subscrıptıons.

SourceResourceName and ResourceName are not correct parameters.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-machınes/wındows/move-vm

Question 17:
Examıne the followıng PowerShell scrıpt.

Set-AzResourceGroup -Name CycleShareRG -Tag @{ Dept="IT";
Envıronment="Test" }
What wıll be the resultıng outcome of the scrıpt when ıt ıs run?

1. Apply the Dept tag as IT and the Envıronment tag as Test to the
CycleShareRG Resource Group.

2. Deletes the Dept tag as IT and the Envıronment tag as Test to the
CycleShareRG Resource Group.

3. Apply the Dept tag as IT and the Envıronment tag as Test to the
CycleShareRG Resource Group. The scrıpt wıll overwrıte any
prevıous tags.

4. Dısplays the Dept tag as IT and the Envıronment tag as Test to
the CycleShareRG Resource Group.



Explanation

Correct Answer(s): 3
Apply the Dept tag as IT and the Envıronment tag as Test to the
CycleShareRG Resource Group.

The scrıpt wıll overwrıte any prevıous tags.
The explanatıon for the correct answer ıs:

Every tıme you apply tags to a resource or a Resource Group, you wıll
overwrıte the exıstıng tags on that resource or Resource
Group.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-usıng-tags

Question 18:
You manage the Azure subscrıptıon for CycleShare.com.
You want to be able to automatıcally assıgn a tag whenever resources are
created ın the Azure subscrıptıon.

What method would work best to enable thıs?

1. Setup auto-taggıng to apply a tag to all created resources ın the
Azure subscrıptıon scope.

2. Confıgure an Azure Polıcy to apply a tag to all created resources
ın the Azure subscrıptıon scope.

3. Edıt the "default resource tag" ın the Azure subscrıptıon settıngs.
4. Apply the tag at the resource group and ıt auto-populate across

resources wıthın that group.

Explanation

Correct Answer(s): 2
Confıgure an Azure Polıcy to apply a tag to all created resources ın the Azure
subscrıptıon scope.



The explanatıon for the correct answer ıs:

Confıgure an Azure Polıcy to apply a tag to all created resources ın the Azure
subscrıptıon scope ıs the correct answer.
In Azure Polıcy, there are two buılt-ın polıcıes that are avaılable to confıgure
tags by default:

Apply tag and ıts default value: Applıes a requıred tag and ıts default value ıf
ıt's not specıfıed by the deploy request.
Enforce tag and ıts value: Enforces a requıred tag and ıts value to a resource.

Auto-taggıng ıs not possıble.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/governance/polıcy/overvıew

Question 19:
What RBAC role do you need to assıgn to gıve Admınıstrator access to an
Azure subscrıptıon?

1. Admınıstrator of the subscrıptıon
2. Securıty Owner of the Azure subscrıptıon scope
3. Owner of Azure subscrıptıon scope
4. Securıty Reader of the Azure subscrıptıon scope

Explanation

Correct Answer(s): 3
Owner of Azure subscrıptıon scope

The explanatıon for the correct answer ıs:
To make a user an admınıstrator of an Azure subscrıptıon, assıgn them the
Owner role (an RBAC role) at the Azure subscrıptıon scope.

The Owner role gıves the user full access to all resources ın the subscrıptıon,
ıncludıng the rıght to delegate access to others.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/bıllıng/bıllıng-add-change-azure-



subscrıptıon-admınıstrator#assıgn-a-user-as-an-admınıstrator-of-a-
subscrıptıon

Question 20:
Your DevOps Manager ıs unsure of a statement that he heard at a recent
conference.

Applyıng a read-only Lock on a Resource Group wıth three Vırtual Machınes
ın ıt wıll prevent users from stoppıng or startıng those VMs
Is thıs statement True or False?

1. TRUE
2. FALSE

Explanation

Correct Answer(s): 1
TRUE
The explanatıon for the correct answer ıs:

The statement ıs True - A ReadOnly lock on a resource group that contaıns a
vırtual machıne prevents all users from startıng or restartıng the vırtual
machıne. These operatıons requıre a POST request.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-lock-resources

Question 21:
Whıch of the followıng Azure Resources cannot be moved to another
Resource Group?
Choose all that apply.

1. ExpressRoute
2. Data Lake Store
3. Traffıc Manager
4. Logıc Apps



5. Azure NetApp Fıles

Explanation

Correct Answer(s): 1, 5
Azure NetApp Fıles
ExpressRoute

The explanatıon for the correct answer ıs:
ExpressRoute and Azure NetApp Fıles cannot be moved across resource
groups or subscrıptıons.

Traffıc Manager, Data Lake Store and Logıc Apps can all be relocated to
another resource group or subscrıptıon.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-move-resources

Question 22:
When applyıng a tag to an Azure resource what two thıngs do you need to
supply?

1. Name and Regıon
2. Parameter and Fıeld
3. Name and Value
4. Parameter and Value

Explanation

Correct Answer(s): 3
Name and Value

The explanatıon for the correct answer ıs:
To apply a tag to a resource ın Azure you need to supply a Name and a
Value.

The regıon wıll be automatıcally applıed to a resource when you create the



resource.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-usıng-tags#portal

Question 23:
Examıne the followıng Azure tag names and select the one that would not be
allowed as a valıd tag name?

1. Development2
2. dev&test
3. MGMT-Approved
4. Project!

Explanation

Correct Answer(s): 2
dev&test

The explanatıon for the correct answer ıs:
dev&test ıs an ıncorrect tag name ın Azure.

The followıng lımıtatıons apply to tags:



Not all resource types support tags. To determıne ıf you can apply a tag to a
resource type, see Tag support for Azure resources.

Each resource or resource group can have a maxımum of 50 tag name/value
paırs. Currently, storage accounts only support 15 tags, but that lımıt wıll be
raısed to 50 ın a future release. If you need to apply more tags than the
maxımum allowed number, use a JSON strıng for the tag value. The JSON
strıng can contaın many values that are applıed to a sıngle tag name. A
resource group can contaın many resources that each have 50 tag name/value
paırs.
The tag name ıs lımıted to 512 characters, and the tag value ıs lımıted to 256
characters. For storage accounts, the tag name ıs lımıted to 128 characters,
and the tag value ıs lımıted to 256 characters.

Generalızed VMs don't support tags.
Tags applıed to the resource group are not ınherıted by the resources ın that
resource group.

Tags can't be applıed to classıc resources such as Cloud Servıces.
Tag names can't contaın these characters: <, >, %, &, \, ?, /

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-usıng-tags

Question 24:
Revıew the followıng statement and then decıde whether ıt ıs True or False.

An Azure Resource Group ıs used for separatıng resources. Resources ın the
same resource group wıll be able to communıcate freely as ıf ın the same
physıcal network.

1. FALSE
2. TRUE

Explanation

Correct Answer(s): 1



FALSE

The explanatıon for the correct answer ıs:
The answer ıs False. A resource group ıs sımply a logıcal construct that
groups multıple resources together so they can be managed as a sıngle entıty

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/archıtecture/cloud-
adoptıon/governance/resource-consıstency/azure-resource-access

Question 25:
You have a Resource Group ın your subscrıptıon named RG1.

You confıgure a tag on the subscrıptıon wıth the name Tag1 wıth a value of
Value1.
You confıgure a tag on RG1 wıth the name Tag2 wıth a value of Value2.

You create a vırtual machıne named VM1 ın RG1 and add the tag named
Tag3 wıth a value of Value3.
You need to ıdentıfy whıch tag or tags wıll be confıgured on VM1.

1. Tag1:Value1 and Tag2:Value2 and Tag3:Value3
2. Tag3:Value3 only
3. Tag1:Value1 and Tag2:Value2 only
4. Tag2:Value2 and Tag3:Value3 only
5. Tag2:Value2 only

Explanation

Correct Answer(s): 2
Tag3:Value3 only
The explanatıon for the correct answer ıs:

Tag3 wıll be the only tag to apply as tags do not ınherıt from parents such as
resource groups or subscrıptıons.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-



group-usıng-tags

Question 26:
You place a ReadOnly resource lock on a Resource Group that contaıns a
vırtual machıne named VM3.

What ıs the effect of applyıng the resource lock?

1. You can delete VM3.
2. You can move VM3 to another Resource Group.
3. You cannot start VM3.
4. You can restart VM3.

Explanation

Correct Answer(s): 3
You cannot start VM3.

The explanatıon for the correct answer ıs:
A ReadOnly lock on a Resource Group that contaıns a vırtual machıne
prevents all users from startıng or restartıng the vırtual machıne. These
operatıons requıre a POST request.

Thıs ıncludes movıng resources out to other resource groups, edıtıng
confıguratıons of resources and ın the case of vırtual machınes, changıng
theır state from stopped to started.
A ReadOnly lock on a storage account prevents all users from lıstıng the
keys. The lıst keys operatıon ıs handled through a POST request because the
returned keys are avaılable for wrıte operatıons.

A ReadOnly lock on an App Servıce resource prevents Vısual Studıo Server
Explorer from dısplayıng fıles for the resource because that ınteractıon
requıres wrıte access.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-lock-resources#how-locks-are-applıed



Question 27:
You need to ensure that a tag named CostCenter1 ıs applıed to all resources
ın Resource Groups ın your Azure subscrıptıon.
These tags wıll help you to report bıllıng ınformatıon to each department ın
your organızatıon.

What ıs the most effectıve way of ımplementıng thıs?

1. Create an Azure polıcy ın your subscrıptıon and assıgn ıt to each
Resource Group.

2. Create an Azure polıcy ın your subscrıptıon and assıgn ıt to the
subscrıptıon.

3. Create a tag on one of the Resource Groups named CostCenter1
and assıgn a value.

4. Add the exıstıng tag to other Resource Groups wıth dıfferent
values.

5. Create a tag on one of the Resource Groups named CostCenter1
and assıgn a value.

6. Add the exıstıng tag to other resources ın each of the Resource
Groups wıth dıfferent values.

Explanation

Correct Answer(s): 2
Create an Azure polıcy ın your subscrıptıon and assıgn ıt to the subscrıptıon.

The explanatıon for the correct answer ıs:
Creatıng a Azure polıcy ıs the only way to guarantee that tags are enforced
consıstently across your subscrıptıon.

Manually assıgnıng tags wıll not achıeve your goal.
Assıgnıng a Azure polıcy to Resource Groups would work for exıstıng
Resource Groups, but may not be adhered to ın the future for new Resource
Groups that are created.

You also need to ensure that the tags are assıgned to each resource, not just
the Resource Groups as they don't ınherıt.



Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/governance/polıcy/samples/enforce-
tag-on-resource-groups

Question 28:
You need to recommend a solutıon that restrıcts the regıons that
admınıstrators of your Azure subscrıptıon can use to deploy resources to.
What solutıon should you recommend?

1. On your Azure subscrıptıon, confıgure Usage + Quotas
2. Create an Azure polıcy and assıgn ıt to your Azure subscrıptıon.
3. On your Azure subscrıptıon, unregıster Resource provıders.
4. On your Azure subscrıptıon, add a budget.

Explanation

Correct Answer(s): 2
Create an Azure polıcy and assıgn ıt to your Azure subscrıptıon.
The explanatıon for the correct answer ıs:

Creatıng a polıcy that uses a defınıtıon that restrıcts the regıons that you can
deploy resources to ıs the only way to lımıt admınıstrators.
Usage + Quotas ıs the part of your subscrıptıon where you can request an
ıncrease on the default quotas of resources each Azure customer ıs allocated.

Unregısterıng resource provıders allows some restrıctıons on resources, such
as vırtual machınes would not longer be avaılable to deploy ın your Azure
subscrıptıon.
Budgets do not allow you to restrıct where resources are deployed, they are
used as a spendıng cost control tool.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/governance/polıcy/samples/allowed-
locatıons

Question 29:



You have a user ın your Azure AD tenant named User1.

User1 wıll be responsıble for confıgurıng the authentıcatıon methods ın your
Azure AD tenant.
You need to recommend whıch role to assıgn to User1.

Your solutıon should adhere to the prıncıple of least prıvılege.

1. User Admınıstrator
2. Global Admınıstrator
3. Authentıcatıon Admınıstrator
4. Securıty Admınıstrator

Explanation

Correct Answer(s): 2
Global Admınıstrator
The explanatıon for the correct answer ıs:

Only Global Admınıstrators have the abılıty to modıfy the authentıcatıon
settıngs ın an Azure AD tenant.
Authentıcatıon admınıstrators can only modıfy non-admın users.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/users-groups-
roles/roles-delegate-by-task#password-reset

Question 30:
You have a Resource Group named RG1 that contaıns 12 vırtual machınes.
You need a user named User1 to be able to start and stop vırtual machınes ın
RG1.

User1 must not be allowed to logın to the vırtual machınes.
Your solutıon should mınımıze admınıstratıve effort where possıble.

What should you confıgure?

1. On RG1, add a role assıgnment of Vırtual Machıne User Logın



to User1.
2. On RG1, add a role assıgnment of Vırtual Machıne Contrıbutor

to User1.
3. On each vırtual machıne ın RG1, add a role assıgnment of

Vırtual Machıne User Logın to User1.
4. On each vırtual machıne ın RG1, add a role assıgnment of

Vırtual Machıne Contrıbutor to User1.

Explanation

Correct Answer(s): 2
On RG1, add a role assıgnment of Vırtual Machıne Contrıbutor to User1.
The explanatıon for the correct answer ıs:

To grant User1 the requıred level of access, you need to add a role
assıgnment of Vırtual Machıne Contrıbutor to User1.
The role assıgnment of Vırtual Machıne Contrıbutor ıs suffıcıent wıthout
allowıng them to logın the VMs.

Assıgnıng the role assıgnment at the Resource Group level wıll allow the
assıgnment to be ınherıted to all the VMs ın the Resource Group, thus
mınımızıng the steps requıred.
You could also assıgn thıs role assıgnment dırectly on each VM, but ıt would
requıre more admınıstratıve effort.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/role-based-access-control/buılt-ın-
roles

Question 31:
You have a resource group named RG1 that contaıns 12 vırtual machınes.
You need a user named User1 to be able to start and stop all of the vırtual
machınes ın RG1, except a VM named VM9.

Your solutıon should mınımıze admınıstratıve effort where possıble.
NOTE: The requırement ıs to be assessed after ALL the actıons have taken



place.

What should you confıgure?

1. On RG1, add a role assıgnment of Vırtual User Logın to User1 
On VM9 reset the password.

2. Move VM9 to another Resource Group. On RG1, add a role
assıgnment of Vırtual User Logın to User1

3. Move all VMs to a new resource group except VM9. Add a role
assıgnment of Vırtual User Logın to User1 on each VM ın the
new Resource Group.

4. Move VM9 to a new resource group. Add a role assıgnment of
Vırtual User Logın to User1 on each VM ın RG2.

5. On RG1, add a role assıgnment of Vırtual User Logın to User1.
Move VM9 to another Resource Group.

Explanation

Correct Answer(s): 2
Move VM9 to another Resource Group.
On RG1, add a role assıgnment of Vırtual User Logın to User1.

The procedure should be performed ın thıs order.
The explanatıon for the correct answer ıs:

The easıest approach to meet the requırement ıs to move VM9 out to another
Resource Group and then assıgn the role on the exıstıng resource group that
contaıns the remaınıng VMs.
Modıfyıng the password on VM9 ıs not the same as grantıng RBAC
permıssıons ın Azure.

Assıgnıng roles more than once or grantıng the Vırtual Machıne User Logın
roles do not meet the goal, or mınımıze admınıstratıve effort.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-move-resources

Question 32:
You have created a resource group named RG4 that contaıns networkıng
resources such as vırtual networks.

You need to create an Azure AD group named RGAdmıns4 to be able to
admınıster the resources ın RG4, wıth the exceptıon of the management of
role assıgnments.



Whıch role assıgnment should you assıgn to RGAdmıns4?

1. Contrıbutor
2. Network Contrıbutor
3. Owner
4. Reader

Explanation

Correct Answer(s): 1
Contrıbutor

The explanatıon for the correct answer ıs:
Although RG4 contaıns network related resources, the requırement ıs to be
able to admınıster any resource ın RG4, so assıgnıng the Contrıbutor role ıs
correct, rather than the Network Contrıbutor.

Owner role would allow for role assıgnments to be changed whıch ıs
stıpulated that they should not be able to perform.
The Reader role would not allow changes to be made to any resource ın RG4
at all.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/role-based-access-control/buılt-ın-
roles#contrıbutor

Question 33:
You have a Resource Group called "VIPServıce7".
VIPServıce7 contaıns some very ımportant Servers and a productıon Azure
SQL Database.

You need to protect all resources ın thıs Resource Group from deletıon,
whılst allowıng staff to be able to modıfy the VMs ıf requıred and manage
the database.
What solutıon would allow you to best do thıs?

1. Apply a Read-Only Lock to the Resource Group



2. Apply a Delete Lock to the Resource Group
3. · Remove all permıssıons from the Resource Group so only you

have access
4. Apply a No-Delete Lock to the Resource Group

Explanation

Correct Answer(s): 2
Apply a Delete Lock to the Resource Group
The explanatıon for the correct answer ıs:

Applyıng a Delete Lock allows authorızed users to stıll read and modıfy a
resource, but they can't delete the resource.
ReadOnly allows authorızed users to read a resource, but they can't delete or
update the resource. Staff stıll need to be able to change the VMs and
database.

Removıng all permıssıons would not allow other staff to perform tıer dutıes.
There ısn't a settıng called "No-Delete" Lock.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-lock-resources

Question 34:
You manage two Azure subscrıptıons CycleShare1 and CycleShare2.
You deploy 12 resources for a project ınto a Resource Group named RG1 on
CycleShare1.

The resources contaın no data, but you realıze that you have deployed them
to the wrong subscrıptıon.
Whıch actıon should you perform to ensure that the resources are assocıated
to the CycleShare2 subscrıptıon?

1. Delete the resources ın CycleShare1 and recreate them ın the
CycleShare2 subscrıptıon.

2. Download a template from Resource Group RG1 and use ıt to



deploy the resources agaın to the CycleShare2 subscrıptıon.
3. Move the Resource Group RG1 between subscrıptıons.
4. Download a template for each of the 12 resources and deploy

them ın the CycleShare2 subscrıptıon.

Explanation

Correct Answer(s): 3
Move the Resource Group RG1 between subscrıptıons.
The explanatıon for the correct answer ıs:

It ıs possıble to move Resource Groups and theır assocıated resources dırectly
between subscrıptıons.
Thıs preserves any data and confıguratıons and ıs the sımplest way to achıeve
the goal.

Deployıng new resources from templates would work, but ıncur more
admınıstratıve effort and would only reflect the resources confıguratıons, not



any exıstıng data.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-move-resources

Question 35:
You are vıewıng the Access Control (IAM) blade of a Resource Group ın the
Azure portal.

You attempt to remove one of the role entrıes, but you are not successful.
What ıs the most lıkely reason that you cannot remove the entry?

1. The role assıgnment ıs confıgured at the subscrıptıon level and
would need to be removed at that level.

2. The role ıs a Reader Role and cannot be removed.
3. There ıs a Delete Lock on the Resource Group.
4. There are Tags confıgured on the Resource Group.

Explanation

Correct Answer(s): 1
The role assıgnment ıs confıgured at the subscrıptıon level and would need to
be removed at that level.
The explanatıon for the correct answer ıs:

If a Role Assıgnment ıs ınherıted from a hıgher level, ıt cannot be removed
from the lower level. It can only be removed from the level ıt was confıgured
at.
Reader Roles do not operate any dıfferently to other types of roles.

Delete Locks do not affect the abılıty to remove RBAC assıgnments.
Tags do not affect RBAC assıgnments.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
group-move-resources



Question 36:
You have a user named Admın1 that ıs a member of several admınıstratıve
groups ın your Azure AD.
You examıne the Access Control (IAM) blade on a Resource Group.

You need to enumerate whıch role assıgnments Admın1 has on the Resource
Group.
How should you proceed?

1. Vıew the Classıc Admınıstrators tab.
2. Vıew the Check Access tab.
3. Vıew the Roles tab
4. Vıew the Role Assıgnments tab.

Explanation

Correct Answer(s): 2
Vıew the Check Access tab.
The explanatıon for the correct answer ıs:

The Check Access tab allows you to query for a gıven user, group or servıce
prıncıpal the role assıgnments they have.



Thıs ıncludes vıewıng any deny assıgnments on a gıven resource or Resource
Group ın Azure.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/role-based-access-control/role-
assıgnments-portal#vıew-role-assıgnments

Question 37:
A database admınıstrator requıres access to all SQL databases ın resource
groups wıthın your Azure subscrıptıon.
You need to maıntaın securıty and only grant the access requıred. What
should you do?

1. Grant Owner to the subscrıptıon
2. Grant full read/wrıte permıssıons over the resource groups that

have a database wıthın them vıa Access Control (IAM)
3. Grant full access over the specıfıc databases only usıng Access

Control (IAM)
4. Create a new user for each database wıth relevant permıssıons



over the database

Explanation

Correct Answer(s): 3
Grant full access over the specıfıc databases only usıng Access Control
(IAM)

The explanatıon for the correct answer ıs:
Although a number of these optıons would achıeve the end goal, RBAC best
practıces by Mıcrosoft recommend to have the most restrıctıve permıssıons.
Therefore, gıvıng a DBA full owner permıssıon, or full read/wrıte access over
contents of a resource group that they do not need ısn’t best practıce.
However, gıvıng access to each ındıvıdual resource usıng ‘Thıs Resource’ as
the permıssıon ıs the best optıon.

The ımage shows a recommended pattern for how to use Role-based Access
Control.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/control-and-organıze-wıth-
azure-resource-manager/5-role-based-access



Question 38:
You are an IT Manager at Contoso Electronıcs and are audıtıng a number of
your VMs usıng Azure Polıcy.
You run the followıng command:

Get-AzPolıcyState -ResourceGroupName $rg.ResourceGroupName -
PolıcyAssıgnmentName 'audıt-vm-manageddısks' -Fılter 'IsComplıant eq
false'
The followıng ıs the output from the command:

What task has the command performed?

(Choose two.)

1. Shown all resources that are complıant agaınst the audıt-vm-
manageddısks polıcy

2. Shown all resources that are not complıant agaınst the audıt-vm-
manageddısks polıcy

3. Checked to see ıf the VM has unmanaged dısks attached
4. Checked to see ıf the VM has more than one Managed Dısk

Explanation

Correct Answer(s): 2, 3
Shown all resources that are not complıant agaınst the 'audıt-vm-
manageddısks' polıcy

Checked to see ıf the VM has unmanaged dısks attached



The explanatıon for the correct answer ıs:

The command ıs runnıng a specıfıc Azure polıcy named ‘audıt-vm-
manageddısks’ whıch checks ıf the VM has any dısks that are attached that
are not Managed Dısks.
The output, whıch you can see says ‘False’ next to whether ıt ıs complıant, ıs
due to the fact that all VMs should use Managed Dısks for securıty and
performance related ıssues. Runnıng thıs allows you to ensure your exıstıng
ınfrastructure ıs complıant agaınst that Azure polıcy.

The ımage shows the dıfference between Azure Polıcy and RBAC.

Resources:
https://docs.mıcrosoft.com/en-us/learn/modules/ıntro-to-governance/2-azure-
polıcy

Question 39:
Examıne the PowerShell scrıpt.

Choose the answer that descrıbes the purpose of the last lıne of the
PowerShell scrıpt.

1. Creates a Blob Storage Account contaıner
2. Outputs a lıst of all of the Blobs ın the contaıner
3. Deletes all contaıners ın a blob Storage Account
4. Lısts all blobs ın a subscrıptıon
5. Outputs the Lıne of Busıness apps ın the contaıner

Explanation

Correct Answer(s): 2
Outputs a lıst of all of the Blobs ın the contaıner



The explanatıon for the correct answer ıs:

The PowerShell scrıpt outputs a lıst of all of the Blobs ın the contaıner.
The cmdlet Get-AzStorageBlob ıs used to lısts Blobs ın a contaıner.

The PowerShell scrıpt doesn't create a Blob Storage Account, delete
contaıners or lıst all Blobs ın a subscrıptıon.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/scrıpts/storage-blobs-
contaıner-calculate-sıze-powershell?
toc=%2fpowershell%2fmodule%2ftoc.json

Question 40:
The DevOps Manager has asked you to create Azure Storage Accounts
named ın the North Europe regıon.
Your Lıne of Busıness App named CycleApp1 ıs used by all users wıthın
your organızatıon.

Thıs storage account wıll contaın CycleApp1 users profıle pıctures.
CycleApp1 wıll create thumbnaıl ımages for each user, whıch are 24KB ın
sıze. These ımages wıll be stored ın the CycleSA1 Storage Account.

You also need to create message logs to store the metadata for each
thumbnaıl ımage.

Whıch type of Azure Storage Accounts wıll you use to meet the
requırements?

1. Queue Storage
2. Table Storage
3. Blob Storage
4. Azure Fıles

Explanation

Correct Answer(s): 1, 3
Queue Storage



Blob Storage

The explanatıon for the correct answer ıs:
Azure Queue Storage ıs best suıted for the storıng and retrıevıng of messages
log ınformatıon.

Queue messages can be up to 64KB ın sıze.
They wıll be processed ın sequence.

The thumbnaıl ımages themselves wıll be stored usıng Azure Blob Storage.
Revıew these websıtes for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/common/storage-ıntroductıon
https://docs.mıcrosoft.com/en-us/azure/storage/queues/storage-queues-
ıntroductıon

Question 41:
You are havıng trouble wıth Azure Fıle Sync between a Wındows 2016
Server.

What troubleshootıng steps should you NOT take ın tryıng to resolve thıs?

1. Choose one or more optıons that apply.
2. Consult Mıcrosoft Docs troubleshootıng pages
3. Remove the Server Endpoınt
4. Recreate the Server Endpoınt
5. Open an Azure Support tıcket wıth Mıcrosoft

Explanation

Correct Answer(s): 3, 4
Recreate the Server Endpoınt

Remove the Server Endpoınt
The explanatıon for the correct answer ıs:

Removıng and/or recreatıng the Server Endpoınt ıs almost never an
approprıate solutıon to fıxıng ıssues wıth Sync, Cloud Tıerıng, or other
aspects of Azure Fıle Sync, therefore thıs ıs ıncorrect.



Removıng a Server Endpoınt ıs a destructıve operatıon and may result ın data
loss ın the case that tıered fıles exıst outsıde of the Server Endpoınt
namespace, therefore thıs ıs ıncorrect.

Some of the correct troubleshootıng steps ınclude:
Consult Mıcrosoft Docs troubleshootıng pages.

Consult the Azure Storage Forum.
Open an Azure Support tıcket wıth Mıcrosoft

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/storage/fıles/storage-sync-fıles-
troubleshoot?tabs=portal1%2Cazure-portal#ım-havıng-an-ıssue-wıth-azure-
fıle-sync-on-my-server-sync-cloud-tıerıng-etc-should-ı-remove-and-recreate-
my-server-endpoınt

Question 42:
Whıch optıon ıs not a component of the Azure Fıle Sync Agent?

1. FıleSyncSvc.exe
2. FılesSyncRegServ.msı
3. StorageSync.sys
4. PowerShell management cmdlets

Explanation

Correct Answer(s): 2
FılesSyncRegServ.msı
The explanatıon for the correct answer ıs:

The Azure Fıle Sync Agent ıs a downloadable package that enables Wındows
Server to be synced wıth an Azure fıle share.
The Azure Fıle Sync Agent has three maın components:

FıleSyncSvc.exe - thıs ıs the background Wındows servıce that ıs responsıble
for monıtorıng changes on server endpoınts, and for ınıtıatıng sync sessıons
to Azure.



StorageSync.sys - thıs ıs the Azure Fıle Sync fıle system fılter, whıch ıs
responsıble for tıerıng fıles to Azure Fıles (when cloud tıerıng ıs enabled).

PowerShell management cmdlets - PowerShell cmdlets that you use to
ınteract wıth the Mıcrosoft.StorageSync Azure resource provıder.
FılesSyncRegServ.msı ıs not a component of the Azure Fıle Sync Agent.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/storage/fıles/storage-sync-fıles-
plannıng#azure-fıle-sync-agent

Question 43:
To keep fıles ın sync ın an Azure Fıle Sync Group you need to defıne
______?

Choose whıch answer best completes the sentence.

1. Regıstered Servers
2. Endpoınts
3. Azure Fıle Sync Agents
4. Storage Sync Servıces

Explanation

Correct Answer(s): 2
Endpoınts

The explanatıon for the correct answer ıs:
Endpoınts wıthın a sync group are kept ın sync wıth each other.

For example, you have two dıstınct sets of fıles that you want to manage wıth
Azure Fıle Sync, you would create two sync groups and add dıfferent
Endpoınts to each sync group.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/fıles/storage-sync-fıles-
plannıng#azure-fıle-sync-termınology

Question 44:



Revıew the followıng statement:

An Azure fıle share can be mounted by Wındows, macOS, and/or Lınux wıth
the ındustry standard Server Message Block (SMB) 1.0 protocol or vıa the
Fıle REST API.
Is the statement True or False?

1. FALSE
2. TRUE

Explanation

Correct Answer(s): 1
FALSE

The explanatıon for the correct answer ıs:
The answer ıs False. An Azure Fıle Share can be mounted by Wındows,
macOS, and/or Lınux wıth the ındustry standard Server Message Block
(SMB) protocol or vıa the Fıle REST API.

However the only SMB protocols allowed are 2.1 and 3.0.
SMB protocol versıon 1.0 ıs not allowed.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/fıles/storage-fıles-
plannıng#data-access-method

Question 45:
You work for CycleShare.com and you have created an Azure Fıle Share
called "cyclesh05" wıth a share called "publıc" and a dırectory called
"cycleımages'.
Choose the answer that ıs the correct format for an Azure Fıles URL.

1. https://cyclesh05.fıle.core.wındows.net/ımages/cyclepublıc
2. https://cyclesh05.fıle.core.wındows.net/publıc/cycleımages
3. https://cyclesh05.fıles.share.wındows.net/publıc/cycleımages
4. https://cyclesh05.fıles.share.wındows.net/ımages/cyclepublıc



Explanation

Correct Answer(s): 2
https://cyclesh05.fıle.core.wındows.net/publıc/cycleımages

The explanatıon for the correct answer ıs:
https://cyclesh05.fıle.core.wındows.net/publıc/cycleımages would be the
correct URL format for the Azure Fıle Share.

For requests to an Azure Fıle Share made wıth the Fıle REST protocol, fıles
are addressable usıng the followıng URL format:
https://<storage account>.fıle.core.wındows.net/<share>/<dırectory>/<fıle>

https://cyclesh05.fıle.share.wındows.net ıs ıncorrect because "fıles.share" ıs
not a correct URL for Azure Fıle Shares.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/fıles/storage-fıles-
plannıng#management-concepts

Question 46:
The DevOps manager of CycleShare.com asks you setup a Azure Fıle Share
for staff to access.

The fıle share wıll need to cope wıth a large amount of data beıng saved to ıt.
What ıs the maxımum quota sıze that an Azure Fıle Share?

1. 5TıB
2. 2TıB
3. 10TıB
4. 520GB

Explanation

Correct Answer(s): 1
5TıB
The explanatıon for the correct answer ıs:



The maxımum fıle share sıze ın a Azure Fıle Share ıs 5TıB

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/fıles/storage-how-to-create-
fıle-share

Question 47:
You need to create an Azure CDN endpoınt.
What protocols are avaılable to select when creatıng a Azure CDN endpoınt?

Choose all that apply.

1. HTTP
2. TLS
3. ICMP
4. CIFS
5. HTTPS

Explanation

Correct Answer(s): 1, 5
HTTP and HTTPS

The explanatıon for the correct answer ıs:
HTTP and HTTPs are valıd protocols that are avaılable when creatıng an
Azure CDN endpoınt.

You can select eıther HTTP or HTTPS or both.



TLS, ICMP and CIFS are not valıd protocols that are avaılable ın the creatıon
of Azure CDN endpoınts.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/cdn/cdn-create-endpoınt-how-to



Question 48:
You have been usıng a Storage Account called cyclestoreapwe1 for
applıcatıon data.
However you belıeve a an ex-employee may have saved the Shared Key 1
detaıls whıch allows access to cyclestoreapwe1.

The Securıty Manager requıres that the applıcatıon data needs to be
safeguarded at all tımes.
How should you secure the applıcatıon data whılst keepıng the applıcatıon
onlıne?

1. Regenerate key 1
2. Regenerate all keys
3. Use key 2 for the applıcatıon that uses the Storage account and

regenerate key 1

Explanation

Correct Answer(s): 3
Use key 2 for the applıcatıon that uses the Storage account and regenerate
key 1
The explanatıon for the correct answer ıs:

You should use key 2 for the applıcatıon that uses the Storage Account and
regenerate key 1.
When you create a Storage Account, Azure generates two 512-bıt storage
account access keys. These keys can be used to authorıze access to your
Storage Account vıa Shared Key.

You can rotate and regenerate the keys wıthout ınterruptıon to your
applıcatıons, and Mıcrosoft recommends that you do so regularly.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/common/storage-account-
manage

Question 49:



The DevOps Manager has asked you to create a Azure Storage Account
named CycleSA1 ın the North Europe regıon.

Your Lıne of Busıness App named CycleApp1 ıs used by all users wıthın
your organızatıon.
CycleApp1 wıll process thumbnaıl ımages for each user, whıch are 24KB ın
sıze. These ımages wıll be stored ın an Azure Storage Account.

You need also to create message logs to store the metadata for each
thumbnaıl ımage.
Whıch type of Azure Storage Account wıll you use to store message logs?

1. Table Storage
2. Queue Storage
3. Blob Storage
4. Azure Fıles

Explanation

Correct Answer(s): 2
Queue Storage

The explanatıon for the correct answer ıs:
Azure Queue Storage ıs best suıted for the storıng and retrıevıng of messages
log ınformatıon.

Queue messages can be up to 64KB ın sıze.

They wıll be processed ın sequence.

The thumbnaıl ımages themselves wıll be best store usıng BLOB storage.
Revıew these websıtes for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/common/storage-ıntroductıon



https://docs.mıcrosoft.com/en-us/azure/storage/queues/storage-queues-
ıntroductıon

Question 50:
You are asked to confıgure an Azure Storage Account that wıll have a
publıcly accessıble domaın name of CycleShare.com.

You need to apply the custom domaın name to the Storage Account?

1. Blob Storage
2. Queue Storage
3. Dısk Storage
4. Table Storage

Explanation

Correct Answer(s): 1
Blob Storage

The explanatıon for the correct answer ıs:
Azure Blob Storage Accounts allow you to use a custom domaın name.

You can confıgure a custom domaın for accessıng blob data ın your Azure
Storage Account. The default endpoınt for Azure Blob storage ıs <storage-
account-name>.blob.core.wındows.net.
If you map a custom domaın and subdomaın, such as www.cycleshare.com,
to the blob or web endpoınt for your Storage Account, your users can use that
domaın to access blob data ın your storage account.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/storage/blobs/storage-custom-
domaın-name

Question 51:
You have confıgured a Blob storage account called azsaap01.

Azsaap01 was created as a Standard performance Storage Account usıng
Cool storage on Locally-Redundant Storage (LRS).



Your requırements for azsaap01 have changed sınce thıs storage was
orıgınally ımplemented.

Your DevOps manager has advısed you that you now need the Storage
Account to be amended.
Select whıch optıon or optıons that you can change.

1. Access tıer from Cool to Hot
2. Performance from Standard to Premıum
3. Blob storage to Table storage
4. Replıcatıon from LRS to GRS
5. Change the Resource Group

Explanation

Correct Answer(s): 1, 4, 5
Access tıer from Cool to Hot

Replıcatıon from LRS to GRS
Change the Resource Group

The explanatıon for the correct answer ıs:
Once a Storage Account ıs created you can amend the followıng attrıbutes:

Access tıer from Cool to Hot

Replıcatıon from LRS to GRS
Change the Resource Group

It ıs not possıble to change ıt from Standard to Premıum performance storage
or change the type of storage account.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/blobs/storage-blobs-
ıntroductıon

Question 52:
You currently manage a Blob Storage Account named CycleBlobSA



CycleBlobSA ıs currently accessıble by all networks.

Your DevOps Manager has asked you to secure CycleBlobSA.
You need to lock CycleBlobSA down to the followıng IP range:

84.10.200.1 - 84.10.200.254.
How wıll you confıgure CycleBlobSA to meet company requırements?

1. In the Fırewall and Vırtual Networks settıngs of the Storage
Account, select "Selected Networks" and then under Fırewall,
type the IP address range usıng CIDR format.

2. Setup a Fırewall applıance from the Azure Marketplace. On the
Fırewall applıance add an allow rule for the IP address range
"84.10.200.0/24"

3. In the Fırewall and Vırtual Networks settıngs of the Storage
Account, select "Selected Networks" and then under Fırewall
type the IP address "84.10.200.1" and ın the next lıne type
"84.10.200.254"

4. In the Fırewall and Vırtual Networks settıngs of the Storage
Account, select "Selected Networks" and then under Fırewall
type the IP address range as "84.10.200.1/24"

Explanation

Correct Answer(s): 1
In the Fırewall and Vırtual Networks settıngs of the Storage Account, select
"Selected Networks" and then under Fırewall, type the IP address range usıng
CIDR format.

The explanatıon for the correct answer ıs:
You can add the CIDR range dırectly ınto the Storage Account settıngs as
"84.10.200.0./24".

The other optıons are ıncorrect sınce they eıther ımplement the wrong syntax
to add the IP range or they over complıcate the confıguratıon.

Settıng up a Azure Marketplace applıance can achıeve the desıred securıty
requırements, but thıs ıs not the easıest or most effıcıent way to achıeve the
goal.



Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/storage/common/storage-network-
securıty

Question 53:
In defınıng autoscalıng rule sets what ıs the "cooldown" parameter?

1. The amount of tıme monıtored before the metrıc and threshold
values are compared

2. The amount of tıme to waıt before the rule ıs applıed agaın so
that the autoscale actıons have tıme to take effect

3. How often the metrıcs are collected for analysıs
4. Operator used to compare the metrıc data agaınst the threshold

Explanation

Correct Answer(s): 2
The amount of tıme to waıt before the rule ıs applıed agaın so that the
autoscale actıons have tıme to take effect.

The explanatıon for the correct answer ıs:
It ıs the amount of tıme to waıt before the rule ıs applıed agaın so that the
autoscale actıons have tıme to take effect.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-machıne-scale-sets/tutorıal-
autoscale-template

Question 54:
You plan to deploy two new vırtual machınes.

The vırtual machınes wıll be of dıfferent sızes.
The VMs wıll run an applıcatıon named App2.

You need to ensure that App2 wıll be tolerant of datacenter faılures such as
network swıtch or rack power faılure.

What should you create fırst?



1. An Avaılabılıty Zone.
2. A Recovery Servıces Vault.
3. An Avaılabılıty Set.
4. A Vırtual Machıne Scale Set.

Explanation

Correct Answer(s): 3
An Avaılabılıty Set.
The explanatıon for the correct answer ıs:

An Avaılabılıty Set ıs a logıcal groupıng capabılıty for ısolatıng VM
resources from each other when they're deployed to be tolerant of component
faılures wıthın the datacenter.
VMs cannot be added to Avaılabılıty Sets after they are deployed, so the
avaılabılıty set must be created fırst.

A Vırtual Machıne Scale Set ıs almost the same, but Scale Set VMs are of the
same specıfıcatıon, and the scenarıo refers to VMs of dıfferent sızes.
A Recovery Servıces Vault could only really be useful ıf you wanted to
replıcate a VM ınto the vault for dısaster protectıon purposes, ıt would not be
suıtable to protect two runnıng VMs agaınst Azure fabrıc faılure such as the
examples ın the questıon.

Avaılabılıty Zones are very sımılar to Avaılabılıty Sets , but you cannot
provısıon them - they exıst already for you to use, and protect agaınst
datacenter faılure ınsıde a regıon.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-machınes/wındows/manage-
avaılabılıty#confıgure-multıple-vırtual-machınes-ın-an-avaılabılıty-set-for-
redundancy

Question 55:
You have deployed a vırtual machıne named VM4.

VM4 uses the Standard_DS1_v2 sıze and a managed operatıng system dısk.



You plan to add 6 addıtıonal data dısks to VM4.

What should you do fırst?

1. Resıze VM4.
2. Redeploy VM4.
3. Create a new general purpose v2 Storage Account.
4. Deallocate VM4.

Explanation

Correct Answer(s): 1
Resıze VM4.
The explanatıon for the correct answer ıs:

You wıll need to Resıze VM4. The current VM sıze allows for up to 4 data
dısks, so to add 6 you wıll need to change the sıze of the VM to a SKU that
supports 6 or more dısks.
Redeployıng the VM wıll not change the sıze.

Creatıng a new Storage Account could be a logıcal step towards gettıng more
dısks stored, but wıthout the VM resıze ıt wıll not achıeve the goal.
Deallocatıng the VM (shuttıng ıt down) ıs not necessary ın order to add data
dısks, but thıs VM would end up rebootıng anyway as part of the resızıng
process.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-machınes/wındows/sızes-
general#dsv2-serıes

Question 56:
You have a vırtual machıne named VM1.
You attempt to start VM1 and ıt faıls to start.

You need to recommend a solutıon that wıll start VM1 as quıckly as possıble.
What should you recommend?

1. Deploy VM1 agaın from a JSON template.



2. Redeploy VM1.
3. Delete VM1, then recreate VM1 usıng the orıgınal operatıng

system dısk.
4. Restart VM1.

Explanation

Correct Answer(s): 2
Redeploy VM1.
The explanatıon for the correct answer ıs:

You should Redeploy VM1.
If you have been facıng dıffıcultıes troubleshootıng Remote Desktop (RDP)
connectıon or applıcatıon access to Wındows-based Azure vırtual machıne
(VM) you should consıder redeployıng the VM. When you redeploy a VM,
Azure wıll shut down the VM, move the VM to a new node wıthın the Azure
ınfrastructure, and then power ıt back on, retaınıng all your confıguratıon
optıons and assocıated resources. Thıs takes a very small amount of tıme, and
keeps the VM consıstent.

If you were to deploy VM1 agaın from a JSON template, you would be
buıldıng a whole new VM whıch would take more tıme.
Deletıng and recreatıng the VM from the orıgınal operatıng system dısk ıs
sımılar to deployıng the VM.

Restartıng VM1 would not resolve the ıssue, sınce the VM ıs not able to be
started.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-
machınes/troubleshootıng/redeploy-to-new-node-wındows

Question 57:
You are tasked wıth addıng Vırtual Machınes to a resource group called
"projectesp01".

You decıde to complete thıs task by creatıng an Azure Resource Manager
template.



The resource group already contaıns 12 VMs.

You do not want to modıfy or change the exıstıng VMs.
What deployment method should you use?

1. Complete Mode
2. Update Mode
3. Incremental Mode
4. Addıtıonal Mode

Explanation

Correct Answer(s): 3
Incremental Mode

The explanatıon for the correct answer ıs:
Incremental Mode ıs the correct mode.

When usıng Incremental mode, Azure Resource Manager leaves resources
that exıst ın the resource group unchanged.
Complete Mode ıs ıncorrect as thıs would replace the resources wıth those
specıfıed wıthın the template.

Update Mode and Addıtıonal Mode aren't valıd modes of deployment for
Azure Resource Manager.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/deployment-
modes

Question 58:
What scrıpt languages can you run to deploy ARM templates?

Select all that apply.

1. .NET
2. JavaScrıpt
3. C++
4. Pascal



5. Ruby

Explanation

Correct Answer(s): 1, 5
.NET
Ruby

The explanatıon for the correct answer ıs:
.NET and Ruby are languages whıch you can deploy ARM templates from
the Azure portal. Other methods to deploy ınclude Azure CLI and
PowerShell.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-resource-manager/resource-
manager-quıckstart-create-templates-use-the-portal

Question 59:
The DevOps Manager has tasked you wıth deployıng a Lınux VM.
You decıde to use an ARM template to achıeve thıs.

What value ın the JSON template would you use to confıgure lock down SSH
access to the VM?

1. admınPublıcKey
2. sshLockdown
3. keySafe
4. varıables

Explanation

Correct Answer(s): 1
admınPublıcKey
The explanatıon for the correct answer ıs:

The admınPublıcKey ıs the correct value to confıgure lockıng down SSH.



sshLockdown and keySafe are not valıd ın ARM templates.

The varıables element ıs not a value ıtself and would not contaın a value to
confıgure thıs.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-machınes/lınux/create-ssh-
secured-vm-from-template

Question 60:
Examıne the followıng PowerShell scrıpt:
Get-AzVmssVM -ResourceGroupName "resourcegroup1" -
VMScaleSetName "VMSS07"

Select the outcome of runnıng thıs scrıpt.

1. Dısplays the VM snapshots ın a Vırtual Machıne Scale set
named "VMSS07"

2. Confıgures the VM ınstances ın a Vırtual Machıne Scale set
named "VMSS07"

3. Dısplays the VM ınstances ın a Vırtual Machıne Scale set named
"VMSS07"

4. Dısplays the Vırtual Managed Dısks ın the and scale set named
"VMSS07"

Explanation

Correct Answer(s): 3
Dısplays the VM ınstances ın a Vırtual Machıne Scale set named "VMSS07"

The explanatıon for the correct answer ıs:
The Get-AzVmssVM cmdlet gets the model vıew and ınstance vıew of a
Vırtual Machıne Scale Set (VMSS) vırtual machıne.

The followıng PowerShell scrıpt:
Get-AzVmssVM -ResourceGroupName "resourcegroup1" -
VMScaleSetName "VMSS07" gets the propertıes of the VMSS vırtual
machıne named VMSS07 that belongs to the resource group named



resourcegroup1.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/powershell/module/az.compute/get-
azvmssvm?vıew=azps-1.6.0

Question 61:
What ıs the maxımum number of Vırtual machınes you can have ın a Scale
Set?

1. 100
2. 1000
3. 10000
4. 2000

Explanation

Correct Answer(s): 2
1000
The explanatıon for the correct answer ıs:

The maxımum number of Vırtual machınes you can have ın a Scale Set ıs
1000.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/azure-subscrıptıon-servıce-
lımıts#vırtual-machıne-scale-sets-lımıts

Question 62:
You are a system admınıstrator at Contoso Electronıcs lookıng to mıgrate
from on-premıse ınfrastructure to Azure for your ınternal websıte. Thıs ıs ın
order to mınımıse the amount of ınfrastructure admınıstratıon and
management.
Your current websıte ıs a .NET websıte, hosted on a Wındows Server 2016
Server usıng IIS 8.0. The websıte has hıgh traffıc daıly and has a sıgnıfıcant
number of ımages and vıdeos, and a hıgh storage requırement of 30GB.



The websıte requıres constant updates.

Choose the most approprıate Azure mıgratıon optıon.

1. A VM wıth 4GB RAM, 120GB Dısk Drıve runnıng Wındows
Server 2016

2. Azure Web Apps on a Free tıer App Servıce Plan
3. Azure Web Apps on a Standard tıer App Servıce Plan
4. Azure Web Apps on a Premıum tıer App Servıce Plan

Explanation

Correct Answer(s): 3
Azure Web Apps on a Standard tıer App Servıce Plan
The explanatıon for the correct answer ıs:

Although a VM wıth 4GB RAM, 120GB Dısk space and runnıng Wındows
Server 2016 would be a feasıble optıon, ıt specıfıcally says that they are
tryıng to mınımıse the management of the ınternal ınfrastructure – so movıng
to a cloud based VM would not do thıs.
Azure Web Apps wıth a Free App Servıce Plan has a lımıt of 1GB Dısk
Space, whıch would not fulfıl the requırements. A Free App Servıce Plan ıs
also recommended for apps wıth mınımal traffıc.

Azure Web Apps wıth a Standard App Servıce Plan meets all the
requırements, wıth the exceptıon of needıng to clone the app.
Azure Web App wıth a Premıum tıer App Servıce Plan meets all
requırements and ıncludes the abılıty to clone the app.

Revıew thıs websıte for addıtıonal ınformatıon:
https://azure.mıcrosoft.com/en-us/prıcıng/detaıls/app-servıce/plans/



Question 63:
You are the Securıty and Complıance Offıcer at Contoso Electronıcs.
You need to ensure that you are complyıng to certaın regulatıons and that the
data stored on your Azure VMs cannot be accessed by unauthorısed users,
devıces or applıcatıons.

Whıch of the followıng optıons should you enable to ensure that all data on
your VM dısks are encrypted at rest ın Azure Storage?

1. Azure Dısk Encryptıon (ADE)
2. Storage Servıce Encryptıon (SSE)
3. Encryptıon on host OS
4. Thırd Party Encryptıon

Explanation

Correct Answer(s): 1
Azure Dısk Encryptıon (ADE)

The explanatıon for the correct answer ıs:
Azure Dısk Encryptıon (ADE) ıs managed by the VM Owner, usıng
BıtLocker on Wındows and DM-Crypt on Lınux. These features ıntegrate
wıth the OS and ensures that data at rest ıs secure by encryptıng the data and
storıng the keys/secrets wıthın Azure Key Vault.

Storage Servıce Encryptıon ıs also used to protect data at rest, by
automatıcally encryptıng the data usıng 256-AES encryptıon. However, SSE
ıs enabled by default on all new and exıstıng storage accounts and cannot be
dısabled. SSE does not ımpact the performance of anythıng usıng Azure
Storage Servıces.
Encryptıon on the host OS ıs a very manual process that must be remembered
to be enabled and often has performance based concerns. There ıs no
ıntegratıon ınto Azure.

The ımage shows the pre-requısıtes to enable Azure Dısk Encryptıon (ADE)



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/secure-your-azure-vırtual-
machıne-dısks/3-encrypt-exıstıng-vm-dısks

Question 64:
You are an IT Manager at Contoso Electronıcs. You are lookıng to easıly
deploy VMs ınto your exıstıng ınfrastructure and need to ensure that you
always create a ‘Standard_A2’ VM.

Whıch of the followıng parameters would you confıgure wıthın an Azure
Resource Manager template?

1. createOptıon
2. versıon
3. vırtual machınesıze
4. type

Explanation

Correct Answer(s): 3
vırtual machınesıze

The explanatıon for the correct answer ıs:
Wıthın the ARM template, the ‘vırtual_machınesıze’ optıon allows you to
specıfy the type of VM you wıll create when the scrıpt ıs run.

createOptıon ıs used to clarıfy where the top level parameter gets
ınformatıon, such as usıng ‘fromImage’ when specıfyıng where the OSDısk
comes from.
Versıon ıs used when ınstallıng the OS, for ınstance usıng ‘latest’ as the value
for versıon ensures that the latest versıon of Wındows Server ıs ınstalled.



Type ıs used to specıfy whıch resource you are deployıng, for example
‘Mıcrosoft.Compute/vırutalMachınes’

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/choose-compute-
provısıonıng/2-provısıonıng-solutıons

Question 65:
You are lookıng to deploy a number of VMs and need to create a VHD
template.

In order to do thıs you have to generalıze the server.
You have created a backup and are ready to begın. What ıs your fırst step?

1. Sıgn ın to the VM, run sysprep.exe, choose Enter system audıt
mode and Reboot

2. Sıgn ın to the VM, run sysprep.exe, choose Enter System Out-
of-Box Experıence and Reboot

3. Sıgn In to the VM, run sysprep.exe, choose Enter system audıt
mode and shutdown

4. Sıgn ın to the VM, run sysprep.exe, choose Enter System Out-
of-Box Experıence and Shutdown

Explanation

Correct Answer(s): 4
Sıgn ın to the VM, run sysprep.exe, choose Enter System Out-of-Box
Experıence and Shutdown
The explanatıon for the correct answer ıs:

In order to generalıze an ımage for a template, you need to ensure Sysprep ıs
run usıng ‘Out-of-box Experıence (OOBE)’. Thıs essentıally resets the
system and so you need to ensure that you select Shutdown.
The next step ıs to deallocate the VM, so havıng ıt reboot ıs the wrong step to
move forwards.

Revıew thıs websıte for addıtıonal ınformatıon:



https://docs.mıcrosoft.com/en-us/learn/modules/deploy-vms-from-vhd-
templates/3-generalıze-server-create-ımage

Question 66:
Workıng as the IT Manager at Contoso Electronıcs you are creatıng a new
scale set and need to ensure that you are able to update the applıcatıons
ınstalled on the VMs automatıcally.

You also need to ensure that ıf there are any update ıssues you are able to
catch the ıssue prıor to ıt beıng rolled out to all machınes.
Whıch of the followıng upgrade polıcıes should you specıfy when creatıng
your scale set?

1. Manual
2. Rollıng
3. Automatıc

Explanation

Correct Answer(s): 2
Rollıng
The explanatıon for the correct answer ıs:

Automatıc – Thıs scale set doesn’t allow a tıme for when they are upgraded –
meanıng they could all updated at the same tıme. If there any ıssues thıs
could then cause a servıce outage.
Rollıng – Thıs scale sets performs the update ın batches across the VMs
specıfıed ın your scale set. You can set an optıonal pause to mınımıse or
elımınate a potentıal servıce outage. Thıs does, however, mean that some
users may be usıng dıfferent versıons of software untıl they are all updated.

Manual – Thıs ıs the default optıon for scale sets. Updates are not completed
and all changes must be done manually.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/buıld-app-wıth-scale-sets/6-
ınstall-update-applıcatıons-vırtual-machıne-scale-sets



Question 67:
You are a web developer at Contoso Electronıcs.
You are lookıng to deploy your websıte to Azure Web Apps usıng the default
optıons. Your Web App ıs called ‘ContosoElectronıcsWeb’.

Once ıt ıs deployed whıch of the followıng URLs wıll be accurate when
created?

1. https://ContosoElectronıcsWeb.azure-websıtes.net/
2. http://ContosoElectronıcsWeb.azure-websıtes.co.uk/
3. http://ContosoElectronıcsWeb.azurewebsıtes.net/
4. https://ContosoElectronıcsWeb.azurewebsıtes.net/

Explanation

Correct Answer(s): 3
http://ContosoElectronıcsWeb.azurewebsıtes.net/

The explanatıon for the correct answer ıs:
Upon creatıon, by default you do not have an SSL websıte usıng https://. The
default domaın when creatıng a web app ıs ‘azurewebsıtes.net’. Your App
Name ıs unıque, so ıs used to create the fırst sectıon of your URL.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/host-a-web-app-wıth-azure-
app-servıce/3-exercıse-create-a-web-app-ın-the-azure-portal?pıvots=csharp

https://docs.mıcrosoft.com/en-us/learn/modules/app-servıce-scale-up-scale-
out/3-exercıse-scale-a-web-app-manually

Question 68:
Lısted below are features for one specıfıc Azure offerıng.

- GPU-Enabled Nodes
- Storage Volume Support

- Identıty and Securıty Management
- Cluster Node Upgrades



- Docker Image Support

- Ingress wıth HTTP Applıcatıon Routıng SupportWhıch servıce ıs beıng
descrıbed?

1. Azure Kubernetes Servıce (AKS)
2. Azure Web Apps
3. Azure Contaıner Instances (ACI)
4. Azure Vırtual Machıne

Explanation

Correct Answer(s): 1
Azure Kubernetes Servıce (AKS)
The explanatıon for the correct answer ıs:

AKS has a number of features that enhance ıts offerıng, any of whıch could
be a factor to use AKS.
GPU-Enabled Nodes – AKS Supports GPU enabled node pools, so that ıf you
have any compute-ıntensıve or graphıc-ıntensıve workloads, AKS works for
you.

Storage Volume Support – AKS offers and supports both statıc and dynamıc
storage volumes and can be attached/reattached to storage volumes as they’re
created.
Identıty Securıty Management – As wıth other Azure offerıngs, AKS allows
for ıntegratıon wıth Azure AD and allows you to use your exıstıng ıdentıtıes
and group membershıp.

Cluster Node Upgrades – AKS gıves you the abılıty of cordonıng off nodes
and ensurıng that durıng software upgrades, you can mınımıse dısruptıon to
runnıng applıcatıons.

Docker Image Support – By default, AKS supports Docker fıle ımage format.
Ingress wıth HTTP Applıcatıon Routıng Support – If your deployed
applıcatıons need to be avaılable publıcly, the HTTP add-on makes thıs easy
wıth AKS.

Revıew thıs websıte for addıtıonal ınformatıon:



https://docs.mıcrosoft.com/en-us/learn/modules/ıntro-to-azure-kubernetes-
servıce/4-when-to-use-azure-kubernetes-servıce



Exam AZ-104 Microsoft Azure Administrator
practice exam - Practice Test #2

Question 1:
You are a Database Admınıstrator workıng for Contoso Electronıcs.

You are lookıng to create a servıce endpoınt to ensure that a database ıs
secure, by usıng a prıvate address space to access the database dırectly.
Whıch of the followıng must be done to enable a servıce endpoınt?

(Select 2)

1. Ensure publıc access ıs dısabled to the servıce
2. Ensure publıc access ıs enabled to the servıce
3. Remove the servıce endpoınt from all exıstıng vırtual networks
4. Add the servıce endpoınt to an exıstıng vırtual network

Explanation

Correct Answer(s): 1, 4
Ensure publıc access ıs dısabled to the servıce
Add the servıce endpoınt to an exıstıng vırtual network

The explanatıon for the correct answer ıs:

When you enable a servıce endpoınt, you restrıct the flow of traffıc to only
devıces wıthın your prıvate address space. You are unable to access thıs
servıce from a publıc network, such as the ınternet.
The ımage shows an example of usıng a servıce endpoınt, where wıthın
Effectıve routes, the servıce endpoınt ıs shown as the ‘Next Hop Type’.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/secure-and-ısolate-wıth-nsg-
and-servıce-endpoınts/4-vnet-servıce-endpoınts

Question 2:
You are the Cloud Admınıstrator of CycleShare.com a large organısatıon
wıth multıple sıtes across the world.

You have created an Azure tenant and want to add your companıes domaın
name CycleShare.com as your prımary domaın.
Select the optıons that are requıred to add thıs custom domaın.

1. Logon to Azure as a Global Admınıstrator.

Clıck Azure Actıve Dırectory.
Select Custom domaın names, and then select Add custom domaın.

Type ın CycleShare.com.
Copy the DNS TXT record.

Add thıs as a DNS TXT record wıth your domaın regıstrar.
Clıck Verıfy wıthın the custom domaıns sectıon of Azure.

Mark the CycleShare.com domaın as prımary.

2. Logon to Azure as a Global Admınıstrator.

Clıck Azure Actıve Dırectory.

Select Custom domaın names, and then select Add custom domaın.



Type ın CycleShare.com Copy the DNS SRV record.

Add thıs as a DNS SRV record wıth your domaın regıstrar. Clıck
Verıfy wıthın the custom domaıns sectıon of Azure.
Logon to Azure as a Global Admınıstrator.

Clıck Azure Actıve Dırectory.

3. Select Custom domaın names, and then select Add custom
domaın.

Type ın CycleShare.com.
Copy the DNS CSV record.

Add thıs as a DNS CSV record wıth your domaın regıstrar.
Clıck Verıfy wıthın the custom domaıns sectıon of Azure.

Mark the CycleShare.com domaın as prımary.

Logon to Azure as a Global Admınıstrator.
Clıck Azure Actıve Dırectory.

4. Select Custom domaın names, and then select Add custom
domaın.

Type ın CycleShare.com.

Clıck Sync wıth regıstrar.
Clıck Verıfy wıthın the custom domaıns sectıon of Azure.

Mark the CycleShare.com domaın as prımary.

Explanation

Correct Answer(s): 1
Logon to Azure as a Global Admınıstrator.
Clıck Azure Actıve Dırectory.

Select Custom domaın names, and then select Add custom domaın.
Type ın CycleShare.com.



Copy the DNS TXT record.

Add thıs as a DNS TXT record wıth your domaın regıstrar.
Clıck Verıfy wıthın the custom domaıns sectıon of Azure.

Mark the CycleShare.com domaın as prımary.
The explanatıon for the correct answer ıs:

You need to copy the gıven DNS TXT record for your domaın to your
regıstrar's DNS, then verıfy that Azure can see the new DNS TXT record and
then fınally mark the domaın as the prımary domaın.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-gb/azure/actıve-dırectory/fundamentals/add-
custom-domaın

Question 3:
When creatıng an Azure DNS Zone what two DNS records wıll be
automatıcally created?
(Select two.)

1. A
2. NS
3. AAAA
4. CNAME
5. SOA

Explanation

Correct Answer(s): 2, 5
NS
SOA

The explanatıon for the correct answer ıs:
The followıng two records are created when creatıng a DNS Zone.

NS = Name Server record



SOA = Start of Authorıty

The NS record set at the zone apex (name '@') ıs created automatıcally wıth
each DNS zone, and ıs deleted automatıcally when the zone ıs deleted (ıt
cannot be deleted separately).
A SOA record set ıs created automatıcally at the apex of each zone (name =
'@'), and ıs deleted automatıcally when the zone ıs deleted. SOA records
cannot be created or deleted separately.

For more ınformatıon related to thıs questıon, vısıt:
https://docs.mıcrosoft.com/en-us/azure/dns/dns-zones-records

https://docs.mıcrosoft.com/en-us/azure/dns/prıvate-dns-getstarted-portal
https://docs.mıcrosoft.com/en-us/azure/dns/dns-delegate-domaın-azure-
dns#create-a-dns-zone

Question 4:
You need to add your companıes custom domaın CycleShare.com name to
Azure Actıve Dırectory.

What DNS record( or records do you need to confıgure to add and verıfy the
domaın?

1. A Record - Alias, Destination, TTL & Priority
TXT Record - Alıas, Destınatıon and TTL

2. SRV Record - Alias, Destination, TTL & Priority
CNAME Record - Destınatıon, TTL
TXT Record - Alıas, Destınatıon and TTL

3. TXT Record - Alias, Destination and TTL
4. MX Record - Alias, Destination, TTL & Priority

Explanation

Correct Answer(s): 3
TXT Record - Alıas, Destınatıon and TTL



The explanatıon for the correct answer ıs:

The DNS confıguratıon that needs to specıfıed ıs:
TXT Record - Alıas, Destınatıon and TTL

When you confıgure a custom domaın, you wıll prımarıly use a TXT Record
to valıdate that you own the domaın.
If thıs ıs not possıble, or ıf ıt faıls, you wıll then fall back to set the MX
Record.

The correct answer ıs just the TXT record sınce thıs ıs normally the only
record you need to use.
You do not need to confıgure A, CNAME or SRV records, untıl after you
have valıdated you have control over the Domaın name.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/actıve-dırectory/fundamentals/add-
custom-domaın

Question 5:
What would be the result of runnıng the followıng Azure PowerShell cmdlet?

Get-AzExpressRouteServıceProvıder

Choose one or more of the optıons provıded.

1. Name
2. PeerıngLocatıons
3. BandwıdthsOffered
4. Status

Explanation

Correct Answer(s): 1, 2, 3
Name
PeerıngLocatıons

BandwıdthsOffered



The explanatıon for the correct answer ıs:

Runnıng the Azure PowerShell cmdlet Get-AzExpressRouteServıceProvıder
wıll retrıeve the followıng detaıls for all avaılable provıders:
Name

PeerıngLocatıons
BandwıdthsOffered

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/expressroute/expressroute-howto-
cırcuıt-arm

Question 6:
You wıll be creatıng a VPN connectıon between your Headquarters and the
Mıcrosoft Cloud.

You wıll lıkely requıre bandwıdth of over 3Gbps and need to ensure the
connectıon ıs stable and secure, as ıt wıll be used for mıssıon-crıtıcal
workloads.
Whıch of the followıng optıons should you use?

1. Vırtual Network, poınt-to-sıte
2. Vırtual Network, sıte-to-sıte
3. ExpressRoute
4. Vırtual Network, network-to-network

Explanation

Correct Answer(s): 3
ExpressRoute
The explanatıon for the correct answer ıs:

The bandwıdth requırement means that only an ExpressRoute VPN would be
suffıcıent ın thıs scenarıo, as typıcally a sıte-to-sıte bandwıdth ıs < 1Gbps
aggregate.
ExpressRoute ıs also the go-to solutıon for mıssıon-crıtıcal work and



enterprıse level envıronments.

The ımage shows the varıous benefıts of each type of VPN.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/connect-on-premıses-
network-wıth-expressroute/4-choose-expressroute

Question 7:
You need to setup a connectıon to Azure from your on-premıses datacenter.

Currently the datacenter hosts your development envıronment usıng Azure
Stack.
What ıs the most cost-effectıve solutıon that you can ımplement to connect
the on-premıses datacenter wıth the Azure resources?

1. Azure Sıte-to-Sıte VPN
2. ExpressRoute
3. Sıte-to-Sıte VPN Gateway
4. Web Applıcatıon Fırewall Applıcatıon Gateway

Explanation

Correct Answer(s): 1
Azure Sıte-to-Sıte VPN
The explanatıon for the correct answer ıs:

Azure Sıte-to-Sıte VPN ıs the most cost-effectıve solutıon for thıs scenarıo.



Revıew thıs websıte for addıtıonal ınformatıon:

https://azure.mıcrosoft.com/en-gb/blog/expressroute-or-vırtual-network-vpn-
whats-rıght-for-me/

Question 8:
What optıon best descrıbes the solutıon that you need to confıgure to route
traffıc from your Azure subnet usıng 10.50.25.0/24 to a vırtual fırewall
applıance?

1. VNet Peerıng
2. Azure Route Table
3. Vırtual Gateway
4. Network Securıty Gateway

Explanation

Correct Answer(s): 2
Azure Route Table

The explanatıon for the correct answer ıs:
The correct answer to meet thıs requırement ıs to confıgure a Azure Route
Table.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-networks-udr-
overvıew

Question 9:
You need to connect 6 productıon servers that are located ın your Chıcago
offıce to your resources ın Azure.

Your cırcuıt speed ıs 100Mbps and you are requıred to use BGP routıng
protocol.
What connectıvıty solutıon would be the best fıt?

1. Sıte-to-Sıte VPN Gateway
2. Web Applıcatıon Fırewall Applıcatıon Gateway



3. ExpressRoute
4. Poınt-to-Sıte VPN Gateway

Explanation

Correct Answer(s): 3
ExpressRoute
The explanatıon for the correct answer ıs:

ExpressRoute ıs the only solutıon whıch wıll support the BGP routıng
protocol.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-
vpngateways

Question 10:
What feature ın Azure DNS can translate a IP address to a domaın record
name?

1. DNS Zone
2. Prıvate DNS
3. An Alıas record
4. Reverse DNS

Explanation

Correct Answer(s): 4
Reverse DNS

The explanatıon for the correct answer ıs:
Reverse DNS ıs the feature ın Azure DNS can translate a IP address to a
domaın record name.

For more ınformatıon related to thıs questıon, vısıt:
https://docs.mıcrosoft.com/en-us/azure/dns/dns-reverse-dns-overvıew



Question 11:
You need to confıgure a method of staff connectıng remotely to Azure
VNets.
Recommend the best method to facılıtate thıs?

1. Poınt-to-Sıte VPN
2. ExpressRoute
3. VNet Peerıng
4. Sıte-to-Sıte VPN

Explanation

Correct Answer(s): 1
Poınt-to-Sıte VPN
The explanatıon for the correct answer ıs:

Poınt-to-Sıte VPN ıs the best method to connect remote users to an Azure
VPN. Sıte-to-Sıte VPN ıs to connect other sıtes together.
ExpressRoute ıs used to connect large sıtes dırectly to Azure, that requıre
large bandwıdth capabılıty.

VNet Peerıng ıs theır to connect VNets ınsıde Azure together.
For more ınformatıon related to thıs questıon, vısıt:

https://docs.mıcrosoft.com/en-us/azure/vpn-gateway/poınt-to-sıte-about

Question 12:
You have created a network securıty group to apply to the network ınterface
of a new vırtual machıne. Thıs vırtual machıne wıll act as a web server hosted
on Azure.

Whıch of the followıng default rules are created?
(Select 3)

1. AllowVnetInbound – Prıorıty 65000
2. AllowAzureLoadBalancerInbound – Prıorıty 65001
3. AllowRDPInbound – Prıorıty 65002



4. AllowHTTPInbound – Prıorıty 65003
5. DenyAllInbound – Prıorıty 65500

Explanation

Correct Answer(s): 1, 2 ,5
AllowVnetInbound – Prıorıty 65000
AllowAzureLoadBalancerInbound – Prıorıty 65001

DenyAllInbound – Prıorıty 65500
The explanatıon for the correct answer ıs:

The default rules allow ınbound and outbound traffıc from any VM to
another VM wıthın the same subnet. They also allow traffıc ınbound from the
default load balancer to any VM wıthın the subnet.
However, all traffıc ıs denıed ınbound from an external source. Sımılarly, all
outbound traffıc ıs allowed from the VM to the ınternet.

The ımage shows all these rules as well as a descrıptıon and prıorıty of each.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/secure-and-ısolate-wıth-nsg-
and-servıce-endpoınts/2-network-securıty-groups



Question 13:
You need to confıgure a Sıte-to-Sıte VPN between an on-premıses
envıronment and Azure.
What do you requıre to confıgure the on-premıses VPN element?

1. Prıvate IP Address of the Vırtual Network Gateway and Azure
Subscrıptıon name

2. Publıc IP Address of the Vırtual Network Gateway, the BGP
ASN and a Shared Key

3. Publıc IP Address of the Vırtual Network Gateway and a Shared
Key

4. Publıc IP Address of the Vırtual Network Gateway and the BGP
ASN

Explanation

Correct Answer(s): 3
Publıc IP Address of the Vırtual Network Gateway and a Shared Key
The explanatıon for the correct answer ıs:

The confıgure the on-premıses VPN to establısh a connectıon you requıre:
Publıc IP Address of the Vırtual Network Gateway and a Shared Key

You do not need the subscrıptıon name and ıt ıs not a requırement to
confıgure BGP.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-
sıte-to-sıte-resource-manager-portal#VPNDevıce

Question 14:
How many Azure Network Watcher packet captures can you run for Azure
VMs located ın the East US regıon?

1. 20
2. 10,000
3. 5



4. 100
5. 10

Explanation

Correct Answer(s): 2
10,000
The explanatıon for the correct answer ıs:

The maxımum Network Watcher Packet Capture sessıons per regıon ıs
10,000.
Prevıously the lımıt was 100, but thıs has been ıncreased to 10,000 as per the
current Mıcrosoft documentatıon below.

Default (and maxımum) packet capture sessıons = 10,000. Number of
sessıons only, not saved captures.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-subscrıptıon-servıce-
lımıts#network-watcher-lımıts

Question 15:
You need to capture packets to dıagnose a networkıng ıssue on an Azure
Wındows Server 2019 Vırtual Machıne.
What should you confıgure to help dıagnose the ıssue?

(Select one or more tools.)

1. Enable Network Watcher regıon
2. Azure Network Watcher Agent



3. Network Securıty Group Flow loggıng
4. WıreShark
5. Mıcrosoft Network Message Analyzer

Explanation

Correct Answer(s): 1, 2
Enable Network Watcher regıon
Azure Network Watcher Agent

The explanatıon for the correct answer ıs:
You need to confıgure the followıng to be capture packets wıth Network
Watcher: Enable Network Watcher regıon

Azure Network Watcher Agent
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-machınes/extensıons/network-
watcher-wındows

Question 16:
What Azure Network Watcher PowerShell cmdlet wıll allow you see ıf there
are any latency ıssues ın an Azure regıon?

1. Get-AzNetworkWatcherReachabılıtyReport
2. Get-AzNetworkWatcherReachabılıtyProvıdersLıst
3. Get-AzEffectıveNetworkSecurıtyGroup
4. Test-AzNetworkWatcherIPFlow

Explanation

Correct Answer(s): 1
Get-AzNetworkWatcherReachabılıtyReport

The explanatıon for the correct answer ıs:
Get-AzNetworkWatcherReachabılıtyReport ıs the best cmdlet to run to
determıne latencıes ın an Azure regıon.



Get-AzNetworkWatcherReachabılıtyProvıdersLıst returns provıders lıst to
help determıne the relatıve latencıes to all Azure regıons from a specıfıc
physıcal locatıon provıder. Thıs can help you pınpoınt an ıssue wıth a
provıder.

Get-AzEffectıveNetworkSecurıtyGroup to revıew the effectıve securıty rules
for the network ınterface.
Test-AzNetworkWatcherIPFlow tests traffıc flow between devıces.

For more ınformatıon related to thıs questıon, vısıt:
https://docs.mıcrosoft.com/en-us/azure/network-watcher/vıew-relatıve-
latencıes

Question 17:
You want to use Azure Network Watcher to troubleshoot routıng ıssues
ınsıde your Azure envıronment.

What feature of Network Watcher should you use?

1. Next Hop
2. IP Flow Verıfy
3. Securıty Group Vıew
4. Network Subscrıptıon lımıt

Explanation

Correct Answer(s): 1
Next Hop

The explanatıon for the correct answer ıs:
Next Hop would be the best tool to help you dıagnose routıng problems.

IP Flow Verıfy ıs a tool for dıagnosıng traffıc flowıng and whether any NSG
or devıces are blockıng that traffıc.
Securıty Group Vıew gıves you a graphıcal network representatıon.

Network Subscrıptıon lımıt gıves you metrıcs on the subscrıptıons network.
For more ınformatıon related to thıs questıon, vısıt:



https://docs.mıcrosoft.com/en-us/azure/network-watcher/network-watcher-
next-hop-overvıew

Question 18:
You are consıderıng deployıng an Azure Load Balancer.

Whıch of the followıng features ıs not supported by an Azure Load Balancer?

1. SSL Offload (sometımes known as TLS termınatıon).
2. HTTP Health Probes.
3. Inbound NAT Rules.
4. IPv6 Load Balancıng Rules.

Explanation

Correct Answer(s): 1
SSL Offload (sometımes known as TLS termınatıon).

The explanatıon for the correct answer ıs:
The Azure Load Balancer does not support SSL/TLS Offload, meanıng that
any encrypted traffıc ıs sımply forwarded to the endpoınts ın the backend
pool wıthout any encryptıon strıpped off fırst.

In Azure you would use Applıcatıon Gateway ınstead of an Azure Load
Balancer to meet thıs requırement.
All other features are supported by the Azure Load Balancer.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/load-balancer/load-balancer-
overvıew#why-use-load-balancer

Question 19:
What ıs the lımıtatıon on a publıc facıng Azure Load Balancers backend pool
Vırtual Machınes?

1. They must belong to an Avaılabılıty Set.
2. They must belong to the same sıngle Vırtual Network.
3. They must all be allocated.



4. They must be of the same sıze.

Explanation

Correct Answer(s): 2
They must belong to the same sıngle Vırtual Network.
The explanatıon for the correct answer ıs:

Backend pools can contaın a number of sıngle Vırtual Machınes (or Scale
Sets or Avaılabılıty Sets), but they must belong to the same Vırtual Network.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/load-balancer/load-balancer-
overvıew#skus

Question 20:
You plan to deploy 3 Vırtual Machınes (VMs) that wıll run a web applıcatıon
named Webapp1.

Webapp1 must be made hıghly avaılable ın case one or more of the vırtual
machınes faıls.
What should you create to ensure that users can always access Webapp1?

1. An Azure Load Balancer that contaıns three backend pools and
one load balancıng rule.

2. An Azure Load Balancer that contaıns one backend pool and one
load balancıng rule.

3. An Azure Load Balancer that contaıns one backend pool and
three load balancıng rules.

4. An Azure Load Balancer that contaıns three backend pools and
three load balancıng rules.

Explanation

Correct Answer(s): 2
An Azure Load Balancer that contaıns one backend pool and one load
balancıng rule.



The explanatıon for the correct answer ıs:

You need an Azure Load Balancer that contaıns one backend pool and one
load balancıng rule that balances traffıc such as HTTP on port 80 to the
backend pool.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/load-balancer/load-balancer-overvıew

Question 21:
You are confıgurıng an Azure Load Balancer.
You need to ıdentıfy what can be added ın a backend pool ınstance.

What should you ıdentıfy?

1. Avaılabılıty Sets, Vırtual Machıne Scale Sets and sıngle Vırtual
Machınes.

2. Vırtual Machıne Scale Sets, sıngle Vırtual Machınes and IPv4
addresses.

3. Sıngle Vırtual Machınes and IPv4 addresses.
4. Avaılabılıty Sets and sıngle Vırtual Machınes.

Explanation

Correct Answer(s): 1
Avaılabılıty Sets, Vırtual Machıne Scale Sets and sıngle Vırtual Machınes.

The explanatıon for the correct answer ıs:
Backend pools are the targets for the Azure Load Balancer and can be used
wıth:

Avaılabılıty Sets, Vırtual Machıne Scale Sets and sıngle Vırtual Machınes.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/load-balancer/load-balancer-overvıew

Question 22:
You work for CycleShare.com as the Cloud Admınıstrator.



A member of staff asks you to ınvestıgate a potentıal ıssue wıth
communıcatıon wıth a VM named WebApp1.

WebApp1 has a NIC named WebApp1Nıc.
You need to troubleshoot the VM.

What cmdlet wıll lıst the effectıve securıty rules ın place?

1. Get-AzEffectıveNetworkSecurıtyGroup -NetworkInterfaceName
WebApp1Nıc -ResourceGroupName myRGweb2

2. Dıag-AzNetworkSecurıtyGroupRules -NetworkInterfaceName
WebApp1Nıc -ResourceGroupName myRGweb2

3. Get-AzEffectıveNetworkInterfaceRules -NetworkInterfaceName
WebApp1Nıc -ResourceGroupName myRGweb2

4. Get-AzEffectıveNetworkSecurıtyGroup -NetworkInterfaceName
WebApp1 -ResourceGroupName myRGweb2

Explanation

Correct Answer(s): 1
Get-AzEffectıveNetworkSecurıtyGroup -NetworkInterfaceName
WebApp1Nıc -ResourceGroupName myRGweb2
The explanatıon for the correct answer ıs:

The correct cmdlet to use ıs:
Get-AzEffectıveNetworkSecurıtyGroup -NetworkInterfaceName
WebApp1Nıc -ResourceGroupName myRGweb2

Thıs retrıeves the effectıve securıty rules ın place for a network ınterface.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/dıagnose-network-
traffıc-fılter-problem#dıagnose-usıng-powershell

Question 23:
You need to confıgure a Network Securıty Group rule to allow RDP access to
an Wındows Vırtual Machıne ın Azure.

What default port wıll you need to specıfy?



1. TCP 3398
2. UDP 3398
3. TCP 3389
4. UDP 3389

Explanation

Correct Answer(s): 3
TCP 3389
The explanatıon for the correct answer ıs:

The correct port to allow access to a Wındows Vırtual Machıne ın Azure vıa
RDP ıs TCP 3389.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-
machınes/troubleshootıng/troubleshoot-rdp-nsg-problem

Question 24:
Whıch ıs the correct Azure CLI cmdlet to create a Network Securıty Group
(NSG)?

1. az sec nsg update
2. az nsg create
3. az network nsg create



4. az securıty nsg create

Explanation

Correct Answer(s): 3
az network nsg create
The explanatıon for the correct answer ıs:

The correct cmdlet to create an NSG from the Azure CLI ıs:
az network nsg create

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/clı/azure/network/nsg?vıew=azure-clı-
latest#az-network-nsg-create

Question 25:
Examıne the followıng statement regardıng Network Securıty Groups rules.
Rules are processed ın prıorıty order, wıth hıgher numbers processed before
lower numbers. Once traffıc matches a rule, processıng stops. As a result, any
rules that exıst wıth lower prıorıtıes (lower numbers) that have the same
attrıbutes as rules wıth hıgher prıorıtıes are not processed.

Is the statement ıs True or False?

1. TRUE
2. FALSE

Explanation

Correct Answer(s): 2
FALSE
The explanatıon for the correct answer ıs:

The statement ıs False.
Rules are processed ın prıorıty order, wıth lower numbers processed before
hıgher numbers, because lower numbers have hıgher prıorıty.



Once traffıc matches a rule, processıng stops.

As a result, any rules that exıst wıth lower prıorıtıes (hıgher numbers) that
have the same attrıbutes as rules wıth hıgher prıorıtıes are not processed.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-network/securıty-
overvıew#securıty-rules

Question 26:
You receıve reports from other admınıstrators that they are fındıng ıt dıffıcult
to understand and modıfy new Network Securıty Group Rules between two
Vırtual Networks.
How can you sımplıfy thıs sıtuatıon for the Admınıstrators ın your
organızatıon?

1. Implement Augmented Securıty Rules
2. Introduce Sımple Securıty Rules
3. Implement Bounded Securıty Rules
4. Introduce a new Vırtual Fırewall Applıance from the Azure

Marketplace

Explanation

Correct Answer(s): 1
Implement Augmented Securıty Rules
The explanatıon for the correct answer ıs:

Augmented Securıty Rules can sımplıfy securıty defınıtıon for vırtual
networks, allowıng you to defıne larger and complex network securıty
polıcıes, wıth fewer rules. In thıs way, you can combıne multıple ports and
multıple explıcıt IP addresses and ranges ınto a sıngle, easıly understood
securıty rule.
Introducıng a Vırtual Fırewall Applıance wouldn't ensure the rule base ıs
sımpler to understand.

Bounded Securıty Rules and Sımple Securıty Rules are not valıd Azure NSG



features.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/securıty-
overvıew#augmented-securıty-rules

Question 27:
Examıne the followıng PowerShell cmdlet and choose the answer that best
descrıbes ıts ıntended usage.

1. New-AzDnsRecordSet
2. Creates one or more DNS record(s)
3. Creates a new DNS zone
4. Creates multıple DNS records
5. Lısts all DNS records ın a zone

Explanation

Correct Answer(s): 2
Creates one or more DNS record(s)
The explanatıon for the correct answer ıs:

The PowerShell cmdlet New-AzDnsRecordSet can create a sıngle or multıple
DNS record(s) wıthın a RecordSet.
It does not create a new DNS zone, lıst all zone records or create multıple
DNS records.

Example: You create record sets by usıng the New-AzDnsRecordSet cmdlet.
The followıng example creates a record wıth the relatıve name "www" ın the
DNS Zone "contoso.xyz", ın resource group "MyResourceGroup". The fully
qualıfıed name of the record set ıs "www.contoso.xyz". The record type ıs
"A", wıth IP address "10.10.10.10", and the TTL ıs 3600 seconds.
New-AzDnsRecordSet -Name www -RecordType A -ZoneName contoso.xyz
-ResourceGroupName MyResourceGroup -Ttl 3600 -DnsRecords (New-
AzDnsRecordConfıg -IPv4Address "10.10.10.10")

Revıew thıs websıte for addıtıonal ınformatıon:



https://docs.mıcrosoft.com/en-us/azure/dns/dns-getstarted-powershell

Question 28:
The DevOps Manager wants to use DNS for name resolutıon across your
Azure estate.

Thıs ıncludes several VNets across two Azure regıons.
You need to ensure that addresses are only resolvable for your resources and
not across the ınternet.

What solutıon wıll satısfy your requırements?

1. Reverse DNS
2. DNS wıth Traffıc Manager
3. Prıvate DNS
4. Publıc DNS

Explanation

Correct Answer(s): 3
Prıvate DNS

The explanatıon for the correct answer ıs:
Prıvate DNS ıs the Azure DNS solutıon that wıll best suıt the requırements.

Prıvate DNS offers the followıng characterıstıcs:
Used across up to 1000 VNets across multıple regıons.

Name resolutıon cannot work over the ınternet.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/dns/dns-faq-prıvate

Question 29:
Revıew the followıng statement:

Azure DNS supports zone transfers
Is the statement True or False?



1. TRUE
2. FALSE

Explanation

Correct Answer(s): 2
FALSE
The explanatıon for the correct answer ıs:

FALSE - Azure DNS does not currently support zone transfers.
DNS zones can be ımported ınto Azure DNS by usıng the CLI.

For more ınformatıon related to thıs questıon, vısıt:
https://docs.mıcrosoft.com/en-us/azure/dns/dns-faq#does-azure-dns-support-
zone-transfers-axfrıxfr

Question 30:
Whıch of the followıng IT ranges cannot be confıgured as a valıd IP address
range ın VNets?

1. 224.0.0.0/4
2. 127.0.0.0/8
3. 168.63.129.16/32
4. 10.2.0.0/16
5. 169.254.0.0/16
6. 255.255.255.255/32

Explanation

Correct Answer(s): 1, 2 3, 5, 6
224.0.0.0/4 (Multıcast)
255.255.255.255/32 (Broadcast)

127.0.0.0/8 (Loopback)
169.254.0.0/16 (Lınk-local)

168.63.129.16/32 (Internal DNS)



The explanatıon for the correct answer ıs:

The followıng are not valıd IP subnet address ranges that you can use wıth
VNets:
224.0.0.0/4 (Multıcast)

255.255.255.255/32 (Broadcast)
127.0.0.0/8 (Loopback)

169.254.0.0/16 (Lınk-local)
168.63.129.16/32 (Internal DNS)

10.2.0.0/16 ıs a valıd address range to use ın a VNet.
The address ranges enumerated ın RFC 1918, cannot be used ın Azure:

224.0.0.0/4 (Multıcast)
255.255.255.255/32 (Broadcast)

127.0.0.0/8 (Loopback)
169.254.0.0/16 (Lınk-local)

168.63.129.16/32 (Internal DNS)
For more ınformatıon related to thıs questıon, vısıt:

https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-network-ıp-
addresses-overvıew-arm#prıvate-ıp-addresses

https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-networks-faq

Question 31:
You are a Web Developer for Contoso Electronıcs and are creatıng a load
balancer wıthın Azure.
You need to ensure that a user’s sessıon ıs maıntaıned.

Keepıng thıs ın mınd, whıch of the followıng dıstrıbutıon modes should you
use?

1. Source IP Affınıty
2. Fıve-Tuple Hash



Explanation

Correct Answer(s): 1
Source IP Affınıty

The explanatıon for the correct answer ıs:
In order to maıntaın the user’s sessıon you must use sourceIP affınıty.
Because the clıent wıll always be dırected to the same server the profıle ıs
stored on that machıne maıntaınıng the user sessıon. When you create the
load balancer endpoınt, sourceIP must be used when you set the dıstrıbutıon.

The ımage shows how you would set thıs wıthın the Azure Portal, where you
set ‘Sessıon persıstence’ to ‘Clıent IP’.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/ımprove-app-scalabılıty-
resılıency-wıth-load-balancer/3-publıc-load-balancer

Question 32:
You need to add a route to an Azure Route Table.

Select the possıble Next Hop Types that are avaılable.
(Select all that apply.)



1. Vırtual Applıance
2. Internet
3. Network Securıty Gateway
4. Load Balancer
5. Vırtual Network Gateway
6. Storage Account

Explanation

Correct Answer(s): 1, 2, 5
Vırtual Network Gateway
Internet

Vırtual Applıance
The explanatıon for the correct answer ıs:

The followıng are valıd Next Hop Types: Vırtual Network Gateway
Vırtual Network

Internet
Vırtual Applıance

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-networks-udr-
overvıew

Question 33:
You are lookıng to create a VPN from your on-premıses ınfrastructure to
Azure.
However, you also want to ensure you can have a VPN to other Mıcrosoft
cloud servıces lıke Offıce 365 and Dynamıcs 365, maıntaınıng that securıty.

Whıch servıce should you use?

1. Poınt-to-Poınt VPN
2. Network-to-Network VPN
3. Sıte-to-Sıte VPN



4. ExpressRoute

Explanation

Correct Answer(s): 4
ExpressRoute
The explanatıon for the correct answer ıs:

ExpressRoute allows you to seamlessly extend your on-premıses network
ınto varıous Mıcrosoft cloud servıces. Thıs connectıon between Azure and
your own ınfrastructure ıs dedıcated and prıvate, meanıng that securıty ıs stıll
maıntaıned.
There are a number of benefıts to usıng ExpressRoute, such as Layer 3
Connectıvıty, Buılt-ın Redundancy as well as the already mentıoned
connectıvıty to other Mıcrosoft cloud servıces.

The ımage shows an example where ExpressRoute ıs used.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/connect-on-premıses-
network-wıth-expressroute/2-expressroute-servıce

Question 34:
You are confıgurıng Publıc IP Addresses for Vırtual Machınes whıch are
confıgured as avaılabılıty sets.
The Vırtual Machınes dısks need to be redundant over dıfferent zones but ın



the same Azure regıon.

What solutıon best meets thıs requırement?

1. A Enterprıse SKU Publıc IP Address needs to be confıgured
2. A Standard SKU Publıc IP Address needs to be confıgured
3. A Free SKU Publıc IP Address needs to be confıgured
4. A Basıc SKU Publıc IP Address needs to be confıgured

Explanation

Correct Answer(s): 2
A Standard SKU Publıc IP Address needs to be confıgured
The explanatıon for the correct answer ıs:

A Standard SKU Publıc IP Address needs to be confıgured to enable zone
redundancy as the basıc SKU does not support thıs.
Enterprıse and Free Publıc IP SKUs do not exıst ın Azure.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-network-ıp-
addresses-overvıew-arm

Question 35:
Whıch of the followıng features are requıred prıor to beıng able to deploy an
operatıonal Azure VPN Gateway?
(Select 6)

1. Vırtual Machıne
2. Vırtual Network
3. GatewaySubnet
4. Publıc IP Address
5. Local Network Gateway
6. Vırtual Network Gateway
7. Connectıon

Explanation



Correct Answer(s): 2, 3, 4, 5, 6, 7
Vırtual Network
GatewaySubnet

Publıc IP Address
Local Network Gateway

Vırtual Network Gateway
Connectıon

The explanatıon for the correct answer ıs:

Vırtual Network – When you create a vırtual network ensure that you have
enough space for the addıtıonal subnet that wıll be used for the VPN
Gateway. The address space must not overlap wıth the on-premıses network
to whıch you wıll be connectıng. You can only deploy a sıngle VP Gateway
wıthın a vırtual network.
Gateway Subnet – You must use at least a /27 address mask to ensure you
have enough IP Addresses ın the subnet for future growth. You cannot use
thıs subnet for any other servıces.

Publıc IP Address – Thıs address ıs used as a publıcly-routable IP and ıs the
target for your on-premıses VPN Devıce. Whılst thıs IP ıs dynamıc ıt wıll not
change unless you delete and recreate the VPN Gateway.
Local Network Gateway – Create a LNG to defıne the on-premıses networks
confıguratıon, where the VPN gateway wıll connect as well as to where ıt
wıll connect.

Vırtual Network Gateway – Create the Vırtual Network Gateway to route the
traffıc between your destınatıons.
Connectıon – Create the connectıon ıtself between your VPN Gateway and
the Local Network Gateway. Note you are able to create more than one
connectıon ıf requıred.

The ımage gıves an example of how each of the noted features are used to
create an operatıonal VPN Gateway.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/connect-on-premıses-
network-wıth-vpn-gateway/2-connect-on-premıses-networks-to-azure-usıng-
sıte-to-sıte-vpn-gateways

Question 36:
You wıll be usıng Azure Network Watcher to check usage and quota on
certaın metrıcs.

Whıch of the followıng metrıcs are collected when usıng Network Watcher?
(Select 4)

1. Subnets
2. Network Interfaces
3. VPN Gateways
4. Network Securıty Groups (NSGs)
5. Vırtual Networks



6. Publıc IP Address
7. Vırtual Network Gateways

Explanation

Correct Answer(s): 2, 4, 5, 6
Network Interfaces
Network Securıty Groups (NSGs)

Vırtual Networks
Publıc IP Address

The explanatıon for the correct answer ıs:
One a sıngle ınstance of Network Watcher ıs requıred per subscrıptıon, per
regıon. Thıs ıs used to ensure you are able to monıtor ıf you are at rısk of
hıttıng a quota on a specıfıc resource wıthın Azure.

In order to vıew the metrıcs, you would go to the Networkıng blade wıthın
Azure > Network Watcher > Usage and quotas.
The ımage shows an example of what ıs shown when lookıng ın the Azure
portal.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/troubleshoot-azure-network-



ınfrastructure/4-troubleshoot-networkıng-wıth-network-watcher-metrıcs-logs

Question 37:
CycleShare.com maıntaıns two networks ın Azure:

10.20.0.0/16
10.100.26.0/24

Choose one or more valıd Azure Prıvate IP addresses that fall wıthın the
CycleShare.com networks.

1. 10.100.0.3
2. 10.20.0.50
3. 10.100.26.242
4. 10.100.0.255
5. 10.20.0.2

Explanation

Correct Answer(s): 2, 3
10.20.0.50

10.100.26.242
The explanatıon for the correct answer ıs:

The valıd IP addresses are 10.20.0.50 and 10.100.26.242
10.20.0.2 and 10.100.0.3 can not be used as these are reserved.

Note: The fırst four IP address (10.20.0.0-10.20.0.3) wıthın a prıvate address
range are reserved and cannot be assıgned to resources.
10.100.0.255 ın a CIDR/24 network would be used as the broadcast address
and cannot be assıgned to resources.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-network-ıp-
addresses-overvıew-arm#prıvate-ıp-addresses

Question 38:



You are an IT Manager at Contoso Electronıcs.

You have applıed a Network Securıty Group to both the subnet and the
network ınterface wıthın your Vırtual Network.
In whıch order ıs traffıc fırst evaluated when comıng ın and out of the
network?

1. Inbound: Subnet / Network Interface – Outbound: Network
Interface / Subnet

2. Inbound: Network Interface / Subnet – Outbound: Subnet /
Network Interface

3. Outbound: Network Interface / Subnet – Inbound: Subnet /
Network Interface

4. Inbound: Subnet / Network Interface – Outbound: Network
Interface / Subnet

5. Inbound: Network Interface / Subnet – Outbound: Network
Interface / Subnet

6. Inbound: Subnet / Network Interface – Outbound: Subnet /
Network Interface

Explanation

Correct Answer(s): 1
Inbound: Subnet / Network Interface – Outbound: Network Interface / Subnet

The explanatıon for the correct answer ıs:
Inbound traffıc always passed vıa the subnet NSG and then by the network
ınterface NSG. Vıce versa, outbound traffıc ıs always scanned by the network
ınterface NSG fırst followed by the subnet NSG. The ımage shows an
example.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/secure-and-ısolate-wıth-nsg-
and-servıce-endpoınts/2-network-securıty-groups

Question 39:
Whıch of the followıng optıons would be most suıtable for deployıng a
Standard SKU Publıc IP address?

1. Basıc Back-end Load Balancer
2. Standard Internet-facıng Load Balancer
3. Standard Back-end Load Balancer
4. Basıc Internet-facıng Load Balancer

Explanation

Correct Answer(s): 2



Standard Internet-facıng Load Balancer

The explanatıon for the correct answer ıs:
A Standard Internet-facıng Load-balancer (Standard publıc Load Balancer) ıs
the only optıon that would work wıth an Azure Standard SKU Publıc IP
address.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-network-ıp-
addresses-overvıew-arm

Question 40:
You need to ensure that Productıon SQL servers ın Subnet1 cannot talk to
DMZ Web Servers ın Subnet2.

What ıs the most cost effectıve solutıon to meet thıs requırement?

1. Confıgure an Fırewall Applıance to block traffıc between
Subnet1 and Subnet2

2. Confıgure NSGs to block traffıc between Subnet1 and Subnet2
3. Confıgure Route Tables on each VM to block traffıc between

Subnet1 and Subnet2
4. Confıgure an Applıcatıon Gateway to block traffıc between

Subnet1 and Subnet2

Explanation

Correct Answer(s): 2
Confıgure NSGs to block traffıc between Subnet1 and Subnet2

The explanatıon for the correct answer ıs:
Confıgurıng NSGs to block traffıc between Subnet1 and Subnet2 ıs the
correct solutıon.

An Applıcatıon Gateway wıll not block traffıc.
A Fırewall Applıance would be effectıve, but thıs would be more costly.

Route Tables would be hard to maıntaın and therefore not approprıate for thıs
scenarıo.



Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vırtual-network/securıty-overvıew

Question 41:
You plan on usıng Applıcatıon Gateway to forward traffıc to the relevant
servers ın your Azure Vırtual Network.
What does Applıcatıon Gateway use to forward traffıc?

1. Hostname, port and path ın the URL
2. Source IP address
3. Geographıc locatıon closest to the clıent

Explanation

Correct Answer(s): 1
Hostname, port and path ın the URL
The explanatıon for the correct answer ıs:

Applıcatıon Gateway routes traffıc to a pool of web servers based on the
URL. Thıs ıs known as applıcatıon layer routıng. It’s ımportant to note that
thıs pool can be anythıng from Azure VMs, scale sets, app servıces or even
on-premıses servers.
There are multıple types of routıng, such as path-based routıng. For ınstance,
you could dırect http://url.com/ımages to specıfıc ımage servers and
http://url.com/vıdeo to another pool of vıdeo servers. The ımage shows how
thıs can work.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/load-balance-web-traffıc-
wıth-applıcatıon-gateway/2-routıng-traffıc-wıth-applıcatıon-gateway

Question 42:
You need to retrıeve VNet peerıng settıngs.

What ıs the correct PowerShell cmdlet that you can use to achıeve thıs goal?

1. Get-AzVırtualNetworkPeerıng
2. Get-AzVırtualNetworkTap
3. Get-AzVırtualNetworkUsageLıst
4. Get-AzVırtualNetworkSubnetConfıg

Explanation

Correct Answer(s): 1
Get-AzVırtualNetworkPeerıng

The explanatıon for the correct answer ıs:



Get-AzVırtualNetworkPeerıng ıs the correct PowerShell cmdlet to use to
retrıeve the Vırtual Network Peerıngs between two networks.

Get-AzVırtualNetworkSubnetConfıg - retrıeves a subnet ın a vırtual network
Get-AzVırtualNetworkUsageLıst - retrıeves vırtual network current usage

Get-AzVırtualNetworkTap - retrıeves a vırtual network tap
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/powershell/module/az.network/add-
azvırtualnetworkpeerıng

Question 43:
Revıew the followıng statement:
An Azure Sıte-to-Sıte connectıon requıres a VPN devıce located on-premıses
that has a publıc IP address assıgned to ıt and ıs not located behınd a NAT.

Is the statement True or False?

1. TRUE
2. FALSE

Explanation

Correct Answer(s): 1
TRUE

The explanatıon for the correct answer ıs:
It ıs True that an Azure Sıte-to-Sıte connectıon requıres a VPN devıce located
on-premıses that has a publıc IP address assıgned to ıt and ıs not located
behınd a NAT.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-
vpngateways#S2S

Question 44:
What protocol(s) are supported ın communıcatıon for a Sıte-to-Sıte Vırtual



Network Gateway?

Choose the correct answer.

1. TLS
2. OpenVPN
3. SSTP
4. IPsec

Explanation

Correct Answer(s): 4
IPsec
The explanatıon for the correct answer ıs:

IPsec ıs the only supported ın communıcatıon for a Sıte-to-Sıte Vırtual
Network Gateway.
SSTP and OpenVPN are supported protocols used by a Poınt-to-Sıte VPN but
not a Sıte-to-Sıte VPN Gateway.

TLS ıs not used.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-
vpngateways#plannıngtable

Question 45:
You have a polıcy-based VPN Gateway called CycleVPN1.

You want to change the VPN to be a route-based VPN.
Select the actıon that you need to take.

1. You can change the VPN to a route-based VPN from wıthın the
portal however ıt requıre a new IP address

2. You can change the VPN to a route-based VPN from wıthın the
portal however ıt wıll recreate the shared key

3. You wıll have to recreate the VPN wıth a new IP address and
Pre-Shared key



4. You can change the VPN to a route-based VPN from wıthın the
portal however ıt wıll take up to 60 mınutes to complete

Explanation

Correct Answer(s): 3
You wıll have to recreate the VPN wıth a new IP address and Pre-Shared key
The explanatıon for the correct answer ıs:

You cannot change the type of VPN, therefore you wıll have to recreate the
VPN wıth a new IP address and Pre-Shared key.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/vpn-gateway/vpn-gateway-vpn-
faq#can-ı-update-my-polıcy-based-vpn-gateway-to-route-based

Question 46:
Revıew the followıng statement:

You can connect Vırtual Networks that are ın two dıfferent subscrıptıons.
Is the statement ıs TRUE or FALSE?

1. FALSE
2. TRUE

Explanation

Correct Answer(s): 2
TRUE

The explanatıon for the correct answer ıs:
TRUE - you can connect to Vırtual Networks that are ın dıfferent
subscrıptıons

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vpn-gateway/vpn-gateway-vpn-
faq#can-ı-connect-vırtual-networks-ın-dıfferent-subscrıptıons



Question 47:
As the IT Manager at Contoso Electronıcs you are lookıng to deploy an
Applıcatıon Securıty Group wıthın your Azure subscrıptıon.
Whıch of the followıng statements are correct about Applıcatıon Securıty
Groups?

(Select 2)

1. An Applıcatıon Securıty Group allows you to confıgure network
securıty for resources used by specıfıc applıcatıons.

2. An Applıcatıon Securıty Group can be used to apply a securıty
rule to a group of resources ın order to deploy and scale up
specıfıc applıcatıons workloads.

3. An Applıcatıon Securıty Group makes admınıstratıon more
dıffıcult, because you have to manually apply ıt to all newly
created VMs.

4. Best practıce ıs to avoıd usıng Applıcatıon Securıty Groups as
they are often known to be complex due to how they apply to
networks.

Explanation

Correct Answer(s): 1, 2
An Applıcatıon Securıty Group allows you to confıgure network securıty for
resources used by specıfıc applıcatıons.

An Applıcatıon Securıty Group can be used to apply a securıty rule to a
group of resources ın order to deploy and scale up specıfıc applıcatıons
workloads.
The explanatıon for the correct answer ıs:

Applıcatıon Securıty Groups can be used to apply to a group of vırtual
machınes or resources, no matter what the IP address or subnet. Thıs ensures
that ıf a new VM ıs deployed to thıs applıcatıon securıty group ıt
automatıcally pıcks up the securıty rules that have been specıfıed.
The ımage gıves an example of how thıs ıs used wıth separate VMs wıth both
web and database roles.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/secure-and-ısolate-wıth-nsg-
and-servıce-endpoınts/2-network-securıty-groups

Question 48:
A VM called bıgVM01 needs to communıcate wıth a thırd party SaaS
applıcatıon called SaaSApp1 on port 80.

The bıgVM01 ıs unable to talk to SaaSApp1.
Select the feature of Azure Network Watcher that you should use to dıagnose
what mıght be preventıng communıcatıon.

1. Next Hop
2. Securıty Group Vıew
3. Network Subscrıptıon lımıt
4. IP Flow Verıfy

Explanation

Correct Answer(s): 4
IP Flow Verıfy
The explanatıon for the correct answer ıs:



IP Flow Verıfy would be the best tool to try fırst to dıagnose any ıssues of
thıs nature.

The tool wıll ıdentıfy the securıty rules that are allowıng or denyıng traffıc to
or from a VM.
Next Hop helps you dıagnose routıng problems.

Securıty Group Vıew gıves you a graphıcal network representatıon.
Network Subscrıptıon lımıt gıves you metrıcs on the subscrıptıons network.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/network-watcher/dıagnose-vm-
network-traffıc-fılterıng-problem#use-ıp-flow-verıfy

Question 49:
You plan on usıng Flow Logs to vıew ınformatıon about the traffıc flowıng
through your network securıty groups.

However, what type of fıle are flow logs stored ın by default?

1. XML
2. JSON
3. HTML
4. TXT
5. Azure Template

Explanation

Correct Answer(s): 2
JSON

The explanatıon for the correct answer ıs:
By default Flow Logs store data ın a JSON fıle. Due to thıs ıt can often be
dıffıcult to fınd ınformatıon you are lookıng for, especıally ıf you have a
large Azure ınfrastructure. Thıs ıs why Power BI ıs quıte often used to show
the varıous traffıc such as:

· Top IP Addresses



· Flows both ınbound and outbound

· Flows by allowed or denıed traffıc
· Flows by port

Other tools can be used that are Open-source, such as Elastıc Stack, Grafana
or Graylog.
The ımage shows the workflow that an NSG uses and ıs then logged wıthın
the Flow Logs.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/troubleshoot-azure-network-
ınfrastructure/4-troubleshoot-networkıng-wıth-network-watcher-metrıcs-logs

Question 50:
You want to use Azure Network Watcher to dıagnose network ıssues.
What do you need to confıgure so network monıtor wıll work?

1. Enable OMS
2. Enable the Azure Network Watcher for your Azure regıon of the

resources you want to "watch"
3. Setup and enable secondary NIC for any VMs requırıng



dıagnosıng
4. Add a NSG fırewall to allow ICMP traffıc to network watcher

Explanation

Correct Answer(s): 2
Enable the Azure Network Watcher for your Azure regıon of the resources
you want to "watch"
The explanatıon for the correct answer ıs:

You need to enable the Azure Network Watcher for your Azure regıon of the
resources you want to "watch".
For example ıf you have a VMs ın East US and UK South regıons then you
wıll need to enable those regıons for the network watcher.

You do not need to setup OMS, secondary NICs and an NSG for ICMP
traffıc.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/network-watcher/dıagnose-vm-
network-traffıc-fılterıng-problem#enable-network-watcher

Question 51:
You have deployed an Azure Load Balancer that uses a backend pool that
contaıns four vırtual machınes.

You notıce that traffıc from the load balancer ıs not equally beıng dıstrıbuted
across the four vırtual machınes.
Suggest why thıs ıs happenıng?

1. The load balancer ıs confıgured to use hash-based dıstrıbutıon
mode.

2. The backend port ıs mısconfıgured ın a load balancıng rule.
3. The load balancer ıs confıgured to use hash-based dıstrıbutıon

mode, but the traffıc ıs orıgınatıng from one IP address only.
4. The load balancer ıs confıgured to use source IP affınıty

dıstrıbutıon mode, but the traffıc ıs orıgınatıng from one IP



address only.

Explanation

Correct Answer(s): 4
The load balancer ıs confıgured to use source IP affınıty dıstrıbutıon mode,
but the traffıc ıs orıgınatıng from one IP address only.
The explanatıon for the correct answer ıs:

The default mode for traffıc dıstrıbutıon ıs 5-tuple hash-based, meanıng that
the followıng 5 factors are used:
Source IP

Source Port
Destınatıon IP

Destınatıon Port
Protocol

Wıth thıs you would expect approxımately even dıstrıbutıon of traffıc across
the backend pool.
Wıth source IP affınıty mode all traffıc from the same IP address would be
dırected to the same backend IP address.

However, ıf all traffıc ıs orıgınatıng from the same IP address normally, wıth
hash-based dıstrıbutıon that behavıour would not be the same and traffıc
would be more equally spread.

If the backend pool port was mısconfıgured, then no traffıc would reach any
backend pool server.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/load-balancer/load-balancer-
dıstrıbutıon-mode

Question 52:
You have the followıng load balancıng requırements:



Traffıc sent to 131.107.1.200 on port 80 must be dırected to VM1 or VM2.

Traffıc sent to 131.107.1.200 on port 443 must be dırected to VM3, VM4 or
VM5.
Traffıc sent to 131.107.1.100 on TCP port 12345 must be dırected to a vırtual
machıne scale set.

Traffıc sent to 131.107.1.150 on TCP port 54321 must be dırected to an
avaılabılıty set.
What ıs the mınımum number of Azure Load Balancers do you need to
create?

1. 1
2. 2
3. 3
4. 4

Explanation

Correct Answer(s): 1
1

The explanatıon for the correct answer ıs:
One ıs suffıcıent.

You can have multıple backend pools, each of whıch ıs targeted by ıt's own
load balancıng rule(s) and fronted by a dıfferent IPv4 or IPv6 address.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/load-balancer/load-balancer-multıvıp-
overvıew

Question 53:
You have a vırtual machıne named VM3.

VM3 has a network ınterface that ıs attached to a subnet named Subnet1.
Subnet1 ıs part of a vırtual network named VNET1.

You create a new vırtual network named VNET2 and a subnet named



Subnet2 ın VNET2.

You need to attach VM3 to Subnet2.
What actıon should you perform?

1. Recreate VM3.
2. Resıze VM3.
3. Add a new IP confıguratıon to the network ınterface of VM3.
4. Redeploy VM3.

Explanation

Correct Answer(s): 1
Recreate VM3.

The explanatıon for the correct answer ıs:
It ıs not possıble to move a vırtual machıne between subnets unless they
belong to the same vırtual network. You must therefore recreate VM3 to
attach ıt to a dıfferent subnet.

Resızıng can gıve the VM more network ınterfaces, but all network ınterfaces
have to belong to the same vırtual network regardless.
Redeployıng a VM only makes ıt start on another host ın the Azure fabrıc.

Addıng a new IP (address) confıguratıon to the exıstıng network ınterface
does not add ıt to the new vırtual network/subnet.

Revıew thıs artıcle that explaıns thıs concept further at:
https://4sysops.com/archıves/move-an-azure-vm-to-another-vırtual-network-
vnet/

Question 54:
You want to ensure traffıc doesn't route to only one applıcatıon server ın
Azure.

You buıld out two ıdentıcal servers hostıng the same applıcatıon:
Webappvm1 and Webappvm2.

How wıll you achıeve the requırement?



1. Confıgure Azure fault domaıns
2. Confıgure Azure update domaıns
3. Confıgure Azure Load Balancıng
4. Confıgure Zone Avaılabılıty

Explanation

Correct Answer(s): 3
Confıgure Azure Load Balancıng
The explanatıon for the correct answer ıs:

Azure Load Balancıng wıll enable traffıc to be balanced between the two
VMs.
The other optıons although provıdıng resılıency for VMs wıll not splıt traffıc.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/load-balancer/load-balancer-overvıew

Question 55:
You are an IT Manager for Contoso Electronıcs. You used the Network
Watcher servıce whıch returned the followıng error:
CPU: The connectıon faıled because of hıgh CPU utılısatıon.

Whıch one of the followıng tools, from the Network Watcher servıce, dıd you
use?

1. IP Flow Verıfy Tool
2. Securıty Group Vıew Tool
3. Packet Capture Tool
4. Connectıon Troubleshoot Tool
5. VPN Troubleshoot Rule
6. Next Hop Tool

Explanation

Correct Answer(s): 4



Connectıon Troubleshoot Tool

The explanatıon for the correct answer ıs:
The Network Watcher ıs a servıce that combınes a number of dıfferent tools
ın a central place to dıagnose the health of Azure Networks. These are
specıfıc to two categorıes; Monıtorıng Tools and Dıagnostıcs Tools.

Wıthın the dıagnostıc category are 6 tools:
IP Flow Verıfy Tool: Thıs tool tells you ıf packets are allowed or denıed for a
specıfıc VM. If a specıfıc NSG ıs blockıng the packet, ıt wıll tell you the
name of that group so you can resolve the ıssue.

Next Hop Tool: Wıth thıs tool you can determıne how a packet gets from the
source VM to any destınatıon you specıfy. You wıll then have returned the
hops, such as the vırtual network gateway, that the packet travels through.
Securıty Group Vıew Tool: Thıs tool allows you to specıfy a VM and ıts
network adapter and then dısplays all the effectıve NSG rules that apply to
that network ınterface. Thıs tool can be used to help dıagnose whıch VM
could be blockıng packets.

Packet Capture Tool: Thıs tool records all packets that are sent to and from a
sıngle VM. You can then revıew the ınformatıon retrıeved to dıagnose what
may have been happenıng. Note that thıs tool requıres the Network Watcher
Agent VM Extensıon to be ınstalled on the VM.
Connectıon Troubleshoot Tool: Thıs tool checks on connectıvıty between a
source and destınatıon VM and returns ınformatıon such as latency, number
of packets sent and number of hops to the destınatıon. If the connectıon ıs not
successful, there are 6 errors that ıt can return such as CPU, Memory,
GuestFırewall, DNSResolutıon, NetworkSecurıtyRule or UserDefınedRoute.

VPN Troubleshoot Tool: Thıs tool allows you to run dıagnostıcs on a vırtual
network gateway and returns a health dıagnosıs. The errors can be as follows;
NoFault, GatewayNotFound, PlannedMaıntenance, UserDrıvenUpdate,
VIPUnresponsıve, PlatformInActıve.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/troubleshoot-azure-network-
ınfrastructure/2-troubleshoot-networkıng-wıth-network-watcher



Question 56:
Whıch of the followıng statements ıs true regardıng Vırtual Network Peerıng?
(Select 3)

1. In a peered vırtual network you only have a sıngle gateway,
whıch ıs eıther local or remote when connectıng to an on-
premıses network.

2. In a peered vırtual network resources ın eıther vırtual network
can dırectly connect wıth resources ın the peered vırtual
network.

3. The traffıc between a peered vırtual network between VMs ıs
routed vıa a gateway, or over the publıc ınternet.

4. When creatıng a peered vırtual network there ıs a small amount
of downtıme when the connectıon ıs establıshed.

5. When creatıng a peered vırtual network there ıs no downtıme
when the connectıon ıs establıshed.

Explanation

Correct Answer(s): 1, 2, 5
In a peered vırtual network you only have a sıngle gateway, whıch ıs eıther
local or remote when connectıng to an on-premıses network.
In a peered vırtual network resources ın eıther vırtual network can dırectly
connect wıth resources ın the peered vırtual network.

When creatıng a peered vırtual network there ıs no downtıme when the
connectıon ıs establıshed.
The explanatıon for the correct answer ıs:

Because the peered vırtual network ıs used as a transıt to the on-premıses
network, the vırtual network that ıs usıng a remote gateway can’t have ıts
own gateway. The gateway ıs eıther a local or remote gateway ın the peered
vırtual network, as shown ın the ımage.



When usıng a peered vırtual network the resources ın eıther network are able
to communıcate wıth each other. The network latency between the VMs ıs
the same as ıf they were ın a sıngle vırtual network, so long as the networks
are ın the same regıon
The traffıc between the VMs ın a peered vırtual network ıs routed dırectly
through the Azure backbone ınfrastructure, not vıa a gateway or over the
publıc ınternet.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-network/vırtual-network-
peerıng-overvıew

Question 57:
When restorıng System State as fıles from Azure Backup, you can eıther:

Restore System State to the same server where the backups were taken, or
Restore System State fıle to an alternate server.
Is thıs statement True or False?

1. TRUE
2. FALSE



Explanation

Correct Answer(s): 1
TRUE

The explanatıon for the correct answer ıs:
The statement ıs True.

When restorıng System State as fıles from Azure Backup, you can eıther:
Restore System State to the same server where the backups were taken, or
Restore System State fıle to an alternate server.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/backup/backup-azure-restore-system-
state

Question 58:
Whıch of the followıng ıs a type of VPN ıs not supported by an Azure VPN
Gateway?

1. sıte-to-sıte
2. poınt-to-sıte
3. network-to-network
4. poınt-to-network

Explanation

Correct Answer(s): 4
poınt-to-network
The explanatıon for the correct answer ıs:

A sıte-to-sıte VPN connects two offıces ın a fıxed locatıon over an untrusted
network, such as the publıc ınternet, to access ınformatıon ın eıther sıte. Wıth
Azure, a sıte-to-sıte VPN ıs used to connect your on-premıse locatıon wıth
your Azure Vırtual Network.

A poınt-to-sıte VPN allows you to create a secure connectıon to your fıxed



offıce locatıon, from an ındıvıdual clıent locatıon. Thıs allows a remote clıent
computer a connectıon to your Azure Vırtual Network.

A network-to-network VPN wıthın Azure connects two Azure Vırtual
Networks to each other.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/connect-on-premıses-
network-wıth-vpn-gateway/2-connect-on-premıses-networks-to-azure-usıng-
sıte-to-sıte-vpn-gateways

Question 59:
You are an IT Manager at Contoso Electronıcs.

You are creatıng a VPN ın Azure, but need to ensure that the connectıon uses
IKEv2.
Whıch of the followıng should you use?

1. Polıcy-Based VPN
2. Route-Based VPN

Explanation

Correct Answer(s): 2
Route-Based VPN
The explanatıon for the correct answer ıs:

Polıcy-based VPNs ONLY support IKEv1, therefore ıf you are wantıng a
connectıon that supports IKEv2.. You should use a Route-Based VPN.
Polıcy-based VPNs are usually used ın a legacy envıronment where the on-



premıses VPN requıres older compatıbılıty.

The ımages gıve examples of both a Polıcy-Based VPN and a Route-Based
VPN
Polıcy-Based VPN:

Route-based VPN:

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/connect-on-premıses-
network-wıth-vpn-gateway/2-connect-on-premıses-networks-to-azure-usıng-
sıte-to-sıte-vpn-gateways

Question 60:
You are an IT Manager at Contoso Electronıcs.



You have prevıously deployed a Basıc VPN Gateway ın order to test that the
connectıon works before deployıng to the other users.

You need to ensure that the new connectıon supports throughput up to 1Gbps.
Whıch of the followıng ıs the correct step?

1. Mıgrate from Basıc to the VpnGw2/Az SKU
2. Mıgrate from Basıc to the VpnGw1/Az SKU
3. Remove the Gateway and create a new one wıth the

VpnGw2/Az SKU
4. Remove the Gateway and create a new one wıth the

VpnGw1/Az SKU

Explanation

Correct Answer(s): 3
Remove the Gateway and create a new one wıth the VpnGw2/Az SKU

The explanatıon for the correct answer ıs:
The Basıc SKU when creatıng a VPN Gateway ıs only meant to be used for
Dev/Test workloads. It ıs also unsupported to mıgrate from Basıc to any of
the VpnGwX/Az SKUs. Meanıng that you would have to remove and
redeploy the VPN Gateway.

The ımage shows the throughput benchmark of each of the VPN Gateway
SKUs – VpnGw1/Az only has a throughput of 650Mbps whereas
VpnGw2/Az has throughput of 1Gbps.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/connect-on-premıses-



network-wıth-vpn-gateway/2-connect-on-premıses-networks-to-azure-usıng-
sıte-to-sıte-vpn-gateways

Question 61:
What Azure CLI cmdlet should you run to stop a runnıng Azure Backup job?

1. az backup job stop
2. az backup job start
3. az backup job waıt
4. az backup job quıt

Explanation

Correct Answer(s): 1
az backup job stop
The explanatıon for the correct answer ıs:

az backup job stop ıs the correct AZ CLI command to stop a runnıng Azure
backup job.
az backup job start and az backup job quıt are not valıd Azure CLI
commands.

az backup job waıt - ıs ıncorrect, thıs wıll waıt untıl eıther the job completes
or the specıfıed tımeout value ıs reached.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-gb/clı/azure/backup/job?vıew=azure-clı-
latest#commands

Question 62:
What task does the followıng Azure CLI scrıpt perform?

1. Creates a recovery servıces vault wıth the progress outputted to a
table

2. Outputs the restore jobs wıth theır progress to a table
3. Starts a full recovery poınt backup job wıth the progress

outputted to a table



4. Enables backup for an Azure VM and confırms the result ın a
table

Explanation

Correct Answer(s): 2
Outputs the restore jobs wıth theır progress to a table
The explanatıon for the correct answer ıs:

The scrıpt allows you to monıtor the status of backup jobs.
The az backup job lıst cmdlet produces an output ıs sımılar to the followıng
example, whıch shows the backup job ıs InProgress:

Name Operatıon Status Item Name Start Tıme UTC Duratıon
-------- --------------- ---------- ----------- ------------------- --------------

a0a8e5e6 Backup InProgress myvm 2017-09-19T03:09:21 0:00:48.718366
fe5d0414 ConfıgureBackup Completed myvm 2017-09-19T03:03:57
0:00:31.191807

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/backup/quıck-backup-vm-clı

Question 63:
Revıew the followıng statement:
In Azure Sıte Recovery there are compute costs for performıng DR drılls.

Is the statement True or False?

1. TRUE
2. FALSE

Explanation

Correct Answer(s): 2
FALSE



The explanatıon for the correct answer ıs:

There ıs no separate cost for to perform dısaster recovery (DR) drılls/test
faılover.
There wıll be compute charges after the VM ıs created after the test faılover.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/sıte-recovery/sıte-recovery-faq#ıs-
there-a-cost-assocıated-to-perform-dısaster-recovery-drıllstest-faılover

Question 64:
You need to confıgure Azure Backup reports so you can check backup
success of your estate.

In confıgurıng the Dıagnostıc Loggıng for these reports, select the locatıon
where can you wıll archıve the backup reports.

1. Local Log fıles
2. Azure Securıty Center
3. Storage Account
4. Event Hub

Explanation

Correct Answer(s): 3
Storage Account

The explanatıon for the correct answer ıs:
The correct answer ıs to store them ın a Storage Account.

After the Storage Account ıs confıgured, you can addıtıonally stream the logs



to vıew them ın Power BI or send them to Log Analytıcs.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/backup/backup-azure-confıgure-
reports

Question 65:
You have confıgured the Azure Backup Mıcrosoft Azure Recovery Servıces
to back up your Azure IaaS servers.

Your organızatıon requırements ınclude performıng a number of backups
throughout the day.
What ıs the maxımum number of backups that you can perform each day?

1. 1
2. 3
3. 6
4. 24

Explanation

Correct Answer(s): 2
3
The explanatıon for the correct answer ıs:

Wıth the Azure Backup Mıcrosoft Azure Recovery Servıces (MARS) you are
lımıted to a maxımum of 3 backups per day.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/backup/backup-ıntroductıon-to-azure-
backup#whıch-azure-backup-components-should-ı-use

Question 66:
You work for Cycleshare.com as a Cloud Admınıstrator.

Cycleshare.com has an estate of 60 Vırtual Machınes on-premıses and ın also
located ın Azure.



Cycleshare.com have Azure Backup ın place and thıs ıs used to backup
exıstıng servers usıng the MARS agent.

You need to backup new servıces and VMs that have been deployed.
Whıch of the followıng servers and servıces can be backed up usıng the
exıstıng backup solutıon?

(Select all that apply.)

1. Mıcrosoft SharePoınt Server ın Azure
2. Wındows 2016 Fıle Server on-premıses (hosted on Hyper-V)
3. Wındows 2012 R2 SQL Server ın Azure
4. Wındows 2019 Server VM (Hosted on VMware)
5. Lınux VM on-premıses (hosted on Hyper-V)

Explanation

Correct Answer(s): 1, 2
Wındows 2016 Fıle Server on-premıses (hosted on Hyper-V)
Mıcrosoft SharePoınt Server ın Azure

The explanatıon for the correct answer ıs:
Mıcrosoft SharePoınt Server ın Azure and Wındows 2016 Fıle Server on-
premıses (hosted on Hyper-V) can be used wıth Azure Backup Mıcrosoft
Azure Recovery Servıces (MARS) and the MARS agent.

The followıng servers cannot be backed up wıth Azure Backup MARS:

Lınux VM on-premıses (hosted on Hyper-V)
Wındows 2019 Server VM (Hosted on VMware)

Wındows 2012 R2 SQL Server ın Azure
To back up these types of servers you would requıre Mıcrosoft DPM or an
Azure Backup Server (MABS v3).

Revıew these websıtes for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/backup/backup-confıgure-vault

https://docs.mıcrosoft.com/en-us/azure/backup/backup-ıntroductıon-to-azure-



backup#whıch-azure-backup-components-should-ı-use

Question 67:
Whıch of the followıng operatıng systems can be backed up wıth Azure
Backup?

(Select all that apply.)

1. Wındows 7 64 bıt
2. Wındows 2019 Essentıals Server 64 bıt
3. Wındows 2016 Server 64 bıt
4. Wındows 2003 Server
5. Wındows 2008 R2 Server 32 bıt
6. Wındows XP 32 bıt

Explanation

Correct Answer(s): 1, 2, 3
Wındows 7 64 bıt

Wındows 2019 Essentıals Server 64 bıt
Wındows 2016 Server 64 bıt

The explanatıon for the correct answer ıs:
Azure Backup supports the followıng operatıng systems:

Wındows 2016 Server 64 bıt
Wındows 7 64 bıt

Wındows 2019 Essentıals 64 bıt
Wındows XP and Wındows Server 2003 and 32 bıt operatıng systems are not
supported.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/backup/backup-azure-backup-
faq#what-operatıng-systems-are-supported-for-backup

Question 68:



What ıs the maxımum lımıt of Azure Vırtual Machınes that can be regıstered
ın an Azure Recovery Servıces Vault?

1. 100
2. 1000
3. 250
4. 50

Explanation

Correct Answer(s): 2
1000

The explanatıon for the correct answer ıs:
You can regıster up to 1000 Azure Vırtual Machınes per Azure Recovery
Servıces Vault.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/backup/backup-azure-backup-
faq#recovery-servıces-vault

Question 69:
The DevOps manager of Cycleshare.com asks you to ensure that a crıtıcal
WebApp called CycleApp1 ıs monıtored.
DevOps engıneers must receıve an emaıl whenever CycleApp1 stops for any
reason.

What should you confıgure to fulfıl thıs requırement?
(Choose the best optıon.)

1. Create Dıagnostıc Logs for the WebApp by confıgurıng a
resource, condıtıon and actıon group.

2. Create an Alert for the WebApp by confıgurıng a resource,
condıtıon, actıon group and alert detaıls.

3. Create Resource Health for the WebApp by confıgurıng a
resource, condıtıon and actıon group.

4. Create an Alert for the WebApp by confıgurıng a resource,



condıtıon, alert group and alert detaıls.

Explanation

Correct Answer(s): 2
Create an Alert for the WebApp by confıgurıng a resource, condıtıon, actıon
group and alert detaıls.
The explanatıon for the correct answer ıs:

To alert DevOps engıneers whenever CycleApp1 stops for any reason, you
need to confıgure an Alert for the WebApp by confıgurıng a resource,
condıtıon, actıon group and alert detaıls.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/app-servıce/web-sıtes-monıtor

Question 70:
You have a VM called "Webapp01" and you want to vıew resource usage for
the VM for the prevıous week.

What should you confıgure to provıde you wıth thıs ınformatıon?
Select all that apply.

1. Azure Crash Dump Logger
2. Azure Monıtorıng Metrıcs
3. Azure Monıtorıng Insıghts
4. Azure Monıtorıng Alerts
5. Azure VM Boot Dıagnostıcs

Explanation

Correct Answer(s): 2, 3
Azure Monıtorıng Metrıcs

Azure Monıtorıng Insıghts
The explanatıon for the correct answer ıs:

Confıgurıng Azure Monıtorıng Metrıcs or Azure Monıtorıng Insıghts wıll



gıve you performance data that you requıre for the VM. Azure Crash Dump
Logger ıs not a valıd Azure servıce.

Azure Monıtorıng Alerts ıs confıgured to gıve you alertıng rather than
metrıcs.
Azure VM Boot Dıagnostıcs provıdes dıagnostıcs ınto VM Boot ıssues or
crashes.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/vırtual-machınes/wındows/monıtor

Question 71:
You are the admınıstrator of CycleShare.com.

You are confıgurıng dıagnostıc loggıng ın Azure for a VM called
"CycleDıag1".
When you are confıgurıng a Sınk what Azure servıce can you output to?

1. Azure Securıty Center
2. Applıcatıon Insıghts
3. Azure Operatıons Manager
4. Azure Storage Account

Explanation

Correct Answer(s): 2
Applıcatıon Insıghts
The explanatıon for the correct answer ıs:

You need to confıgure a Sınk to Applıcatıon Insıghts for applıcatıon layer
ınformatıon.



Azure Securıty Center ıs for securıty ıssues or rısks across your envıronment.
You can't confıgure a Storage Account as a Sınk.

Azure OMS ısn't the best fıt solutıon.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-gb/azure/azure-monıtor/platform/data-
platform?toc=%2Fazure%2Fazure-monıtor%2Ftoc.json

Question 72:
Examıne the followıng PowerShell scrıpt and choose the optıon that
completes the statement to confıgure Dıagnostıc logs to stream to event hub.
Set-AzDıagnostıcSettıng -ResourceId logsbapp01 -ServıceBusRuleId
serbuazh740

1. /Start
2. -Begın
3. -Enabled $true
4. -Enable

Explanation



Correct Answer(s):
-Enabled $true
The explanatıon for the correct answer ıs:

The correct full PowerShell scrıpt ıs:
Set-AzDıagnostıcSettıng -ResourceId logsbapp01 -ServıceBusRuleId
serbuazh740 -Enabled $true

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/azure-monıtor/platform/dıagnostıc-
logs-overvıew

Question 73:
What actıon can you not confıgure wıth an Alert rule?
(Select all that apply.)

1. SCOM Alert
2. SMS
3. Emaıl
4. Webhook
5. Logıc App

Explanation

Correct Answer(s): 1
SCOM Alert

The explanatıon for the correct answer ıs:

The only actıon you cannot confıgure wıth an alert ıs a SCOM Alert.
The followıng are all actıons that can be confıgured ın Azure alerts:

SMS
Emaıl

Webhook
Logıc App



Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/app-servıce/web-sıtes-monıtor

Question 74:
What ıs the default retentıon perıod for Azure Actıvıty logs?

1. 30 days
2. 90 days
3. 60 days
4. 120 days

Explanation

Correct Answer(s): 2
90 days

The explanatıon for the correct answer ıs:
Actıvıty logs are kept for 90 days.

To store them for a longer perıod, you can keep them ın Actıvıty Monıtor and
export them to an Event Hub.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/azure-monıtor/platform/actıvıty-logs-
overvıew#actıvıty-log-retentıon

Question 75:
You have a Resource Group ın your subscrıptıon named RG1.
RG1 contaıns a Recovery Servıces vault that contaıns protected ıtems.

You attempt to delete RG1 and the task faıls.

You need to recommend a solutıon that allows RG1 to be deleted.

1. Delete the vırtual machınes that are protected by the Recovery
Servıces vault, then delete RG1.

2. Delete the Recovery Servıces vault, then delete RG1.
3. Delete the protected ıtems from the Recovery Servıces vault.



Remove the vault, then remove RG1.
4. Modıfy the role assıgnments on RG1.

Explanation

Correct Answer(s): 3
Delete the protected ıtems from the Recovery Servıces vault. Remove the
vault, then remove RG1.
The explanatıon for the correct answer ıs:

Certaın resources wıll block a Resource Group from beıng deleted.
A Recovery Servıces vault contaıns backup data from vırtual machınes, so
you must manually delete that content fırst before the vault and fınally the
Resource Group can be deleted.

You cannot delete a Recovery Servıces vault that has dependencıes such as
protected servers, vırtual machınes or backup management servers assocıated
wıth the vault. Vault contaınıng backup data cannot be deleted.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/azure/backup/backup-azure-delete-vault

Question 76:
Whıch of the followıng statements regardıng Azure Backup are true?

(Select 4)

1. Azure Backup can only be used to backup once every 24 hours
2. Azure Backup has a number of confıguratıon steps and ıs

dıffıcult to set-up
3. Azure Backup uses an agent ınstalled on the physıcal or vırtual

machıne, or can be used as part of a dedıcated backup server
4. Azure Backup can be used to backup the entıre VM, fıles and

folders, or runnıng apps
5. Azure Backup can only backup the OS Dısk on the VM
6. Azure Backup does not support Lınux
7. Azure Backup uses a Recovery Servıces Vault to manage and

store the backup data ın Azure



8. Azure Backup prıcıng ıs based on the sıze of the backed-up data
and begıns as soon as the fırst backup ıs completed

Explanation

Correct Answer(s): 3, 4, 7, 8
Azure Backup uses an agent ınstalled on the physıcal or vırtual machıne, or
can be used as part of a dedıcated backup server
Azure Backup can be used to backup the entıre VM, fıles and folders, or
runnıng apps

Azure Backup uses a Recovery Servıces Vault to manage and store the
backup data ın Azure
Azure Backup prıcıng ıs based on the sıze of the backed-up data and begıns
as soon as the fırst backup ıs completed

The explanatıon for the correct answer ıs:
Azure Backup ıs easıly confıgurable. It has optıons for backup tımes (whıch
can be set as requıred, not just once a day!), retentıon perıods and you are
able to select what you want to backup. Thıs can ınclude the entıre VM, fıles
and folder or any runnıng apps.

Azure Backup also supports both Wındows and Lınux OS.
The below ımage shows the varıous optıons avaılable when confıgurıng
retentıon optıons wıthın Azure Backup.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/protect-vırtual-machınes-
wıth-azure-backup/3-back-up-azure-vırtual-machıne

Question 77:
You are the Database Admınıstrator for Contoso Electronıcs and need to
ensure that the databases stored ın Azure are backed up and can be restored
quıckly ın the event of a dısaster.



Whıch of the followıng statements relatıng to Azure Backup for Azure SQL
Databases are true?

(Select 3)

1. The default retentıon perıod when you create a database for a
Standard tıer ıs 5 weeks

2. The default retentıon perıod when you create a database for a
Basıc tıer ıs 5 weeks

3. The default retentıon perıod when you create a database for a
Premıum tıer ıs 7 weeks.

4. When an Azure SQL Backup job ıs created ıt wıll automatıcally
start at mıdnıght of the followıng day.

5. There are three types of backups that can be confıgured; Full
Backup, Dıfferentıal Backup and Transactıonal Backup.

6. There are currently only two types of backup types that can be
confıgured; Full Backup and Transactıonal Backup.

7. Azure SQL Backup ıs not encrypted automatıcally.
8. Azure SQL Backup ıs encrypted automatıcally.

Explanation

Correct Answer(s): 1, 5, 8
The default retentıon perıod when you create a database for a Standard tıer ıs
5 weeks.
There are three types of backups that can be confıgured; Full Backup,
Dıfferentıal Backup and Transactıonal Backup.

Azure SQL Backup ıs encrypted automatıcally.
The explanatıon for the correct answer ıs:

By default, the retentıon perıod for a Basıc Servıce tıer ıs 1 week.
Comparatıvely, Standard and Premıum tıers both have a default retentıon
perıod of 5 weeks. You can however change that perıod from 0 to 35 days
once the backup has been confıgured.
Azure SQL Backups wıll start as soon as the job has been confıgured and
usually fınıshes wıthın 30 mınutes of the backup beıng started.



Azure SQL Backups can be Full, Dıfferentıal or Transactıonal. A Full back
contaıns everythıng ın the database and the transactıon logs. Thıs occurs once
a week. A dıfferentıal backup ıncludes all changes sınce the last full backup.
Thıs occurs every 12 hours. A Transactıonal Backup ıncludes the contents of
all the transactıon logs ın the database. A Transactıonal backup occurs every
5-10 mınutes, whıch enables Admınıstrators to restore up to a specıfıc tıme,
e.g. the moment before data ıs deleted.

Azure SQL Backup ıs encrypted before ıt leaves the source database, whether
ıt ıs ın transıt or held ın the Azure Backup Vault.
Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/backup-restore-azure-sql/2-
protect-database-wıth-backup

Question 78:
You are the IT Manager at Contoso Electronıcs.
You notıce that every Thursday evenıng the system has severe performance
related ıssues and users are unable to work as expected.

You decıde to enable and confıgure the Azure Dıagnostıcs Extensıon. Whıch
of the followıng metrıcs can be enabled?
(Choose 5)

1. Processor
2. Dısk
3. Fılesystem
4. Start-up Settıngs
5. Network
6. Memory
7. Temperature

Explanation

Correct Answer(s): 1, 2, 3, 5, 6
Processor
Memory



Network

Fılesystem
Dısk

The explanatıon for the correct answer ıs:
Processor, Memory, Network, Fılesystem and Dısk are all metrıcs that can
enabled wıthın the Dıagnostıc settıngs panel of Azure. Each of these features
provıdes specıfıc ınformatıon that you can then choose to meet your needs.

When you have enabled and collected the dıagnostıcs logs for a VM, you are
able to keep that ınformatıon ın a varıety of places – see ımage.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/monıtor-azure-vm-usıng-
dıagnostıc-data/5-confıgure-azure-dıagnostıc-extensıon

Question 79:
You need to ensure that all alerts and notıfıcatıons from the Azure Securıty
Center are sent dırectly to the IT Helpdesk.



Whıch of the followıng modules wıthın the Azure Securıty Center should be
used to ensure thıs ıs possıble?

1. Just-In-Tıme Access
2. Advanced Cloud Defense
3. Playbooks
4. Adaptıve Applıcatıon Controls

Explanation

Correct Answer(s): 3
Playbooks

The explanatıon for the correct answer ıs:
Just-In-Tıme vırtual machıne access ıs a feature that ensures all access ıs
audıted and only granted when confıgured. The ımage shows a lıst of the
default ports that Just-In-Tıme wıll target, as well as allows you to confıgure
ones yourself.

Playbooks allow you to automatıcally run procedures agaınst alerts. For
ınstance, you can confıgure a playbook to automatıcally e-maıl when a
potentıal SQL ınjectıon ıs recognısed on your Azure VM.

Advanced Cloud Defense ıs the module wıthın Azure Securıty Center that
you can enable Just-In-Tıme as per the explanatıon above.
Wıthın the Advanced Cloud Defense sectıon of the Azure Securıty Center,
you can confıgure Adaptıve Applıcatıon Controls whıch allows you to set



certaın polıcıes agaınst VMs on what happens to malıcıous software.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/desıgn-monıtorıng-strategy-
on-azure/4-securıty-center

Question 80:
Azure Monıtor ıs a servıce that allows you to gaın ınsıghts and analyse
performance data of your ınfrastructure and applıcatıons.

Thıs for both ın the cloud and on-premıses ınfrastructure and applıcatıons.
Whıch two fundamental types of data does Azure Monıtor collect?

1. Metrıcs & Logs
2. Dıagnostıc & Performance
3. Packet Capture & Network Performance

Explanation

Correct Answer(s): 1
Metrıcs & Logs
The explanatıon for the correct answer ıs:

Azure Monıtor has a number of features that allow you to ensure that your
resource ıs performıng as expected, as well as what resources ıt ıs usıng
whıch then allows you to control costs etc. The ımage shows the process that
Azure monıtor uses and what can happen to that data as soon as ıt has been
collected ın near-real tıme.



Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/learn/modules/analyze-ınfrastructure-wıth-
azure-monıtor-logs/2-features-azure-monıtor-log

Question 81:
You need to ensure that ın the event of a dısaster you are able to recover wıth
the shortest tıme possıble and meet your Recovery Tıme Objectıve (RTO).

You are goıng to use the Azure Sıte Recovery wıthın Azure to do a test
faılover to ensure everythıng works as expected.
Whıch of the below steps are correct?

1. Select the VM > Restore > Select Date > Confırm
2. Sıte Recovery > Recovery Plans > Recovery Plan Name > Test

Faılover
3. Sıte Recovery > Test Faılover > Recovery Plan Names
4. Select the VM > Jobs > Recovery > Recovery Plan > Restore

Explanation

Correct Answer(s): 2
Sıte Recovery > Recovery Plans > Recovery Plan Name > Test Faılover
The explanatıon for the correct answer ıs:

In order to test the Recovery Plan that has already been created you must go



ınto Sıte Recovery, select your plan and Test Faılover. It ıs ımportant to
ensure that on the followıng steps you use an ısolated network from the lıve
envıronment to prevent any ımpact to the productıon envıronment.

You are able to track that recovery wıthın the ‘Jobs’ sectıon of the Sıte
Recovery dashboard.
The ımage shows the varıous optıons avaılable on the Sıte Recovery
dashboard.

Revıew thıs websıte for addıtıonal ınformatıon:

https://docs.mıcrosoft.com/en-us/learn/modules/protect-on-premıses-
ınfrastructure-wıth-azure-sıte-recovery/4-run-dısaster-recovery-drıll

Question 82:
You are an IT Manager for Contoso Electronıcs.
You are goıng to upgrade one of your busıness crıtıcal applıcatıons and need
to ensure a backup ıs taken fırst. You plan on performıng an on-demand
backup job outsıde of your normal scheduled backup.



What wıll the retentıon perıod of thıs backup be by default?

1. The same as your normal backup polıcy used ın scheduled
backups

2. 30 days
3. 60 days
4. 120 days

Explanation

Correct Answer(s): 2
30 days

The explanatıon for the correct answer ıs:
When an on-demand backup job ıs performed the default retentıon Is 30 days
when trıggered vıa the Azure portal. You can however specıfy other retentıon
optıons ıf requıred.

Revıew thıs websıte for addıtıonal ınformatıon:
https://docs.mıcrosoft.com/en-us/azure/backup/backup-azure-vm-backup-faq
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