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1 Data Centers and the Enterprise
Network Architecture and its
Components

Communication networks have long been a critical part of any
organization. Protecting them against risks of all kinds, especially
security risks, is critical to the operation of the organization.
Understanding the structure of data networks will help you
understand network vulnerabilities, where they exist, and where and
how we can protect against them.

This chapter provides a preview of a data network’s structure and
weakness points. We will also describe the hardware, software, and
protocols involved in the network, as well as their potential
vulnerabilities. We will talk about the traditional structure of
enterprise networks and data centers, network components and their
connectivity, and understand the data flows in the network. Finally,
we will explain the evolving software-defined networking
(SDN) and network function virtualization (NFV) technologies
and their impact on data networks, along with the networking and
security considerations of cloud connectivity.

In this chapter, we’re going to cover the following main topics:

Exploring networks and data flows

The data center, core, and user networks
Switching (L2) and routing (L3) topologies

The network perimeter

The data, control, and management planes

SDN and NFV

Cloud connectivity

Types of attacks and where they are implemented
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Exploring networks and data flows

Network architecture is about how the building blocks of the
networks are connected; data flows are about the information that
flows through the network.

Understanding the network architecture will assist us in
understanding the weak points of the network. Data flows can be
manipulated by attackers to steal information from the network. By
diverting them in the attacker's direction, the attacker can watch
information running through the network and steal valuable
information.

To eliminate this from happening, you must understand the
structure of your network and the data that flows through it. A
typical data network is built out of three parts:

e The data center, which holds the organization's servers and
applications.

e The core network, which is the part of the network that is used
to connect all the parts of the network, including the user’s
network, the data centers, remote networks, and the internet.

» The user’s network, which is the part of the network that is
used for the user’s connectivity. The user network is usually
based on the distribution and access networks.

These parts are illustrated in the following diagram:
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Figure 1.1 — Typical enterprise network

In the top-left corner, we can see the main data center, pc-1. The
user’s network is located in the data center site; that is, users-1.1In
the top-right corner, we can see a secondary data center, pc-2, with
a user’s network located on the secondary data center site. The two
data centers are connected to the internet via two firewalls, which are
located in the two data centers.

In the center of the diagram, we can see the Wide Area Network
(WAN) connectivity, which includes the routers that connect to the
service provider’s (SP’s) network and the SP network that
establishes this connectivity.

In the lower part of the diagram, we can see the remote sites that
connect to the center via the SP network.

13



Now, let’s focus on the protocols and technologies that are
implemented on each part of the network.

The data center, core, and user networks

First, let’s see what the areas in the organization’s data network are.
The data center is the network that holds the majority of the
organization's servers. In many cases, as shown in the following
diagram, we have two data centers that work in high availability
mode; that is, if one data center, fails the other one can fully or
partially take its place.

The user networks depend on the size, geographical distribution, and
the number of users in the organization. The core network is the
backbone that connects the users to the data center, remote offices,
and the internet. The distribution switches will be in central
locations in the campus and the access switches are located in
buildings and small areas.

The data center, core, and user networks are illustrated in the
following diagram, which is of a typical mid-sized network:

14
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At the top, we can see the data center switches, when every server
is connected via two cables. This connectivity can be implemented as
port redundancy for redundancy only or link aggregation
(LAG) for redundancy and load sharing. A typical connection is
implemented with two wires, copper or fiber, when heavy-duty
servers on server blades can be connected with 2-4 wires or more.

In the center, we can see the core switches. As the name implies,
they are the center of the network. They connect between the data
center and the user network, and they connect to remote sites, the
internet, and other networks. The connectivity between the core
switches and the data center switches can be implemented in Layer 2
or Layer 3, with or without an overlay technology, as we will see later
in this chapter.
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The user network holds the distribution and access areas. The
access layer holds the switches that connect to the users, while the
distribution layer aggregates access switches. For example, in a
Campus network, there will be a distribution switch for every
building or group of buildings, while the access switches are
connected to the nearest one. Distribution switches are usually
installed in a redundant topology — that is, two switches per site —
when the access switches are connected to both.

In the next section, we will learn about Layer 2 and Layer 3 by
examining the data flow and how data passes through the network.
We will describe various design options and describe the pros and
cons from a security point of view.

Switching (L2) and routing (L3) topologies
In this section, we will talk about the structure of a campus network.

Switching (L2) and routing (L3)

Layer 2 switches are devices that switch packets between ports, while
Layer 3 switches or routers look at the Layer 3 header of the packet
and make routing decisions. This can be seen in the following
diagram.

At the top left, we can see a single LAN switch. We can see that a
frame arrives at the switch. Then, the switch looks at the destination
MAC address, makes a forwarding decision, and forwards the frame
to the destination port; that is, port 3.

At the bottom left, we can see how a frame crosses a network of
switches. The frame enters the left switch, which makes a forwarding
decision and forwards it to port 3. Port 3 is connected to port 1 on
the right switch, which looks at its MAC address and forwards it to
the right switch; that is, port 4. The decision on how to forward the
frames is done locally; that is, the decision is made on every switch
without any connection to the other.
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In routing, as shown to the right of the following diagram, a decision
is made at Layer 3. When a packet enters the router, the router looks
at the Layer 3 destination address, checks if the packet’s destination
is valid in the routing table, and then makes a routing decision and
forwards the packet to the next hop:

§ Switching Routing

i l To NET3

2] Eﬂ]]il Forward to Re
m 213

| H — —]
HONETL NET3 |

I ey S

L1z 13 12 13 NET2
| — 5l w B— ENSW B—
[4] . * Examining: L3 IP address

* Decision: Network = To destination NET3,
forward packet to the next router Rc

* Examining: L2 MAC address
+ Decision: Local 2 When Destination MAC is
X, forward to port 3

Figure 1.3 — The data center, core, and user network
Important Note

In the packets shown in the preceding diagram, D stands for
destination address and S stands for source address. Although
in Ethernet the destination address comes before the source, for
convenience, it is presented in the same order — D and S for
both L2 and L3.

While the basic building blocks of data networks are Layer 2 switches
that the users connect to, we can also use Layer 3 switches in the
higher levels — that is, the distribution, core, or data center level —to
divide the network into different IP networks. Before we move on,
let’s see what Layer 3 switches are.
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The following diagram shows a traditional router to the left and a
Layer 3 switch to the right. In a traditional router, we assign an IP
address to every physical port — that is, 1nt1, Int2, Int3,and 1nt4
— and connect a Layer 2 switch to each when devices, such as PCs in
this example, are connected to the external switch.

In a Layer 3 switch, it is all in the same box. The Layer 3 interfaces
(called Interface VLAN in Cisco) are software interfaces configured
on the switch. VLANSs are configured and an L3 interface is assigned
to each. Then, the external devices are connected to the physical
ports on the switch:

Router L3 Switch

Physical port VLAN on the
on switch switch
Interface
VLAN

Physical LAN
switch

Figure 1.4 — The data center core, and users network

Dividing the network into different IP subnets provides many
advantages: it provides us with more flexibility in the design in that
every department can get an IP subnet with access rights to specific
servers, routing protocols can be implemented, broadcasts do not
cross routers so that only a small part of the network will be harmed,
and many more.

|2 and L3 architectures
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L3 can be implemented everywhere in the network. When we
implement Layer 3 in the core switches, their IP addresses will be the
default gateways of the users; when we implement Layer 3 in the
data center switches, their addresses will be the default gateways of
the servers.

The design considerations for a data network are not in the scope of
this book. However, it is important to understand the structure of the
network to understand where attacks can come from and the
measures to take to achieve a high level of security.

The following diagram shows two common network topologies — L3
on the core and DC switches on the left, and L3 on the DC only on
the right:

L3 on Core and DC Switches ) L3 on DC Switches
- - - - - - - -~ | ; i_ _________________________ |
| | | |
| | : | |
: Servers : VLAN No. 10 ! Servers :
| =° 200 | 10.10.000/16 : = =° 00 |
| — | I = |
| VLAN No. 20 |
: | @ 10.20.0.016 : L ‘ | |
| | | |
| VLAN No. 50 |
: | 10.50.0.0/16 : Dot pc2 |
| I I ----------------------------- I
| VLAN No. 60 A0y 20 GO0 ) 20 ) 50 X & I
| | ED 0 s00.0m8 . —— , i
| | | 1 |
| DCsite #1 : | DC Site #1 |
[coREsite#1 || ||~~~ "~ "7 : [CORESite#1 || |~~~ "~~~ :
: comrel <l COREZ | : CORE1  off- |
| H b | | |
I ; I | |
| | | - |
| | | |
________________________ | Y .
L R I Y L o L e L N Y e ]
| Distribution Distribution | Distribution Distribution
| Site #1 Site #2 | Site #1 Site #2

Figure 1.5 — L2/L3 network topologies
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On the left, we have the following configuration:

e Virtual LANs (VLANSs) configured on the core switches:
VLAN50 and VLANG60 are the user’s VLANs. Each user VLAN
holds several physical ports and one logical L3 Interface — the
Interface VLAN in Cisco terminology. In this example, Interface
VLAN50’s IP address is 10.50.1.1 / 16, while Interface
VLANG60’s IP address is 10.60.1.1/ 16.

 VLANSs configured on the DC switches: VLAN 10 and
VLAN 20 are the server’s VLANs. Each server VLAN holds
several physical ports and one logical L3 Interface — Interface
VLAN. For example, Interface VLAN 10’s IP address is

10.10.1.1 / 16, while Interface VLAN 20’s IP address is
10.10.1.1/16.

e The default gateways of the users in the 10.50.0.0/ 16 and

10.60.0.0 /16 networks are 10.50.1.1 and 10.60.1.1,
respectively.

On the right, we can see a different topology, which is where all the
Interface VLANS are on the DC switches:

o All the VLANSs are configured on the DC switches.

e The core switches are only used as Layer 2 devices.

e The default gateways of both the user’s devices and servers are
on the DC switches.

L2 and L3 architecture data flow

For the data flow, let’s look at the following diagram:
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Figure 1.6 — L2/L3 network topologies
In the left topology, we can see the following;:

» When sending packets from the users to the servers, users on
VLAN 50 or VLAN 60 send packets to the default gateway; that
is, the L3 Interface on the left core switch. From there, packets
are routed to the L3 Interface on the left DC switch and the
server.

» When sending the packets back, the servers on VLAN 10 or
VLAN 20 send packets to the default gateway of 10.10.1.1,
which is on the left DC switch. The packets are routed to the L3
Interface on the left core switch and the user.

In the right topology, we can see the following:
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e The DC switches are the default gateways for the users and the
servers, so packets from both are sent to the DC switches and
routed internally in them.

L2 and L3 architecture data flow with redundancy

Now, let’s see how packets flow through the network. This example is
for the case when the user’s L3 Interfaces are on the core switches.

In the following diagram, a PC with an address of 10.60.10.10/ 16 is
sending information to the server on 10.20.1.100/ 16. Let’s look at
the main and redundant flows:

S1:
10.20.1.100/16

10.20.1.2/16

E 10.20.1.3/16
VLAN J

.-.-YI.P:I].{D.A.A. ,,,,, Y. i /7 VIP: 10.20.1.1
: )! | y ,
[N | D'B

=

/

.
o g | R P 5 |

-%D

N

Physical Port }—/ DC-SW-1 DCSW2
CORE-SW-1 (b) CORE-SW-2

EDDO O

=
'. -------------- c
10.60.1.2/16

! VIP: 10.60.1.1
' Q Interface VLAN: 10.10.1.1-2-3/16

© Interface VLAN: 10.20.1.1-2-3/16

Redundant flow
------------------ »  (© Interface VLAN: 10.50.1.1-2-3/16
Main flow » (O Interface VLAN: 10.60.1.1-2-3/16

Figure 1-7 — Data flowing through the network

10.60.10.10/16

In a network under regular conditions — that is, when all the network
components are functioning — the data flow will be as follows:
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 When PC2 sends packets to a server, they go to its default
gateway (1); thatis, 10.60.1.1 on the lower left core switch.

e From 10.60.1.1, the packets are forwarded to 10.20.1.1 on the
top left DC switch (2).

e From 10.60.1.1, packets are forwarded to the upper server;
thatis, 10.60.100/ 16 (3).

When a failure occurs, as in the example in Figure 1.4, when the left
DC switch (DC-SW-1) fails, the following happens:

e The MAC address of the S1 server is now learned on the DC
switch on the right (DC-SW-2), and from there it will be learned
on the core switch on the right (CORE-SW-2).

e Packets that are sent from PCz2 to the server will be forwarded to
the core switch on the right (a).

e The core switch on the right forwards the packets to the next
hop (b), which is the DC switch on the right (DC-SW-2).

e The DC switch on the right forwards the packets to the server

(o).
L2 and L3 topologies with firewalls

A common practice in network design is to add firewalls to two
locations of the enterprise network — data center firewalls and core
firewalls. Data center firewalls are more common and are used to
protect the data center, while the ore firewalls protect different users
and areas in the network. A typical network is illustrated in the
following diagram:
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Figure 1.8 — The data center, core, and users network (with FWs)
In this case, we have firewalls with the following functionality:

o Data center firewalls: These are firewalls that protect the
data center. On these firewalls, we will usually have packet
filtering, stateful inspection, intrusion detection, and
application filtering.

Important Note

Packet filtering is a term that refers to filtering packets
according to Layer 3 (IP) and Layer 4 (TCP/UDP)
information. Stateful inspection is a mechanism that
watches the direction of traffic crossing the firewall and
allows traffic to be forward in the direction where the
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session started. Intrusion prevention is a mechanism that
protects against intrusion attempts to the network.
Application filtering is a mechanism that works on Layer 77
and filters sessions based on the application and its content.
Further discussions on these mechanisms and others, as
well as how to use them and harden them, will be provided
later in this book.

» Core firewalls: These are used to protect different areas of the
network, such as different departments, different companies on
the same campus, and so on.

The data flow in a firewall-protected network is as follows:
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FW1 1/' S — | NN
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Figure 1.9 — Data flowing through the network (with FWs)
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Data can flow in several directions, with several levels of protection:

e In the first example, PC2, which has an address of 10.60.10.10,
sends data to its default gateway; that is, the IP interface on its
VLAN (1). From there, packets are routed to the DC firewall
(FW1) at the top-left (2) and the required server (3).

e A second option is when PC4, which is on the right, sends
packets to the server. This happens when the packets go through
the first level of security — core firewall FW4. Packets from the
PC are sent to the default gateway; that is, the IP interface of the
VLAN (a). From there, they are routed to the core firewall
(FW4) (b), the DC FW (FW2) (c), and the required server (d).

e There are many other options here, including routing packets
from the users through the core FW to external networks,
routing packets between users through the core FWs, and so on.

L2 and L3 topologies with overlays

When building a traditional enterprise network, the network
structure ensures one thing: that packets are forwarded from the
source to the destination as fast as possible.

Important Note

As fast as possible, in terms of a data network, can be achieved
with four parameters: bandwidth, delay, jitter, and packet
loss. Bandwidth is defined as the number of bits per second that
the network can provide. Delay is the round-trip time (RTT)
in seconds that will take a packet to get to the destination and
the response to arrive back to the sender. Jitter is defined as
variations in delay and measured in percent. Packet loss is the
percent of packets that were lost in the transmission. Different
applications require different parameters — some require high
bandwidth; others are sensitive to delay and jitter, while some
are sensitive to packet loss. A network attack on a
communications line can cause degradation in the performance
of one or all these parameters.
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Overlay technologies provide additional functionality to the
network, in a way that we establish a virtual network(s) over physical
ones. In this case, the physical network is referred to as the underlay
network, while the virtual network is referred to as the overlay
network, as illustrated in the following diagram:

External Header Internal Header

Figure 1.10 — Underlay/overlay network architecture

Here, we can see a standard network that is made up of routers with
connectivity between them. The overlay network is made up of end-
to-end tunnels that create a virtual network over the real one.

There are various overlay technologies, such as VXLAN, EVPN, and
others. The principle is that the packets from the external network
that are forwarded through the overlaid tunnels are encapsulated in
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the underlying packets, forwarded to the destination, and de-
capsulated when exiting to the destination.

Since bits are eventually forwarded through the wires, attacks on
both the underlay network and the overlay connectivity can influence
and cause downtimes to the network.

Now that we’ve talked about the organization network, let's talk
about connectivity to the world; that is, the perimeter.

The network perimeter

The network perimeter is the boundary between the private locally
managed enterprise network and public networks such as the
internet.

A network perimeter, as shown in the following diagram, includes
firewalls, Intrusion Detection and Prevention Systems
(IDPSes), application-aware software, and sandboxes to prevent
malware from being forwarded to the internal network:
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Figure 1.11 — The perimeter architecture

There are three zones on the perimeter which act as the boundaries
between the organization’s private network and the internet:

e Internal Zone: This is the area that is used for organizing
users and servers. It is also referred to as the trusted zone. This
is the zone with the highest level of security. No access is
allowed from the external zones to the internal zone and all
access, if any, should be through the DMZ.

e Demilitarized Zone (DMZ): This is the area that users from
the internet can access, under restrictions. Here will be, for
example, mail relays, which receive emails from external servers
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and forward them to the internal server on the SZ, as well as
websites and proxies, which act as mediation devices for
controlling access to important servers, and others.

e External zone: This is the connection to external networks,
such as Internet Service Providers (ISPs) end other
external connections.

Usually, the architecture is more complex; there can be several DMZs
for several purposes, several SZs for different departments in the
organization, and so on. The firewall's cluster may also be distributed
when each firewall is in a different location, and there can be more
than two firewalls.

In the Zero-Trust architecture, created by John Kindervag from
Forrester Research, we talk about deeper segmentation of the
network, which is when we identify a protected surface made from
the network’s critical data, assets, applications, and services
(DAAS), and designing the firewall topology and defenses according
to it. In this architecture, we talk about the trusted area, which is for
users and servers, the untrusted area, which is for external
connections such as the internet, and the public areas, which is for
frontend devices and services that are being accessed from the
external world.

Additional software can be implemented in the perimeter: intrusion
detection and prevention systems, sandboxes that run suspicious
software that’s been downloaded from the internet, web and mail
filters, and others. These can be implemented as software on the
firewall or as external devices.

Attacks from the perimeter are common. There will be malicious
websites, emails with malicious attachments, intrusion attempts, and
many others.

Data networks attacks can focus on the network itself or network

components. Now that we’ve talked about the network topology, let’s
learn how the network components are built.
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The data, control, and management planes

Network devices perform three different operations:

e Process and forward the data in transit. This is referred to as the

data plane.
o Make forwarding decisions; that is, where to forward the data.
This is referred to as the control plane.
e Enable the administrator, or the management system, to give
commands and read information from the device. This is
referred to as the management plane.

The following diagram shows how these three planes function:
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Figure 1.12 — The data, control, and management planes

Here, we can see the objectives of the data, control, and management

planes.
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The data plane

The data plane is responsible for forwarding information. It
receives instructions from the control plane, such as routing tables,
and forward packets from port to port. The forwarding tables can
learn from various control plane functions. For example, several
routing protocols can run in the control plane, while the result of
them will be a single routing table in the control plane that is
translated into a single forwarding table on the data plane.

The data plane is responsible for processing and delivering packets,
so it is implemented on network interfaces and device CPUs.

Attacks on the forwarding table can be achieved by overloading the
network — link flooding attacks and Distributed Denial of
Service (DDoS) attacks load the network.

The control plane

The control plane is where we determine how data should be
forwarded in the data plane. The control plane includes routing
protocols that exchange information between routers, multicast
protocols, Quality of Service (QoS) protocols, and any other
protocol that the network devices use to exchange information and
make forwarding decisions. These protocols are running in the
control plane, and their result is a forwarding table that is built in the
data plane.

The control plane is part of the network device software, and it runs
in the device’s CPU.

Several types of attacks can be performed on the control plane. Some
of them simply try to load the device resources (such as CPU and
memory), while others try to confuse the protocols running on the
device — to send fake routing updates and try to divert traffic, to
flood device ARP caches so that packets will be forwarded in the
wrong direction, and so on.
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The management plane

The management plane is responsible for interacting with the
network device, whether these are interactions with the management
system via protocols such as SNMP or Netflow, REST APIs, or any
other method that the device can work with or via human
interactions via a command-line interface (CLI), web interface,
or a dedicated client.

The management plane is implemented entirely by software. Attacks
on the management plane mostly try to break into the network
device to log in, by human or by machine, and make settings in
violation of the enterprise policy with the intent to disrupt or break
into network activity.

Now that we’ve talked about network devices and their structure,
let’s talk about the new designs in data networks; that is, SDN and
NFV.

SDN and NFV

SDN and NFV are technologies from the early 2010s that virtualize
network operations. While SDN is a technology that came from the
enterprise network and data centers, NFV came from the network
service provider (NSP) world. Let’s see what they are and the
security hazards for networks that implement them.

Software-defined networking (SDN)

SDN separates the data plane from the control plane, creating
software-programmable network infrastructure that can be manually
and automatically adapted to application requirements.

While in traditional networks, network devices exchange information
between them, learn the network topology, and forward packets, in
SDN, the switches are simple devices that forward according to
commands they receive from the network controller.
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Let’s take, for example, a network of routers. The following happens
in traditional networks:

e In the control plane: Routing protocols exchange routing
information between them, check restrictions such as access
control lists (ACLs) and QoS requirements, and fill in the
routing tables.

e In the data plane: From the routing tables, they build the
forwarding tables. Then, when a packet enters the router, the
router will forward it according to the forwarding tables.

The following diagram shows an example of an SDN network:

SDN Orchetrator

Applications

Northbound
'y
@bj Controller Control Layer
Southbound Data Layer
_—--_‘__-___-- =
) /SDN-EnabIed B
\ Switches /
SDN SDN SDN
Domain Domain Domain

Figure 1.13 — Software-defined networking (SDN)

In this network, we have a central controller, which is the network’s
brain. This controller acts as the control plane for the entire
network. When a new session is opened and packets are sent through
the network, every switch receiving the first packet will send a
request to the controller, asking how to forward it. Upon receiving
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the response, the switches will store it in their forwarding table.
From now on, every packet will be forwarded according to it. This is
done through the southbound interface using protocols such as
OpenFlow or Netconf. Connections from the controller to the
switches are established over the transport control protocol
(TCP), preferably with transport layer security (TLS).

On the northbound interface, the controller sends and receives
information to and from SDN applications via standard APIs such as
RESTTfull. SDN applications can be applications that implement
network functionalities such as routers, firewalls, load balancers, or
any other network functionality. An example of an SDN application
is a Software-Defined — Wide Area Network (SD-WAN),
which provides connectivity between remote sites over private and
internet lines.

An SDN domain is all the devices under the same SDN
controller. A network orchestrator is used to control multiple SDN
domains. For example, when enterprise LANs are connected through
a private SD-WAN service, there will be three controllers — two
controllers for the two LANs and one controller for the SD-WAN.
The orchestrator controls its end-to-end connectivity.

Several security breaches can be used on an SDN network:

e Attacks on the connections between the controller and the SDN
switches that are implemented over a standard TCP connection
with standard port numbers.

o Attacks on network controllers and orchestrators.

» Attacks on data plane switches.

Later in this book, we will discuss these risks in more detail.

Network function virtualization (NFV)

NFV takes the concept of computing virtualization to the networking
world. The concept is that instead of using dedicated hardware for
every networking function, we use standard off the shelf (OTS)
hardware, along with standard virtual machines (VMs), when the
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network functions are software running on these VMs. First, let’s
have a look at the platforms that host these applications:

App App
0s 0s 0s
App App VM VM VM
App App em—— Dependencies
0s 0s 0s :
05 Hypervisor
Container Container Container VM VM VM
oS Hypervisor 0sS
Hardware Hardware Hardware
. . Type 1 Hypervisor Type 2 Hypervisor
Linux Containers .
(Bare Metal Hypervisor) (Hosted Hypervisor)

Figure 1.14 — VMs and Hypervisors

The preceding diagram shows how the networking applications are
installed. In the case of Linux containers, the virtual machines are
implemented as Linux containers, while the applications are
installed on the contains, together or separately.

A Type 1 Hypervisor is installed directly over the hardware. Here, we
can find the most common Hypervisors, such as VMWare ESX/ESXij,
Microsoft Hyper-V, and Citrix XenServer.

A Type 2 Hypervisor is installed over the host operating system.
Here, we can find PC-based Hypervisors such as VMWare
workstations, Microsoft Virtual PC, and Oracle Virtual Box.
Important Note
A VM is an emulation of a computer system that provides the

functionality of a physical computer. A Hypervisor is a piece of
software that runs the VMs. There are two types of hypervisors —
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Type 1, which runs directly over the system hardware, and Type
2, which runs over the host operating system. The first
Hypervisor was developed in the 1960s by IBM, iVMWare ESX
(later ESXi) came out in 1999, XEN from Citrix came out in
2003, and a year later, Hyper-V from Microsoft came out. In the
Linux world, it started with traditional UNIX platforms such as
Sun-Solaris before coming out as Linux KVMs and Dockers. The
purpose of all of them is simple — to effectively carry many
applications over different OSes that run independently over the
same hardware.

Linux containers dominate the networking market in NFV. These can
be routers, switches, firewalls, security devices, and other
applications in the data center network. They can be also cellular
network components that are installed on the same hardware. The
NFV model is shown in the following diagram:
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and Orchestration (MANQO)
Orchestration
OSS/BSS p---- Network Service
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0 o o o o VNF
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(NFVI) , Computing Storage Network e
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femmeniiiil e | W - -E (VIM)
Hardware Computing Storage Network :
Resources . Hardware Hardware Hardware

Figure 1.15 — Network function virtualization (NFV)
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The NFV architecture is comprised of the following:

Computing hardware, including computing and storage
resources.

Virtual resources; that is, the resources that are allocated to the
VMs.

VNFs, which are the VMs and the applications installed on them
— routers, firewalls, core cellular components, and other
network functionalities.

Element managers (EMs), which manage the network’s
functionality.

NFV management and orchestration (MANO), along with
operations support systems (OSSes) and business
support systems (BSSes).

When considering NFV application security hazards, we should
consider potential attacks on the entire software stack, from the
operating system to Hypervisor, the VMs, and the applications.

SDN and NFV are about taking the transitions from hardware-based
areas to virtual networks. Now, let’s take this one step forward by
going to the cloud and seeing how we can implement the network in

it.

Cloud connectivity

There are various types of cloud services. The major ones are
illustrated in the following diagram:
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Figure 1.16 — Cloud-based services

Let’s look at the cloud computing services mentioned in the
preceding diagram in detail:

o Infrastructure as a Service (IaaS): These are cloud services
that provide us with the hardware and VMs needed to run their
environments. We only need to install, configure, and maintain
operating systems, applications, data, and user access
management with it.

e Platform as a Service (PaaS): These are cloud services that
provide the platform — that is, the hardware and the operating
system — so that the user can install its applications directly.

o Software as a Service (SaaS): These are cloud services that
provide us with the necessary software so that we can connect to
the software and work with it.

Now that we’ve covered the network structure and topologies,
network virtualization and how it is implemented, and the different

cloud service types and how we connect to the cloud, let’s talk about
the risks and what can go wrong in each part.

Type of attacks and where they are implemented
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Now that we’ve learned about network structures and connectivity,
let’s have a look at potential threats, types of attacks, and their
potential causes. Let’s look at the following diagram and see what
can go wrong;:

.................................
_ Internet _J i

Datacenter

Network
Wide Area Network
Connectivity to Remote Sites
e L — - .

Remote
Sites

A

Risks can be categorized as follows:

o Threats that cause downtime to the entire IT environment or
part of it. Here, the damage is in the unavailability of IT
resources to the organization. Damages here can start from
relatively minor issues such as loss of working hours, but it can
be also critical to organizations that depend on the network, and
loss of computing resources can cause unrecoverable damages.

e Threats that cause damage to organization data. Here, we have
risks involving the destruction or theft of the organization’s
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data. This depends on the organization — in some cases, both are
critical, in other cases, only one of them is, and in some cases,
neither.

Various types of attacks can cause unavailability, while other types
can damage the data. In the next section, we will look at a critical
point in any organization’s IT environment and what the results of
such an attack are.

Attacks on the internet

Let’s start with the internet. Every once in a while, we hear that “A
third of the internet is under attack” (Science Daily, November 1,
2017), “China systematically hijacks internet traffic“ (ITnews,
October 26, 2018), “Russian Telco Hijacked Internet Traffic of
Major Networks - Accident or Malicious Action?” (Security Week,
April 7, 2020), “Russian telco hijacks internet traffic for Google,
AWS, Cloudflare, and others. Ros Telecom involved in BGP
hijacking incident this week impacting more than 200 CDNs and
cloud providers.” (ZDNet, April 5, 2020) and many more.

What is it? How does it work? Attacks on the internet network itself
are usually attacks that deny or slow down access to the internet, and
attacks that divert traffic so that it will get to the destination through
the attacker network or don’t get there at all.

In the first case, when the attacker tries to prevent users from using
the internet, they will usually be DoS and DDoS types of attacks.

Important Note

DDoS attacks are a very wide range of attacks that intend to
prevent users from using a service. A service can be a network, a
server that provides several services, or a specific service. A
DDoS targeting the network can be, for example, a worm that
generates traffic that blocks communication lines, or sessions
that are generated for attacking the routers that forward the
traffic. A DDoS targeting a specific server can be, for example,
loading the server interfaces with a huge amount of TCP
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sessions. A DDoS targeting a specific service can be traffic
generated to a specific TCP port(s) of the service itself.

DDoS attacks on the internet can be, for example, generating traffic
to specific IP destinations, both from devices controlled by the

attackers (referred to as direct attackers) and from third-party

servers that are involuntarily used to reflect attack traffic (referred to
as reflection attackers).

Another type of attack that can be performed on the internet is
diverting traffic from its destination. This type of attack involves
making changes to the internet routers so that traffic is diverted
through the attacker network, as shown in the following diagram:

A1 A2

c1 c2

CaF

Bob
Region A Region C

c3 C4

Figure 1.18 — Traffic diversion

Here, we can see traffic being sent from Alice to Bob being diverted
through Trudy’s network. Normally, when Alice sends traffic to Bob,
it will go through region A to region B and get to Bob. Under the
attack, Trudy configures the routers in region B to pull the traffic in
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their direction, so that traffic from router A4 will be sent to B1.
Inside region B, traffic will be forwarded to the point where it can be
recorded and copied, and then it will be sent to router C3 in region C
on the way to the destination.

Important Note

Bob, Alice, and Trudy (from the word intruder) are the common
names of fictional characters commonly used for cyber security
illustrations. Here, Bob and Alice are used as placeholders for
the good guys that exchange information, while Trudy is used as
a placeholder for the bad guy that tries to block, intrude,
damage, or steal the data that’s sent between Bob and Alice

To divert the data that should be forward from A4 to C3 so that it can
be sent to B1 in area B, router B1 must tell router A4 that it has a
higher priority so that router A4 will see that the best route to the
destination is through B1 and not through C3. In the case of the
internet, it is configured in the Border Gateway Protocol (BGP),
which we will look at in more detail in Chapter 13, Attacking
Routing Protocols.

The traffic in this example is forwarded in two directions. I used an
example with single-direction traffic for simplicity.

Attacks from the internet targeting the organization network

Attacks from the internet can be of various types. They can be
intrusion attempts, DDoS, scanning, and more. Let’s look at some
examples.

Intrusions attempts are discovered and blocked by identifying
anomalies or well-known patterns. An anomaly is, for example, a
sudden increase in traffic to or from an unknown source, while an
intrusion pattern is, for example, port scanning. Further discussion
on traffic suspicious patterns will be provided in Chapter 6,
Discovering Network-Based Attacks and Tools.
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A nice website called Digital Attack Types provides a daily DDoS
attacks world map. It can be found at

https://www.digitalattackmap.com/#anim=1&color=0&country=AL
L&list=0&time=18419&view=map.

Attacks on firewalls

Attacks on firewalls usually take place when the attacker tries to
penetrate the network. Penetrating the network can be done in
several ways. It can be done by scanning the firewall to look for
security breaches, such as ports that were left open so that we can
open a connection through them to the internal network. Another
method is to crash the firewall services so that it will only continue to
work as a router. We can also generate user login attempts to log into
the firewall as a VPN client and break into the secured network.

Another component we need to protect is the firewall management
console. When the console is installed on an external device, make
sure it is hidden from the internet and protected with strong
passwords.

Attacks on servers

When attacking the organization’s servers, the risk is to the
organization's data, and sometimes, this is the most dangerous risk.
In this book, we will talk about threats to networks and network
services and how to secure them.

There are various types of attacks that can be carried on organization
servers. Attacks can be on the availability of the servers, on the
services that run on them, or their information. The following are
some of the risks to servers:

 Risks to servers and software such as HTTP, mail, IP, telephony,
file servers, databases, and other attacks. This will be covered in
the third part of this book.

 Risks involving DDoS targeting servers to prevent users from
accessing them.
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 Risks involving breaking into servers to try to steal or destroy
the information running on them.
e Risks involving impersonating users and data disruption.

Risks to network applications, services, and servers will be discussed
in the third part of this book.

Attacks on local area networks (LANS)

Attacks on the organization’s LANs can be implemented in several
ways, but the intruder must be inside the LAN or break into the LAN
from an external network.

The attacks here can be of several types:

» Attacks network devices, as described in Chapter 7, Attacks on
Network Devices and their Mechanisms, such as attacks on
LAN switches and CPUs to cause them to drop packets and get
to the point of inactivity.

 Attacks on network protocols, as described in Chapter 6,
Network-Based Attacks and Tools, and Chapter 7, Attacks on
Network Devices and their Mechanisms, such as attacks on
Spanning Tree Protocol (STP), attacks on ARP caches, and
many others.

» Another category of attacks is eavesdropping and information
theft. These types of attacks will be described in Chapter 8,
Network Traffic Analysis and Eavesdropping.

Attacks on network routers and routing protocols

Attack on routers and routing protocols target the routers and the
interactions between them. The following are some attacks that can
be performed on routers networks:

e Attacks on the router’s hardware and software, as described in
Chapter 7, Attacks on Network Devices and Their Mechanisms.

 Attacks on routing protocols, misleading the routers to stop
forwarding packets or sending packets in the wrong direction.
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 Attacks on protocols that are not routing protocols that come to
serve other purposes such as Hot Standby Routing Protocol
(HSRP)/Virtual Router Redundancy Protocol (VRRP),
multicast protocols, and so on.

e Another common attack to be carried out on routers and Wide
Area Networks (WAN) is DDoS, where, by flooding the
communication lines, the attacker can prevent users from using
the network.

We will learn how router networks can be jeopardized and how they
can be protected in Chapter 12, Routing Protocols Breaches, How to
Attack, and How to Protect.

Attacks on wireless networks

Attacking wireless networks and protecting against these attacks,
with an emphasis on Wi-Fi networks that are based on 802.11
standardization, is a major challenge both for the attackers and the
organizations that protect against them.

There are several lines of protection here that will be described in
Chapter 11, Wireless Networks Security, which consists of several
principles:

1. Authenticate users with strong authentication when accessing
the organization's Wi-Fi.

2. Encrypt the information that’s sent over the air between users
and access points.

3. Don’t trust Steps 1 and 2 and connect the wireless networks
through a firewall.

This is a simple set of rules regarding how to protect wireless
networks, but if you forget one of them, the whole chain will be
broken.

As a rule, when you send something in the air, it can be heard, and
when you invite guests to your network, make sure they stay guests
so that if you have a guest network(s), you can isolate them
completely from the organization network.
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Summary

In this chapter, we talked about network architecture and the
structure of an organization’s network. We talked about the data
center, which holds the organization’s network, the user network,
which the users connect to, and the core network, which connects
everything. We also talked about the perimeter, which is the
connection from the organization to the world.

Then, we talked about network virtualization in SDN and NFV, the
advantages of these networks and their risks, and cloud services and
how to connect to them.

After that, we talked about the risks that can occur at every point;
risks can come from attacks coming from the internet, from attacks
on the organization's servers, attacks on network devices, and attacks
on and from the wireless networks.

In the next chapter, we will talk about the network protocols that
implement the topologies we talked about in this chapter, where they
are implemented, and the potential risks of each.

Questions

Answer the following questions to test your knowledge of this
chapter:

1. What is the core network?
A. The network that connects the servers to the internet
B. The center of the network that connects the data center(s)
and the user networks
C. A general term for an enterprise network
D. The network between the users and the internet
2. In Figure 1.5, on the left, we can see a typical network topology.
In this network, assuming they are on the same IP subnet, when
PC1 pings PCs, the packets are forwarded through which of the
following?
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A. Access switch ACC1, distribution switch DIST1, core
switches CORE1 and CORE2, data center switches DC1 and
DC2, distribution switch DIST2, and access switch ACC4.

B. Access switch ACC1, distribution switch DIST1, core
switches CORE1 and CORE2, distribution switch DIST2,
and access switch ACC4.

C. Answers (a) and (b) can be correct, depending on the
routing configuration.

D. Answers (a) and (b) can be correct, depending on the HSRP
configuration.

. In the same figure (Figure 1.5) on the left, PC1 pings PC4. The

packets will go through which of the following?

A. ACC1, DIST1, CORE1, DIST2, and ACC3

B. ACC1, DIST1, CORE2, DIST2, and ACC3

C. ACC1, DIST1, CORE1, CORE2, DIST2, and ACC3

D. ACC1, DIST1, CORE1, DC1, DC2, CORE2, DIST2, and ACC3

. Assuming PC1 is in VLAN50 and PC2 is in VLAN60, pings are

sent from PC1 to PC2. Routing will be performed on which of the

following?

A. The left network is on CORE1 and the right network is on
DC1.

B. The left network is on CORE1 or CORE2, and the right
network is on DC1 or DC2, depending on the routing
protocol configuration.

C. The left network is on CORE1 and the right network is on
DC2.

D. The left network is on CORE1 or CORE2, and the right
network is on DC1 or DC2, depending on HSRP
configuration.

. In Figure 1.8, on the left, the packets from PC4 that are sent to

the servers will be forwarded through which of the following?

A. ACC3, DIST2, CORE2, and DC2

B. ACC3, DIST2, CORE2, FW2, DC2, and FW1

C. ACC3, DIST2, CORE2, FW2, and DC2

D. Any of the above, depending on the routing configuration.

. Which of the following is a characteristic of attacks that target

the data plane?

A. Changing routing tables to divert packets in the attacker’s
direction
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B. Flooding the network to stop users from using it
C. Taking control of the device’s console to change its
configuration
D. All the above
7. Which of the following is a characteristic of attacks that target
the control plane?
A. Changing routing tables to divert packets in the attacker’s
direction
B. Flooding the network to stop users from using it
C. Taking control of the device’s console to change its
configuration
D. All the above
8. What are DDoS attacks?
A. Attacks that prevent access to the network
B. Attacks that prevent access from network servers

C. Attacks that prevent access from network services
D. All of the above

Answers

1. (B)
2. (B)
3. (C)
4. (D)
5. (D)
6. (B)
7. (A)
8. (D)
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2 Network Protocol Structures and
Operations

In Chapter 1, Data Centers and Enterprise Network Architectures
and Components, we discussed network architectures and how an
organization network is built. In this chapter, we will take a look at
the protocols that work in the network, and we will examine the
vulnerabilities and potential risks of each of them.

In this chapter, we will cover network protocols and the risks of not
properly securing each one of them. Additionally, we will examine
the potential risks, while, in the later protocol chapters, we will
explore how to attack and how to protect against them.

We will begin with the Open Systems Interconnection
Reference Model (OSI-RM) and data flow through the network.
Then, we will go through each of the layers, from layer 2 to the
application layers, exploring the protocol structures and potential
risks for each layer and protocol.

In this chapter, we're going to focus on the following main topics:

Data network protocols and data structures

Layer 2 protocols — STP, VLANS, and security methods
Layer 3 protocols — IP and ARP

Routers and routing protocols

Layer 4 protocols — UDP, TCP, and QUIC/GQUIC
Encapsulation protocols and methods

Data network protocols and data structures

A data network's purpose is to forward packets of information from
end to end, as fast as possible. Several communication architectures
emerged in the 1970s that described the requirements for a
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communications network. Among them were the OSI-RM from the
International Standards Organization (ISO) and TCP/IP from
the USA Department of Defense (DoD). While the first one — the
OSI-RM - became a theoretical architecture used mostly for training
purposes, in the last 25 years or so, the TCP/IP model became the
sole architecture used for data networks.

Take a look at these two architectures in the following diagram. Note
that, practically, they are relatively similar. While the OSI-RM
describes the requirements for a data network in seven layers, the
TCP/IP architecture describes it in four. However, the requirements
are the same. Let's take a closer look:

OSI-RM TCP/IP
Architetcure Architetcure

Application Layer

Application L 3
EEE tlsaE,ﬁ,nszers -1 Presentation Layer Process Layer

Session Layer

Transport Layer Transport Layer
End to End Layers P y ; .
End to End NEs
Network Layer Network Layer
>
Datalink Layer
Point to Point Layers | Interface Layer

Directly Attached NEs Physical Layer

Layers 1 and 2 in the OSI-RM, just like the Interface layer in the
TCP/IP model, are the layers that connect between directly attached
Network Elements (NEs). For example, it can be a PC that is
directly attached to a routers, or a router that is directly attached to
another router, as we se ein figure 2-2.

Layers 3 and 4, just like the corresponding layers in the TCP/IP
model, are responsible for the delivery of information from end to
end. Here, we have an IP in layer 3, and then we have TCP/UDP,
which are the most common protocols for layer 4.
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Layers 5, 6, and 7, just like the Process layer in the TCP/IP model,
are the communications application, for example, HTTP, mail
protocols, Session Initiation Protocol (SIP), Domain Name
Service (DNS), and more.

In the following diagram, you can view the objectives of each of the
layers along with the typical protocols for each:

L5/6/7 (HTTP, DNS, VoIP, Mail...)

L4 (TCP/UDP)

A
\A

Directly Directly | i Directly
i Attached NEs Attached NEs : ' Attached NEs i

End to End NEs

Figure 2.2 — The functionality of the OSI-RM/TCPIP layers

Layer 1, the Physical Layer, is responsible for physical
connectivity; this includes cables, connectors, frequencies,
modulation techniques, and more. Here, we have copper wires or
optical fibers, various modulation techniques in cellular and wireless
communications, and optical over-the-air transmissions.

Layer 2, the Datalink Layer, is responsible for the connectivity
between directly attached NEs. Layer 2 protocols define the frame
structure and the way frames are sent to the channel. In the
preceding example, this is between the PC on the left and the router,
between the routers, and between the router on the right to the
server. Here, the main protocol that was used in the last decades in
Ethernet, both for enterprise, datacenters and carriers networks.
Other common protocols include Synchronous Digital
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Hierarchy (SDH) in the European version, Synchronous
Optical Network (SONet) in the North American version, and
Optical Transport Network (OTN) that was used in large-scale
provider networks.

Layer 3, the Network Layer, is responsible for the delivery of
packets from end-to-end NEs, through the network, such as from the
PC to the server. Here, we have the Internet Protocol (IP) that
defines the packet structure and an addressing method, along with
routing protocols that are responsible for learning the network
architecture and the path in which packets are forwarded through it.

Layer 4, the Transport Layer, is responsible for the delivery of
segments from the source application or source process to the
destination application or application process. Here, we have
application codes or port numbers, which, together with the layer-3
address, establish a socket that is the endpoint of the application.
While the layer 3 packet takes the packet from the source IP to the
destination IP address, layer 4 will take the information from the
packet and forward it to the end application.

Layers 5 to 7, the Session, Presentation, and Applications
layers in the OSI-RM or the Process layer in the TCP/IP architecture,
make up the application itself, for example, HTTP, DNS, and
thousands of other well-known or proprietary applications.

In the following diagram, you can view how data is delivered

between processes in the end node and how they are sent to the
network:
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Server

Layers 1-2

Figure 2.3 — Interprocess communications

In the preceding diagram, you can see what happens when a client
opens an HTTP session with the server. On the left, we have the
client that browses a web server from the server on the right.

When the user on the client on the left opens web browser (marked 1
in Figure 2.3), the HTTP client initiates a request to the server and
sends it to the TCP process (2) on the client. The TCP process adds
the TCP information to HTTP, that is, the process code (port
number) and the destination port number, which is code so for the
HTTP server, and forwards it to the IP process (3). The IP process
adds the IP address of the client and the IP address of the server.
Then, it forwards the packet to the Network Interface Card
(NIC), that is, the network adapter (4). The NIC adds the Media
Access Control (MAC) address and sends the frame to the NIC on
the destination (5). Inside the destination, which is the server, the
NIC notes in the arriving frame that it contains IP information and
forwards it to the IP process (6). The IP process looks inside the
packet and sees that the higher layer protocol is TCP, and forwards it
to TCP (7). TCP looks at the header and sees code so, which
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indicates that the higher layer protocol is HTTP, and forwards it to
the HTTP server process (8). In the following diagram, you can view
how information is encapsulated between the layers:

Header Payload Layer 5-6- 7
Header Payload Layer 4
Header Payload Layer 3
Header Payload Layer 2

Figure 2.4 — The packet structure

The header in every layer carries various pieces of information,
including MAC addresses in layer 2, IP addresses in layer 3, and port
numbers in layer 4. The principle is that every layer on the sending
side adds the code of the process in the layer it comes from, and on
the receiving side, each layer looks at this code and, depending on
this code, forwards the information to the higher layer. In the
previous example, the HTTP client adds a process ID (a random
number >1023, as explained later in this chapter), TCP adds code ¢
for TCP, and the IP adds code oxosoo for the IP. On the receiver
side, the NIC sees code 0x0800 and forwards the information to the
IP process. The IP sees code ¢ and forwards the information to the
TCP process, and TCP sees code 8o and forwards the information to
the HTTP server.

Important note
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The formal name for the units of information carried over the
network is Protocol Data Unit (PDU). We refer to them as
Frame in layer 2, Packet in layer 3, and Segment in layer 4.
Therefore, we can say, for example, Ethernet frames, IP packets,
and TCP segments. There is some confusion between the terms,
and sometimes, you will see the term packet or message used
for layer 4, or the term packet used for layer 2.

In the following diagram, you can see what happens with messages
in every layer when an HTTP request is sent from the client to the
server over the network. Additionally, in the diagram that follows it,
you will see a typical packet structure that has been captured by
Wireshark from the network:

LAN WAN LAN

|

i

<§

R
I

HTTP HTTP

Request

HTTP
L5-6-7 Request Payload Payload Payload

Request

L4

L3

L2

L1

TCP Port

Payload

TCP Port

Payload

Numbers

Numbers

1P

Payload

i
Addresses

Payload

Addresses

MAC
Addresses

Payload

MAC
Addresses

Payload

Bit stream

Bit stream

TCP Port
Numbers

Payload

i
Addresses

Payload

MAC
Addresses

Payload

Bit stream

Figure 2.5 — Data flow through the network

Here, note what happens when we send an HTTP request from the
client on the left to the server on the right.

On the sender side, the following takes place:
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1. The sender opens the web browser and types in the requested
URL.

2. The PC creates an HTTP frame (layer 7) using HTTP
parameters.

3. The HTTP frame is inserted into the layer-4 TCP frame. The PC
TCP software marks a destination port number with code 8o
(HTTP) and a random source port (to tell the receiver which
port to send the answer to).

4. The TCP frame is inserted into the layer-3 IP frame, which adds
the source and destination IP addresses.

5. The IP frame is inserted into the layer-2 Ethernet frame. This
adds MAC addresses and takes the packet through the LAN to
the router on the way to the destination.

On the way, the following happens:

1. The routers on the way to the destination open the packets to
layer 3, look at the destination IP address, make routing
decisions, and forward the frames to the destination.

2. In the case of different interfaces, the routers also take the IP
packet out of the source layer-2 frame and insert it into the
destination layer-2 frame.

At the destination, the following occurs:

1. The receiving server gets the Ethernet packet from the network.
It looks at the Ethernet header (the Type field) and sees that the
layer-3 protocol is IP.

2. The server extracts the IP frame from the Ethernet frame and
forwards it to the IP process that runs on it.

3. The IP process looks at the IP packet and sees that the layer-4
protocol is TCP. It extracts the layer-4 data from it and forwards
it to the TCP process on the server.

4. In the layer-4 TCP process, the server looks at the port number,
sees 80, which indicates HTTP, and forwards it to the HTTP
server.

In the following screenshot, we can see an example of an HTTP
request. Notice that an Ethernet frame has been sent from MAC
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address 34:f3:9a:70:2a:84 sent to MAC address
ac:fl:df:9f:0a:db. The Ethernet frame carries the IP packet from
10.0.0.13 to 91.198.129.110, and the IP carries the TCP segment
from port 39279 to port so.The HTTP request carried by TCP is to

the server, that is, https://ndi-com.com/:

-

*Wireless N Connection = P4

Adm e LORB Qe=sEF e JEaaal

MM [tcp.stream eq 2 HE3 'j Expression...
|Packet details v | [Narrow & wide v ][ casesenstive [sting =] ndi l Find | { Cancel
No. Time Source Destination Protocol  Length Info
335 ©.000060 10.0.8.13 91.198.129.. TCP 66 39279 » 8@ [SYN] Seq=e Win=8192 Len=@ MSS=1
340 0.104944 91.198.129... 10.0.0.13 TCP 66 80 » 39279 [SYN, ACK] Seg=0@ Ack=1 Win=8192
341 ©.000317 10.0.0.13 91.198.129.. TCP 54 39279 » 80 [ACK] Seq=1 Ack=1 Win=66792 Len=

t 342 0.001809 10.8.0.13 91.198.129.. HTTP 483 GET / HTTP/1.1

4 L1 B - ’ 1]
Frame 342: 483 bytes on wire (3864 bits), 483 bytes captured (3864 bits) on interface @
Ethernet II, Src: IntelCor_70:2a:8d (34:f3:9a:70:2a:8d), Dst: D-LinkIn_9f:0a:d8 (ac:fl:df:Qf:ea:d8)|
Internet Protocol Version 4, Src: 10.0.0.13, Dst: 91.198.129.110

Transmission Control Protocol, Src Port: 39279, Dst Port: 88] Seq®\ 1, Ack: 1, Len: 4

4 Hypertext Transfer Protocol \ L2 MAC

GET / HTTP/1.1\r\n \ L31P Addresses
[Host: www.ndi.co.il\r\n | L4 UDP Port Addresses

Connection: keep-Blive\r\n Numbers
Upgrade-Insecure-zéhQE; s: 1\r\n
User-Agent: Mozilla/5. Get HTTP from Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome..
Accept: text/html,appliq _ www.ndi.co.il pplication/xml;q=0.9,image/webp, image/apng,*/*;q=0.8,appl..

Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-US,en;q=0.9,he;q=0.8\r\n
\ri\n

[Full request URI: http://www.ndi.co.il/]
[HTTP request 1/13]

[Response in frame: 355]

Figure 2.6 — An example packet

It is important that we understand this structure when we discuss
network attacks and defenses later. An attack on layer 2 protocols
can influence the local network connected to the local router. In
comparison, attacks on layer 3 can influence end devices or routers
that will block or forward the data in the wrong direction, while
attacks on layer 4 can influence the services at the endpoint.

Layer 2 protocols =STP VLANSs, and security
methods
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Layer 2 is about connecting between directly attached nodes, and the
protocol that implements the frames that carry the upper-layer IP
packets is Ethernet. The devices transfer the frames and Layer 2 LAN
switches. There are some additional mechanisms to improve,
manage, and secure the information, for example, VLANSs, port
security, and more. Now, let's examine how it all runs together.

The Ethernet protocols

The Ethernet protocol was introduced in the early 1980s and was
first standardized as IEEE 802.3 for 10 Mbps Ethernet. Later
standards increased the bitrate to 100 Mbps, 1/10 Gbps, 25/40/100
Gbps, and in 2019, they increased to 200/400 Gbps. Additional
mechanisms came along with link capacities; those that are related to
information security will be discussed in the next sections.

The Ethernet frame structure

Ethernet frames come in three types: Ethernet-2, 802.3 with LLC
encapsulation, and 802.3 with SNAP encapsulation. The most
common one is Ethernet-2, which is used to carry IP packets, as
shown in the following screenshot:
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Ethernet 11
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Ethernet II, 5rc: Vmware_ad:@B:ea (PP:50:56:ad:0P:ea), Dst: CheckPoi_BJ:e1:66 (Eﬁ:lc:?f:ss:el:GZT"-

Destination: CheckPoi_89:el1:06 (@@:1c:7f:89:e1:086)

Source: Vmware_ad:@0:ea (08:58:56:ad:008:ea)

Type: IPv4 (exesee)
Internet Protocol Version 4, Src: 172.26.8.102, Dst: 172.20.1.41
Transmission Control Protocol, Src Port: 49572, Dst Port: 4800, Seq: @, Len: © |
TRANSUM RTE Data

Figure 2.7 — An example of an Ethernet-2 frame

An Ethernet-2 frame starts with a Preamble (PA). In the preceding
example, we can see a frame sent from source MAC address
00:50:56:ad:00:ea to destination MAC address 00:1c:7£:89:e1:06.
Additionally, we can see that the upper layer code is 0x0800, which
stands for the IP in the upper layer. The first half of the Ethernet
addresses indicate the vendor. In this example, we can see that the
frame source is from VMware, which is a hypervisor that holds the
servers, and the destination is Checkpoint, which is a CheckPoint
firewall.

To understand this better, let's consider another example involving a
communication channel and examine how frames are sent and
received. We will look at the three types of frame transmission in
IPv4 that are carried over the Ethernet-2 frame: Unicast,
Multicast, and Broadcast.

In Unicast, as illustrated in the following diagram, in the case of a
PC, A1 sends a frame to a specific destination, A3. A1 will fill the
MAC address of the destination, A3, in the destination address. A3
sees that it is its MAC address and reads the frame:
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Figure 2.8 — Ethernet-2 unicast

In Broadcast, as illustrated in the following diagram, A1 sends a
broadcast to the network. In this case, A1 fills the destination MAC
address with all 1’ s, that is, in hexadecimal all F’s -

ff:ff:ff:££:£F: £f, and in this case, all the receiving devices that see

all 1 s read the frame:

Figure 2.9 — An Ethernet-2 broadcast

In Multicast, it operates differently. The station joining a group
starts to accept frames with destination MAC address resolved from
the IP multicast group address when the MAC address sent to this
group is correlated to the IP multicast address that the station listens
to:
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Figure 2.10 — Ethernet-2 Unicast
In our example, the following happens:

e A2 and A3 wish to listen to multicast group 224.1.2.3.

e 224.1.2.3 is correlated to the MAC address of
01:00:5e:01:02:03.

 Now, A2 and A3 read the frames that are destined toward the
address 01:00:5e:01:02:03.

LAN switching

A LAN switch, as illustrated in the following diagram, is a device that
learns what the MAC addresses are that are connected to each one of
its physical ports and then makes forwarding decisions. The way it
learns these MAC addresses is that since a device connected to the
switch sends something, as we will learn later in the Layer 3
protocols — IP and ARP section, each device sends something to the
network. The switch recognizes the device source address and stores
it in the switch address tables. This learning process is dynamic and
continues for the duration that the switch is being operated:
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Figure 2.11 — A LAN switch

Now, the switch takes forwarding decisions:

* A unicast frame: When a device sends a frame to a specific
destination, the switch forwards the frame to the port that it
learned the destination MAC address on. For example, when A1
sends a frame to C7, the frame will be forwarded to port 3.

o A broadcast frame: When a device sends a broadcast frame,
that is, when the destination address is filled with all = s, the
frame is flooded to all ports, for example, ports 2 and 3. In the
case of an unknown destination, the frame will also be flooded to
all the ports of the switch.

o A multicast frame: When a frame is sent to a multicast group
address, that is, a MAC address that starts with 01:00:5¢ (for
IPv4 implementations), the frame is also sent to all the ports of
the switch. In our example, a multicast frame sent from A1 will
be forwarded to ports 2 and 3.
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e An unknown destination frame: When a frame with an
unknown destination enters the switch, the switch will flood to
all of its ports.

The MAC address table in the switch is also called the Context
Addressable Memory (CAM), which stores the MAC addresses
that the switch has learned. Depending on the switch, the CAM table
has a limit to the number of MAC addresses it can store. It could be
from 16,000/32,000 addresses for small size access switches up to 8
million/16 million addresses and more for large-scale core and DC
switches.

Note that there is an exception to multicast forwarding through a
switch, called IGMP Snooping or MLD Snooping. Internet
Group Management Protocol (IGMP) and Multicast Listener
Discovery (MLD) are protocols with which devices that wish to
join a group send requests to join it. When IGMP or MLD snooping
is configured, the switch listens to the IGMP/MLD request coming
from the devices that wish to join a multicast group and forwards the
multicast frames only to those ports.

Security hazards to switches can come from eavesdropping with the
traffic that is forwarded through a switch, from faking the MAC
addresses of real devices and hijacking traffic that is intended to be
forwarded to them to attacks on the LAN switch control and
management planes. We will learn about this in more detail in
Chapter 10, Discovering LANs, IP, and TCP/UDP-Based Attacks.

Network breaches in Ethernet and LAN switching can include the
following:

o A fake MAC address: This is when the attacker fakes a MAC
address, so traffic that is intended to go to the destination goes
to the attacker instead.

 Network flooding: This is a simple attack that aims to flood
the network and prevent users from using it.

« CAM table overflow: This is a switch that can hold a limited
number of MAC addresses in the CAM table. When the CAM
table is filled, the switch will practically start to behave like a
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hub, and eavesdropping and man-in-the-middle attacks will
become possible.

o« CDP/LLDP attacks: The Cisco Discovery Protocol (CDP)
and the general Link Layer Discovery Protocol (LLDP) are
protocols that are used by network devices to advertise their
identity, for example, IP addresses, device modes, versions, and
more. Using these protocols, an attacker can receive information
about the network devices that will be used to attack them.

Important note

Until the first LAN switches entered the market in the mid to
late 1990s, hubs, which are also referred to as multiport
repeaters, were used. A hub works as a bus in which one device
sends a frame that is accepted by all other PCs. The question of
whether devices also read the frame from the bus depends on
whether it is Unicast, Broadcast, or Multicast.

When the CAM table is filled with MAC addresses, the switch is
not able to learn new addresses. CAM flooding prevents the
switch from learning new addresses, and then every frame that
is sent to the switch will be flooded to all the ports, which
follows the same behavior as a hub.

VLANs and VLAN tagging

Virtual LANs, or VLANS, are used to separate cooperate LANs into
smaller-sized LANSs that are virtually separated. A VLAN is also
referred to as a Broadcast domain, since the way that a VLAN works
is by blocking broadcasts between different VLANSs.

Important note

By blocking broadcasts between nodes on the same LAN, we can
disable the communications between them. This is because the
Address Resolution Protocol (ARP) that resolves the MAC
address of the destination from its IP address works with
broadcasts. Therefore, when they are blocked, the source will
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not know the destination's MAC address and will not be able to
communicate with it.

When we configure VLAN on a single switch, the process is simple:
we assign ports to VLAN IDs, then all devices that are connected to
ports with the same VLAN IDs can talk between them. The only issue
that arises is when we want to configure VLANSs across the network.
In this scenario, when a frame is sent from one switch to another, we
must tell the destination switch which VLAN this frame was sent
from. Let's take a look at the following diagram:
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Figure 2.12 — A VLAN tagging operation

When PC1 sends frames to PC2 on the upper switch, frames are sent
inside VLAN 10 on the upper switch. When a frame is sent from
PC1 on the upper switch to PC4 on the lower switch, it goes out to
the Trunk port. This adds a VLAN TAG with VLAN ID 10, and the
frame is forwarded to the Trunk port on the lower switch. The lower
switch removes the tag and forwards it to PC4. But what happens
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when two PCs on different VLANSs try to communicate with each
other? For example, let's consider that PC4 wishes to send a frame to
PCs. Its initial step will be to send an ARP request to discover the
MAC address of PCs. Since the ARP request is a broadcast, the
communication will be blocked.

In Figure 2.13, you can view the structure of the VLAN Tag. The
VLAN Tag is inserted after the MAC addresses:

e Protocol Type (2 bytes) code of s100 : The receiver of this frame
knows that this is a tagged frame. Other codes available here for
other purposes
Priority bits (3 bits) are for priority: o for the lowest priority
and 7 for the highest priority. The switch that receives a

prioritized frame will forward it according to its priority.

CFI (1 bit) is always set to o.
e VLAN Tag (12 bits) indicates the VLAN ID. VLAN ID 1 is for the
native VLAN. Packets from the native VAN are always forwarded

untagged:
8B 6B 6B 2B 48-1500B 2B
Destination | Source | Protocol Untagged
PA MAC MAC Type Payload FCS Frame
8B 6B 6B 2B 2B\"~ 2B 48-1500B 2B
Destination Source Protocol Protocol Tagged
PA MAC MAC Tre 802.1q o= Payload FCS Frame
B — Bytes
b - bits K "
16b / 3b 1b 12b Tag ID: 8100 for 802.1Q
Proprietary priority [crr | VLAN 802.1Q Priority: 8 levels, 0-7
2-Bytes Number ID TAG CFI: Always set to “0”
~— A - VLAN ID: 0 — No VLAN

Tag Protocol
Identifier

Tag Control

Field

1 - Native VLAN
2-4096 Std. VLANSs

Figure 2.13 — A VLAN tagging operation

Service providers use Double Tagging (QinQ, IEEE-802.1ad)
when two tags are used — the standard tag and a tag that the service
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provider adds when frame enters its network. This tag, in this
scenario, 1S 8as8s.

Network breaches into VLANSs are as follows:

e VLAN hopping: This refers to an attack that tries to gain
access from the attacker to a VLAN that the attacker is not
connected to. There are two types of VLAN hopping attacks:
switch spoofing attacks and double-tagging attacks.

« Switch spoofing: This type of attack makes the switch think
that the attacker is a trunk port and, therefore, forwards traffic
from all VLANSs to it.

 Double-tagging attack: This is an attack in which the attacker
adds a first fake tag to the frame that it sends to the switch and
then a second tag to the VLAN that the attacker wishes to
penetrate. The switch removes the first fake tag; then it sees the
second one and forwards it to the attacked VLAN.

Spanning tree protocols

The Spanning Tree Protocol (STP) is a protocol that is used to
prevent loops from happening in a Layer 2 network. The first version
of the STP protocol was standardized in IEEE 802.1d, made obsolete
by Rapid STP (RTSP, IEEE-802.1w), and later extended by
Multiple STP (MST, IEEE-802.15).

The purpose of all versions of the STP is to prevent loops in a LAN.
Let's view what a loop is, how STP prevents it, and what extensions
the RSTP and MST have added to the protocol. Take a look at Figure
2.14:
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Figure 2.14 — A VLAN tagging operation

As you can see in the preceding diagram, when the lower PC sends a
broadcast, the broadcast goes to the left switch (1) and the right
switch (2). Both switches see the broadcast and forward it. The
switch on the left forwards it to the switch on the right (3), and the
switch on the right forwards it to the switch on the left (4). Then,
again, the switch on the left receives the frame from the right (5) and
forwards it, and then the switch on the right receives the frame from
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the left (6) and forwards it. The frames will travel endlessly until we
disconnect one of the cables and break the loop. This is what is L2
loop, and the moment it happens, the network will stop functioning.
This is what STP aims to solve.

The idea of the STP is simple; it enables multiple physical paths
between switches when at every given moment there is only one
active path between any two switches in the network. In the case of a
failure, a redundant path is activated. Take a look at Figure 2.15:

hysical Topolo Actual Topology

-~
.
-

@ Active connection
; s\ Passive connection
Figu

re 2.15 — The STP operation

As you can see from Figure 2.15, on the left, we have a network of L2
switches with multiple connections between them. On the right, we
see the actual tree topology in which the active connections are in
solid lines, and the passive connections are in dashed lines. The STP
algorithm decides which should be active connections (in solid lines)
and logically disconnects all the others (in dashed lines).
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Important note

Although the word Switch has become a common word for layer
2 devices in data networks, the standards refer to these devices
as Bridges or multiport bridges. This comes from the early days
of data communications when 2-port bridges were widely used.
While the standards use the term Bridge, the term Switch has
become more common in the industry.

The topology is automatically set as follows (we use the word bridge
for consistency with the standard):

1. The first step is for bridges to select a single Root bridge. The
root bridge is the bridge from which all other paths are decided.
The election of a root bridge is decided by the following (in this
order):a) Lowest bridge priority (configurable)b) Lowest bridge
ID (bridges its own MAC address)

2. When the root bridge is selected, all other bridges calculate their
distance to the root. The distance is calculated as a summary of
all costs to the root. Costs, or port-costs, depend on the port
bandwidth. For example, consider the following:a) In STP: 10
Mbps/Cost=100, 100 Mbps/Cost=19, 1 Gbps/Cost=4, and
10Gbps/Cost=2b) In RSTP: 100 Mbps/Cost=200,000,
1Gbps/Cost=20,000, 10Gbps/Cost=2,000, and
100Gbps/Cost=200

3. As you can see, the paths that will become active are the paths
with the smallest distance, that is, the paths with the highest
bandwidth to the root, not necessarily the shortest ones.

Protocol information is exchanged between bridges by frames called
Bridge Protocol Data Units (BPDUs). In the BPDU, each bridge
tells its neighbors the root bridge it knows about and what distance it
is from the root. Each bridge receiving these updates can then decide
which is the shortest path to the root and disable all ports connected
to other bridges.

Another important message in STP is a Topology Change

Notification (TCN). A switch that changes topology will notify the
root about the topology change. The root, receiving the TCN, will tell
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the switches on the network to shorten their MAC address table
aging time from 300 seconds to 15 seconds. By doing so, all
switches on the network will learn the MAC addresses in the new
topology. In Figure 2.16, we can view what happens in a topology
change:

Before Topology Change After Topology Change

PC1 MAC
Learned

‘\from here

PC1 MAC

Learned
from herV’

by

PCl1 PC2 PC3 PC4 PCl PC2 PC3 PC4
Figure 2.16 — The STP topology change
The following protocols address the following improvements:

o Rapid STP (RSTP) has scientifically shortened the time it
takes to activate redundancy in the case of a bridge or link
failure. What can take up to a minute in STP is now down to
several seconds in RSTP.

e Multiple STP (MST/MSTP) enables the use of multiple RSTP
instances, so we can configure it with different instances per
VLAN or group of VLANS. For example, it can be used as a
simple mechanism of load sharing, in which different VLANSs
have different root switches and traffic will be forward
differently between them.

Network breaches in the STP include the following:

e Root role attack: This connects to the network with a low-
priority switch in order to become the root of the network. This
type of attack can be used for two purposes: first, to simply crash
the network, and second, to become a root so that all traffic can
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be forward through it, for example, for eavesdropping. The
second type of attack is a type of man-in-the-middle attack.

« ATCN attack: A TCN attack is used to shorten the CAM table
aging time from 300 seconds to 15 seconds, causing the switches
to delete learned MAC addresses and, therefore, flood the
network with every frame that is sent to an unknown MAC
address.

e Bridge Protocol Data Unit (BPDU) flooding: In this type
of attack, we simply try to overload the switch's CPU by sending
a large number of BPDUs to the switch, causing it to slow down
to the point that it will start to lose traffic. This is referred to as a
type of DDoS attack.

Layer 3 protocols — IP and ARP

The purpose of Layer 3 is to forward user information from end to
end. This is usually from the user's PC, laptop, or smartphone to the
organization's servers or to severs on the internet, but also in IoT
devices and sensors, cellphone to cellphone, and more.

In this section, we will examine the Internet Protocol version 4
(IPv4) and Address Resolution Protocol (ARP) that resolve the
local destination MAC address from its IP address. We will discuss
IPv4 next.

IPv4

As you can see in Figure 2.17, the layer-3 IP packet is carried inside
the payload field of the layer-2 frame, usually an Ethernet, and
carries inside its payload the layer-4 protocol, which is usually UDP
or TCP:

Important note
An IP can be carried by layer-2 Ethernet or any other frame.

Ethernet is the most common frame in layer 2, but an IP can be
carried by cellular frames or any other layer 2.
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Figure 2.17 — The IPv4 packet structure
The IPv4 header holds the following fields:

e Version (4 bits): Thisis 4 for IPv4 and ¢ for IPv6.

o Internet Header Length (IHL, 4 bits): The length of the
header is 32-bit words; it usually equals 5. The Options field is
rarely used.

e ToS/DiffServ (8 bits): This is the Quality of Service (QoS) byte.
Initially, it was defined as a type of service (ToS) byte (RFC 791,
in September 1981), but it was later changed to the
Differentiated Services protocol (RFC 2474, in December 1998).

» Fragmentation fields (note that the fragmentation mechanism is
explained later):a) Identification: This is a unique packet
identifier.b) Flags: Here, r is for "Reserved," and o is for "Don't
Fragment," that is, when a router sees an IP packet with this flag
set to 1, the router is not allowed to fragment it, even if the
router will have to drop it and vr for more fragments.

e Fragment offset: When fragmentation occurs, this field indicates
the number of bytes from the beginning of the original payload.

 Time to Live (TTL, 8 bits): This specifies how long the
datagram can live on the network in terms of router hops. Each
router decrements the value of the TTL field by 1. If the TTL
field drops to zero, the packet is discarded.

o Upper-Layer Protocol (8 bits): These are usually layer 4
protocols such as TCP (code 6) or UDP (code 17 ). They can also
be Internet Control Message Protocol (ICMP, code 1) or
Open Shortest Path First (OSPF, code s9).

e Header Checksum (8 bits): This is the checksum of the header.

e Source and destination addresses: These are 32-bit addresses.

e Options (32 bits): These are rarely used, especially not in
standard organization networks.

Fragmentation happens when the layer-2 frame of the interface
that forwards the packet is smaller than the IP packet. The standard
Ethernet frame has, for example, a maximum frame size of 1,518
bytes (untagged), while the IP packet can have up to 64 Kbytes:
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Figure 2.18 — IPv4 packet fragmentation

In fragmentation, the original IP packet is divided to fit inside the
layer-2 frame. In Figure 2.18, we can see an original packet of 4,000
bytes that is divided to fit inside the maximum size of the Ethernet
frame, which is 1,500 bytes.

In the first fragment, the offset equals o to indicate that this is the
beginning of the original packet. The fragment flag equals 1 to
indicate that there are more fragments to come.

In the second fragment, the offset equals 1480, which is the number
of the first byte of the fragment in the original packet. The fragment
flag equals 1 to indicate that there are more fragments to come.

In the second fragment, the offset equals 2960, which is the number

of the first byte of the fragment in the original packet. The fragment
flag equals o to indicate that there are no more fragments to come.
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There are various types of vulnerabilities in the IP protocol,
including the following:

» IP spoofing: The attacker generates IP packets with false
source addresses to try and penetrate the attacked network.

e DDoS: IP scanning or ICMP scanning that loads the network
from many sources in order to block the network resources from
being used by user' traffic.

ARP

The purpose of ARP is to resolve the MAC address of the destination
device. You can view how it's done in Figure 2.19:

Ping 192.168.1.1 > 192.168.1.3

192.168.1.1 192.168.1.2 192.168.1.3 192.168.1.4
AA:C1:23:DC:12:AA AA:C1:23:DC:12:BB AA:C1:23:DC:12:CC AA:C1:23:DC:12:DD

y ARPRequest

i > -
< ARP Reply Y
AL/
S-“; D-lP' ;-F? Packet
VX
S-MAC | D-MAC 'F-faf'tlzemet

Figure 2.19 — ARP

In the preceding example, PC1 sends a PING packet to PC3. PC1
knows its MAC address and IP address. It knows the destination IP
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address because this is the IP it is pinging, but it doesn't know the
destination MAC address and this is the purpose of ARP — to find it.

The way ARP works is that it simply sends a question, this is, the
ARP request. The ARP request is a broadcast that is sent to the LAN
that asks who has this address? In our case, the question is who has
192.168.1.3? Since this is a broadcast, all PCs read the request. PC3
identifies the request as it intended and answers with its MAC
address.

PC1 will now store the MAC address of PC3 in its ARP cache, and it
will stay there until a few minutes after the last packet to PC3 was
sent.

There are several ARP vulnerabilities and ways that ARP can be used
for hacking:

 ARP poisoning/spoofing: This is used to generate ARP
responses in order to hijack a user's session.

Routers and routing protocols

In this section, we will examine routers, routing principles, and
additional mechanisms such as Access Control Lists (ACLs),
layer 3 switching, HSRP/VRRP, Network Address Translation
(NAT), and more. In Chapter 12, Attacking Routing Protocols, we
will take a deep dive into the details of routing protocols, their
vulnerabilities, potential attacks, and how to defend against them.

Routing operations

Routing is the process of moving packets from end to end through
the network. As you can see in Figure 2.20, the PC on the left,
10.1.1.20/24, sends the packet to its default gateway, R1, with an IP
address of 10.1.1.1/24. R1 forwards the packet to the next router,
R, which then forwards it to R3, then to R4, and then to the
destination of 20.1.1.20:
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10.1.1.20/24 20.1.1.20/24

Figure 2.20 — ARP

There are several important issues regarding routing;:

» The device that sends the packet looks at the destination
address, and since this address is not on its network, it sends the
packet to the default gateway.

 When sending the first packet to the destination, the PC on the
left knows the IP address of the default gateway, but it doesn't
know its MAC address. For this reason, it will send an ARP
request asking for the MAC address of the router, get the ARP
response, and from then on, all packets will be forwarded to Ru.

» Routers forward packets to their destination network. In our
case, a packet is forwarded right to the 20.1.1.0/24 network,
and packets to the left are forwarded to 10.1.1.0/24.

o Every router holds a routing table. A routing table is a table that
says to the destination network, with the destination mask,
forward the packet to the next hop. Take a look at the example in
Figure 2.21:
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Dest Net/Mask | Next Hop
10.1.1.0/24 8.1.1.1
20.1.1.0/24 6.1.1.2

Dest Net/Mask | Next Hop

Directly
Attached

10.1.1.0/24 6.1.1.1

R2 e R3 20.1.1.0/24

10.1.1.20/24 20.1.1.20/24

Dest Net/Mask | Next Hop

Directl -
10.1.1.0/24 Aﬁacheyd Dest Net/Mask | Next Hop
20.1.1.0/24 1112 10.1.1.0/24 1111
20.1.1.0/24 8.1.1.2

Figure 2.21 — Routing tables

In the routing tables, we will view the following routes:

o Packets sent from 10.1.1.20 on the left to PC 20.1.1.20 on the
right, arrives to the router R1, that check its routing tables, and
send them to the next hop, that is 1.1.1.2 on router Ry

e In R7, the next hop for the 20.1.1.0/24 networkis 8.1.1.2,s0
the packets are forwarded to R3

e In R3, the next hop for the 20.1.1.0/24 networkis 6.1.1.2, s0
packets are forwarded to R4

e In R4, the 20.1.1.0/24 network is directly attached to network,
so they are forwarded directly to the PC 20.1.1.20

Here are some important things regarding routers that forward
packets:

e The router that forwards a packet doesn't know how many hops
are left on the way to the destination. The only thing it does is
forward the packet to the next hop so that the next hop router
can take care of it.

» Routing tables are filled in manually or dynamically. If it is filled
in manually, the network administrator types in the routes and
then the routes are referred to as static routes. And if it is filled
in dynamically, the routers use routing protocols that learn the
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topology by exchanging information between them, and then
they are referred to as dynamic routes.

e Arouting protocol can be more efficient or less efficient, fast or
slow, or smart or simple. The bottom line is a routing table in
each of the network routers. The routing table entries can be the
result of static routes, a single routing protocol, or several
routing protocols that run in parallel. The routing table is always
there — one per router.

» The next hop is always on a router that is directly attached to the
router that forwards the packet, to the network between the
routers. If it is directly attached, it can either be so physical, that
is, on a cable or direct layer-2 communication line, or logical, for
example, over a tunnel that connects routers that are not
directly attached.

Routing protocols

As you can see in Figure 2.22, there are two types of routing
protocols:

Organization

Routing
\J

AS 2000

Figure 2.22 — Routing tables
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We can explain each protocol as follows:

e Interior Routing Gateway (IGP) protocols: These are
protocols that run between routers under the same
administrative authority. All routers are configured by people
from the same organization, and they are all trusted by one
another. There are several protocols here, from the old Routing
Information Protocol (RIP), Open Shortest Path First
(OSPF), Intermediate System to Intermediate System
(ISIS), and Cisco proprietaries to the old Interior Gateway
Routing Protocol (IGRP) and Enhanced IGRP (EIGRP).

« Exterior Routing Gateway (EGP) protocols: These are
protocols that run between different administrative authorities,
usually between organizational networks and Internet Service
Providers (ISPs) or between ISPs. Here, a single protocol is
used — Border Gateway Protocol (BGP) version 4, that is,
BGP4, which, in its Exterior Gateway version, is eBGP. In BGP,
we use Autonomous System (AS) numbers to identify an
administrative domain, that is, all the routers under the same
administration.

Tip

An interesting case occurs with BGP when there are two
versions: Interior BGP (iBGP) and Exterior BGP (eBGP).
These versions use the same mechanisms in different ways; for
instance, in the way that routes are advertised, in hop counting
and TTL, in the attributes we use, in network topology, and
more.

Let’s take a look at the principle of how a router’s routing tables are
filled and updated. The basic principle is simple: they talk and
update each other. As you can see in Figure 2.23, they simply tell
each other the following:
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Network A Network D
R1 R2 R3

Network B @ Network C @

I am close to I am close to
e Network A Network A ¢
Forward Forward Packet send to
packet to R1 packet to R2 Network A

Figure 2.23 — A routing operation

By using the messages of the routing protocol that run between the
routers, R1 tells R2 that R1 is close to Network A, and R2 tells the
same to R3. Now, when a packet comes in from the right to R3, R3
knows that in order to get to Network A, it should forward the
packet to R2, and R2 will forward it to R1, which is directly attached
to Network A. In Figure 2.24, you can view an example of how
routers calculate a path to the destination:

Case 1: Hop count Metric

Network A Network D
Net D (2) R2 Net D (1) R3

*— (X * _ (XK
10Gbps Network B 10Gbps U 10Gbps Network C 10Gbps
1Gbps 1Gbps

W Net D (1) Net D;’/

Network E

Case 2: Hop count and Interface BW Metrics

Network A Network D
R2 R3
Net D (2, 10G) Net D (1, 10G)
- Bt
10Gbps Network B 10Gbps U 10Gbps  Network C 10Gbps
1Gbps 1Gbps
‘\NetD(1,1G) NetD(1,1?
Network E

Figure 2.24 — Routing metrices
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The route to the destination is calculated by metrices that are
inserted into the calculations. There are various types of metrices. In

the preceding example, we can see the hop count and interface
bandwidth.

The two cases can be explained as follows:

e In Case 1, when only the hop count metric is used, the choice is
simple. R3 sends routing updates from its two interfaces to R2
and R1. It receives the update, increases it by 1, and sends it to
R1. Now, R1 gets two routing updates telling it that in order to
get to Network D, the hop count through the upper direction is
2, and the hop count through the lower direction is 1. In this
scenario, R1 sends packets to the path with the lowest hop
count, that is, the lower path.

e In Case 2, we have two metrices: the hop count and the
interface bandwidth. Now, R3 on the right sends updates with
its hop count to Network D along with the interface bandwidth
from which it sends the update. The same update is sent to the
lower and upper links. R2, as in Case 1, increases the hop count
by 1 and forwards the update to R1. Now, R1 gets two updates,
which include the hop count and the bandwidth, and it's up to it
to calculate the best route to the destination of Network D.

Each router calculates the best route to the destination networks
using metrices. In standard routing, the most common routing
metric is the bandwidth metric. Over the years, the most common
protocol in an organization's network has been OSPF, which

calculates a path based on the sum of link costs, which are calculated
based on link bandwidths.

Access Control Lists (ACLs)

Essentially, an ACL is a list of conditions that categorize packets. An
ACL can be used for the following purposes:

o Packet-filtering: This tells us which packets will be forwarded
and which packets will be dropped.
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e NAT: This tells us which addresses will be translated and which
will not be translated.

e Quality of service: This offers priority to specific addresses,
specific applications, and more.

An ACL is a sequential list of permit or deny statements. Essentially,
access-list statements are packet filters that packets are compared
against, categorized by, and acted upon accordingly.

Routers redundancy — HSRP and VRRP

The Hot Standby Routing Protocol (HSRP) and Virtual
Router Redundancy Protocol (VRRP) are protocols that
provide routers redundancy. HSRP, introduced by Cisco and later
standardized in RFC 2281, was implemented only by Cisco. In
contrast, VRRP, which was first standardized in RFC 2338, was
widely adopted by the market and also by Cisco. Both protocols were
created for the same purpose and are similar in operation.

As you can see in Figure 2.25, the principle of the two routers, Ra
and Rb, are connected in an HSRP/VRRP group:
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R1 R4

R2 \\EB

Group
Ra Rb
101127241 VIP:  110.1.1.3/24
10.1.1.1/24
| | LAN Network Address:
10.1.1.0/24

Figure 2.25 — An HSRP/VRRP operation

HSRP and VRRP work by giving each of the routers in the group a
unique IP address, and a virtual IP address that represents both of
them, the active and the passive routers, that is, a VIP. One of the
routers, the one that is configured with the higher priority, becomes
the master, and the second one becomes the standby. The master
sends keepalive packets to the slave every second in VRRP or every
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three seconds in HSRP (both are configurable). If the standby router
does not receive three successive keepalives, the standby takes
control and becomes the master. The default gateway of the servers
that we see in Figure 2.25 is the VIP.

Several conditions exist in HSRP and VRRP in which the master will
stop sending keepalives so that the standby router will become the
master. This can be when the master fails, when an interface fails, for
example, the upper interface in Ra that connects to an external
network, or it can also be when there is a change on the routing table
or when a specific address is unreachable.

While HSRP supports authentication, VRRP support for
authentication was removed in later versions (RFC 5798), and other
security measures must be taken in order to secure VRRP operations.
We will discuss this in more detail in Chapter 12, Attacking Routing
Protocols.

Important note

HSRP and VRRP are similar protocols, with the same objectives
and network topologies. The difference between them is in the
configuration. Some of the differences are that in HSRP include
that there is only one master and one standby router, while in
VRRP, there can be many standby routers. Additionally, both
use multicast addresses for the keepalive updates but with
different multicast group addresses. Both have several track
options, and the configuration commands are slightly different.

NAT

There are several versions of NAT. Next, we will discuss Static NAT,
Dynamic NAT, and Port Translation.

Static NAT, the simplest translation, is when a single internal
address is translated into a single external address, as illustrated in
Figure 2.26:
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Static NAT rule (example):

Web Server

10.1.1.50 € > 212.1.2.10
< 172.67.31.83

-

] 212.1.2.10
10.1.1.50/24

L

Dynamic NAT rule (example):

Web Server
172.67.31.83

]

10.1.1.0/24 - 212.1.2.11

/TN
10.1.1.50/24 @2—121211

I -
10.1.1.51/24
Port Translation (example):
_| 1 Forward to: To: Web Server
= = 10.1.1.50 Port 80 212.1.2.12 port 1500 172.67.31.83
LR — -

< —

10.1.1.50/24 @
UEZ. 12.12

i

10.1.1.51/24

Figure 2.26 — A NAT operation

The first method shows Static NAT. As illustrated in Figure 2.26,
put simply, static NAT is when a single internal IP address, for
example, 10.1.1.50, is translated into a single external IP address,
such as 212.1.2.10.

In Dynamic NAT, as illustrated in Figure 2.26, the address range of
10.1.1.0/24 is translated into a single external address. In this way,
an entire organization, with up to 64,000 IP addresses, as we will see
later, can access the internet with a single external IP address, as

shown in address 212.1.2.11.

In Port Translation, the purpose is different. Port translation is
used to access multiple internal addresses by accessing a single
external address. In the preceding example, a packet is sent from the
world to destination address 212.1.2.12 with destination port 1500.
The router gets this packet and forward it to the internal address
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10.1.1.50 to destination port so . This method is sometimes
referred to as port forwarding or Port Address Translation
(PAT).

The routing vulnerabilities that can be used for attacks are of several
types:

e Attacks on routing table (routing tables poisoning): This
involves changing routing tables in the network in order to stop
traffic or forwarding traffic in our direction for eavesdropping.
Some of the most famous attacks on BGP happen in this
category.

 DoS/DDoS: This involves flooding the network with traffic that
due to routing will be forward everywhere causing the network
to be blocked.

« Attacking router resources: This involves attacking a
router's CPUs, memory, or other hardware and software
resources in order to slow down the router to the point of no
response.

Layer 4 protocols — UDP TCR and QUIC

Layer 4, the Transport Layer, provides logical communication
between application processes running on different hosts. There are
several protocols in layer 4. The most commonly used are the User
Datagram Protocol (UDP), which is an unreliable connectionless
protocol, and the Transport Control Protocol (TCP), which is a
reliable connection-oriented protocol.

Additional protocols include Google's Quick UDP Internet
Connections (QUIC), which is a protocol developed by Google to
improve web performance over the internet, and Stream Control
Transport Protocol (SCTP), which is mostly used in cellular
networks.

In this chapter, we will mostly talk about TCP, with a brief on UDP
(there is nothing much to say about this...) and QUIC.
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UDP

UDP, which is an unreliable connectionless protocol, is a very simple
protocol, as you can see from the UDP header in Figure 2.27:

- 32 bits >
-~
Source Port Destination Port
Application
UDP Message Length UDP Message Checksum H Payload (L?;G/T)
TCP/UDP
Payload (Application Protocols) H Payload (L4)/
- IP
H Payload
ayloa (L3)
Ethernet
H Payload FCS (L2)
Bit stream Bitstream

Figure 2.27 — A UDP header

As you see from the preceding diagram, we have the source and
destination ports, the total message length, and the message
checksum.

TCP

TCP is a reliable connection-oriented protocol that uses various
mechanisms to keep connections reliable. That said, in some cases,
these mechanisms have vulnerabilities that have to be protected
since the standard itself, initially published in RFC 791, in September
1981, does not provide security for any mechanisms.

In this section, we will discuss the protocol operation and data
structure. In Chapter 14, Layer-4 TCP/UDP-Based Attacks, we will
take a look at the protocol vulnerabilities and how to protect against
attacks using this.
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The TCP principles of operation

TCP is based on the following principles: connectivity, reliability,
full-duplex data transfer, flow control, and congestion control.

Connectivity is the mechanism in which, before sending any
information between the two ends, they establish a connection
between the two. Then they send and receive data and, finally,
terminate the connection.

Reliability is the mechanism for each TCP segment, or several
segments arrives to the the receiver, the receiver sends an
acknowledgment to the sender, telling the sender that information
has been received.

Full-duplex data transfer is when two ends of the TCP
connection send data and acknowledge it on the same connection.
That is to say, in a connection between A and B, A sends TCP
information and B acknowledges it, while on the same packets, B
sends information and A acknowledges it.

Flow control is the mechanism that is used by the two ends of the
connection to notify the other end of the maximum bytes per second
they can accept. This is done by the window-size field in the TCP
header.

Congestion control refers to how the two ends react to network
congestion conditions, for example, packet loss, delayed packets, and
more.

The TCP packet structure

The TCP header, as you can see in Figure 2.28, is more complex than
UDP. It starts with a source port and a destination port. Then, the
sequence number field and acknowledge number field count the
bytes that are sent and acknowledge them. The header length
provides the length of the header, including the options field, and the
receiver's window size tells the sender what the size of the buffer is
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allocated for the process on the receiver's memory. The flags that are
used include SYN (Sync) for starting a connection, Fin (Finish) for
closing a connection, RST (Reset) to reset a connection immediately,
PSH (Push) to push content to the application, and ACK
(Acknowledge) to notify the receiver of the packet that there is a valid
value in the ACK field. The ece, cwr, and ~s flags are used for
congestion control and Checksum provides error checking within
the packet. The urc (Urgent) flag and Urgent Pointer are not
used:

«————————32 bits——»|
=~
Source Port Destination Port
Application
Sequence number H Payload (L?;G/T)
Acknowledge number
R CleguiAlPirRlS]F TCPUDP
T::;tir 5 3 LEEHEEHMB Receiver window size 4_\— H Payload (L4)/
Checksum Urgent Pointer
IP
i H Payload
Options 5 y (L3)
Ethernet
Payload (Application Protocols) H Payload FCS (L2)
Bit stream Bitstream

Figure 2.28 — The TCP header

The Options field can be used (and is used in recent operating
systems) to increase the window size, for a selective acknowledgment
that tells the sender which bytes have been received, and to notify the
receiver of an increased TCP segment size. When relevant to TCP
security, these options will be discussed in more detail in Chapter 14,
Layer-4 TCP/UDP-Based Attacks.

TCP connectivity and reliability mechanisms

As we mentioned earlier, before sending any information, TCP
establishes a connection between the two ends. The connection is
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established in three packets:

e Client to server SYN segment ( syn Flag = 1): The client sends a
request to open a connection to the server. The connection is
sent from a random port on the client to a well-known port on
the server. In this packet, the client tells the server what the
client's initial sequence number is, that is, a number that the
client gives the first byte in the transmission.

e Server to client SYN-ACK ( sy~ =1, ack =1): The server answers
with both syn=1and ack =1 to indicate that the connection
request has been accepted. In this segment, the server tells the
client what the server's initial sequence number is along with the
server's buffer size.

e Client to server ACK ( ack =1): In the third segment, the client
confirms accepting the SYN-ACK and tells the server what the
size of the buffer is that the client allocates for the connection.

Now, after the connection has been established, data starts to be sent
between the two ends:
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1000 Bytes payload

A B (example)
( )
SEQ=1—-——p H |1
SEQ=1001———» H |1001

4+———ACK=2001

SEQ=2001——> H 2001

SEQ=3001——— H |3001

+——ACK=4001

SEQ=4001——p H |4001

SEQ=5001——p H |5001

4——ACK=6001

©
©
©

Figure 2.29 — The TCP sequence-acknowledge operation

As you can see from Figure 2.29, after every two packets, the receiver
sends an acknowledgment back to the sender. If the acknowledgment
is not received in a predefined time (the Retransmission Timer
Timeout (RTQO)), the packets are sent again.

QUIC

QUIC is a layer 4 protocol developed by Google, which has gradually
become popular for its HTTP connectivity. It is mostly used to access
Google servers. QUIC's advantages are mostly when working with
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HTTP/2's multiplexed connections, and it is about to be the standard
transport in HTTP/3.

Vulnerabilities in layer 4 protocols

There are tons of vulnerabilities in layer 4 protocols (along with
useful ways in which to protect against them). Let's examine what
some of these types are next:

» Network flooding: There is nothing special to say here; it is
possible to flood the network in all the layers. You will be
surprised how many attacks happen here.

« TCP/UDP scanning: This is used In order to fund open ports
that will allow us to penetrate the network.

e TCP SYN attacks: This can crush network devices if no
countermeasures are taken.

 TCP RST and sequence attacks: This is used In order to
close user connections or to hijack them.

e Using QUIC to penetrate networks: This is used because
QUIC is not yet fully recognized by firewalls.

Encapsulation and tunneling

Encapsulation is a general mechanism in data communications in
which one protocol datagram is carried by another. Although this is
the standard way in which packets are carried, one over the other, for
example, TP over IP, HTTP over TCP, and more, there are cases in
which packets in one layer are carried over packets in the same layer
or packets are encapsulated for encryption. Using encapsulation to
hide the internal header inside an external header can also be used
for bypassing network defenses, as we will see in Chapter 6,
Network-Based Attacks and Tools.

In Figure 2.30, we can view a simple example of encapsulation.
Here, we have two LANSs connected via a tunnel that is configured

between R1 and R3. The PCs on the two sides have the addresses of
172.12.1.10/24 and 172.16.2.10/24 . The tunnel interface on R1 is
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configured with the address of 20.1.1.1/24, and the end of the
tunnel is configured on R3 with the address of 172.21.1.1/24:

S-1P: 172.16.1.10
D-IP: 172.16.2.10

5-1P: 172.16.1.10
D-IP: 172.16.2.10

P
I [H|H| Data | [H|H] Data |
=
Interface Tunnel Tunnel
172.16.1.1/24 Interface R2 Interface Interface
.16.1. 20.1.1.1/24 /@\ 20.1.1.2/24 172.21.1.1/24
R1
\ X

172.16.1.10/24

|

Interface
172.16.1.1/24

Interface
172.16.2.1/24

Figure 2.30 — An example of tunneling and encapsulation

When a packet is sent from the PC on the left to the PC on the right,
the packet is sent from the source and destination addresses of the
two PCs. When the packet crosses R1, it enters the tunnel and,
therefore, gets the source and destination IPs of the tunnel, from
20.1.1.1 to 20.1.1.2.

Many types of tunneling are used for many purposes. Data inside
tunnels can run as clear text or as encrypted text, for example,
between firewalls over the internet.

Summary

In this chapter, we talked about data networks in order to identify
potential risks and vulnerabilities. We discussed the way that
networks operate: layers 1 and 2 carry information directly between
attached network elements, layers 3 and 4 carry information from
end to end, and layers 5 to 7 implement the network applications.

For layers 1 and 2, we discussed Ethernet protocols and how LAN
switches work. Additionally, we looked at VLANSs that divide the
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network virtually into different LANs. We discussed the STP, which
prevents loops in the network, and we looked at transmission
methods — Unicast, Multicast, and Broadcast.

In layer 3, we talked about ARP and IP. Additionally, we looked at
routers and routing protocols that enable the forwarding of packets
through the network. In layer 4, we talked about connectivity and
reliability, and we discussed TCP, UDP, and the relatively new
Google QUIC protocol.

Finally, we looked at tunneling and encapsulation and how we can
carry one packet over another — a method that is widely used in
communication networks.

In the next chapter, we will explore security protocols and their
implementation, including what protocols can be used to protect the
network.

Questions

1. An upper-layer packet will be encapsulated in a lower-layer
packet data field for transmission (for example, the TCP inside
the IP or the IP inside Ethernet).a) This is always correct.b) This
only applies in the LAN.c) This only applies in the WAN.d) This
only applies when moving from the LAN to the WAN.

2. What is the purpose of the STP?a) Disabling LAN switch ports
for performance enhancementsb) Creating loops in order to
enable redundancyc) Setting port redundancy between
switchesd) Preventing loops in a LAN

3. Which best describes the differences between TCP and UDP?a)
TCP and UDP both have sequencing but UDP is
connectionless.b) TCP is a reliable connection-oriented protocol,
while UDP is an unreliable connectionless protocol.c) Both TCP
and UDP are connection-oriented, but only TCP uses
windowing.d) TCP is connection-oriented; UDP uses
acknowledgments only.

4. What layer in the OSI-RM defines end-to-end connectivity
between end processes?a) The Physical layerb) The Network
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layerc) The Transport layerd) The Application layer

5. What is the layer that routers implement in the OSI-RM?a) The
Session layerb) The Network layerc) The Transport layerd) The
Application layer

6. What are the risks in TCP?a) SYN attacks that can flood the
network.b) Reset attacks that can shutdown connections.c)
Sequence attacks that can hijack connections.d) All of the above
are possible.

7. What are Layer 3 switches?a) Devices that switch packets in a
very rapid way.b) If it happens in layer 3 is routing.c) Devices
that use VLANS to enable user security.d) Routers with firewall
functionality.

8. What is a flooding attack?a) The loading of the network or
network devices.b) Sending massive amounts of traffic into the
network or the servers.c) Sending packets to a specific target.d)
Sending multicasts or broadcasts to a network switch.

Answers

1. a()
2. (d)
3. (b)
4. (c)
5. (b)
6. (d)
7. (b)
8. (b)
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3 Security Protocols and Their
Implementation

In Chapter 1, Data Centers and the Enterprise Network Architecture
and its Components, we talked about the network architecture, while
in Chapter 2, Network Protocol Structure and Operations, we talked
about protocols. In this chapter, we will talk about security protocols,
including their pillars, and deep dive into the bits and bytes. This will
help us understand how to use these protocols and methods to
protect our network resources.

We will start with the basic definitions, continue with the algorithms
and higher-level protocols that are used in modern networks, and
finalize with network security components, how they work, and how
they are used to protect our network resources.

In this chapter, we’re going to cover the following main topics:

Security pillars — confidentiality, integrity, and availability
Encryption basics and protocols

Public key infrastructure and certificate authorities
Authentication basics and protocols

Authorization and access protocols

Hash functions and message digests

IPSec and key management protocols

SSL/TLS and proxies

Network security components — RADIUS/TACACS+, FWs,
IDS/IPSs, NAC, and WAFs

Security pillars — confidentiality, integrity, and
availability

The American National Institute of Standards and
Technology (NIST) has defined a framework for cyber security
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that should be implemented in all aspects of networks and
applications. This framework is referred to as the confidentiality,
integrity, and availability (CIA) triad. The CIA framework
summarizes the requirements for network security, as defined by

NIST (https://csrc.nist.gov/glossary/term/availability), as follows:

e Confidentiality: Preserving authorized restrictions on
information access and disclosure, including means for
protecting personal privacy and proprietary information.

e Integrity: Guarding against improper information modification
or destruction. This includes ensuring information non-
repudiation and authenticity.

« Availability: Guarding against improper information
modification or destruction. This includes ensuring information
non-repudiation and authenticity.

The following protocols and mechanisms provide these
requirements.

Encryption basics and protocols

Encryption is the process of converting information that can be read
by everyone — that is, cleartext or plaintext — into secret
information called cyphertext that can only be accessed by
authorized users.

Encryption requires an algorithm and a key. The algorithm is a
mathematical procedure made up of a series of calculations, while
the key is a string of bits. The smarter the algorithm is and the longer
the key is, the more difficult it will be to break it.

Services provided by encryption

Encryption is a service that hides the content of the data. Encryption
does not authenticate the source of the data, it does not hide the
source and destination of the data, and it does not check the integrity
of the data. For these purposes, we have other mechanisms that we
talk about later in this chapter:
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Figure 3.1 — Sending information during encryption

An example of the information that is seen and hidden can be seen in
the preceding screenshot. Here, we can see the IP address of the
destination, as well as the server name in the Transport Layer
Security (TLS) header. In a message sent later in the session, as we
will see later in this chapter in the asymmetric protocols section, we
will see the cypher suite that is used for the session.

Stream versus block ciphers

There are two ways to encrypt data in transport. As shown in the
following diagram, these are stream ciphers and block ciphers:
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Figure 3.2 — Stream versus block ciphers

e In a stream cipher, as shown at the top of the preceding
diagram, the data stream is encrypted byte by byte. A key is used
to generate a pseudorandom bitstream that is XOR’d with the
plaintext entering the cipher. The result is an encrypted byte
stream.

e In a block cipher, the data is split into blocks of 64 bits or
more. A key is used with a key scheduler to encrypt each block
independently.

Symmetric versus asymmetric encryption

Encryption is performed by using a key and an algorithm. There are
two types of encryption:

» A secret key or symmetric encryption uses the same key to
encrypt and decrypt the information. Here, we have protocols
such as Data Encryption Standard (DES), Triple-DES, and
Advanced Encryption Standard (AES).

103



» A private key or asymmetric encryption uses two keys — the first
key to encrypt the data and a second key to decrypt the data.
Here, we have protocols such as Pretty Good Privacy (PGP)
and Rivest—Shamir—Adleman (RSA).

Encryption can be implemented on data at rest, which is data that is
stored somewhere on a PC, smartphone, central server, and so on.
Encryption can also be implemented on data in transit, which is
information that’s moving through a network from one place to
another. In this book, we will focus on network security, so we will
mostly talk about data in transit.

Symmetric encryption protocols

The first type of protocol we will look at is the symmetric encryption
protocol, in which both sides of the connection use the same key. The
key can be permanent or can be replaced every second but still, both
sides share the same key. As shown in the following screenshot, the
plaintext is encrypted with encryption function fg with the K’ key,

and then opened with fj, when functions fg and fy, are equal and so
are the K’ keys:

Cyphertext
Plaintext ypherex Plaintext
X— E fe (X) D —— fu(fe(X))=X
T K’ T K’
Encryption key Decryption key

Figure 3.3 — Symmetric encryption

Many symmetric protocols have been developed over the years.
There are many types of symmetric protocols, including RC5 and
RC6. The most common algorithms that were used in the past and
are still used today in data networks are DES, Triple-DES, which was
common some years ago, and AES, which is the most secure and
popular in the last few years. Let’s take a brief look at each. They will
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be explained in general terms, with the minimum amount of
knowledge that is required to understand the mechanisms.

Data Encryption Standard (DES) and Triple-DES (3DES)

Data Encryption Standard (DES), which was standardized in
1979, is a block cypher that tales fixed-length strings of plaintext bits
and, using the key and the algorithm, transforms each into another
cypher text bitstream of the same length. The algorithm is based on
16 rounds of encryption, with block sizes of 64 bits and key sizes of
56 bits. The algorithm, called the Feistel algorithm, is based on
the principle shown in the following diagram

32bits 32bits . .
64bit plaintext
block

Li-1 Ri-1

Initial permutation

F(Re1, Ki) Round 1
(I PR Mixer l
] Round 2 K2

K1

56hit
Cypher key

Key Scheduler
r

Swapper

Round 16 Kis

L 2
|—| RI Final permutation
32bits 32bits

64bit Cyphertext
Jblock

Figure 3.4 — DES algorithm
The algorithm works as follows:
1. Before entering the encryption, each plaintext block of 64 bits

goes through the initial permutation of the 64 bits. This is done
by changing the bits’ locations; for example, the first bit in the
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block is replaced with the 48t bit, the second bit is exchanged

with the 35 bit, and so on.

. The 64-bit block is divided into two halves of 32 bits each.

3. Encryption is done in 16 rounds. In each round, as shown on the
left of Figure 3.3, we split the 64-bit block into two halves. One
half is encrypted and XOR’d with the second half, which is not.
Then, the two parts are swapped and we move on to the next
step.

4. The next set of keys are generated at the key scheduler when
keys K, to K,¢ are generated from the original 56-bis key. Keys

are generated by bit-shifting the original key.

N

As a protocol developed in the 1970s, DES is an easy-to-break
encryption mechanism and is hardly used in recent years.

Triple-DES or 3DES is an algorithm that was developed in the
mid-1990s and published as RFC 1851 in the IETF. 3DES uses the
same algorithm a DES but with three keys. Keys can be independent
when K; = K, = K, (Keying option1), K, and K, = K, (Keying option
2), and identical keys K; = K, = K, (Keying option 3).

Although 3DES works with 112- or 168-bit keys (56*2 or 56*3 bits,
depending on the keying option), using DES is also easy to break.
Due to this, a new algorithm was accepted: AES.

Advanced Encryption Standard (AES)

The National Institute of Standards and Technology (NIST)
selected the Rijndael algorithm (designed by Joan Daemen and
Vincent Rijmen) as the successor of DES and 3DES in November
2001. AES has a fixed block size of 128 bits, with key sizes of 128,
192, and 256 bits, and uses an algorithm that is far more complex
than the DES/3DES Feistal algorithm:
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Figure 3.5 — The AES algorithm

As we can see, the algorithm in AES works as follows:

1. A data block enters the algorithm and is XOR’d with the initial
key block.
After the initial round, the block enters the rounds of

substitution — rows shift, column mixture, XOR. This main
round takes place 9, 11, or 13 times, depending on the key’s

2.

length.
. In the final round, the block enters a single round of substitution

— rows shift and XOR — and exits the algorithm as a strongly

encrypted block.
. The key is changed for every round based on the manipulation

from the previous round key.
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At the time of writing this book, there is no known successful
attempt at hacking the algorithm by any commercial or academic
organization.

Asymmetric encryption protocols

In asymmetric protocols, we use two keys: one key is used to encrypt
the data while another key is used to decrypt it. The key that is used
to encrypt the data is called the public key, while the key that is
used to decrypt the data is called the private key. This is also
known as public key cryptography.

As shown in the preceding diagram, public key cryptography is used
in two ways:

e For encrypting information between users
e For signing documents with digital signatures

Data encryption

Data is encrypted like so:
Bob [ . Alice Alice generatesa set of keys:
lllll Alice sends the Publickey sent to Bob (E/\J ; 1. Privatekey (Kpublic) @m /3
Bobcreatesthe Ci—"ﬁ?ﬁ < . ' ‘ J;f“ 2. Publickey (Kprivate) @=
message: HelloAlice g Encrypreddata issent toAlice o 12388DF957ABCE02299911CDE014
() Gn#%n&6 ‘ ‘ X .
N o o
) .
(3 )Bob uses publickey (g Aliceusesher private
to encrypt the data ~Z/ keytodecryptthedata
Hello Alice -:»:: E \J & Gn#%N&6 Gn#%n&6 ':»(:D.\ZI # Hello Alice
— —
* &
=
& Kprivate

Kpublic

Figure 3.6 — Data encryption in asymmetric cryptography
Let’s look at this in more detail:

1. First, Alice generates a key pair. This is a string of bits where
half of it is the public key and the other half is the private key.
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2. Once the keys have been generated, Alice sends the public key to
Bob.

3. Bob generates the message and encrypts it with the public key.

4. Bob sends the encrypted message to Alice.

5. Alice, who has the secret key, decrypts the message.

Alice can give the public key to everyone that wishes to communicate
with her so that everyone can send her encrypted messages, but only
she can open them with her private key.

Digital signatures

Digital signatures are used so that a user can sign a document and
send it to someone else when the receiver can be sure it was sent
from the originator and not by someone else. Creating and using
digital signatures is the opposite of data encryption.

In our example, Alice wants to send a verified document to Bob:

Bob generates a set of keys:
(1) 1. Privatekey (Kpublic) €=

- 12388DF957ABC602299911CDEO14...
=/ 2. Public key (Kprivate) e I , I

[53 [523
Bob ~=> Bobsendsthe signed message Alice
Ponp ~“Z/ to Alice (with his Public key) @ — Aliceverifiesthe
(5 BobusesthePrivatekeyto ¢_. -",ifﬁ > 7 if‘ ( _/\J document with the
“Z  signthe message & g\\;ﬁ. Public key.
Docu.ment o .’/E\] N [ [ Fan D t
to Alice &/ & .>.,\_D/,| & ocu.men
o e to Alice
b o
Kprivate Kpublic

Figure 3.7 — Digital signatures
With digital signatures, we do the following:
1. First, like in encryption, Bob generates a key pair. This is a
string of bits where half of it is the public key and the second

half is the private key.
2. Bob sends the public key to Alice.
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3. Bob uses the private key to sign the document.

4. Bob sends the message to Alice.

5. Alice receives the message and can verify that the public key can
decrypt the message, which proves that Alice’s secret key was
used to encrypt it.

Important Note

In practice, both in data encryption and in digital signatures, a
hash is generated before the data is encrypted and checked when
data is received. We skipped this step to make the explanation
clearer. Hash and hashing algorithms will be explained later in
this chapter.

Asymmetric encryption protocols and RSA

Several asymmetric algorithms are used: Rivest-Shamir-
Adleman (RSA), El Elliptic Curve Cryptography (ECC), El
Gamal, Digital Signature Algorithm (DSA), and others. In this
section, we will talk about the RSA algorithm, which is by far the
most widely used commercial algorithm.

The RSA algorithm is based on the mathematical principle that it is
easy to multiply large numbers but splitting them into their factors is
much harder. This is especially true when we multiply two prime
numbers; to multiply them is easy but to get their factors from the
result is virtually impossible and requires enormous computing
power.

The algorithm works as follows (by using an example):

1. The user, User A, creates the keys and chooses two prime
numbers, p and q. Their product, n=pq, will be half of the
public key.We will choose p=11 and g=17.

2. User A calculates the function of p and g, whichis ¢ (p,q) ,
when & (p,q) = (p-1) (g-1) .Let’s assume
d(p,q) = (11-1) (17-1) = 10*16=160.
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3. User A chooses a number, <, that is relatively prime to » and
q .Numbers are relatively prime if there is no integer greater
than one that divides them both.We will choose e=3, which is
relatively prime to 11 and relatively prime to 17.

4. The public key’s first half is n=pq, while and the second half is
e .The public key is 187, 3.

5. User A calculates the modular inverse, 4, of
e modulo §(n) .Inverse of the integer, x,is a number, v, so
that xy=1.Modulo finds the remainder after dividing one
number by another. The remainder is called the modulus of the
operation.A modular inverse of an integer a is an integer, x,
where the product, ax,is congruent to 1 concerning
modulus m, Wthh iS ax = 1 (mod m) .
d(n)=160 and therefor d = 3 modulo 160 = 107

6. User A distributes the public key n, e, and keeps secret the
private key, 4.

Now that we’ve learned about the bits and bytes, let’s get to the
bigger picture and talk about certificates.

Public key infrastructure and certificate
authorities

Public key infrastructure (PKI) defines the architecture for
secured communications between users. PKI defines a certificate
authority (CA) that contains several attributes to be used between
users that establish communications.

PKI provides several services:

e Authentication: To prove to each side that the other side is
who it claims to be.

» Integrity: To prove that data has not been changed during
transmission.

e Confidentiality: To prove that no one can read the data during
transmission.
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PKI standardized the process of using certificates and using private
and public keys for secure communications between entities.

PKI is mostly used to connect to web servers using Secure Socket
Layer/Transport Layer Security (SSL/TLS). In this section, we
will describe the process and, in the SSL/TLS section, later in this
chapter, we will get to the bits and bytes.

First, let’s see how a client connects to a web server using certificates.
This is illustrated in the following diagram:

Co 2. Certificate Signing
: Request (CSR) Kpublic

Certificate oo __ """""""""""""""""""
__Authority ./ / Kpublic
5-‘ 3. Issue o
4. Send certificate
certificate Sq
W\/Kpublici | b

Kpublic &= B e 1. Key .
generation

I E Kprivate Kpublic

e e

. Kpubllc N ; 722X
‘ ; g | 6. Encrypted @ Web Server
| Message |

5. Message |
encryptlon

; sent : '.:\E,," X Kprivate
‘ . 7. Message &=
. decrypted

) User login to online shop

Online shop

Figure 3.8 — How certlﬁcates work

Let’s consider an online store that wishes to sell items on the
internet. We can see this to the right of the preceding diagram. Here,
the following will happen:

1. The online store’s website generates two keys: the private key
and the public key.

Important Note
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For internal organization work, Step 1 is the only thing you
need. You generate the key, distribute it to communication
parties, and start sending information. When you
implement a website, you need to trust your
communication’s party, and your communication’s party
needs to trust you, so a mutual entity is required that can
establish this trust. The mutual entity that both of you trust
is the certificate authority.

2. When the key is ready, the store sends a Certificate Signing
Request (CSR) to the certificate authority. A CSR is an
encoded file that is sent to a certificate authority such as
https://www.verisign.com/, https://www.digicert.com/,
https://www.cloudflare.com/ or others, and includes your
public key and identity information. The CA verifies the identity
of the requester by asking for information such as the URL
(www.example.com ), Organization’s name, and address for
identifying the requester’s identity.

3. After confirmation, the CA sends the certificate to the web server
owner. The certificate includes the public key, along with the
certificate and certificate authority’s identification.

4. Now, when a customer, which is shown as the little man on the
left in the preceding diagram, connects to your website, they
open the website and see the little locker on the web page. If you
click on it, you will see the certificate details; that is, the issuer,
the public key, the validity dates, and more.

5. The customer encrypts the information with the public key.

6. The customer sends the encrypted information to the web
server.

7. The web server uses the private key to decrypt the information.

In digital signatures, we use the same mechanism but the
opposite way. We send our private key to everyone that wishes to
send us documents, and we use the public key to open it.

Authentication basics and protocols
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Authentication is a process that identifies a person, device, or
software process that’s accessing data or information.
Authorization is a process that grants access rights to perform
actions on data or information.

There are three types of authentication mechanisms. These are what
you know, what you have, and what you are:

« What you know: Usually user and password authentication.

« What you have: Usually smart cards and card readers.

 What you are: Biometrics such as fingerprint or eye retina
scanning.

There are several resources that we usually access:

e The organization networks. This is usually done with SSL/TLS-
VPN or with IPSec VPN, which we will talk about later in this
chapter.

o External web services (bank accounts, social networks, and so
on). This is usually done with HTTPS, which uses SSL/TLS.

» Internal access to organization resources. This is provided by
Microsoft or Linux mechanisms, and RADIUS/TACACS+ to
access communication equipment.

There are several levels of authentication; we will look at each in this
section, along with their vulnerabilities.

Authentication types

In this section, we will talk about authentication types, from the
basic to the advanced methods.

Username/password and challenge authentication

The very basic type of authentication is username and password.
This method is subjected to several types of attacks. Password
Authentication Protocol (PAP) is an example of a protocol that
implements this method, where the initiating device sends an
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authentication request with a username and password, and the
authenticator (the responding device) looks at it and sends an
authentication-acknowledge or authentication-not-acknowledge
message.

Another protocol in this category is the Challenge Handshake
Authentication Protocol (CHAP), which uses a three-way
handshake. Here, after the link establishment phase is complete, the
authenticator (that is, the peer that allows or blocks the access) sends
a challenge message to the initiator. The initiator responds with a
string that contains a value that’s calculated using a hash function.
The authenticator checks if this response is equal to its calculation of
the string. If the values match, the authentication is acknowledged;
otherwise, it is not.

These two protocols were first standardized in RFC1334 (IETF,
October 1992) for the Layer 2 Point-To-Point Protocol (PPP),
which was mainly used to establish connectivity between routers.

The level of security in these protocols is very low. PAP is subjected
to user/password cracking, while CHAP is subjected to simple man-
in-the-middle attacks. These protocols were used mostly over point-
to-point router connectivity and are hardly used anymore.

Username/password with IP address identification
authentication

One step forward with username and password authentication is
using a username and password along with restrictions on the source
IP address that the request to log in can come from. Although this
method has a slightly higher security level, you should be careful
about using it.

In this case, when configuring this restriction inside your
organization, such as when the network administrator can only
access communication equipment from their PC with a username
and password, it’s not the best way but it’s a moderate level of
security.

115



Configuring your firewall to allow access from the internet based on
a username/password and IP address is like putting your hand in a
fire, hoping it will come out cold. If someone wants to break in, IP
address spoofing with username/password cracking will easily do the
job. IP spoofing attacks will be explained in more detail later in this

book.

Encrypted username/password authentication

This is the most common way of accessing organizations or public
servers (banks, social networks, and so on) and is one step lower
than one-time passwords (OTPs) and biometrics.

Here, we use protocols such as IPSec for client to site connectivity,
which is when your computer becomes a client of your organization,
or SSL/TLS connectivity, which is when the connection is per
application — for example, HTTPS for accessing a web server, secure
FTP for accessing an FTP server, SIPS for secure access to Session
Initiation Protocol (SIP) servers, and so on.

The next level of security is using OTPs. There are two versions of
OTP that are based on the same principle:

» A software or hardware device that generates a one-time code
that you use to log into your organization. This method is called
HMAC-based OTP (HOTP).

e Code that is generated and sent to you when you access a bank
account, credit company, healthcare organization, and so on.
This method is called SMS-based OTP (TOTP).

HMAC-based OTP (HOTP)

The first method, known as HOTP, was first standardized in
RFC4226 (IETF, December 2005). This method uses tokens that
are synchronized with the server to provide the user with a one-time
password to allow access to the network. The password can only be
used once, so it eliminates the possibility of reply attacks. HOTP is
calculated as follows:
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HOTP (key, counter)=Truncate (HMAC-SHA-1 (key, counter))
The parameters in this formula are as follows:

» Key: The HMAC key, also called the seed, is a shared secret key
that’s agreed up by the server and the client at the time of
initialization. The key is static for the lifetime of the client. For
security purposes, it must be kept secret by the client and the
server.

e Counter: This is incremented by one after each successful
authentication, so it should be in sync between the client and the
server.

e HMAC-SHA-1: This is the derivation algorithm used by the
HOTP method.

The truncate function is used to truncate the 160 bits of HMAC-
SHA-1 into a user-readable format of several digits.

There are some issues with HOTP. The protocol is counting the
number of successful authentication attempts, so what happens in
the case of unsuccessful attempts? These issues are addressed by the
standard and solutions are proposed for each.

Time-based one-time password (TOTP)

The second method is known as time-based one-time password
(TOTP), which was first standardized in RFC6238 (IETF, May
2011) as an extension of HOTM. It uses the same HOTP algorithm
for calculating the OTP, but instead of using a counter, it uses a
timer. So, TOTP is calculated as follows:

TOTP (key, time)=Truncate (HMAC (key, time))

In TOTP, the hash algorithm may be HMAC-SHA-1, HMAC-SHA-
256, or HMAC-SHA-512. The time is counted in 30-second
increments due to the epoch time (number of seconds that have
elapsed since midnight UTC (coordinated universal time) of January

1, 1970).
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TOTP eliminates the counter issues that were in HOTP, but there are
also several issues with it. With TOTP hardware tokens (not like
software tokens, which use the smartphone clock), we need clocking
capabilities, which require an internal accurate oscillator, time-drifts
can happen, and so on. These issues are addressed by the standard
and solutions are proposed for each.

SMS-based OTP

This method is straightforward. Here, the user logs into the website
with their username and password. When the username and
password match, the user receives an OTP via SMS or email. The
user enters this OTP and logs into the website. Instead of a username
and password, it can be a user ID or passport number, the last digits
of the credit card owned by the user, and so on. This is a two-factor
authentication method that uses a combination of what you know
and what you have.

Extensible authentication protocol (EAP)

The extensible authentication protocol (EAP)7r)7ris a
standard that provides a framework that contains a set of things that
are required for clients to authenticate with network authentication
servers, such as a laptop connected to a Wi-Fi network. The EAP
framework constitutes the method and the requirements, while the
authentication protocol can be selected by the clients performing the
authentication mechanism dynamically.

EAP was first introduced in RFC2284 (IETF, March 1998) for the
point-to-point protocol to add security over the existing (at this time)
PAP and CHAP. Later, it was enhanced in RFC3748 (IETF, June
2004). Since then, it has been implemented in other areas, mostly in
wireless and wireless LANs using the IEEE 802.11i and 802.1x
protocols.

EAP protocols
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Several EAP-based methods have been standardized by the IETF:

« EAP-TLS: Based on TLS authentication with certificate-based
mutual authentication and key derivation. Defined in RFC5216
(IETF, March 2008).

« EAP-SIM: Defined for authentication and key derivation using
the GSM SIM card. Defined in RFC4186 (IETF, January 2006).

o EAP-AKA: Defined for authentication and key derivation using
the UMTS SIM card, based on the UMTS AKA standard. First
defined in RFC4187 (IETF, January 2006).

« EAP-AKA'’: Provides an improved key separation between keys
generated for accessing different access networks. First defined
in RFC5448 (IETF, May 2009).

Due to its flexibility, EAP was adopted in later standards such as for
Wi-Fi integration with LTE (RFC7458, IETF, February 2015), EAP-
TTLS, which lets you tunnel other authentication protocols over
EAP tunnels (RFC5281, IETF, August 2008), and in proprietary
implementations and other standard and proprietary
implementations such as Lightweight EAP (LEAP) and Flexible
Authentication via Secure Tunneling EAP (EAP-FAST) from
Cisco, Protected EAP (PEAP) from Microsoft, EAP over LAN
(EAPoL), which is used in port-based network access control in
local area networks (IEEE, 802.1X), and others.

EAP-AKA and EAP-SIM use challenge-response authentication (such
as CHAP), while EAP-TLS, EAP-TTLS, PEAP, and EAP-FAST use
TLS authentication.

EAP architecture

The EAP architecture is based on three entities:

e The EAP Peer: This is the entity that requests access to the
network. This is usually a PC, laptop, tablet, and so on. In
802.1X, it is referred to as the supplicant.

 The EAP Authenticator: The entity that the peer connects to,
such as the wireless LAN access point, LAN switch, cellular
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network gateway (LTE ePDG), and so on.

 EAP Server: The authentication server that provides
authentication services to the authenticator, such as a Remote
Authentication Dial-In User Service (RADIUS) server.

The EAP procedure is illustrated in the following diagram:

Authentication
Client (Peer) Authenticator Server

Access WiFi
Point Controller

((9))
é

Il

1. EAP Identity Request

7. EAP Response — EAP type

! 1
! 1
! 1
! |
! I
! 1
2. EAP Identity Response | |
.’} 3. Identity forwarded to authentication server |
l :
|
IL< 4. EAP Request - EAP type |
5. EAP Request - EAP type |
i
6. EAP Response — EAP type bi
|
i

8. Authentication protocol conversation between client and authentication server

9. EAP Success

10. EAP Success

|
|
:A
|
|
|
|
|
|
)
|
-t
1
|
|
1
|
-
|
|
i
}r‘
|
|

i
|
i
-t
|
|

Figure 3.9 — EAP authentication procedure example

This example is from a Wi-Fi network. A client (called a peer in the
EAP protocol) connects to the network. The Wi-Fi controller (which,
together with the access point, establishes the EAP authenticator)
senses a new client and sends an EAP identity request (1). The client
answers with an EAP identity response (2), and the controller
forwards the response to the authentication server (3). The
authentication server sends an EAP type request to the authenticator
(4), who forwards it to the client (5). The EAP type request is a
request from the server, telling it the server’s authentication type. If
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the client supports it, it answers with an EAP type response,
confirming the authentication type (6), and the authenticator
forwards it to the server (7). At this stage, the client and the server
negotiate according to the requested authentication method (TLS,
TTLS, and so on), and if the negotiation succeeds, the server sends
an EAP success message to the authenticator (9), which forwards it
to the client (10). At this point, the client is logged in and connected
to the network.

Authorization and access protocols

As we saw in the previous section, authentication is responsible for
validating a user’s identity, confirming who they are and if it is really
who they say they are. Authorization combines identity
information with access information to allow the user to read, write,
execute, or delete files and information based on their identity and
privileges.

Network access control (NAC) devices are used to enforce the
cooperate policies. NAC functions and capabilities will be discussed
in the last section of this chapter.

Hash functions and message digests

Message authentication is used for the following purposes:

o Protecting message integrity: To verify that a message that
is sent is not changed during transmission.

e Verifying message authenticity: To validate the identity of
the message originator; that is, to verify who we get the message
from.

 Non-repudiation of its origin: To assure the sender that the
message was delivered, and to assure the recipient that it is from
the sender. This ensures that neither of them can deny that the
message was processed.
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A hash function is a mathematical function that accepts a variable-
length block of data as input and produces a fixed-size hash value as
output. The hash function’s calculation result is called a message
authentication code (MACQC).

Hash functions are used to check data integrity. Some applications of
hashes are as follows:

e In security: To check if the messages or files that have arrived
are the same ones that were sent.

e In data communications: To check the integrity of arriving
frames, such as Ethernet checksums.

e In intrusion detection: To check if the messages were
changed during transport to bypass protection mechanisms.

e Virus detection: To detect files that were changed by a virus.

Two parameters should be supported by a hash function:

e One-way hash: It should be computationally infeasible to
resolve the origin data from the hash.

e Collision-free hash: It should be infeasible to find two
messages with the same hash.

A simple hashing mechanism is only used for message integrity
checks, as shown in the following diagram:

Sender Receiver

Message Message
Message = » 2 ——P@—t Message —@

Digest Digest

Drop

Diges:; Acc. messase Diges‘t' Calc.

Accept
message

Figure 3.10 — Simple hash operation

122



Here, we can see that the sender uses a hash function to add a
message digest to the message. The message is sent to the receiver,
who splits the digest from the original message and calculates it
again. If the digest value that is received is equal to the value that is
calculated, the message is accepted. If they are different, the message
is dropped.

When the hash is used with encryption, as shown in the following
diagram, when encryption is used, it is the same mechanism as
encryption/decryption:

Sender Receiver

Message Message —@ >®—b Message Message
Digest Digest
Drop
Digest Acc. - Digest Calc.
2
ﬁ Accept
YES message

Figure 3.11 — Hash functions with encryption

Encryption can be symmetric or asymmetric, and when asymmetric,
it can be used for encrypting the public key to access a secure web
page or encrypting the private key to sign a document.

The most common hash functions are Message Digest 5 (MD5)
and Secure Hash Algorithm 1 (SHA1). MD5 was first
standardized in RFC1321 (IETF, April 1992). MD5 generated a
digest of 128 bits. SHA1 was first standardized by the US National
Institute of Standards and Technology (NIST) and creates
160-bit digests. Although smarter and safer hash algorithms have
been developed since MD5 and SHA1, such as SHA2, SHA3, and
others, MD5 and SHA1 are still the most common hash standards in
commercial implementations.

IPSec and key management protocols
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IPSec is a set of protocols designed to provide Virtual Private
Network (VPN) functionality. We will talk about VPNs types and
connectivity first before learning about the protocol. IPSec was first
standardized in RFC 2401 (IETF, November 1998) and later
became obsolete by RFC 4301 (ISTF, December 2005) and updated
by other RFCs.

IPSec provides the following services:

» Confidentiality: By encrypting data between the sender and
the receiver.

e Integrity: By adding a hash function to the data.

e Authentication: By providing authentication between the two
ends.

» Anti-Replay: By sequencing packets that are sent between the
two ends.

Virtual Private Networks (VPN5)

A Virtual Private Network (VPN) is a way to establish a virtual
connection over public infrastructure. Establishing a virtual
connection is usually achieved by tunneling, which is a very common
mechanism in data communications that encapsulates an internal
packet into an external header that will carry it through the public
network. The following diagram shows an example of encapsulating
a simple tunnel:
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Figure 3.12 — Tunneling

Here, we can see two routers connected to the internet. On the left,
we have host 10.33.1.18, while on the right, we have host
10.33.13.32 . We create a tunnel between the two routers, and the
tunnel addresses are 172.32.1.1 for the left router and 172.32.1.2
for the right router.

As shown at the bottom of the diagram, which is of a Wireshark
capture file, an external header is the first thing that appears. Right
after the Ethernet header, it carries a tunnel header — in this
example, a Generic Routing Encapsulation (GRE) tunnel
header — and then comes the internal IP header with the tunnel
addresses.

When we forward traffic over the internet, we need firewalls that
connect to the internet on both sides, we need an authentication
protocol so that the firewalls can authenticate each other, and we
need to encrypt the information that runs through the internet
between the firewalls. This is shown in the following diagram:
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Un the top packet example (1), we can see the traffic when it's not
encrypted, with external IP addresses of 1 and r2. These are the
external addresses of the firewalls. The internal addresses are those
of the PCs on both sides; that is, 2 and s.

In the bottom packet example (2), we can see that the internal
header and data are hidden, as they should be when transferred over
the internet, and that the only thing an eavesdropper will see is the
addresses of the firewalls. The purpose of IPSec is to create this
tunnel.

IPSec principles of operation

As shown in the following diagram, there are three ways to use
IPSec:

o Site to Site (1) is when we connect a firewall to a firewall so
that the two locations are connected as they have a direct line
between them. This type of connectivity is transparent to the
user, who works on remote servers as they are part of the
network.

» Client to Site (2) is when you connect to your work with a VPN
client. You run the client, enter a username and password, and,
if required, a code from your token and log into the network.
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e Client to Client (3) is when two clients connect and encrypt
the information between them. This option should be more
frequent in IPv6 since IPSec is an inherent part of the protocol
and every device contains the client’s internet address:

1. Site to Site
2. Client to Site
3. Client to Client

Figure 3.14 — IPSec modes of operation

In the next section, we will describe the protocol and how tunnels are
initialized and maintained during operation.

IPSec has three steps of operation:

1. IKE Phase 1: Negotiating the security parameters and building
the IKE phase 1 tunnel.

2. IKE phase 2: Building the IKE phase 2 tunnel.

3. Data Transfer: Sending the information over the tunnel that
was created in IKE phase 2.

In the next section, we will look at these three steps in more detail.

IPSec tunnel establishment
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Before moving traffic over IPSec, the two peers establish a secure
channel. This is provided by a protocol called Internet Key
Exchange (IKE), also known as Internet Security Association
and Key Management Protocol (ISAKMP).

Important Note

ISAKMP was a protocol that was standardized in RFC 2408
(IETF, November 1998) that established secure communications
between two peers over the internet. RFC 2409 (IETF,
November 1998) was published at the same time and described
the usage of Oakley (a key management protocol), SKEME, and
ISAKMP for the same purpose. IKEv2 was first standardized in
RFC 4306 (IETF, December 2005) and was combined these
two RFCs (along with RFC2407 for DOI) and obsoleted them.
In Cisco, they refer to IKE and ISAKMP as the same protocol,
and in Wireshark, you see ISAKMP and not IKE, so practically,
IKE and ISAKMP can be considered the same. The latest
standard for IKEv2 is RFC 7296 (IETF, October 2014), with
updates in RFCs 7427, 7670, and 8247.

The IKE protocol is used to establish the IPSec tunnel between two
peers and works in three stages.

The first stage is negotiation. This step is initiated by the peer that
wanted to send data to the other. In this step, the following
parameters are negotiated:

1. Hashing algorithm: Several options can be used when the
common ones are MD5 and SHA.

2. Authentication: The two peers identify each other. Pre-shared
keys and digital certificates are the most common ones.

3. Diffie — Hellman (DH) Group: The strength of the key that
will be used in the key-exchange process (groups defined in RFC
3526).

4. Lifetime: How long IKE phase 1 will take. The quicker it takes,
the more secure it is.

5. Encryption: What algorithm will be used for encryption.
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The second step is the key exchange. After the negotiation stage,
the two peers will exchange keys. By the end of this stage, the two
peers will have a shared key.

The third stage is authentication. In this stage, the two peers
authenticate each other using the authentication method they
decided on in stage 1.

IPSec modes of operation

IPSec has two modes of operation: tunnel mode and transport mode:

e IPSec Tunnel Mode: The entire IP packet is encrypted and
hidden inside the new IP packet. In tunnel mode, the original IP
packet is encrypted and encapsulated inside a new IP external
header. This is an implementation of what we saw in Figure
3.12. Tunnel mode is mostly used between firewalls in a site-to-
site topology or between the client and firewall in a client-to-site
topology.

e IPSec Transport mode: The IPSec header is added to the
original IP packet. It is commonly used in client-to-site VPNs.
Transport mode is used to protect layers 4 to 7. This method is
usually used between the client and server or between end
nodes, which can be behind firewalls.

IPSec authentication and encryption protocols

The protocols involved in authentication and integrity are AH and
ESP:

e Authentication Header (AH): This provides integrity and
anti-replay protection. AH protects the IP packet by generating a
hash function and providing a hash value.

 Encapsulating Security Payload (ESP): This provides
integrity and anti-replay and encryption protection, which is
why it is the most popular option.

IPSec authentication header (AH) protocol
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The following diagram shows the packet structure of the AH
transport mode and AH tunnel mode. In these modes of
operation, IPSec only implements authentication to calculate a hash
function over the entire packet:
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Figure 3.15 — IPSec AH transport mode and tunnel mode — packet
structure

The AH header includes the following fields: Next header, to point
to the upper layer protocol (for example, TCP or UDP); Length, to
indicate the length of the AH header; Security Parameters Index
(SPI), to identify the flow that the packet belongs to, Sequence,
which is a sequence number to protect against replay attacks; and
Integrity Check Value (ICV), which is the hash value.

IPSec encapsulation security payload (ESP) protocol

The following diagram shows the packet structure in ESP
transport mode and ESP tunnel mode. In these modes of
operation, IPSec implements authentication and encryption to
calculate a hash function over the entire packet and encrypt the
packet:
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Figure 3.16 — IPSec ESP transport mode and tunnel mode — packet
Structure

In ESP transport mode, we add an ESP header and trailer.
Encryption is provided over IP and above (Layer 3 and above,
including TCP/UDP and the application protocol).

SSL/TLS and proxies

Secured Socket Layer (SSL) and its successor, Transport
Layer Security (TLS), are protocols that are used for encrypting
the upper layer. These protocols work over TCP or UD port 443 to
access web pages by secured HTTP (HTTPS) over TCP port 443, and
to access Google drive with UDP port 443 using QUIC/GQUIC.

Protocol basics

SSL was first introduced by Netscape in 1994, to be standardized as
TLSv1 in RFC 2246 (IETF, January 1999), TLSv1.1 in RFC 4346
(IETF, April 2006), TLSv1.2 (IETF, August 2008), and the latest
version TLSv1.3 in RFC 8446 (IETF, August 2018).
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The common use for TLS is to provide secure communication
between a client and a server (the peers) while providing the
following services:

o Authentication: The server side is always authenticated; the
client side is optionally authenticated.

e Confidentiality: The data that’s sent over the communication
channel is encrypted and only visible to the two peers.

» Integrity: Data that’s sent over the channel cannot be changed
without the peers detecting it.

TLS consists of two stages of operation:

o The handshake protocol: Use public-key cryptography to
establish a shared secret key between the client and the server.

e The record protocol: Use the secret key that was established
in the handshake protocol to protect communication between
the client and the server.

The handshake protocol

The handshake protocol is used by a client and a server. The client,
which could be your web browser at home, and the server, which
could be your bank web server, negotiate the version of the
cryptographic algorithms to be used, authenticate each other, and
establish a shared secret for communication. In the following
diagrams, we will see how a connection is established during the
handshake stage.

The following diagram shows the entire conversation:
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Figure 3.17 — TLS handshake protocol

Here, we can see a TCP connection open in packets 1 to 3, the SSL
negotiation in packets 4 to 12, and that traffic starts to be transferred
in packet numbers 13 and higher.

The first two packets in the negotiation are Client Hello and Server
Hello, which are used to establish security capabilities between the
two peers. Let’s look at the first packet in the TLS handshake, which
is packet 4 — the Client Hello packet. The client and the server
agree on the protocol version, cipher suite, session ID, and
completion method:
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Ethernet II, Src: IntelCor_7@:2a:8d (34:f3:9a:70:2a:8d), Dst: D-LinkIn_9f:0a:d8 (ac:f1:df:
Internet Protocol Version 4, Src: 10.0.0.13 (10.9.0.13), Dst: 5.62.53.16 (5.62.53.16)
Transmission Control Protocol, Src Port: 13815, Dst Port: 443, Seq: 1, Ack: 1, Len: 517

- Server Hello (6)
4 Transport Layer Security (—&'—7

4 TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)

Server Key
version: TLS 1.6 (6x8301) [ Cientisio | <« @ SoTerKey
xchange (7
Length: 512 / _CllentHeIIo ge (7)
4 Handshake Protocol: Client Hello

. Client Ke
Handshake Type: Client Hello (1) . 4\/—*—)
Length: 568 / Protocol version / Exchange (9)
New Session
i <« G Ticket (12)

Version: TLS 1.2 (@xe3e3)

Random: d2bceb2afdde2cd8e175f3fd36¢58fb3326621327ab279b9..
Session ID Length: 32

Session ID: 68d8c2@e6c@acob63fR878401561632125d72a2e96F76307... . .
Cipher Suites Length: 34 Communications

pa _ [ < =
4 Cipher Suites (17 suites) Starts (13,14,...)

Cipher Suite: Reserved (GREASE) (exfafa)

Cipher Suite: TLS_AES_128 GCM_SHA256 (@x1301) Suggested
Cipher Suite: TLS_AES_256_GCM_SHA384 (@x1302) *"—H‘—F
Cipher Suite: TLS_CHACHA2@ POLY1305 SHA256 (©x1303)

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES 128 GCM _SHA256 (@xc@2b) .
Cipher Suite: TLS ECDHE RSA WITH AES 128 GCM SHA256 (@xc@2f) -

Figure 3.18 — TLS negotiation — Client Hello

The client and the server also generate and exchange two nonces
(RND in the preceding diagram).

Important Note

nonce is an arbitrary number that should be used just once in a
cryptographic communication. The term refers to a random
number that is generated for a specific use. The term comes
from number used once or number once.

Following the Client Hello message, the server answers with a Server
Hello. This is shown in the following diagram:
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Frame 6: 1506 bytes on wire (12048 bits), 1506 bytes captured (12048 bits) —“—)

Ethernet II, Src: D-LinkIn_9f:0a:d8 (ac:fl:df:9f:@a:d8), Dst: IntelCor_70:2a:8d (34:f3:9a:70:
Internet Protocol Version 4, Src: 5.62.53.16 (5.62.53.16), Dst: 10.0.90.13 (10.0.0.13)

. Transmission Control I?rotocol, Src Port: 443, Dst Port: 13015, Seq: 1, Ack: 518, Len: 1452 Server Hello (6)
Transport Layer Security (—h——
4 TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x8303) ° Server Key
Length: 76 / ServerHello Exchange (7)
4 Handshake Protecol: Server Hello

Handshake Type: Server Hello (2) Protocol version both | Client Key ’
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Randol bel (—&,

Session ID Length: @ andomnurmber Ticket (12)
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Compression Method: null (@) \ Communications

Extensions Length: 32 Strongest cryptographic Starts (13,14,...)

Extension: renegotiation_info (len=1)
Extension: ec_point_formats (len=4) i
Extension: session_ticket (len=e) offered by the client
Extension: application_layer_protocol_negotiation (len=11)

suite selected from those

Figure 3.19 — TLS negotiation — Server Hello

In the Server Hello message, we can see that the cryptographic suite
is AES-256 with SHA-384 and that the agreed version is TLSv1.2,
with no compression.

In the next packet, as shown in the following diagram, a certificate is

sent from the server to the client. This packet is called Certificate,
Server Key Exchange, Server Hello Done:
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10.0.0.13

Open connection

5.62.53.16

To web server (1,2,3)

Client Hello (4) a

[2 Reassembled TCP Segments (1684 bytes): #6(1371), #7(233)]

« Transport Layer Security
< TLSv1.2 Record Layer: Handshake Protocol:
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 1599
< Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1595
Certificates Length: 1592
Certificates (1592 bytes)
« Transport Layer Security

Certificate

/ Certificate message

u Server Hello (6)
Server Key
: &' Exchange (7)

Client Key G
Exchange (9)

New Session
Ticket (12)

< G

4 TLSv1.2 Record Layer: Handshake Protocol:
Content Type: Handshake (22)
Version: TLS 1.2 (@xe3@3)
Length: 149
Handshake Protocol: Server Key Exchange

Server Key Exchange Server Key

Exchange message

-

Communications
Starts (13,14,...)

< >

4 TLSv1.2 Record Layer: Handshake Protocol:
Content Type: Handshake (22)
Version: TLS 1.2 (@xe3@3)
Length: 4
Handshake Protocol: Server Hello Done

Server Hello Done

— ‘ Server Hello Done

Figure 3.20 — TLS negotiation — Certificate, Server Key Exchange,

Server Hello Done

Here, we can see that the TLS message contains three parts:
Certificate, which contains a certificate that’s 1,592 bytes, Server
Key Exchange, which contains the signature algorithms and the
public key, and Server Hello Done, which indicates the end of

SE€rver messages.

The next packet, as shown in the following diagram, is the Client
Key Exchange. In this packet, if RSA is used, the client sends a pre-
master secret to generate symmetric crypto keys and encrypts them
with the server’s public key. The client also sends a change cipher
spec message, and the client copies the pending Cipher Spec into the

current Cipher Spec:
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Handshake Protocol: Encrypted Handshake Message

Figure 3.21 — TLS negotiation — Client Key Exchange

At this stage, the session negotiation is complete, but there might be
additional messages, especially in later versions of TLS.

In our example, as shown in the following diagram, we can see a

New Session Ticket message:
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Figure 3.22 — TLS messages — New Session Ticket

Here, this message is sent by the server, telling the client to use a
new ticket that includes new cipher parameters. The client should
start using the new ticket as soon as possible after it verifies the
server's Finished message for new connections.

SSL/TLS is also used in the encryption of other protocols, such as
Secure File Transfer Protocol (S-FTP), Secure Shell (SSH)
for connecting remotely to communications devices, Secure SIP
(SIPS) and Secure RTP (SRTP) for securing telephony and
multimedia sessions, and other protocols. We will discuss these
protocols later in this book.

Network security components —
RADIUS/TACACS+, FWs, IDS/IPSs, NAC, and
WAFs

In this section, we will provide short descriptions of various network
security devices and their functionality.
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Firewalls

Firewalls provide the following features:

e Packet filtering forwards or drops sessions based on Layer 3
and Layer 4 information. This mechanism is the easiest one to
break.

e Network Address Translation (NAT) is used to translate
outgoing packets from internal to external internet addresses.
This mechanism provides security as a side effect but is not
considered to be a security mechanism.

» Stateful inspection watches the directions of TCP connections
or UDP sessions that are opened through it, not only the Layer 3
and Layer 4 information. This method provides more security
for the firewall.

In addition to this, most modern firewalls can provide additional
mechanisms, depending on licensing:

e Intrusion detection and prevention (IDPS): This can
discover and block traffic that comes in suspicious patterns

» Application Awareness: The ability to check upper layers
protocols, including malicious traffic transferred through
innocent protocols.

« Sandboxes: These can run delivered files before they are
downloaded to the user’s devices.

 Artificial intelligence (AI): This is a feature with the ability
to self-learn network behavior and react to it.

Firewalls are the basic network protection devices in every network
and they can be used in several places:

 Perimeter firewalls: To protect against risks coming from
external networks, including the internet.

« Datacenter firewalls: These are placed between the user’s
network and the data center to protect against risks coming
from users risking the information on the organization's servers.

e Core firewalls: These are used to separate the organization’s
network departments, if required, and provide higher-level
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security to the organization departments that require it.

Deciding on which features to use depends on technical, economic,
and business considerations. It also depends on the firewall’s
location.

RADIUS, NAC, and other authentication features

Remote Authentication Dial In User Service (RADIUS) was
defined in RFC 2138 (IETF, June 2000). RADIUS was illustrated
earlier in this chapter in Figure 3.9. A RADIUS server implements
AAA - that is, authentication, authorization, and accounting.

Since the RADIUS protocol is from 2000, There are new services
that have replaced it, with the most popular being TACACS+ and
Diameter. However, RADIUS is still widely used to provide AAA
services.

Web application firewalls (WAFs)

WAFs were created to protect against vulnerabilities coming from
web servers, such as SQL injection, cross-site scripting, cross-site
request forgery, DNS attacks, and more. The common denominator
of these attacks is using a user's activity to inject malicious code into
their end device, or using DNS attacks to forward the users to
websites that will inject the malicious code.

In cross-site attacks, which are usually referred to as cross-site
scripting (XSS), a web server is used to browse. Then, the web
server injects a malicious script into our end device (PC, laptop, and
So on).

SQL injection (SQLi) is an attack that tries to inject SQL language
commands into a SQL application to get or change database content.

DNS attacks try to confuse the clients, mostly to cause them to
open sessions to malicious websites that will damage them.
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Unlike the basic firewall feature, which allows or blocks traffic based
on its source, destination, and directions, and IDS/IPS, which
discovers malicious patterns in simple web filters that forward or
block traffic from specific websites, WAFs look at the content of the
web applications and filters code they run, so they are used in
addition to the other protection mechanisms.

Summary

In the first two chapters of this book, we talked about network
architecture and protocols, which brought us to this chapter, where
we talked about security protocols, and how and where they are used
to protect our networks.

At this point, we understand how different forms of encryption and
authentication protocols work, as well as the major protocols that
work in communications networks.

In the next chapter, we will talk about tools and methods for
attacking networks and network protocols so that we can learn how
to protect against them.

Questions

Answer the following questions to test your knowledge of this
chapter:

1. How are asymmetric encryption protocols used for encryption?
a) Two public keys and two private keys are used to establish
communications.b) The public key is used to encrypt the
data, while the private key is used to decrypt the datac)
The private key is used to encrypt the data, while the public key
is used to decrypt the data.d) The same key is used for
encryption and decryption; the difference is in the way they’re
used.

2. What is integrity?a) Keeping information secret from
unauthorized usersb) Verifying the identity or the
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communication peersc) Keeping information unchanged
through transmissiond) Keeping the user’s identity safe

. What is confidentiality?a) Keeping information hidden from
unauthorized usersb) Keeping the information secret from
unauthorized usersc) Keeping the information unchanged
during transmissiond) Protecting data from theft

. How are asymmetric encryption protocols used for encryption?
a) Two public keys and two private keys are used to establish
communications.b) The public key is used to encrypt the
data, while the private key is used to decrypt the data.c)
The private key is used to encrypt the data, while the public key
is used to decrypt the data.d) The same key is used for
encryption and decryption; the difference is in the way they’re
used.

. What is a hash function and what is it used for?a) A small key
used for authentication.b) A variable-length string that is
produced from a variable-length block of data that’s used for
encryption.c) A fixed-length string of data produced from a
variable-length block of data to keep messages secret.d) A fixed-
length string of data produced from a variable-length block of
data to keep message integrity.

. What is the EAP protocol?a) A framework for defining user
access to a network that can use various types of
authentication methods.b) A framework that establishes a
complete set of protocols for user access to the network.c) An
access protocol that enables authentication and encryption
through user networks.d) A part of SSL/TLS that involves
establishing a secure connection through the internet.

. What is a certificate?a) A certification stating that a private key
is legitimate.b) This is provided by a certificate authority
to the web server owner to prove the identity of the
clientsc) This is provided by a certificate authority to the client
connecting to the web server to prove their identity.d) Provided
to the client and the server to establish connectivity.

. What is the difference between the tunnel and transport modes
in IPSec?a) Tunnel mode is used between clients, while
transport mode is used between servers.b) Tunnel mode is
encrypted, while transport mode is not.c) Tunnel mode works
with ESP, while transport mode works with AH.d) Tunnel mode
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adds an external IP header that is used to route the IPSec
packets through the internet, while transport mode uses the
original IP header.
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)4Using Network Security Tools, Scripts, and Code

In the previous chapters, we learned about network and security protocols. In this chapter, we will
provide a comprehensive overview of the various security tools that we will work with later in this book.
We will start by describing the main open source and commercial tools. Then, we will look at tools that
are used to gather information on our target network (which can be a network that we want to protect),
followed by tools for discovering vulnerabilities and network weaknesses.

In this chapter, we’re going to cover the following main topics:

Commercial, open source, and Linux-based tools
Information gathering and packet analysis tools
Network analysis and management tools
Vulnerability analysis tools

Exploitation tools

Stress testing tools

Network forensics tools

Some tools fulfill tasks in several categories, such as when a tool can be used both as a vulnerability tool
and for exploitation, and in these cases, we will look at these capabilities in each of the categories they’re
a part of.

Commercial, open source, and Linux-based tools

We will start with a general category — open source and commercial tools. In addition to this, some of us
are used to working with Windows, while others are used to Linux (and laugh about the former). We will
talk about both Windows and Linux while focusing on open source tools and, when required, tools that
we need to write ourselves.

We can divide security tools according to their objectives, what they do, what we test, and what we are
trying to protect. For example, some tools are used to test communications servers, and we can use them
to protect these servers.

Our book is about network protocols, so we will focus on network-oriented attacks and protection. The
first type of tool that we will work with is open source tools.

Open source tools

All the tools we recommend in this book are free. Some of the tools are open source, some are
commercial tools available for free in basic versions, and most of them are fully functional for a limited
number of devices. In addition to this, we will learn how to work with Kali Linux, a Linux distribution
with many tools intended for network scanning and penetration tests.

To use Kali Linux, you can use a dedicated machine or install it on a virtual machine on your PC/laptop.
The following screenshot shows Kali Linux being installed on VirtualBox, installed on Windows 10:
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Figure 4.1 — Kali Linux main window

There are many commercial tools we can use for the same purpose. Let’s look at some examples.

Commercial tools

There are various types of commercial tools available. The biggest advantage of using a commercial tool
is the ease of use and technical support. Some commercial tools provide a limited free edition — in many
cases, a fully functional version with a limited number of IPs or devices. We will come back to this later.
For now, let’s look at some information-gathering tools.

Information gathering and packet analysis tools

The first step in hacking into a network is to gather information about it. In many cases, connecting your
laptop to the network and starting some basic tools will provide you with enough information to move
forward. Let’s start from the simple and obvious and continue with the tricky ones.

In this category, you have tools divided into four levels:

« Basic network scanners: Tools for gathering information on devices connected to the network,
their IP addresses, MAC addresses, DNS names, open TCP/UDP port basic information, and so on.
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* Network management tools: These are SNMP tools that were created to provide network
management, though they can also be used for information gathering. Although communications
devices should be configured with passwords (in SNMPv3) or community strings (in SNMPv1/2c),
this doesn’t always occur. In these cases, you will be surprised by the amount of information we can
get from non-protected communication devices — IP addresses, routing tables, services that run on
the device, and more.

* Network analysis tools: When we connect a network analyzer to the network, even when
connected without any extra configuration on the network, we will see broadcasts as well as
multicasts being sent over the network. For example, ARP broadcasts will give us the IP addresses
of the devices that send them, routing protocols broadcasts and multicasts will identify the routers
that send them, NetBIOS broadcasts will identify network services, and more.

« Protocol discovery tools: These are used to discover servers and services running in the
network. These tools will discover open TCP/UDP ports and what is running on them, operating
system (OS) types, and more.

Let’s discuss these tools one by one.

Basic network scanners

The first and most basic tools to use are network scanners. There are simple scanners that scan IP
address range port numbers and names, and some of them are more sophisticated than others.

Angry IP Scanner

In the following screenshot, we can see an example of a simple scanner called Angry IP Scanner, an
open source tool from https://angryip.org/:
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Open IP Range: 100.00 m 1000255 iP Range| v £
TCP/UDP |1\ Hostname: | DESKTOP-PSSC1IG | IPT | Netmask v| =
ports AN P Ping Hosthame Ports [7+] A
*{ |@10001 5 ms in/a) 80
@1000.2 [n/a] [n/a) [n/a)
— |@10003 98 ms [n/al [n/al

@10004 [n/a] [n/a] [n/a]

Reply to : 12.2.3,2 [gnfa] [n/a) [n/a]

Ping only 0.0 ms In/fa] [n/a]
@10007 (n/al [n/al [n/al

— |®10008 0ms DESKTOP-PSSC1IG.Home [n/a]
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@1000.13 142 ms [n/al [n/al
@1000.14 2ms [n/a] [n/a]
@ 10.00.15 2ms [n/a) [n/al
@1000.16 [n/a] DESKTOP-FLPKLB2 [n/al
@10.00.17 [n/a) [n/a] [n/a]
@10.0.0.18 In/al Infal Tn/al i
Ready Display: All Threads: 0

Figure 4.2 — Simple IP Scanner
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With IP Scanner, you simply configure the address range and the ports or port ranges you want to scan
and click Start. Google searching for 1p scanner will give you a large number of software similar tools

for Windows, Linux, and macOS.

NMAP

These simple scanners are usually used to see who’s on the network. For smarter scanning, the most
common tool is NMAP, which can be downloaded from https://nmap.org/.

Running NMAP on our PC gives us the following window:

© Zenmap : O X
Target or Pre-defines

Scan Tools Profile Help targets scans

Target: | v | Profile |Intense scan v| |[Scan| Cancel
Command: nmap -T4 -A -v v

Nl ¢ d
. omman
Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans string
0S5 4 Host - Details
Filter Hosts

Figure 4.3 — NMAP start window

NMAP is a lot more than a network scanner. In NMAP, we can configure Layer-3 IP scans and ICMP
scans, configure Layer-4 scans such as TCP and UDP scans, and configure application scans such as
HTTP GETs, DNS queries, brute-force scans (password guessing), smart scripts, and more.

There are predefined scans and scripts that you can configure manually. In the following screenshot, we
can see these predefined choices:
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Zenmap

Scan  Tools Profile Help
Target: | 10.0.0.0/24

Command: | nmap -T4 -4 -v 10.0.0.0/24

0S5 4 Host -

Nmap Cutput

Filter Hosts

Target of
scan

file:

: | Intense scan

Intenze scan

Scan
performed

Intense scan plus UDP
F Intense scan, all TCP ports

Intense scan, no ping

Ping scan

Quick scan
Quick scan plus
Cuick traceroute
Regular scan

Slow comprehensive scan

Scan

Cancel

Type of
scan

ails

Figure 4.4 — Basic scans with NMAP

In the Target bar, we fill in our target(s). A target can be configured as a single IP address, such as
10.1.1.1 or any other Ipv4 address.

It can be configured as an IP address range; for example:

e 10.0.0.0-15/24 will scan the address range of 10.0.0.0 to 10.0.0.15.
* 192.168.1-2.0/24 will scan the address range of 192.168.1.0 to 192.168.2.255.
e 10.0-1.0-255.0-255 will scan the address space of 10.0.0.0 to 10.1.255.255.

It can also be configured to scan DNS names, such as www.ndi-com.com, https://www.cisco.com/, and so

on.

Scanning the 10.0.0.0 to 10.0.0.255 address range using the 10.0.0.0/24 target will give us the

following output:
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L

Scan| Cancel

Type of scan
chosen from a
pre-defined list

T TELET

Scan

first host

results for

Scan

second host

results for

Maore

= Zenmap
Target of
Scan Tools Profile Help g
scan |
Target: | 10.0.0.0/24 V| Profile: ' Quick scan
Command:  nmap -T4 -F 10.0.0.0/24
Services Nmap Output Ports / Hosts Scan ils Scans
performed
0S 4 Host - nmap -T4 -F 10.0.0.0/24
W 10.0.0.1 Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-27 10:59 Jerusalem Daylight Time
Nmap scan repeort for 10.0.0.1
10003 Host is up (©.837s latency).
W 10007 hown: 98 closed ports
PORT STATE SERVICE
W 10.0.08 22/tcp open ssh
B@/tcp open http
100012 MAC Address: 76:DA:88:@F:E8:9E (Unknown)
& 10.0.0.14
Nmap scan report for 10.9.0.3
® 10.0.0.15 Host is up (@.822s latency).
® 100017 All 1@@ scanned ports on 10.0.0.3 are closed
o MAC Address: @@:0B:6A:11:2E:48 (Asiarock Technology Limited)
® 10.0.0.18
Nmap scan report for 10.0.0.7
® 100019 Host is up (©.812s latency).
Not shown: 92 filtered ports
® 1000433 PORT STATE SERVICE
T/tcp open echo
9/tcp open discard
13/tcp open daytime
: 1825/tcp open NFS-or-I1IS
L'ISt Of 1@26/tcp open LSA-or-nterm
1027 /tcp open IIS
i hosts 580@8/tcp open wvnc-http
discovered S998/tcp open vnc
MAC Address: 34:F3:9A:7@:2A:8D (Intel Corporate)
Filter Hosts Nmap scan report for 10.9.0.12

@]
@]
@]

discovered
hosts

Figure 4.5 — Scan results from network 10.0.0.0/16

In the second result (the scan of 10.0.0.7) we have several open ports. Among them is TCP port 1027
with a service called IIS; that is, Microsoft Internet Information Server (the former name for Microsoft

Web Server).

Browsing to http://10.0.0.7:1027 opens the connection to it and sends a GET command. We can see this

in the following screenshot of the Wireshark capture to 10.0.0.7:
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g

®

Qa Qi

[W]tcpstream eq 11 BAEEd -] Bpression... | +

No.

Time

9.209506
9.289677
9.210220
9.413671

1027 » 2442 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@
2442 » 1827 [ACK] Seq=1 Ack=1 Win=131328 Len=0
GET / HTTP/1.1

1927 -+ 2442 [ACK] Seq=1 Ack= 439 Win=65536 Len=@

HTTP GET sent
and Ack’d

HTTP GET sent and

GET [ HTTP/LL ‘//| not answered =~
Host: 10.0.0.7:1027

Connection: keep-aiive

Upgrade-Insecure-Requests: 1

User-Agent: Mezilla/5.0 (Windoves NT 10.0; Wingd; x64) AppleWehKM'E]? 36 (KHTML, fke Cxlm} Chroms/84.0.4147.89 SQhrlfS]? 3%

Accept: text/himl, appicstion xhtmb-+xml, apphicaionxml:q=0.%.image/ q=0.9

Accept-Encoding: gzip, deflate

Accapt-Language: en-US,en;q=0.9,he;q=0.8 v

M Wireshark - Follow TCP Stream (tcp.stream rq - a x

1 client ph, 0 server phis, @ (urrs.

Entire conversation (423 bytes) ~ Show andsavedataas (ASCH Stream EI
Foc | | [ et ]
Filter Out This Stream Print Saveas.. Back Close Help

Figure 4.6 — HTTP connection results

We will talk about Wireshark in Chapter 8, Network Traffic Analysis and Eavesdropping.

In the results, we can see that the connection to 10.0.0.7 onthe 1027 portis open, a GET request has
been sent and acknowledged, and then nothing happens. We can see this due to the keep-alive messages
that are sent, meaning that the connection stays open. In Chapter 14, Securing Web and Email Services,

we will see what to do with these open connections.

The next way we can configure NMAP is to use scan options, as shown in the following screenshot:
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= Zenmap - [m} X
Scan  Jools  Profile Help
Target: | New Profile or Command Ctrl-P Profiler | Intense scan ~ Scan Cancel
i1 Edit Selected Profile Ctrl+E
Command: | rrvep—re—rr=—v
Services Nmag Output Ports / Hosts Topology Host Details Scans
05 4 Host - Detail

Attack

strin
= Profile Editor / g - O had
Scan nmap -T4 -A -v

Scan
option T~ Hes
Profil Ping Scripting Target Source Other Timing <lp

Profile name

Scan options

This is how the profile will be

Targets (optional): identified in the drop-down combo

box in the scan tab.
TCP scan: Mone ~
Mon-TCP scans: MNone ~
Timing template: Aggressive (-T4) ~

Enable all advanced/aggressive options (-A)
[] Operating system detection (-0}

[] Version detection (-sV) Opt'ions for
[ Idle Scan (Zombie) (-sl)

. Scan Tab
Filter Hosts [] FIP bounce attack (-b)

[T] Disable reverse DMS reselution (-n)
1 Ipvé support (-8)

Cancel E Save Changes

Figure 4.7 — NMAP options
As we can see, in the Scan tab, we have various options for TCP and UDP scans. In the tabs to the right

of the Scan tab, we have the Ping tab for ICMP scans, the Target tab to make changes in the targets we

scan, the Source tab for setting source addresses, the Other tab for various options, and the Timing
tab for setting time variables.

You can use NMAP in Linux by using the standard Linux CLI, as shown in the following screenshot:
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=+ Zenmap

Scan Tools Profile Help

Target: | 10.0.0.0/24 ~ | Profile ~| Scan| Cancel

Commandl -Td -4 - --script smb-brute smb2- capabilities 10.0.0.0/2: I

Services Nmap Output Ports / Hosts Topology Host Details Scans

S 4 Host +  |nmap -T4 -A -v --script smb-brute,smb2-capabilities 10.0.0.0/24 ~| £ |Details /1 Windows
Starting Nmap 7.8@ ( https://nmap.crg ) at 2020-07-27 14:49 Jerusalem Daylight Time
NSE: Loaded 47 scripts for scanning. NMAP

NSE: Script Pre-scanning.
Initiating NSE at 14:49
Completed NSE at 14:438, 8.88s elapsed
Initiating NSE at 14:49
Completed NSE at 14:49, 8.88s elapsed kali@kali: ~
Initiating ARP Ping Scan at 14:49 5 ) ~ ~
Scanning 255 hosts [1 port/host] File Actions Edit View Help
Completed ARP Ping Scan at 14:49, 7.19s
Initiating Parallel DMS resolution of 2!
Completed Parallel DNS resolution of 25
Nmap scan report for 10.8.8.8 [host dow g p /.80 ps:
= +fom 14 8 02 Chaost d NSE: Loaded 47 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at ©7:50
Completed NSE at ©7:50, 0.00s elapsed
Initiating NSE at ©7:50

Completed NSE at ©7:50, 0.00s elapsed

. Initiating Ping Scan at @7:50@
Kali Linux Scanning 256 hosts [& ports/host]
NMAP Completed Ping Scan at 87:50, 2.48s elapsed (256 total hosts)
Initiating Parallel DNS resolution of 256 hosts. at @7:50

Completed Parallel DNS resolution of 256 hosts. at ©7:5@, @0.11s elapsed
Initiating SYN Stealth Scan at 87:50

Scanning 64 hosts [100@ ports/host]

Discovered open port 8@8/tcp on 10.8.0.8

Figure 4.8 — Windows NMAP versus Linux NMAP
Here, we can see a brute-force attack being performed on SMB services and SMB capabilities attacks. In

Chapter 15, Enterprise Application Security — Databases and Filesystems, we will talk about the
NetBIOS and Server Message Block (SMB) protocols.

Network analysis and management tools

In this category, we have two types of tools:

e Network analysis tools
» SNMP and agents-based tools

Let’s see what they do.

Network analysis tools

For network analysis, the most common tool is Wireshark. When connecting to a network, especially
when you have permission to configure a port mirror or install it at points in the network where you can
see network traffic passing through, you will get a lot of information about what is happening in the
network.

In the following screenshot, you can see that from a simple capture using Statistics | Conversations,
we can see a lot of information about what is going on in the network:
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Figure 4.9 — Wireshark

From this capture, we can see that host 10.3.11.2 is running TCP port goso, so it is a web proxy (1),
10.3.13.23 is running TCP port 8o, so it is running HTTP server (2), host 192.3.11.1 is running TCP
port 445, so it is running SMB (3), someone is connected to host 10.3.61.120 on port 3389 (!), so this
host is answering to RDP (4), and 10.3.13.2 is answering on port 443, so it is running an HTTPS
service that can be connected to.

Gathering more details and digging into these packets will give us a lot more information, as we will
learn in Chapter 8, Network Traffic Analysis and Eavesdropping.

SNMP and agent-based tools

Although SNMP tools are usually used for management and control, we can use them for network and
service discovery as well. There are open source tools such as MRTG, OpenNMS, NAGIOS, ZABBIX, and
others we can use, and there are also some commercial tools that provide limited functionality, and in
some cases full functionality for a limited amount of time.

PRTG from Paessler provides you with an unlimited license and functionality for 30 days and then
continues with a limited number of 100 sensors for free. Running it will give you a scan of the network
divides and the open services that are running on them. An example of this can be seen in the following
screenshot:
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Figure 4.10 — PRTG discovery

Here, you can see the network infrastructure devices that were discovered, Linux devices, and even
devices that are marked as unknown. You will be surprised at how many times these unknown devices
are also unknown to the system administrator.

Now that we’ve learned about network discovery tools, let’s go deeper and find out what we can learn
about the protocols that run in the network.

Protocol discovery tools

Protocol discovery tools are tools that are used to discover protocols that are running on network
devices, and in smart protocol discovery tools, you will see additional information about these protocols.

NMAP

NMAP is one of the most popular tools for network scanning, and one of its simple features is port
scanning. There are predefined scripts that can be used for smart scanning. In the following screenshot,
you can see some ports that have been discovered on network devices:
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Completed SYN Stealth Scan at 10:56, 333.99s elapsed (10000 total ports)

Initiating UDP Scan at 1©:56

Scanning 1@ hosts [10€@ ports/host]
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Increasing send delay for 10.9.0.14 from @ to 50 due to 11 out of 18 dropped probes since last
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Figure 4.11 — Port scan with NMAP

You can see that several ports were found open on 10.0.0.7 —ports 17, 1102, 7, 1032, and others.
Now, we will be able to use exploit tools and try to break into this device.

Now that we’ve discovered the IP addresses in the network and the open TCP and UDP ports, let’s see
what we can do with them. For this purpose, we can use vulnerability analysis tools. We will learn about
these in the next section.

Vulnerability analysis tools

First, before we look at how to discover vulnerabilities, let’s see what can cause them. In this category,
we have the following:

* Network devices that have not been configured according to the vendor’s security
procedures: Vendors provide precise and detailed procedures on how to secure the equipment,
but unfortunately, not very many organizations follow them. Hackers know them, read them, and
will use them to attack your network.

Important Note

You can search Google for hardening procedures and find them on vendor’s websites, such as

Cisco (https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html), Juniper

(https://www.juniper.net/assets/kr/kr/local/pdf/books/tw-hardening-junos-devices-
checklist.pdf), and others.
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* Network devices should be updated periodically: When Cisco, Extreme Networks, HPE,
Juniper, or other vendors issue upgrades or software fixes, they know why they are doing so. Don’t
skip them.

e Unknown devices on the network: This sounds stupid but in many cases, I have seen a
network device, PC, or a server that has been forgotten over the years. This could be a server that
connected to the network many years ago or a simple router that someone connected to in one of
the R&D labs because he/she needed more Ethernet ports. In an organized organization, this will
not happen, but not all of us are organized.

In this section, we talked about vulnerability analysis; later, we will look at exploitation tools. There’s a
very thin line between them. Regarding vulnerability analysis, we find the vulnerability, while in
exploitation, we attack it. If we look at a simple example, a vulnerability tool will discover that TCP port
80 is open on a device and you will see that you can connect to it, while exploitation tools will use scripts
that will try to take advantage of this vulnerability and, for example, take control of the attacked system.
In this section, we will talk about tools for exploiting various vulnerabilities in computer systems while
emphasizing communication systems.

There are various types of vulnerabilities exploitation tools we can use, depending on the device and the
protocol we plan to attack. Various tools can be used both for finding vulnerabilities and exploiting
them.

As a general-purpose tool, we have tools such as NMAP, which we talked about in the previous section,
and Nikto, which can scan and exploit multiple protocols. For web server scanning, we have tools such
as BURP, TheHarvester, and many others. Most of these are easier to use from Kali Linux, though
some also have Windows versions.

To run some of these tools, you will need to have basic knowledge of scripting and code. For those of you
that are networking guys, don’t be afraid of it — only basic knowledge is required. In the following
chapters, whenever scripting will be required, we will provide clear and easy explanations.

Nikto

Nikto is a vulnerability scanner that targets mostly web servers and can discover thousands of
vulnerabilities. It is included in Kali Linux and can be also installed on Windows platforms. The
following screenshot shows a basic Nikto command sent on https://ndi-com.com/:
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leali(@ kali: ~

File Actions Edit View Help

rootakali:/home/kali#| nikto -h www.ndi.co.il
Nikto v2.1.6

Target IP: 91.198.129.118

Target Hostname: wuw .ndi.co.il

Target Port: 80

Start Time: 2020-87-29 05:01:35 (GMT-4)

Server: Microsoft-IIS/8.0

Retrieved x-powered-by header: ASP.MNET

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS5-Protection header 1s not defined. This header can hint to the u
ser agent to protect against some forms of XS5
+ Uncommon header 'x-powered-by-plesk’' found, with contents: PleskWin
+ The X-Content-Type-Options header is not set. This could allow the user a
gent to render the content of the site in a different fashion to the MIME t
ype

Cookie ASPSESSIONIDOQQRAARDR created without the httponly flag

Retrieved x-aspnet-version header: 2.0.58727

No CGI Directories found (use '-C all' to force check all possible dirs)

Allowed HTTP Methods: GET, HEAD, OPTIONS, TRACE

ERROR: Error limit (20) reached for host, giving up. Last error: error re
ading HTTP response
+ Scan terminated: 2@ error(s) and 8 item(s) reported on remote host
+ End Time: 2020-87-29 05:02:14 (GMT-4) (39 seconds)

+ 1 host(s) tested
rootdgkali:/home/kali# []

Figure 4.12 — How to use Nikto
From the results, you can see that a Microsoft IIS/8.0 server is hosting the website, the allowed HTTP

methods are GET, HEAD, OPTIONS, and TRACE, and some information about headers. In Chapter 14,
Securing Web and eMail Services, we will look at better ways to use it.

Legion

Legion, which originated from SECFORCE’s Sparta, is an open source network penetration testing
framework that uses various scanners, including NMAP, Nikto, Hydra, and many others. Although
Legion comes with more than 100 built-in scripts for penetration tests, the framework allows additional

external tools to be integrated with it.

You can run Legion from the main Kali Linux menu, as shown in the following screenshot:
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Figure 4.13 — Working with Legion applications

In the results, you can see that the beautiful thing about a framework is that you can use multiple tools
such as standard NMAP, Nikto, and others:
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Figure 4.14 — Legion scanning results

The preceding figure shows how to run Legion. You start it from the Kali Linux menu, choose 02 —
Vulnerability Analysis, and then click on Legion. When the application opens, you add a scan. At
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this point, a new window opens, and you configure it. We will see advanced usage of this application in
the protocols chapters in Part 3, Network Protocols — How to Attack and How to Protect —
Methodologies and Tools.

Exploitation tools

Exploitations tools are tools that have been designed to take advantage of vulnerabilities that have been
discovered in network devices. In this section, we will talk about one of the most important tools in this
category: Metasploit Framework.

Metasploit Framework (MSF)

Metasploit Framework is a platform for writing, testing, and using exploit code. It is a smart framework
that enables you to write complicated scripts but requires the know-how to do it.

First, you must understand the following terms surrounding Metasploit Framework:

» Exploit: A piece of code that is designed to take advantage of a vulnerability in a software system.
« Payload: A piece of code that is delivered to the victim system or application via the exploit.
Payloads can be single or in multiple components called stages.

To install Metasploit on Kali Linux, use the following command from GitHub.com (in the Kali Linux
shell):

curl https://raw.githubusercontent.com/rapid7/metasploit-omnibus/master/config/templates/metasplc
chmod 755 msfinstall && \
./msfinstall

Source: https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers.

To run Metasploit, type the msfconsole command in the Kali Linux shell or choose 08 — Exploitation
Tools from the Kali Linux main menu and click on Metasploit Framework. Running

msfconsole -g will make you run in quiet mode, which means that you won’t see messages that are not
sent to the console. Running it, you will get the following window, which is the start window of the
framework:
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kali@kali: ~
Actions Edit View Help

BuRBREREEY
#+# H+#

Metasploit

metasploit v5.0.101-dev-

2046 exploits - 1106 auxiliary - 344 post
562 payloads - 45 encoders - 10 nops

7 evasion

e,

Metasploit tip: You can upgrade a shell to a Meterpreter session on many pl
atforms using sessions <session_id>

Figure 4.15 — Metasploit main window

Metasploit Framework will be used in the upcoming chapters to test and exploit network devices and
protocols.

Stress testing tools

Stress testing tools are tools that are used to test the network and network devices against several types
of attacks. Let’s look at them in more detail:

» Tools for loading the network: These tools simulate heavy traffic that can be due to, for example,
DDosS attacks.

» Tools for loading network devices: These tools load network device interfaces and the control
management and control planes.

» Tools for loading software elements: These tools simulate heavy loads on software components —
firewalls, management systems, and so on.

There are tools for each of these purposes, so let’s look at some examples.
Windows tools

There are many open source ping tools for Windows. One popular tool for Windows (and Linux) is
Nping, which can be downloaded from https://nmap.org/nping/.
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Kali Linux tools

Using Nping in Kali Linux is a part of the operating system. To run it, use the following command:

nping [Probe mode] [Options] {target specification}
Here, we have the following:

* probe mode : TCP, UDP, ICMP, ARP, or Traceroute.

e options : Various options for setting traffic parameters. Here, you can change every field in Layer-
3/Layer-4 packets. For example, -- tcp generates TCP packets, -- udp generates UDP packets,
-- flags sets TCP flag values, and so on.

e Target specification:The target or target’s specification.

Typing the nping command provides a full list of the probes and options that are available.

The following is an example of this:

nping -¢ 1 --tcp -p 80,433,25,110 www.ndi-com.com

The preceding command generates one request t0 www.ndi-com.com on each of the requested ports:

kali@kali: ~

File Actions Edit View Help

root@kali:/home/kali# nping -c 1 —tcp -p 80,433,25,110 www.ndi-com.com

Starting Nping ©.7.80 ( https://nmap.org/nping ) at 2020-87-29 11:08 EDT

SENT .0609s) TCP 10.0.0.23:58964 > 91.198.129.110:25 S ttl=64 id=23358 iplen=40 seq=997099613 win=1480

RCVD .0832s) TCP 91.198.129.110:25 > 10.0.0.23:58964 SA ttl=120 id=18104 iplen=44 s5eq=236370569 win=8192 <mss 1452>
SENT .0620s) TCP 10.0.0.23:58964 > 91.198.129.110:80 S ttl=64 id=23358 iplen=40 seq=997099613 win=1480

RCVD .0813s) TCP 91.198.129.110:80 .0.0.23: i i 5eQ=2433022474 win=8192 <mss 1452>
SENT .0639s) TCP 10.0.0.23:58964 > 91.198.129.110:110 S ttl=64 id=23358 iplen=40 s5eq=997099613 win=1480

RCVD .0996s) TCP 91.198.129.110:110 > 10.0.0.23:58964 SA ttl=120 id=18106 iplen=44 s5eq=1615207082 win=8192 <mss 1452>
SENT .0689s) TCP 10.0.0.23:58964 > 91.198.129.110:433 S ttl=64 1d=23358 iplen=40 s5eq=997099613 win=1480

Max rtt: 35.741ms | Min rtt: 19.246ms | Avg rtt: 25.739ms
Raw packets sent: 4 (160B) | Revd: 3 (138B) | Lost: 1 (25.00%)
Nping done: 1 IP address pinged in 4.1@ seconds

Figure 4.16 — Linux Nping
Changing -c (count) to -c 4 will generate four requests to each of the ports:

nping -c¢ 4 --tcp -p 80,433,25,110 www.ndi-com.com

To generate a large amount of traffic, you can, for example, configure the packets per second and
increase their sizes:

nping -c 5000 -rate 500 -mtu 800 --tcp -p 80,433,25,110 10.0.0.138
In this command, we have the following:

e —c 5000 : Sends a total number of 5,000 packets
e —rate 500 : 500 packets per second

e -mtu 800 : Packet size is 800 bytes

e ——tcp: Sends TCP packets

-p: Sends TCP to ports 80, 433, 25,and 110

This will give us a load that looks as follows (go to Wireshark | Statistics | IO graphs):
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Figure 4.17 — Loading the network with Nping

As we can see, we have roughly 1,000 packets per second (PPS). The reason we have 1,000 PPS while
we have configured 500 is that we generated 500 PPS, but the destination replied with 500 PPS. So,
adding both, we get roughly 1,000 PPS.

You can find a good Nping manual at https://www.mankier.com/1/nping.

Network forensics tools

Although there are various tools for network analysis, the best tool for network forensics is good old
Wireshark. With Wireshark (and knowledge of your network and network protocols), you can identify
suspicious patterns on the network based on a very simple principle — whatever you don’t know can kill
your network.

In Chapter 9, Using Behavior Analysis and Anomaly Detection, we will look into abnormal behaviors
and suspicious behavior patterns.

Wireshark and packet capture tools

Wireshark, along with its command-line interface (CLI) programs — Tshark for Windows and
TCPDump for Linux — provides strong analyzing capabilities, and tools such as PyShark can be used
as plugins for Python for this purpose.

Summary
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In this chapter, we talked about common tools for scanning and information gathering, vulnerability
analysis, stress tests, and exploitation tools. Using these tools, along with similar tools, will allow you to
perform these tasks in the next chapters, and as well as help you test your networks, understand the
vulnerabilities you have discovered, and use protection mechanisms to protect yourself against them.

In the next chapter, we will learn how to use the tools that we learned about in this chapter to find
protocol vulnerabilities.

Questions

1. What is the difference between a vulnerability and an exploit?a) A vulnerability and an exploit are
the same thing in different stages of the forensics procedure.b) Vulnerabilities are weak points,
whereas exploits are how you take advantage of these weak points.c) A vulnerability and an exploit
use the same tools, so they are the same.d) Vulnerabilities are about how to break into the network,
while exploits are about how to protect against this.

2. A vulnerability can be discovered by which of the following?a) IP/TCP/UDP scannersb) Layer 5-7
scannersc) MAC layer scannersd) All of the above

Answers

1. (b)
2. (d)
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5 Finding Protocol Vulnerabilities

To put it simply, our purpose in finding protocol vulnerabilities is to find
weaknesses in the network before some else finds them. One of the tools that we
use for this purpose is called fuzz testing or fuzzing.

In previous chapters, we learned about the data network structure and protocols,
security protocols that are implemented in order to protect network resources, and
we talked about what tools are available for scanning and testing networks and
network devices' vulnerabilities.

In this chapter, we will take you a few steps forward, learning about fuzzing tools
and how to use them to exploit the vulnerabilities in network protocols. In this
chapter, we will talk about the tools and which one to use in each one of the
network layers, while later in this book, we will examine the details of the protocols
and learn about vulnerabilities in each one.

In this chapter, we’re going to cover the following main topics:

Black box, white box, and gray box testing
Black box and fuzzing

Common vulnerabilities

Tools and code for fuzzing

 Crash analysis — what to do when we find a bug

Let’s start with black box and fuzzing, see what they are, and learn how to use
them.

Black box, white box, and gray box testing

Fuzzing is what’s called black box testing, but before getting into the details, let’s
understand black box, white box, and gray box testing.

White box testing, also called open box, clear box, or glass box testing, are tests that
are performed when we get all the information on the system under test, including
software architecture, modules, source code, and so on. White box testing is usually
used for software testing, and it is not in the scope of this book.

Black box testing is when you know that the device and/or software you are testing
is there, but you don’t have any further knowledge of it. You control the input you
send into the device; you can see the output that is received, but you don’t have any
knowledge of the inner architecture and software of the device.
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Gray box testing is when you have partial knowledge of the system's internal design
and code, such as when we have knowledge of the device architecture but not of the
code itself, and we test the device as a user logging into the system and not as a
software tester like in white box testing.

When referring to security testing, in a black box penetration test the tester is not

provided with any information on the network structure and devices, so the tester
has to start from scratch, map the target network, and try to find vulnerabilities in
it.

Black box and fuzzing

In this book, we will focus on how to protect our network and network devices. In
this regard, we will see how to use fuzz testing or fuzzing, a testing technique that
inputs data into the device under attack, expecting one of the following results:

e Breaking into the system under attack
» Getting secure information from the device under attack
» Crashing the system under attack

Although the classical use of fuzzing tools is for software testing, in this chapter we
will see a special aspect of it, in which we use it for breaking into, crashing, and
manipulating communication devices.

Another important issue is that, unlike servers, communication equipment
connects networks and Virtual Local Area Networks (VLANSs) and therefore
usually has several interfaces that are connected to several VLANs and/or to
several networks. Risks can come from each one of them, so the test should be
performed from different locations on different physical ports.

Networking devices can be configured to accept or drop specific requests from
specific interfaces. For example, access by Simple Network management
Protocol (SNMP) can be allowed only from the organization’s management
station idntified by its IP adress, the Open Shortest Path First (OSPF) routing
protocol can be allowed from specific routers, Telnet or Secure Shell (SSH) login
can be allowed from the internal network, and so on. The process of fuzzing should
be performed by first scanning the network and finding open ports, and then going
to the next level and using fuzzing tools in order to manipulate the device under
attack through the Transport Control Protocol (TCP) or User Datagram
Portocol (UDP) ports it is listening to.

Enterprise networks testing

In enterprise networks, as seen in Figure 5.1, we should perform the following
tests:
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e Test on firewalls, from the internal network, the Demilitrized Zone (DMZ),
and the internet — in more complex topologies, from every network that the
firewall is connected to.

 In routers, tests should be performed from the Local Area Network (LAN)
and, if possible, also from the Wide Area Network (WAN) interfaces. For
example, when we connect our test device, usually a laptop with Windows or
Linux on it, to the Secured Zone (SZ) switch in the data center network, we
will be able to scan and fuzz both the firewall and the routers that connect us to
the WAN and remote offices.

o LAN switches can be accessed when you are directly connected to them or by
accessing the switch management from external networks.

» Wireless networks (Wi-Fi) can be accessed from any point from which you
see the network, which is every place that you enable your Wi-Fi adapter and
see the network on the list:

Internet , m -
g DMZ L= R Internet :
LA S

.................................

%Z@_e_
|
I

n Data Center |
Network

: e H Wide Area Network
@ @ Connectivity to Remote Sites

Remote
Sites

® % %

Provider networks testing

In provider networks, such as cellular or landline communications providers, the
network is usually divided between the data plane and the control plane. As we see
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in Figure 5.2, there are two passes — the data pass and the signaling pass. In this
example, the cellular network is connected both to the internet and to our
enterprise network. Connecting to the internet through the cellular network is what
all of us do every day (and every hour); connecting to our enterprise network
requires a dedicated Virtual Private Network (VPN) or Access Point Name
(APN) n the cellular definitions that allows us to connect to it. In the following
figure, we can see the structure and the main components of a cellular network:

Enterprise Network

F—————— — =

5Gi/Gi

«w| S5/58 R

L SGW

aGW PSW

Legend:

Data Pass Signaling Pass

Figure 5.2 — Attacking points and service provider networks
A cellular network is composed of two types of devices and passes:

 The first part of the network contains the devices and connections that forward
the user data. This is called the data plane (full continuous line in the figure).

» The second part contains the devices that control the network and are
responsible for user registration, call forwarding, authorizing user operations,
and so on. This is called the control plane (dashed line in the figure).

When we connect with our cellphone to the network, a 4G cellular network in this
example, our data goes through the data pass, so our information goes through the
aGW, which contains the sGW and the pGW routers, which are the cellular
network routers. In short, the serving gateway (sGW) is the router attached to
the cell site (eNodeB) that forwards packets to and from the user, while the
packet data network (PDN) gateway (pGW) is a router that is responsible for
policy and quality of service enforcement, packet filtering, and other features. The
term access gateway (aGW) refers to the functionality of the two devices — the
sGW and the pGW. The signaling pass that contains the cellular databases and
management servers is out of our reach.

Although the network components in 5G cellular networks are called functions,
they have some similarities to 4G — the cell site that was called eNodeb is
becoming gNodeB, the sGW functions are implemented by the access and
mobility management function (AMF) in 5G, the pGW is implemented by the
session management function (SMF) and user plane function (UPF), and
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so on. The important thing is that there will always be routers that carry the user
packets, and these routers must be protected.

As a cellular network provider, these servers are also under our control and should
be tested as any other device in the network. Now, let’s look at the different phases
in fuzzing.

Fuzzing phases

Fuzzing is a very flexible process. It depends on the target system, on the tools you
use, and on your knowledge in programming and scripting, but in any case, you
should follow the following phases:

1. Identify the target.

2. Define possible inputs.

3. Generate and execute fuzzing data.
4. Execute and watch results.

Let’s get to the details and see some examples.
Phase 1 - Identify the target

In this phase, we find out where the target is (IP address), what services are open
on it (TCP/UDP ports), and what the target is (OS fingerprints or prior knowledge).

Phase 2 — Define possible inputs

In this phase, we check what can be sent to the target. Exploitable vulnerabilities
are usually discovered by processes running on the target that accept input from
external devices without checking and verifying their source and legitimacy and
applying validation procedures. Inputs that we send to the target device are called
input vectors.

In the following example, you can see a simple Network Mapper (NMAP) used
to scan a remote firewall using the nmap -0 -A <target-system> command (firewall
address erased for obvious reasons):

168



& Tenmap

Scan Jools Profile Help

Torget: S v| profie
Command: |nmap -0 -

Huosts MNmap Outpul Ports / Hosts Topology Host Details Scans
Service « nmep -0 -~ TR

blackice-alerts Starting Nmap 7.8@ ( https://nmap.org ) at 2020-08-14 16:16 Jerusalem Daylight Time
HNmap scan report for S dc].812.net.11

domain Host is up (8.819s latency).

|_Mot valid after: 2022-09-11Te8:53:08
unknown | _ssl-date: 2028-88-14T156:32:14«88:88; +3hl3m36s from scanner time.
444/tcp closed snpp

Sed/tcp open  isaksp?

8082/tcp closed blackice-alerts Operating
Device type: general purpose
Running (JUST GUESSING): OpenBSD 4.X (88%) System

05 CPE: cpe:/o:openbsd:openbsd:4.8

Aggressive 05 guesses: OpenBSD 4.8 (88%), OpenBSD 4.3 (86%)
Ho exact OS5 matches for host (test conditions non-idesl).
Metwork Distance: 12 hops

Service Info: Devices: firewall, security-misc

Host script results;
| _clock-skew: 3h13m3Ss

TRACEROUTE (using port S53/tcp)

HOP RTT ADDRESS

1 2.88 ms 10.0.0.138

z 14.88 ms lo3@.new-1ns3.nta.nv.net.il (212.143.208.150)

3 12.80 ms core2-7-1-7-new-1ns3.nta.nv.net.il (212.143.25.184)

4  13.8@ ms peerswl-nta-@-1-@-1-corel.nta.nv.net.il (212.143,25.55)
5 16.88 ms peer-@812.nta.nv.net.il (212.143.12.49)

& e 8

1@ 17.88 ms 31-154-135-205.orange.net.il (31.154.135.285)

11 18.88 ms 31-154-135-254.crange.net.il (31.154.135.254)

12 15.00 ns NS 051.012.net. il SEG—

Mmap done: 1 IP address (1 host up) scanned in 111.15 seconds

~ Scan

f Mot shown: 993 filtered ports q
i PORT  STATE SERVICE VERSTON / Device type

fwi-topology 53/tcp  closed domain
s0/tcp  open nttp Check Point NGX Firewall-1
hitp | _http-title: Did not follow redirect to https://I NS, adsl.@12.net.il/
isakmp | _https-redirect: ERROR: Script execution failed (use -d to debug)
_ 264/tcp open  fuwl-topology Check Point FireWall-1 Topology
netbios-ssn 443/tcp open ssl/http Connectra Check Point Web Security httpd
. |_http-server-header: CPWS
"‘Q—pen TP | http-title: Check Point Mobile - You have no cookie support - Please enabl...
ssh pDI’—E | _Requested resource was fsslvpn/Login/Login?CheckCookieSupportel
| ssl-cert: Subject: commonName-mmEERCluster VPN Certificate/organizationNames+i-dmimls. .w63nnh
tepwrapped | Subject Alternative Name: IP Address:
telnet | Wet valid before: 2017-89-11T88:53:08

Cancel

Deetails

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Figure 5.3 — Basic NMAP scan on a target firewall

From this scan, we see that we have a checkpoint firewall, we can see its open TCP
ports (80, 264, 443, and 500 ), we can see that the operating system it is running
is openssp Unix/Linux version 4.0 or 4.3, and for the device type, we can see that

the software version is nNGx .

From this information, we can go to a vulnerability database and find out

vulnerabilities that were detected on this device type.
Important Note

A vulnerability database is a list of publicly known cybersecurity

vulnerabilities. There are many websites holding these lists, among them
https://cve.mitre.org/index.html, in which you should go to the search engine
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at https://cve.mitre.org/cve/search cve list.html,
https://www.securityfocus.com/vulnerabilities, and others.

For example, on https://www.securityfocus.com/vulnerabilities, you will find
various vulnerabilities on the vendors' equipment (not so much in our case), and
you can start to see directions for the fuzz tests:

« c & securityfocus.com/bid aQ
N A ™~

CSecurityFocus

Vulnerabilities (Page 1 of 1)

Vendor: | Check Point v

Title: [Select Title v

Version: Select Version v |

Search by CVE
CVE: | |
Submit |

Check Pojnt VPN-1 UTM Edge Login Page[Cross-site Scripting Vulnerability ]

http://www.securityfocus.com/bid/28116
ZoneAlarm HTTP Proxy Remote Denial of Service Vulnerability

http://www.securityfocus.com/bid/31431

Multiple Check Point Products|Integrity Clientless Security Security Bypass Vulnerability |

http://www.securityfocus.com/bid/22233

[TCP/IP Protocol Stack Multiple Remote Denial Of Service Vulnerabilities |

http://www.securityfocus.com/bid/31545

Figure 5.4 — A vulnerabilities list

As we saw in Figure 5.3, using NMAP we found on the firewall the following
opened TCP ports:

e 380 (HTTP): This can be accessed with various HTTP application analyses; you
can find a list of them under the Kali-Linux menu of web application analysis
(number 3 in the Kali Linux tools list, provided in the Commercial, open
source, and Linux-based tools section of Chapter 4, Using Network Security
Tools, Scripts, and Code).

* 264 (Border Gateway Multicast Protocol (BGMP)): Checkpoints use this
port number for secure remote clients — these are connections established by
remote clients to connect to the organization network.

o 443 (Secured HTTP — HTTPS): This is open for remote management of the
firewall. Secured HTTP is connection over HTTP, secured by Secured Sockt
layer (SSL) / Transport Layer Security (TLS)
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e 500 IP Security (IPSec) / Internet Security Association and Key
Management Protocol (ISAKMP): This is used for VPN connection
between this firewall and remote firewalls or remote clients.

Phase 3 — Generate and execute fuzzing data

In this phase, we create data that will be sent to the tested system. It can be
predefined strings (for example, NMAP predefined scripts), data that is usually
accepted by the device but with changes, or just random data, such as TCP SYN
packets, random HTTP commands, and so on.

Phase 4 — Execute and watch results

In this phase, we send the information to the tested system and watch the results.
Figure them out and think about the next measures. There are always some.

Next, let’s go ahead and discuss some common vulnerabilities.

Common vulnerabilities

With network protocols, we refer to protocols in the OSI Layers 2—7. In the
following diagram, you can find a reminder of the OSI reference model and its
functionality:
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The OSI Reference Model

Application Layer

Session Layer
Transport Layer
Network Layer
Data Link Layer

Physical Layer

Figure 5.5 — The OSI reference model

These are the details of the OSI reference model:

Layer 1, the physical layer, is responsible for the physical connectivity, such as
cables, connectors, and frequencies in wireless and cellular networks.

Layer 2, the data link layer, is responsible for the connectivity between
directly attached network elements. Ethernet is the main protocol in landline
networks.

Layer 3, the network layer, is the layer that is responsible for carrying the
information from end to end. IP is the only protocol in this layer.

Layer 4, the transport layer, is the layer that is responsible for connecting end
processes. TCP and UDP are the main protocols in this layer and, in recent
years, Quick UDP Connections (QUIC) and Google QUIC (GQUIC) from
Google have also joined them.

Layer 5, the session layer, is the layer that is responsible for connectivity in the
upper layers (layers 5, 6, and 7). Remote Procedure Call (RPC) is an
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example of a protocol in the session layer.

» Layer 6, the presentation layer, is responsible for the data structure and
representation of the data. Encryption and coding protocols are presentation
layer protocols.

» Layer 7, the application layer, holds the applications, such as HTTP, Simple
Mail Transfer Protocol (SMTP(, Session Initiation Protocol (SIP),
and thousands of other applications.

Knowing the layers, we can consider the following vulnerabilities in each one of
them.

Layer 2-based vulnerabilities

These are vulnerabilities in the data link layer protocols, such as wired and
wireless ethernet. Searching the CVE database

(https://cve.mitre.org/cve/search cve list.html) for Ethernet will bring you a long

list of vulnerabilities.
You will see here vulnerabilities in ethernet adapters, such as the following:

o A vulnerability in the Access Control list (ACL) in Cisco I0S XR software
that allows an unauthenticated remote attacker to reach the configured IP
addresses on the standby route processor management Gigabit Ethernet
Management interface (CVE-2020-3364).

o A vulnerability in the Medicon M340 controller, in which truncated SNMP
packets on port 161 /UDP that are received by the device could cause a denial
of service.

Important Note

It is important to note that in most cases, especially with brands mentioned in
this book, it is likely that bugs and vulnerabilities will be handled efficiently
and in a short time. Nevertheless, watching vulnerabilities that come from a
specific vendor can give you a good direction for potential vulnerabilities with
that vendor.

Layer 3-based vulnerabilities

These are vulnerabilities in network layer protocols, such as the IP protocol,
including vulnerabilities in Dynamic Host Configuration Protocol (DHCP),
Internet Control Message Protocol (ICMP), routing protocols, and multicast
protocols. Searches for IP, ICMP, OSPF, BGP, or DHCP bring many issues
discovered in systems from various vendors, including the leading ones. Issues here
include things such as the following:
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» The possibility that an unauthenticated remote attacker can view sensitive
information on Cisco IP 7800 and 8800 series phones (CVE-2020-3360).
Juniper devices with some line cards can become disabled upon receipt of
large packets requiring fragmentation (CVE-2020-1655).

» A vulnerability in the Border Gateway Protocol (BGP) Message Digest 5
(MD5) implementation. Cisco NX-OS software can allow an unauthenticated,
remote attacker to bypass MD5 authentication and establish a BGP connection
with the device, which can cause a network failure (CVE-2020-3165).

Layer 4-based vulnerabilities

These are vulnerabilities in transport layer protocols, such as TCP, UDP, QUIC,
GQUIC, or SCTP, which can cause system crashes and allow connection hijack and
other attacks. The following are examples:

o A stream of TCP packets sent to the routing engine (RE) on a Junos OS
device from Juniper Networks can cause a memory buffer leak, which can lead
a system to crash and restart (CVE-2020-1653).Moxa NPort 5150A firmware
version 1.5 and earlier allows attackers to obtain various configuration data by
sending a UDP packet to port 4800 (CVE-2020-12117).

Layer 5-based vulnerabilities

These are vulnerabilities in session layer protocols, such as RPC, Telnet, SSH, and
others. The following are examples:

» A vulnerability in the Telnet service in Cisco Small Business RV110W Wireless-
N VPN firewalls that can allow an unauthenticated attacker to take full control
of the device with a high-privileged account (CVE-2020-3330).

A stack-based buffer overflow in Advantech WebAccess/SCADA version 8.4.0
allows an unauthenticated attacker to execute arbitrary code by sending an
IOCTL 81024 RPC call (CVE-2019-3954).

Layer 6-based vulnerabilities

These are vulnerabilities in presentation layer protocols that define data structures
and presentation, such as HTML, XML, encryption protocols, and others. There are
many issues here, most of them in web applications, conference and cooperation
applications such as Webex and Zoom, access to web browsers, and other issues
that are not in the scope of this book. Here is an example:

A vulnerability in the Cisco Webex Network Recording Player and Player for
Microsoft Windows that possibly enables an attacker to cause a process crash,
which will result in a Denial of Service (DoS) condition for the player
application on an affected system (CVE-2020-3322)
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Layer 7-based vulnerabilities

These are vulnerabilities in the application layer, and in the context of
communications protocols, there are issues in HTTP access to communication
devices, vulnerabilities in VoIP servers and mail servers, DNS vulnerabilities, and
many other issues. The following are examples:

» A vulnerability in the web services interface of the Adaptive Security
Appliance (ASA) firewall and Firepower Threat Defense (FTD)
software. The software allows an unauthenticated, remote attacker to conduct
directory traversal attacks and read sensitive information from the targeted
system (CVE-2020-3452).

» Configuring an F5 BIG-IP load balancer with a large number of parameters can
cause excessive CPU usage (CVE-2018-5541).

Let’s see what tools can be used for finding these vulnerabilities.

Fuzzing tools

When testing network protocols and devices security, fuzzing can be used for
several purposes:

» Breaking usernames and passwords (brute-force attacks)
» Crashing the target device or some of its functionality
» Manipulating communication processes running on the device

Let’s dive into the details.

Basic fuzzing

Basic fuzzing can be just to send data to a device and see what happens. There are
several options for this.

Windows

For Windows/Linux, you can use NMAP features, such as IP address scanning, TCP
port scanning, and various scripting tools. NMAP for Windows was covered in the
Information gathering and packet analysis tools section in Chapter 4, Using
Network Security Tools, Scripts, and Code.

Linux

For Linux, you can use simple tools such as Netcat. In the following example, you
can see a Netcat script that generates random traffic and is sent to
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<target-host> <target-port>:

while [ 1 1;
When:

® while [

do cat /dev/urandom |

nc -v <target-host> <target-port>; done

] : Send data endlessly (can be any number or letter).

* do cat /dev/urandom: Perform random number generation.
e nc Or netcat — Netcat: Send data to destination.

e -v —verbose: Print the output to the screen.

® target-host and target-port: As the name implies.

e pone : To end the script.

This simple command on my home router, 10.0.0.138, as you can see in the
following screenshot, was enough to cause the router to chunk. You can see that

from the Wireshark [TcP window Full]

indications on traffic sent from 10.0.0.23

(my Linux Laptop) to 10.0.0.138 (target router):

File Actions Edit

10. l e. 138 inverse hos

P 2
(UNKNOWN) [10.0.0.138] 8@ (http) open
too many output retries :
10.0.0.138: inverse host lookup failed: Unknown host
(UNKNOWN) [10.0.0.138] 80 (http) open

T ny output retries :
10.0.0.138: inverse host lookup failed: Unknown host
(UNKNOWN) [10.0.0.138] 80 (http) open

too many output retries :
10.0.0.138: inverse host lookup
(UNKNOWN) [10.0.0.138] 8@ (http

too many output retries

10.0.0.138: inverse host lookup
(UNKNOWN) [10.0.0.138] 8@ (http
too many output retries :
10.0.0.138: inverse host lookup 12

View Help

kali@kali: ~

Broken pipe

Broken pipe

10.0.0.23 opened
connectionto

Broker
10.0.0.138
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
: Broker B ® ™ Xaq**i':_—:f*_-g
N | tcp.stream eq O ] |+

Broker s Time

Source Destination Protocol Length Info
4.757233743  10.0.0.23 10.0.0.138 TCP 74 59232 ~ 80 [SYN] Seq=0 Packets from 10.0.0.23
13 4.759707850  10.6.0.138 10.0.8.23 TCP 74 80 - 59232 [SYN, ACK] Sfq=
14 4.759725623  10.0.0.23 10.0.0.138 TCP 66 59232 - 80 [ACK] Seq=y/fa filled the 10.0.0.138
15  4.759801665 10.6.0.23 10.0.8.138 TCP 2962 59232 - 80 [PSH, ACK)/peq=
16  4.759896245 10.0.0.23 10.0.9.138 TCP 2962 59232 router recejve window

. 80 [PSH, AC

ir 4.772696384
18 4.772744142
4.776531626
4.776554058

10.9.0.138 10.9.0.23 TCP 66 80 - TI9T WIT-5000 CE=uU TSval=
10.9.0.23 10.0.0.138 TCP
10.9.0.138 10.0.8.23
10.0.0.23 10.0.0.138
10.0.0.23 10.0.0.138

59232
8O -

4.776531661
23 4.776531681
24 4.776793541
4. 7758346‘35

10.9.0.138 10.0.8.23 "
10.0.0.138 10.8.0.23 TCP 66 88
10.0.0.23 10.0.0.138 TCP
10‘3023 1005138

- 59232 [ACK] S
59232 - 80 [PSH,

10 0 a. 138 10 0 0. 23
10.9.0.23 10.0.0.138 TCP

4 781977044
28 4.781999893

o eq=1 Ac
59232 - 80 [PSH ACK] Seq

Figure 5.6 — Using a Netcat example

You can see from this that a home router can be overloaded with a simple script,
and this is before we have tried any sophisticated scripts. With a real network, we
will of course have to try harder.

Breaking usernames and passwords (brute-force attacks)

For breaking usernames and passwords, we can still use NMAP in Windows, or any
option under the 4 - Password Attach menu in Kali Linux. In the following
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examples, we will see some common tools for Windows and Linux.

Cracking passwords is basically done by guessing them. There are various
mechanisms to do so efficiently but, basically, when we have a good starting point,
the guessing process will be faster, and therefore we need wordlists. A wordlist,
also called a password dictionary, is a text file that has a list of possible
passwords that are used in the guessing process.

Using wordlists makes the cracking process much faster. You can find wordlists on
the John the Ripper website (https://www.openwall.com/wordlists/), on GitHub
(https://github.com/berzerko/Probable-Wordlists), and in other places, and you
can write them yourself. The better the wordlist is, the quicker you will be able to
crack the passwords on the device you are targeting. There are also predefined
wordlists that you can use. These files are under /usr/share/wordlists.

Important Note

Writing a wordlist is a scientific issue, and how to write an efficient one is a
subject for mathematicians and psychologists. If, for example, we want to
guess passwords of 8 characters that are made only from English lowercase
letters, we will have 26”8 possibilities (208 billion possibilities). If we add the
uppercase letters, we will have 52" 8; if we use uppercase and lowercase letters,
with passwords of 1 to 8 characters, we will have 52”1 + 52"2 + 52”3 + ...
52”8; and if we add the special characters (!@#$....), we will get much more.

There are many websites that focus on this subject, which is out of the scope of this
book.

Windows

In Windows, you can use NMAP options for brute force (Profile menu, New Profile
or Command or Edit Selected Profile, under the Scripting tab). In the following
screenshot, you can see a brute-force attack on 10.0.0.138, using NMAP scripting:
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= Zenmap _ o %
Scan Tools Profile Help

Target: | 10.0.0.138 ~ | Profile: W Scan Cancel

Command: | nmap -v --script http-brute 10.0.0.138

Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host - nmap -v --script http-brute 10.0.0.138 v Details

A 10.0.0.138 Completed NSE at 16:36, 605.89s elapshd A
Nmap scan report for 10.0.0.138
Host is up (@.0051s latency).
Not shown: 993 closed ports
PORT STATE SERVICE
21/tcp open fip

22/tcp open ssh USE‘I’: user
23/tcp open telnet -
S0/tcn open hite Password: user
| http-brute:

Accounts:

| useriuser - Valid credentials |

_  Statistics: Performed 7794 guesses in 686 seconds, average tps: 15.3 |
13597Tcp open netbios-ssn

445/tcp open microsoft-ds

631/tcp open ipp
MAC Address: AC:F1:DF:9F:8A:D8 (D-Link Internaticnal) Performed 7794 guesses
NSE: Script Post-scanning. in 606 seconds

Initiating NSE at 16:36

Completed NSE at 16:36, ©.88s elapsed

Read data files from: C:\Program Files (x86)\Nmap

Nmap done: 1 IP address (1 host up) scanned in 6@87.66 seconds
Raw packets sent: 1001 (44.828KB) | Rcvd: 16082 (408.188KB)

Filter Hosts

Figure 5.7 — Using Netcat example

For smarter cracking, we can use additional tools such as John the Ripper, which
can be found on https: //www.openwall.com/john/, Hydra, and others. You can
also use the GUI version, Johnny. You can get the installation files from

https://openwall.info/wiki/john/johnny#Features.

Linux

There are various Linux tools for password cracking, including NMAP, John the
Ripper, nerack, Hydra, Crunch, and others. Let’s see a simple example, using
Hydra to crack Telnet to 10.0.0.138:

sudo hydra -1 user -P /usr/share/wordlists/rockyou.txt telnet://10.0.0.138
Here, the following applies:

* sudo : Switch to the superuser (highest privilege user).

e Hydra: Cracker command.

e -1 user: Username is user.

* -P /usr/share/wordlists/rockyou.txt : Use the rockyou.txt password file.
* telnet://10.0.0.138: Service name and IP address of the stacked system.

Let’s see how these tools can be used.
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Fuzzing network protocols

There are two major ways to attack network protocols and devices:

e Brute-force or mutation-based fuzzing: Here, we send data to the device,
focusing on parameters that we know this device accepts, such as username
and password, or information that we gather prior to fuzzing, for example,
data that we capture with Wireshark that is sent and received by the device
and then used to manipulate the sender.

e Smart protocol fuzzing: Some communication protocols are simple, some
are complex, and some are very complex, and there are cases (many of which I
remember from my 30 years in this area) where not all protocol functionalities
are implemented, and the ones that are present are sometimes not
implemented precisely according to the standard. Smart usage of fuzzers here
can check for protocol vulnerabilities that were not expected by the vendor.

In the next paragraphs, we will see some Windows and Linux tools that can be used
for communication protocol fuzzing.

Windows tools

There are some cases in which you can use NMAP for network protocol fuzzing,
among them dns-fuzz, which can be used for attacking a DNS server (not so
successfully, I must say), the http-form-fuzzer command used against forms
found on websites, and some others. We will use NMAP scripts later in the book
when we will talk about communications protocol security.

Linux tools

In Linux, we can use the Spike tool, with predefined or custom scripts for network
protocols.

Spike is a fuzzer creation tool that can create customized fuzzers for network
protocols using the C programming language. Spike defines several primitives that
can be used with C, which allows it to build fuzzed messages called sr1xr instances
that can be sent to network services for testing.

There are many predefined Spike scripts under /usr/share/spike/audits. These
files end with .spx . To find them, type the 1ocate .spk command.

The spike commands are located under /usr/bin. We will focus on the following
commands:

Generic_send tcp
Generic_send udp
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You can run the command as follows:

cd /usr/bin
./generic_send tcp <destination-address> <destination-port> <file-name> 0 0

Here, the following applies:

e ./generic_send_ tcp: Command name

e <destination-address>: Target address
® <destination-port>: Target port

® <file-name>: Splke file to run

e 0 0:Timing parameters

Here is a real example:

cd /usr/bin
./generic_send tcp 10.0.0.138 80 /usr/share/spike/audits/SSL/ssl.spk 0 O

Here, you can use Kali Linux predefined scripts, download scripts from the
internet, or write your own. Let’s see some examples:

cd /usr/bin
./generic _send tcp 10.0.0.16 139 usr/share/spike/audits/CIFS.netbiosl.spk 0 0

The preceding will fuzz CIFS protocol on target 10.0.0.16 port 139.

The following will do the same on port 137:

cd /usr/bin
./generic send tcp 10.0.0.16 137 usr/share/spike/audits/CIFS.netbiosl.spk 0 0

In this section, we talked about what tools to use and what to send to the tested
device. Now, let’s see what we do with the results.

Crash analysis — what to do when we find a bug

The most common way to report a system vulnerability is to issue it to the vendor
and make sure they publish it so that all potentially affected users can download a
fix for it when it’s published. The issue is that not all vendors have an ordered
methodology in which they fix the vulnerability, publish it, and notify their
customers.

Important Note
An important issue is that in many countries, hacking into systems is illegal. In
the US for example, it is a federal crime to intentionally access a protected

computer without authorization, and as a result of such conduct, recklessly
cause damage (section 5B); or intentionally access a protected computer
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without authorization, and as a result of such conduct, cause damage and
loss (Section 5C) and more. (https://uscode.house.gov/view.xhtml?
req=granuleid:USC-prelim-title18-section1030&num=0&edition=prelim)
(Computer Fraud and Abuse Act: Fraud and related activity in connection with
computers - 18 U.S.C. 1030). In countries such as the US, be careful and
ideally consult a lawyer before acting.

Not all vendors are so organized. Some of them fix bugs silently, without informing
their customers. Some of them will ignore you and some will try to keep you silent.

You can also publish bugs in places such as the Zero Day Initiative (ZDI)
(https://www.zerodayinitiative.com/) or other sites that reward security
researchers for bug findings (you can get up to tens of thousands of USD at the
higher levels). Google, for example, has paid security researchers and hackers over
$21 million for bug bounties, $6.5 million in 2019 alone
(https://venturebeat.com/2020/01/28/google-has-paid-security-researchers-over-
21-million-for-bug-bounties-6-5-million-in-2019-alone/). Microsoft has paid
security researchers and hackers $13.7 million for bug bounties in a single year

(https://itcareersholland.nl/microsoft-has-paid-security-researchers-13-7-million-
for-bug-bounties-in-12-months/), and so have Facebook and many others.

Summary

In this chapter, we talked about dedicated tools that are used for hacking into
networks and network protocols, and which of them should be used in each one of
the OSI reference model layers. Understanding the usage of each one of these tools
will later help you to understand where to use which tool.

In the next chapters, we start to dig into specific protocols, starting from layer 2,
Wi-Fi and Ethernet, and continuing to IP, TCP/UDP, and the upper-layer protocols
and applications.

Questions

1. Black box testing is when:a) All information about the target is known.b) There
is no information about the target.c) The target is kept in the dark.d) Only part
of the information about the target is known.

2. Fuzz testing or fuzzing is:a) Guessing what the target system isb) Sending
random data to the device under test and analyzing the resultsc) Sending
predefined data to the device under test and analyzing the resultsd) Guessing
passwords and trying to break into the device under test

3. The right order to perform a fuzz test is:a) Identify the target, define the
inputs, generate data, execute, and watch the results.b) Identify the target,
generate data, execute, and guess the results.c) Try to get the password,
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identify the target, define the inputs, execute, and watch the results.d) Find the
proper tools, identify the target, generate data, execute, and watch the results.

4. A vulnerability in the OSI reference model layer 5 could be:a) Connectivity
failure to application protocolsb) Session hijacking and a connection with a
guessed passwordc) Misconfiguration of the TCP/IP protocol stackd) Buffer
overflow

5. A brute-force attack:a) Sends a huge amount of traffic in order to crash the
targetb) Scans the target network in order to find the gateway to the networke)
Is a type of DDoS attackd) Uses password-guessing mechanisms to break into
systems

Answers

1. (b)
2. (¢)
3. (a)
4. (a)
5. (d)
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6 Finding Network-Based Attacks

In the previous chapters, we learned about network structures, network
security protocols, tools, and attack methods. Now we will dive into the
finer details, focusing on attack targets and learning how to protect
against them.

When we focus on the network, these attack targets can be categorized
into two major areas:

» Network connectivity-based attacks: These are attacks on the
communications lines that connect between network devices,
servers, and hosts.

 Device-based attacks: These are attacks on network devices,
that is, LAN switches, routers, firewalls, and more, and the
protocols that run on and between them.

In this chapter, you will learn about the first type of attack, that is,
network-based attacks, how these attacks are carried out, how to
discover them when they happen, and what measures to take in order
to prevent them.

In this chapter, we will cover the following main topics:

Planning a network-based attack

Active and passive attacks

Reconnaissance and information gathering

Network-based Denial of Service (DoS)/Distributed DoS
(DDoS) attacks and flooding

L2-based attacks

L3- and Address Resolution Protocol (ARP)-based attacks

We will start with how to plan and protect against a network-based
attack.

Planning a network-based attack
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Before attacking a network, or planning our defenses against these
attacks, let's define exactly what the attacker would like to achieve
when attacking the communication network.

Important Note

A cyber attack, as defined by the US National Institute of
Standards and Technology (NIST), involves targeting an
enterprise's use of cyberspace for the purpose of disrupting,
disabling, destroying, or maliciously controlling a computing
environment/infrastructure; or destroying the integrity of the
data or stealing controlled information.

If we summarize this definition, in general, cyber attacks are used for
destroying information, stealing information, or preventing users
from accessing IT resources. Network-based attacks can be used for
the latter two actions:

e Stealing information: This involves reconnaissance and
information gathering, which is used for listening to information
that travels through the network and copying or using it for
advanced attacks on network resources.

* Preventing users from using IT resources: This causes the
network to crash and stop functioning. This can be caused by
several methods such as disrupting the operations of ARP,
starving Dynamic Host Configuration Protocol (DHCP),
confusing routing protocols, and more. Additionally, it can be
performed by simply loading the network to the point at which it
will stop functioning.

Now, let's consider what we do for these two actions. These are the
steps to take when planning network attacks. Some of these results can
be achieved by attacks on network devices, which we will discuss, in
more detail, in the next chapter.

In both methods, the first thing to do is to gather information on the
network we wish to attack. Then, we will use tools to steal information
or prevent users from using IT resources. Let's start with information
gathering.
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Gathering information from the network

Gathering information from the network can be done in several ways.
The first way is, simply, when you connect to the network, run
Wireshark, start the capture, and analyze the results.

Important Note

When we connect our laptop to a LAN switch, we will see
broadcasts and, possibly, multicasts. Broadcasts are forwarded to
all switch ports, so we will view all of the broadcasts. Multicasts

are also forwarded to all ports on the LAN switch unless
configured otherwise. For instance, in the case that IGMP snoop is
configured, multicasts packets will only be forwarded to ports from
which clients have sent requests to receive multicast packets.

By understanding these restrictions between broadcasts and
multicasts, we will be able to gather a lot of information, as you will
discover in the Reconnaissance and information gathering section.

The second way, when possible, is to use port-mirror on important
ports of the network and observe the traffic that passes there.

Important Note

Port-mirror, monitor-port, Switch-Port Analyzer (SPAN), and
other similar terms, depending on the vendor, refer to ports that
are configured on a LAN switch in order to listen to all traffic going
in and out of another port. In general, you configure a monitor-
port and a monitored-port; you connect your laptop to the
monitor-port and all the traffic from the monitored port is
mirrored to you so that you can listen to it, analyze it, or save it.
Some vendors also support features such as monitoring with
filters, monitoring an entire VLAN, and more.

In other methods, we can impersonate someone else, for example, in
ARP poisoning, DNS attacks, and more. We will discuss these methods
in Chapter 10, Discovering LANs, IP, and TCP/UDP-Based Attacks,
and Chapter 15, Enterprise Applications Security — Databases and
Filesystems.
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Stealing information from the network

Stealing information from the network requires you to perform the
following steps:

1. Connect to the network physically or virtually.
2, Start gathering information with tools such as Wireshark.
3. Steal meaningful information.

Important Note

You can connect to the network by physically connecting to a port
switch directly or through the building cabling. You can also do it
by connecting to a wireless network.

To gather information from network devices, we can use several tools.
The first method is to use Wireshark to listen to broadcasts:

» ARP broadcasts will give you the network users.

e NetBIOS broadcasts will give you the IP addresses, names, and
services provided by the host.

» Routing updates will provide information about networks, routers,
and the connectivity between them.

e Other updates — you can view who is sending
broadcasts/multicasts and analyze them. You will be surprised by
how much information you will gather from there.

To steal meaningful information, you must do one of the following:
e Port-mirror an important port and listen to traffic running on it.

 Install software on the device you want to tapper.

» Use impersonation tools in order to draw the traffic in your
direction.

In Chapter 8, Network Traffic Analysis and Eavesdropping, we will
discuss this in further detail.

Preventing users from using IT resources
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To prevent users from using the network, you will need to perform the
following steps:

1. Understand the structure of the network you plan to attack. Use
Wireshark or scanning tools to gather information and listen to
protocol updates.

2. Plan an attack methodology: will it be simple DoS/DDoS that loads
the network, or will it be to confuse network protocols?

3. Decide on an attack method: if you see routing updates and they
are not encrypted, check on confusing routers with fake updates. If
you see NetBIOS advertisements, check who is sending them, and
if you see ARP requests, check what most of the devices are
looking for.

To protect against these methods, first, you must understand the

attacks. Understanding the types of attacks means you are halfway
there. In the chapter on protocols, we will learn how to do this.

Active and passive attacks

In general, active attacks are when you perform an action, and usually,
passive attacks are when you just listen.

Active attacks

In network security, active attacks include the following types of
attacks:

e Masquerade and Man-in-the-Middle attacks
» Modification attacks
e DoS attacks

Let's discover how they work. We will examine both Linux- and
Windows-based examples, just to keep it interesting.

Masquerade and Man-in-the-Middle attacks
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These types of attacks occur when one entity pretends to be something
it is not. For instance, this can be done by faking a MAC address or IP
address so that packets that are intended to go to other destinations are
forwarded to us instead. Let's take a look at how ARP poisoning occurs:

*eth0 o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m @.--.”lr*'a‘q_. = — = q q aTF /'Whatyousee

Poisoned ARP '-:T on Wireshark

Roply 2 display filte responses \ / _H
No. Time Source Destination Protocol Lepgth |Info 1 =
991452 D-LinkIn_9f:@a:d8 Broadcast Who has 10.0.0.14? Tell 10.0.0.138 (duplicate use of 10.0.0.138 detected
53 17.972377264 » PcsCompu_f8:40:f1 IntelCor_70:2a:8d ARP 42 10.0.0.138 is at 08:00:27:78:40:T1
The MPCSCnmpuffs:dﬂ:fl D-LinkIn 9f:8a:d8 ARP 42 10.0.0.1 is at 08:00:27:f8:40:f1 (duplicate use of 10.0.9.138 detected!)
68345 PcsCompu_f8:40:f1 IntelCor_70:2a:8d ARP 42 10.0.0.19 is at 08:00:27:78:40:f1
attacker [99437 PcsCompu_f8:40:f1 76:da:88:dd:52:e8 ARP 42 10.0.0.1 is at 08:00:27:78:40:f1 (duplicate use of 10.0.0.19 detected!)
54020 PcsCompu_f8:40:f1 IntelCor_70:2a:8d ARP 42 10.0.0.14 is at 08:00:27:78:40:f1
58 17.992582470 PcsCompu_f8:40:f1 IntelCor_87:73:14 ARP 42 10.0.0.1 is at 08:00:27:78:40:f1 (duplicate use of 10.0.0.14 detected!)
59 18.002644921 PcsCompu_f8:40:f1 IntelCor_70:2a:8d ARP 42 10.0.0.10 is at 08:00:27:78:40:T1
60 18.002671429 PcsCompu_fB:40:T1 Asiarock_11:2e:48 ARP 42 10.0.0.1 is at 08:00:27:78:40:T1 (duplicate use of 10.0.0.10 detected!)
61 18.012724302 PcsCompu_f8:40:f1 IntelCor_70:2a:8d ARP 42 10.0.0.4 is at 08:00:27:78:40:T1
4 »

» Frame 52: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface eth®, id @
v Ethernet II, Src: D-LinkIn_9f7:@a:d8 (ac:f1:df:97:0a:d8), Dst: Broadcast (ff:ff:ff:Tf:TF:ff)
~ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0868)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: D-LinkIn_9f:0a:d8 (ac:fi:df:9f:0a:d8)

Sender IP address: 10.0.0.1382

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 10.0.0.14
» [Duplicate IP address detected for 10.0.0.138 (ac:f1:df:9f:0a:d8) - also in use by 08:00:27:78:40:f1 (frame 8)]

O ¥ wireshark_eth0_20201003052150_Knlx95.pcapng Packets: 338870 - Displayed: 338870 (100.0%) - Dropped: 0 (0.0%) Profile: Default

Figure 6.1 — ARP poisoning

In the preceding screenshot, you can observe how the PC with a MAC
address of 08:00:27:f8:40:f1 sends fake ARP responses — for
instance, 10.0.0.138 isat 08:00:27:£8:40:f1, 10.0.0.19 is at
08:00:27:£8:40:f1,and 10.0.0.1 isat 08:00:27:£8:40:£1 . The
purpose of this is that the devices receiving these ARP responses will
believe the address they are looking for is the attacker's address and,
therefore, send data to it.

Modification attacks

A modification attack happens when the attacker tries to interrupt,
capture, modify, steal, or delete information in the system via network
access or direct access using executable codes. In this section, we will
discuss how to do so through the network.

To modify information that has been sent through the network, you

need to draw the information in your direction, modify it, and send it to
the intended recipient.
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To draw the information to you, you can use ARP poisoning and tools
such as Ethercap. We will discuss this, in more detail, in Chapter
10, Discovering LANS, IP, and TCP/UDP-Based Attacks. The purpose
of these tools in the context of network-based attacks is for the
manipulation of routing information, as we will learn in Chapter

12, Attacking Routing Protocols; the manipulation of DNS
information, as we will learn in Chapter 13, DNS Security; the
manipulation of enterprise network applications, as we will learn in
Chapter 15, Enterprise Applications Security — Databases and
Filesystems; and for listening to and manipulating voice calls, as we
will learn in Chapter 16, IP Telephony and Collaboration Services
Security.

DoS attacks

DoS and DDoS attacks occur when we prevent users from accessing
network resources, and there are many types of these attacks. In this
chapter, we have been discussing network-based attacks, and here, we
have listed three major types:

 The first type of attack is disturbing the operation of the network
devices. We talk about this in Chapter 7, Attacking Network
Devices.

» The second type of attack is an attack on network protocols. We
will discuss this in Chapter 10, Discovering LANs, IP, and
TCP/UDP-Based Attacks, and Chapter 12, Attacking Routing
Protocols.

e The third major type is an attack on communication lines by
blocking them; we will discuss this later in this chapter.

Now, after learning what we can actively generate, let's take a look at
passive attacks.

Passive attacks

In the context of network security, passive attacks are those that listen
and collect information from the network and network resources
without interfering with its operation. Listening to network traffic and
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analyzing it is entirely passive — in this scenario, we only listen. It will
become active once we use it to attack the network resources.

Reconnaissance and information gathering

Reconnaissance and information gathering are the acts of learning the
network structure and resources in order to prepare to attack them.
There are several methods that can be used in order to learn a network
structure.

The first and most simple one is to simply listen. Let's explore what we
can observe by doing this.

Listening to network broadcasts

When you are connected to a port switch, and that could be when you
physically connect to a network or you take control of a network device
and install a capture tool on it, you will be able to view all of the
broadcasts sent and received by this device and others. Let's view some
examples of broadcasts that we can learn from.

In Figure 6.1, we can observe some typical Wireshark capture files
from which we can learn several things about the network. First, we
can see Spanning Tree Protocol (STP) updates, and the interesting
thing is that the root bridge has a default priority of 3276s.

Important Note

LAN Layer-2 devices, which we also refer to as Switch, are called
by the STP/RSTP standards of Bridge or Multi-Port Bridge. So,
every time I refer to the standards, I will call them bridges, and in
all the other places, I will refer to them as we are used to, that is,
switches.

In STP, and its successors, Rapid STP (RSTP, that obsoleted STP)
and Multiple STP (MST), the root bridge is the bridge that all the
traffic passes through, while the root bridge is chosen to be the bridge
with the lowest bridge priority, and when all bridges priorities are left

190



to be the default, then the root is chosen to be the one with the lowest
MAC address.

Important Note

Every Layer-2 switch, or bridge, has its own MAC address. Its
MAC address is used in several control protocols, including STP,
RSTP, and MST. This MAC address has nothing to do with the
MAC addresses that are forwarded by the switch in the switching
process.

In this example, inserting a switch with a switch priority of less than
32768 will make our switch the root of the STP network. This has two
meanings:

o All traffic will pass through our switch, so we will be able to
configure the port-mirror to our laptop and listen to all of the
organization traffic.

» Forwarding all organization traffic to pass through our small
switch will probably cause a significant reduction in network
performance, and if it does not, we can configure it to do so, for
example, by configuring rate limits and more.

There are several mechanisms that can protect the network from
unrecognized switches. To do so, we can configure the Bridge
Protocol Data Unit (BPDU) Guard to block the reception of BPDU
updates, we can configure the root guard on a switch port to disable a
port from becoming a root port (a port that is connected to the root
bridge), or we can use our Network Access Control (NAC) system
to disconnect unauthorized devices. There are also other methods to
protect against it. The important thing is to attempt to understand the
problem; when you understand it, solving it just involves reading the
user manuals. Please refer to the official documentation of Cisco at
https://www.cisco.com/c/en/us/td/docs/optical/15000r8 5_1/ethern

et/454/guide/454a851 ethconf/454a851 configstprstp.pdf, Juniper
Networks at

https://www.juniper.net/documentation/en US/junos/topics/topic-

map/spanning-tree-configuring-rstp.html, Extreme Networks at

https://gtacknowledge.extremenetworks.com/articles/How To/How-
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to-configure-RSTP-in-EXOS, or you can refer to any other vendor that
you are working with:

lhent works with servers - clients 10.3.12 APs 10.3.13 --- 28+ =, .pcapn: -
Cli ks with i 10.3.12 APs 10.3.13 ==~ 23-0CT-2013.pcapng [m] *

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

- = =1 .
4d N @ XNE QemEF & _ @ Q &
A= (] <] Expression |+
Ne. Tirme Source Destinaton Pretecel Length

. — = W
< >

Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface ©

IEEE 862.3 Ethernet -
Logical-Link Control SpanningTree
v Spanning Tree Protocol Protocol (STP) update
|Protocol Identifier: Spanning Tree Protocol (@x0008)]

Protocol Version Identifier: Spanning Tree (@)

BPDU Type: Configuration (exee)

BPDU flags: exee

v Root Identifier: 32768 / © / ©8:14:cZ:

[Rcot Bridge Priority: 32768 ]
Root Bridge System ID Extension: @
Root Bridge System ID: NortelNe_4b:64:81 (©©:14:c7:4b:64:01)

Root Path Cost: 2

Bridge Identifier: 32768 / @ / ©0:16:60:8b:208:01

Port identifier: ©x8eeb

Message Age: 2

Max Age: 20

Hello Time: 2

Forward Delay: 15

T | Default root priority I

Figure 6.2 — STP priority

From the preceding screenshot, we can observe the Layer-2 structure
of the network. Note that the root bridge is the one that ends with the
MAC address of 4b:64:01 and a priority of 32,768 . Now we have a
good knowledge of the STP/RSTP protocols, for example, connecting to
a switch with lower priority will make it the root bridge and draw all
traffic in our direction.

In the next example, we can observe the NetBIOS broadcast protocols.
In the NetBIOS host announcements (that is, the broadcasts on TCP
port 139 ), we can view information on the host that advertises their
name and the services they provide. Let's view the example more
closely.

In this example, I've configured the NetBIOS display filter:

browser.server type.server ==
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(To configure displaying a filter, fill in the filter expression in the upper
bar in the main Wireshark window.)

Since all Microsoft NetBIOS devices send periodic updates by sending
broadcasts to the network, and since by using this filter, we can view
from the packet header which sending device is a server, this is an
excellent way in which to list all servers in the network:

M 5eif - jerusslem --- 11-30.cap - [w] x

browser.server_type.server ==

File Edit Wiew Go Capture Analyze Statis

AW ® R T Y T F
(== Do+
Ha, T Tima gun Dastingtion [ Protesce! [ Length | Info [ [l
14@.. @.1ee312 72.16.1.30 192.168.283.204  LANMAN 1482 NetServertnum2 Response
¢ 148.. ©.001161 -168.203.204| 172.16.1. 30 LAMMAN 176  NetServerEnum2 Request, Workstatior
14@.. ©.1e0487 .168.283.67 | 192.168.283.255 BROWSER 243 Host Announcement SHAVIV-MBB735, WC
+ 1lde. ©.069175 .16.1.3@ 192.168.263.2864  LANMAN 8a NetServerEnum2 Response

141.. 1.483835 -168.283.54 ) 192.168.2083.255 BROWSER 243 Host Announcement BORNA-MB8384, Wor

w

< »
SMB Pipe Protocol ~
v Microsoft Windows Lanman Re e =

Function Code: NetServerEnum2 Network SErvVers
Parameter Descriptor: WrLehDO

rReturn Descriptor: B16BBDZ

Detail Level: 1

Receive Buffer Length: 38858
v Server Type: exffffffff, workstation, Server, SQL, Domain Controller, Backup Controller, Time Source, .
Workstation: This is a Workstation
Server: This is a Server
SQL: This is an SQL server
Domain Controller: This is a Domain Controller |
Backup Controller: This is a Backup Controller
Time Source: This is a Time Source |
Apple: This is an Apple host
....................... 1... «... = Novell: This is a Movell server
Member: This is a Domain Member server
Print: This is a Print Queue server
Dialin: This is a Dialin server
Tove wune wenn ¥enix: This is a Xenix server

s

B

—
o | | |=]- .
woom g gufn

[
- e
[ T T ]

4
E
N
[

NT Workstation: This is an NT Workstation
| = WfW: This is a wfW host
.............. | = NT Server: This is an NT Server

............... T Potential Browser: This is a Potential Browser

.. 1. = Backup Browser: This is a Backup Browser
[.1.. = Master Browser: This is a Master Browser |
____________ Teee ceee e caee -a.. = Domain Master Rrowser: This is a Domain Master Rrowser b
< >
- VMO8 d4 00 8b ce c4 60 43 cf 45 e@ 88 50 18 -
@ 7 Trarwmision Cortral Protocol (ool 30 btes Packets: 15136 - Displaywd: 36 (0.1%) Brofia: SMPE

Figure 6.3 — NetBIOS broadcasts and what we can learn from them

From the preceding example, we can see that we have the 172.16.1.30
and 192.168.203.204 servers, along with some others. Additionally,
clicking on 192.168.203.204 shows us that this is a domain controller,
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a SQL server, and a time source. These are important network
functions — attacking this server will probably cause significant
damage, and listening to what is coming in and going out from it will
bring us a lot of information regarding the network and network users.

In this last example, when we listen to multicast packets on the
network, we are connected to the eth.dst [0:3] == 01:00:5e
Wireshark display filter. So, we will observe the following packets:

M PCAP 0032 - Multicasts.peapng - a ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ R QewEF S| aqaar
[ Jeth.dst [0:3] == 01:00:52 [X] = | Expression + EthBroadcast | Eth ast
No. Time Source Destinats @ Protoc Length Info A
1 0.000000 10.2.135.188 224.90.0.5 OSPF 102 Hello Packet
2 0.031556 ©.0.0.0 41.243.9.192 CPHA 76 CPHAv2921: Unknown 11 p—
3 0.000001 0.0.0.0 41.243.9.192 CPHA 92 CPHAv2921: FWHA_MY_STATE - Report source machine's state =
4 0.008000 10.145.237.161 224.0.0.18 VRRP 60 Announcement (v2)
5 0.000002 10.170.33.34 224.0.0.18 VRRP 60 Announcement (v2)
6 0.001001 19.170.40.34 224.0.0.18 VRRP 60 Announcement (v2) —
7 0.000000 10.170.32.34 224.0.0.18 VRRP 60 Announcement (v2) =
8 0.001000 10.170.32.42 224.0.0.18 VRRP 60 Announcement (v2) ;
9 0.000997 0.0.0.0 41.243.9.192(4) CPHA 76 CPHAv2921: Unknown 11 ]
10 0.001002 19.145.231.195 224.0.0.18 VRRP 60 Announcement (v2) —
11 0.001003  10.170.40.26 224.0.0.18 @ VRRP 60 Announcement (v2) I
12 0.055995 10.2.176.126 224.0.0.10 @ EIGRP 74 Hello v
< >

Figure 6.4 — Listening to multicast traffic
Here's what we can understand from these packets:

 In the first packet (1), we see can an Open Shortest Path First
(OSPF) Hello packet. This is a router announcing its existence
and telling other routers it is here.

e In the next two packets (2), we can see Checkpoint High
Availability (CPHA) updates. This is a checkpoint firewall
announcing that it is alive to its cluster neighbor.

e The next packets (3) are Virtual Router Redundancy
Protocol (VRRP) announcements in which we view the routers
that send updates. Similar to the CPHA packets, these are routers
announcing their existence and availability.

e In (4) and (5), we see additional CPHA and VRRP packets.

 In the last packet (6), we can also see an Enhanced Interior
Gateway Routing Protocol (EIGRP) sending updates to the
network.

e Now, from simply listening to the network, we know which
protocols run on the network, we know some of the routers, and
we know their addresses.
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Now, let's take a look at what information we can get from routing
updates:

M PCAP 0033 - Multicasts.pcapng - ] X
File Edit View Go Capture Analyze Statistics Telephomy Wireless Tools Help
Am ® NG QeumEFE _ = QQ QI
[N [th.det [0:3] == 01:00:5¢ [x] v] Expression..  + Eth Broadeast | Eth Multicast
Ha. Time Scurce Dastination Protecs Langth Info A
1 0.000000 10.2.135.188 224.0.0.5 0SPF 102 Hello Packet
2 0.031556 9.0.0.90 41.243.9.192 CPHA 76 CPHAv2921: Unknown 11 — |
< >

Frame 1: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface @
Ethernet II, Src:| Codex @9:04:4d (02:00:3e:09:04:4d), Dst: IPvdmcast 05 (01:00:5¢:00:00:05)
Internet Protocol Versfap 4, Src: 10.2.135.188, Dst: 224.0.0.5
~ Open Shortest Path First
v OSPF Header Router vendor
Version: 2
Message Type: Hello Packet (1)

Packet Length: 52
Router that sent
Source OSPF Router: 10,2.135.188 |/

Area 10: 0.0.0.0 (Backbone)] e
Checksum: ©@x0ee@ (None)
Auth Type: Cryptographic (2) OSPE Area
Auth Crypt Key id: 1
Auth Crypt Data Length: 16
Auth Crypt Sequence Number: 15620740
Auth Crypt Data: 4678aabde6d23411d@elb@e78ad835bd
v QOSPF Hello Packet

[Network Mask: 255.255.240.0] tm—
Hello Interval [sec]: 1@
Options: @x82, (E) External Routing
Router Priority: 1
Router Dead Interval [sec]: 40
Designated Router: 10.2.135.188 ) )
Backup Designated Router: 10.2V— Neighboring
Active Neighbor: 10.2.135.9 routers

Active Neighbor: 10.2.135.97

Figure 6.5 — OSPF packet details

Hello sentto this
address range

As you can see in Figure 6.5, digging into the packet will give us more
information. For example, when we look at the OSPF packet, we can
view the IP address of the source router. In the source MAC address,
we see the vendor (perhaps there are some known bugs/breaches in
this vendor's routers); we can see the router area, that is, the OSPF area
of 0.0.0.0 (if we send fake updates, we will send them to this area);
and we can see that the Hello message has been sent to an address
range with a subnet of 255.255.255.240, that is, a subnet of 14 hosts
(this is 16 total hosts minus the first and last addresses).
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Listening on a single device/port-mirror

Listening on a single device, or a port-mirror to a single device, will
give you all the information you need. Here, you have two Wireshark
features that will give you all the information you need. These are the
Statistics Conversations and Statistics Protocol Distribution menus, as
you can see in the following screenshot.

Figure 6.6 shows a simple example of what we can get from a simple
capture on a switch port:

M Wireshark . Protocol Hierarchy Statistics - BackBone traffic.pcap L
Ml BsckBone naffic.pesp - o *
= Ele Edt Yiew Go Copture Anshze Statistics Telephony Wirdess Tools Help
Protocol L RE QewEF el
~ Frame LIE=) EAL ) -] Bemson |+ B Brosdout | b Mubiomt
~  Ethernet ke Tea Source Omstsion Protocs Langth Info
~ Logical-Link Contral 80380 0.000253 10.1.2.4 10.100.206.32 SNMP 120  get-request 1.3.6.1.2.1.31.1.1.1.6.15 1.3.6
Spanning Tree Protocol 80384 0.000113 10.100.203.77 10.1.2.4 SNMP 133 get-response 1.3.6.1.2.1.31.1.1.1.6.16 1.3.
Cisco Discovery Protacal 80396 ©0.000184 10.100.204.34 10.1.2.4 SNMP 134  get-response 1.3.6.1.2.1.31.1.1.1.6.2 1.3.6
“ Internet Protocol Version 4 80397 0.000035 10.1.2.4 10.100.205.80 SNMP 120 get-request 1.3.6.1.2.1.31.1.1.1.6.1 1.3.6.
v User Datogram Protocol 80449 ©0.002480 10.100.204.19 10.1.2.4 SNMP 134  get-respomse 1.3.6.1.2.1.31.1.1.1.6.2 1.3.6
80457 ©0.000380 10.100.204.76 10.1.2.4 SNMP 134  get-response 1.3.6.1.2.1.31.1.1.1.6.15 1.3.
Syslog message 80461 ©0.000185 10.100.204.91 10.1.2.4 SNMP 134  get-response 1.3.6.1.2.1.31.1.1.1.6.15 1.3.
Simple Traversal of UDP Through NAT 80463 0.000130 10.100.202.92 10.1.2.4 SNMP 132 get-response 1.3.6.1.2.1.31.1.1.1.6.15 1.3.
Simple Network Management Protocol >
T
Service Location Protocol P a
Real-time Transport Control Protocol Fie Edm Meew GO Coptuwe  Anahae Statatics Telephormy Wieless  Took  Help
(M9 INREessFITE QS .
~ NetBIOS Name Service I 1~ O T =T
TRANSUM RTE Data . p— e p— Frtacd —r 1o
v NetBlOS Datagram Service - 65895  ©.000000  10.101.228.1 10.101.116.200  SIP/SDP 594  Request: INVITE sip:05200504081261;phone-c
~ SMB (Server Message Block|Protocol) 66110  0.050674 10.101.116.208  10.101.228.1 SIP 745  Status: 100 Trying |
~ SMB MailSlot Protocol 102847 1.613566  10.104.40.39 10.101.228.3 sIP 591 Request: REGISTER sip:AC1 (1 binding) |
v Microsol £t Windowls Browser Protocal 103331 ©.020940  10.101.228.3 10.104.40.39 sSIP 405  Status: 200 0K (1 binding) |
TRANSUM RTE Data 118978 ©.348328 10.101.228.1 10.161.116.200 SIP/SDP 594 Request: INVITE sip:05200544747531;phone-c
“ LWAPP Encapsulsted Packet 111933 ©.247072  10.101.116.200  10.101.228.1 s1IP 745  Status: 100 Trying |
LWAPP Contrel Message < 2
Kerberos I
H323-MESSAGES A ot *
“ Domain Name System fle Eon e T e e 4
TRANSUM RTE Data ARZS REQe=E¥
Distributed Interactive Simulatio = - = ) v eonwion: | + Bhirowas | Bh Mt
T e — s [ a
DHCPve 47830 0. 000000 10.121.147.73 16.2.8.8 NTP 118 NTP Version 3, symmetric active
Data 47927 0.004437 10.2.8.8 10.121.147.73  NTP 118 NTP Version 3, server
* Control And Provisioning of Wireless Access Points - Data 74172 1.213683  10.151.101.72 10.2.8.9 NTP 116 NTP Version 3, symmetric active
IEEE 802.11 wireless LAN 74222  0.002502 10.2.8.9 10.151.101.72  NTP 118 NTP Version 3, server
Ao ckspiay ier 93957  0.854033  10.255.1.41 10.255.1.34 NTP 116 NTP Version 4, client
93974  0.001083  10.255.1.34 10.255.1.41 NTP 116 NTP Version 4, server
107747 0.623502 10.175.99.160  204.152.184.72 NTP 98 NTP Version 3, client
1104069 0.111945 10.131.1085.7 16.2.8.8 NTP 110 NTP Version 3, symmetric active

Figure 6.6 — The protocol hierarchy

In this example, we use Statistics Protocol Hierarchy to view all
protocols that were discovered. Right-clicking on a specific line in the
protocol hierarchy and choosing Apply a filter Selected will show you
the packets running this protocol.

The first example, on the right-hand side (as highlighted in blue),
shows the SNMP GET commands from 10.1.2.4 ; from here, we know
that 10.1.2.4 is an SNMP management system.
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The second example, on the right-hand side (as highlighted in red),
shows the SIP session initiated from 10.101.220.1 t0 10.101.116.200;
from here, we know that 10.101.116.200 is a SIP server.

The third example, on the right-hand side (as highlighted in green),
shows (for example) NTP requests from 10.175.90.160 to
204.152.184.72 ; from here, we know that 204.152.184.72 is a time
server.

Now that we have a solid understanding of this, we can start
connecting to servers, attacking them, and more.

Now, let's explore one of the major types of network-based attacks:
DoS/DDoS attacks and flooding.

Network-based DoS/DDoS attacks and flooding

A common method in which to prevent users from accessing IT
resources in general, and network resources specifically, is to use
DoS/DDoS mechanisms. The principle here is simple. A network
resource can be a network device or a communication line. Loading the
resource to the point it is blocked will prevent users from accessing this
resource. It's as simple as that. Now the issue is how to load it.

There are two major types of DoS/DDoS attacks that target the network
resources:

e Volumetric attacks: These are attacks that overwhelm
communication lines to the point they are prevented from carrying
user traffic.

» Protocol attacks: These are attacks on network protocols such
as ARP and DHCP. When attacking these protocols, we disable the
network to stop it from functioning — without ARP devices, we will
not know their destination MAC address, and without DHCP, they
will not have the IP address.

We will begin with network scanning, which is one of the methods in
which to create volumetric attacks.
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Scanners can be used on several levels. They can be used to discover
network hosts, services on network hosts, usernames on applications,
and more. In this section, we will talk about a scanning attack that can
be used to flood the network.

To perform network scans, we have many tools and scripts that can be
used. For Windows and Linux, we have nmap, which we have
discussed already, Linux Scapy, Windows and Linux PacketSender,
and more. However, the principle is the same — load the network to the
point it can no longer provide connectivity services.

Flooding through scanning attacks

A Flood or Flooding is a type of DoS/DDoS attack in which the
attacker attempts to constantly send traffic to a target network,
network interface, communications link, or server to prevent legitimate
users from accessing it by consuming its resources. There are various
types of flooding attacks — examples include ICMP flooding, TCP or
UDP flooding, and HTTP/HTTPs flooding. The first one that we see is
in an Internet Control Message Protocol (ICMP) DDoS, when a
ping worm blocks the network:

Ansize Sutistics Tekephory Vil Took | Echo requests T
e Sounce Dusrater Protocsl gt Inke @ Internet
0.000000 192.168.110.57  192.170.2.218 ICMP 186 Echo (ping) request id=ox g =

1
2 0.001541 192,168.110.58  192,170.2.203  ICMP 186 Echo (ping) request id=0x |2

3 0.000458 192.168.110.189 192.170.0.230 ICMP 106 Echo (ping) request id=0 i [ Dttt

4  0.000013 192.168.110.69  218.88.25.157  ICMP 106 Echo (ping) request id=0y c—

5 0.001561 192.168.110.76 192.168.37.86 ICMP 106 Echo (ping) request id:@i

6  ©0.000015 192.168.110.12  192.169.204.227 ICMP 106 Echo (ping) request id=ox

7 0.000376 192.168.110.5 192.169.254.156  ICMP 186  Echo (ping) request id=gx%

8 0.000639 192.168.110.67 192.170.6.10 ICMP 106 Echo (ping) request id=0x

9  0.000912 192.168.110.56 192.170.2.185 ICMP 186  Echo (ping) request id=of Datacenter&Users o

10 0.002516 192.168.110.63 192.166.52.9 ICMP 106 Echo (ping) request id=8 .
11 0.002113 192.168.110.70  192.166.2.180  ICMP 106 Echo (ping) request id=0y | \ SP Network |
12 0.001146 192.168.110.68 192.166.2.165 ICMP 186 Echo (ping) request id=o i
13  0.000826 192.168.110.60 192.166.252.185 ICMP 106  Echo (ping) request id=o: WAN __

14 0,000411 192,168,110.66  192.169.214,11 ICMP 106 Echo (ping) request id=0y | 7 | I

15 0.000631 192.168.110.82 192.169.221.203 ICMP 186 Echo (ping) request id=0
16 0.002457 192.168.110.57 192.170.2.219 ICMP 186 Echo (ping) request id-@:

17  0.001538 192.168.110.58  192.170.2.204  ICMP 106 Echo (ping) request id=0y | @ @

< b L2 ’(\ i i
Teaao| — ICMP packets T Al Remotesites 1| o
generates Pings ) | !
&8 && C 28 |

Figure 6.7 — Ping worm — network and Wireshark result

In Wireshark, we can see (on the left-hand side) many ICMP packets
sent from addresses on the 192.168.110.0/24 network to various IP
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destinations. On the right-hand side, we see the network structure:
remote offices on networks 192.168.110.0/24, 192.168.111.0/24 up to
192.168.149.0/24 , with a total of 50 remote offices.

To identify the problem, we can open the Statistics Conversations
window. Let's examine this in the following screenshot:

M Wiiteshark - Conversations - PCAP 003a - Ping worm peapng - a x
Ehemat - 27 e =1 T
Address A Addr fckets DEStlnatIDns es A ~B  PacketsB <A BytesB—A RelStat [~
192161105 19207 10 ] 106 o 0 17 am7em
1921681105 19217031 1106 1 P
192.168.110.5 19217032 1 106 1
1921681105 19217033 1106 1 —. Sp— i .
121681105 19217034 106 1 gare o Ppaem we S Destinations
1921681105 035 1108 1 Address A Add Pyufets By A =B PacketsB~A BytesB-A RelStat [~
192.163.110.5 ! 16 1 1921681105 1921703253 1106 1 106 0 0 21424801
192161105 1927037 10 1 1921681105 1921703254 1108 1 M Wiresharkc .10 Graphs - PCAP 005 - Ping worm.peapng - o x
1921681105 19217038 106 1 1921681105 1921703255 108 1
1921681105 19217039 1106 1921681105 19217040 1108 1 ~ .
1921681105 192170310 1108 1 1921681105 19217041 T8 1 Wireshark 10 Graphs: PCAP 005a - Ping worm.pcapng
192.168.110.5 192.170.3.11 1 106 192.168.110.5 19217042 1 106 1
121681105 19270392 1108 1 1021681105 19217043 118 1 840000 o S
192161105 19247033 108 1 1921681105 19217044 1108 so0000 T e -
1921661105 192470314 108 1 1921681105 19217045 18 1
192.168.110.5 1921703.15 1106 1 192.168.110.5 19217045 106 1 760000
1921681105 192170316 1106 1 921681105 19217047 108 1 720000
< 192.168.110.5 7048 1 106 B
1921681105 19217049 108 1 i 680000 Load on the WAN
. " Uik o gy M Abscivtmsartime | 1921681105 192170410 106 1 £ 540000 ication li
(m oy m] Tt tetmin H ' o communication line \
o : 1921681105 192170412 1106 \
1921681105 192.1704.13 1o 1 560000 \
\_ < 520000 \
! [ it to dapiay fter [ Abscite sttt o 45 9 135 18 225 27
Source Time (s)
Copy e - ket SES (5 = 817405
\\_ Enabled  Graph Name  Display Filter Colar Style ¥ Axis  Field SMA Period
Source All packets | | Line  Bits Mone
+ | [=] (2] [B] Mowse @ dmgs O zoomm toterval [1sse | [] Temmctday [ togscaie Rest

= = Qe o =

Figure 6.8 — Ping worm results

On the left-hand side, you can view host 192.168.110.5. It starts the
scan from 192.170.3.0 (even though this is not a legitimate address),
continues to 192.170.3.1, then 192.170.3.2 until it gets to
192.170.3.255. Then, in the center screenshot, it starts from
192.170.4.0 to 192.179.4.1, and so forth.

When this worm catches one of the network's hosts, it pings the next
host, then the next one, and so on. For instance, this problem started
when someone inserted an external disk into their PC; the worm
infected their PC and started to ping. Any PC that responded to the
ping request was also infected, and all of the infected PCs generated
ICMPs that blocked the communications line.

The funny (or very sad from the customer's point of view) point is that

when a PC on the 192.168.110.0/24 network finishes a scan on this
network and Ping to 192.168.110.255, it continuesto 192.168.111.0.
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The pings are forwarded to the default gateway, and on the way to the
next network, the ping blocks the line from 192.168.110.0/0 to the
center. The result of this can be observed on the screenshot on the
right-hand side — the line to the center that was 0.8 Mbps is now
blocked. This is a typical DDoS. In this case, it is a type of amplification
attack — the worm spread itself through the network to amplify its
behavior.

Random traffic generation flooding

Unlike methods that are used to break into the network, to listen to
information, or to cause any other damage to the network, the purpose
of random traffic generation is to send traffic that is meant to flood the
network to the point it will stop functioning.

In the next example, we can observe that the majority of the traffic
consists of IPv6 packets. As you can see, there are many packets — up to
20,000 packets per second — indicating the massive usage of IPv6 or
something suspicious:

M Wireshark - 1/0 Graphs - PCAP 14,pcapng - O X

Wireshark IfO Graphs: PCAP 14.pcapng

40000

30000

Packets/1 sec

20000
I

II/
10000 -

I L I
0 25 50 NS 100
Time (s) IPv6 traffic
ik 10 Select pcker J0GAIZ1 (KX = 11286404,
Enabled Graph Name Display Filter Color Style ¥ Auxis * Field SMA Period
All Packets . Li Packets MNone
All Packets ipvé . Line Packets MNone
+ - m B mouse (@) drags () zooms Interval [1sec [ mime of day [ tegscake Reset

Save As oy Copyfrom  w Help
Figure 6.9 — Massive IPv6 traffic
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Looking at the packets (which is always recommended), we can observe
the following capture:

Ml PCAP 14 pcapng - o x

Fle Edit View Go Capture Anslyze Statistics Telephony Wireless Tools Help IrrEgU|ar IPv6

Am:® REA+=mEFs[Eaaql addresses

] 0 o [ =3 -] + EthBrosdeast | Eth Mulicast

Me. Tine Seurce Destnstion "4 - Langth Infe A
1381017 81.912646 a627:bc56:8100:2ed:800:45b8:48:1a90 ©9:3e11:8f9b:a91:b472:2aa:815:2c70 IPV6 112 Unknown IP Protocol: EGP (8)
1381018 81.812646 a627:bc56:81008:2ed:800:45b8:3c:cca8 9:3e11:dded:a91:b4a72:aaa:816:1484 IPV6 100 Unknown IP Protocol: EGP (8)
1381019 81.812647 a627:90dd:8100:2eb:800:4530:83:2325 9:fc11:e33f:29de:c49b:ag91:beca:868 IPV6 171 Unknown IP Protocol: EGP (8) —
1381020 81.822645 a627:bc56:8100:2ed:800:4530:41¢:db12 0:fc11:27b8:29de: c49¢:a91:beca: 868 IPV6 1092 unknown IP Protocol: EGP (8) —
1381021 81.022646 a627:bc56:8100:2ed:800:4568:5c4:ch36 @:fcll:e62f:293:df31:290:1306:868 IPVE 1516 Unknown IP Protocol: EGP (8) —
1381022 81.822646 a627:bc56:8100:2ed:800:4568:5c4:ch37 09:fc11:e62e:293:df31:290:1306:868 IPV6 1516 Unknown IP Protocol: EGP (8) —
1381023 81.822647 a627:bc56:8100:2ed:800:4568:7e:edba 9:fc11:3762:a93:df31:290:a49b:868 IPV6 166 Unknown IP Protocol: EGP (8)
1381024 81.922648 a627:bc56:8100:2ed:800:4568:5¢4:5dbs @:fcll:c21e:a93:df31:290:a495:868 IPVG 1516 uUnknown IP Protocol: EGP (8) =~
1381025 81.822649 a627:90dd:8100:44c:800:4500:9¢:c5a9 0:3d11:8fd:a93:ddee:a91:bc78:86e IPV6 196 Unknown IP Protocol: EGP (8)
1381026 81.822649 a627:bc56:8100:2ed:800:4568:5c4:5db9  @:fcll:c21d:a93:df31:a90:a3495:868 IPV6 1516 Unknown IP Protocol: EGP (8) ——
1381027 81.822649 a627:bc56:8100:2ed:800:4568:275:5dba @:fc11:¢56b:a93:df31:290:2495:868 IPV6 669 Unknown IP Protocol: EGP (8)
1381028 81.022650 a627:bc56:8100:2ed:800:45b8:38:1a395 9:3e11:8fa6:a91:b472:3aa:815:277¢ IPV6 96 Unknown IP Protocol: EGP (8) :
1381029 81.822650 a627:bc56:8100:2ed:800:45b8:48:1a96 ©9:3e11:8f95:a91:b472:aaa:815:2200 IPVE 112 Unknown IP Protocol: EGP (8) ——
1381030 81.832651 a627:bc56:8100:2ed:800:45b8:3c:ccda 9:3ell:ddeb:a91:b472:aaa:816:266a IPVE 100 Unknown IP Protocol: EGP (8) ——
1381031 81.832652 a627:bc56:8100:2ed:800:45b8:4b:19al 9:3d11:961a:a91: afde:aaa:816:1fb8 IPV6 115 Unknown IP Protocol: EGP (8) ——
14301079 01 _AdaEEn AEVT b rEE 01AALA~d OAN AELO AL 1 AN A In11 0L deant  hA TV @1 A ddn ThweE o7 Tnbnauem TR Bnetacal. Fren fob i

< >
Frame 138@999: 100 bytes on wire (800 bits), 100 bytes captured (800 bits) on interface \Devics\NPF_(&}(FMDGB-ADM-2A0835FC2A1E}, id @
Ethernet II, Src: Nokia_ed:@a:63 (70:25:26:ed:0a:63), Dst: Nokia e2:10:79 (b0:75:4d:

MultiProtocol Label Switching Header, Label: 130983, Exp: @, S: @, TTL: 254 Unknown
MultiProtocol Label Switching Header, Label: 130657, Exp: @, S: 1, TTL: 255 header
~ Internet Protocol Version &, Src: a627:bc56:8100:2ed:800:45b8:3c:1a89, Dst: @:3e11:8 23c0

e11@ .... = Version: 6
. @188 B011 .... .... ::ss s:ss 2:.. = Traffic Class: @x43 (DSCP: €S2, ECN: CE)
............ 111@ 1000 1100 1010 1011 = Flow Label: @xe8cab
~ Payload Length: 4943
[Expert Info (Warning/Protocol): IPv6 payload length exceeds framing length (38 bytes)]
Next Header: EGP (8)
Hop Limit: 25 \
Source: a627:bc56:8100:2ed:800:45b8:3¢:1a89
Destination: @:3e11:8fae:a91:b472:a3aa:815:23¢0
Data (38 bytes)

Figure 6.10 — Non-standardized IPv6 packets
Here, we can notice several suspicious things:

 First, the IPv6 addresses are not registered addresses, and they are
not addresses that have been standardized by IPv6 standards.

e Second, we can observe an Unknown IP Protocol (EGP),
which is used to indicate that the IP protocol type is unknown.

e Third, in the lower part of the screen, there is a framing issue, that
is, IPv6 payload length exceeds framing length, which is
also an indicator that something is wrong here.

When we open the Conversations window (from the Statistics

menu), and click on the IPv6 tab, it becomes even more strange. Let's
take a look at the following screenshot:
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4« /‘ IPv6 Tab
Ethernst - 28 1Pvd - 7409 | 1Pt - 1233554 | TCP - 9325 uDP - 1348
Address A : Address B Packets Bytes |Packets A —B Pytes A — B | PacketsB— A |BytesB — A RelStat Duration Bit: A
0:3d1):0:a93:dd0e:a91:bc78:86e 8627:p0dd:8100:44c:800:4500:2a:cf 18 1 82 o 1 82 93.646349  0.0000
0:3d1):0:293:dd0e:291:bc78:86e 2627:p0dd:3100:44:800:4500:24:cfle 1 8 0 1 82 93.654546  0.0000
0:3d1):1:a93:dd0e:a91:bc78:86e 2627:p0dd:8100:44¢:800:4500:24:cf1d 1 a2 0 1 82 93.651438  0.0000
0:3d1):2:93:dd0e:a91:bc78:86e 2627:p0dd:3100:44c:300:4500:49a: caab 1 1218 0 1 ‘/Jﬂ All packets
0:3d1):2:a93:dd0e:291:bc 78:86e 2627:p0dd:8100:44c:800:4500:24:cf 1 ¢ 1 0 g 1 82 P
0:3d1):3:291:afde:22a:815:1972 2627:pc56:8100 2ad200. b y@ 0 1 115 from B to A
0:3d1):3:293:dd0e:a01:bc 78:86e 2627:p0dd:31 No packets 82 0 1 22
0:3d1):4:293:dd0e:a91:bc78:86e 2627:p0dd:81 1 1% 0 1 196 93,542341  0.0000
0:3¢l1):5:a93:dd0e:291:bc 78:86e 2627:p0dd:21 fromAto B 1 1% 0 1 196 93.542205  0.0000
0:3d1):6:a91:afderaaa:815:17a6 a627:pc56:8100ZEaTE0TT 1 1 115 0 1 115 104.940576  0.0000
0:3d1):6:a91:af de:aaa:816:1cf2 3627:pc56:8100:2ed:800:45b8:4b:afb5 1 115 0 1 115 110.552236  0.0000
0:3d1)):6:a93:dd0e:a91:bc78:86e 3627:p0dd:8100:44c:800:4500:94: ceal 1188 0 1 188 93,542525  0.0000
0:3d1):7:a93:dd0e:a91:bc78:86e 2627:p0dd:8100:44c:800:4500: 78:cec3 1 160 0 1 160 85.183972  0.0000
0:3d1):7:293:dd0e:291:be 78:86e 2627:p0dd:8100:44¢:800:4500:9¢c:cef 1 196 0 1 196 93.502705  0.0000
0:3d1):8:a93:dd0e:a91:bc78:86e 3627:p0dd:3100:44c:800:4500: 74: cech 1 156 o 1 156 85.184137  0.0000
0:3d1):8:293:dd0e:a91:bc78:86e 2627:p0dd:8100:44c:800:4500:94: ceab LE: 0 1 188 93.542390  0.0000
0:3d1):8:293:dd0e:a91:be78:86e 2627:p0dd:8100:44¢:800:4500:58:cee? 1 128 0 1 128 93.612056  0.0000 .
M2A41).0-201. 2fFdar 2222151722 2RI T SRR Y od- 0N ASh O A b 2Fh 2 1 118 n 1 118 A1152751  nnann
< — >
[ vimit to display fiter Absoutest] AB27:XXXX and O:XXXX = Conversation Types v
Non-standard addresses | . — e .

Figure 6.11 — Non-standardized IPv6 packets — statistics

Here, we can observe the most typical scanning pattern, that is, all of
the packets are going in one direction — from the addresses that start
with a:627 to the addresses that start with o0:341 . Additionally, we can
see the non-standard IPv6 addresses.

Generating and defending against flooding and DoS/DDoS
attacks

In this section, we will examine how DoS/DDoS attacks are generated.
We are doing this to better understand how these mechanisms work so
that we can protect against them.

How to generate

There are a large number of tools on the internet that can be used for
loading the network. Starting from general tools such as nmap (for
Linux and Windows), the iPerf/jPerf client-server application (for
Linux and Windows), and Colasoft Packet Builder.

How to protect
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As there are many tools and methods in which to generate network-
based DoS/DDoS attacks, there are several simple measures to take in
order to protect against them:

1. First, use your management system to discover the sudden
increase in network traffic.

2. Configure LAN switch ports to limit the number of broadcasts and
multicasts (usually, the storm-control command networking
OSes).

3. Use behavior analysis tools to discover abnormal network
conditions. We will discuss this, in more detail, in Chapter 9,
Using Behavior Analysis and Anomaly Detection.

4. Use the vendor's guides to defend against DoS/DDoS attacks.

Let's go through the network layers and examine how to protect against
attacks in each one of them.

| 2-based attacks

With Layer 2 attacks, we are referring to attacks that interfere with the
normal operation of the OSI Layer-2 network protocols. When in this
category, we have LAN switching that includes MAC learning, VLANS,
STP/RSTP, MAC security, and other attacks on the Layer-2
functionality of the network. Let's examine some examples and learn
how to protect against them.

MAC flooding

LAN switches contain a MAC table that holds all of the MAC addresses
that were learned by the switch. In Chapter 2, Network Protocols, we
learned about the way switches operate, and we discovered that a LAN
switch learns all of the MAC addresses that are connected to it, and
forwards frames to these MAC addresses only to the physical ports they
are connected to. Since every switch has a limitation in terms of the
number of MAC addresses that it can learn, when the MAC address
table is filled, the switch will not be able to add MAC addresses to it,
and a frame that will be sent to the switch will be forward to all of the
ports so that everyone will be able to view it.
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How to generate

To generate a MAC flooding attack, we have several tools that we can
use in Windows and Kali Linux.

In Windows, you can use tools such as Colasoft Packet Generator,
and in Linux, you can use macof, which is part of the dsniff package.

To use macof, perform the following steps:

1. Log in to your Kali Linux machine.
2. Use the following command to install the dsniff package:
sudo apt-get install dsniff.

3. To generate the flooding, use the
macof -s <Source-IP> -d <Destination-IP> command.

4. And, in the case that the source has several interfaces, also indicate

the interface name:
macof -s <Source-IP> -d <Destination-IP> -1 <Source-Int-Name>

5. For example, for using PC 10.0.0.22 from the etho source
interface to attack switch 10.0.0.138, use the
macof -s 10.0.0.22 -d 10.0.0.138 -i eth0 command.

6. And the result can be viewed at Wireshark Statistics
Conversations.

The results of this attack can be viewed in the following screenshot:
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ mMERRE Qev=Egi[EaaarE

N [ip-addr==10.0.0.22 && ip.addr==10,06-138 ~34,000frames B <)+
No. Time ource in 8.92 seconds rotocol  Length Info =

34385 8.921102791 10.08.0.22 10.0.0.138 IPva 54
54

34306 8.921217042 10.0.0.22

10.0.8.138 I1Pv4

34309 8.921574777

Ethernet

Address A Address B Packets Bytes Packets A=+ B BytesA—+B Packets B = A BytesB — A Rel Start Duration Bits/sA—+B
10.0.0.22 10.0.0.138 34,269 1850k 34,269 1.850 k L] 0 0.000000 8.9218 1,659 k
10.0.0.7 239.255.255.250 1 2,891 11 2,891 0 0.226395 16.7410 1.381
10.0.0.12 239.250 — — — —
10.0.0.5 224.0.4

I <

10.0.0.16
Ethemet- 34278 | IPva-5 | IPv6  TCP UDP-6

Address A ~ Address B Packets  Bytes  PacketsA—B  BytesA-B  PacketsB-A  BytesB-A  RelStat  Duration  Bite*
00:04:7b:23:0e:c6 ef:38:10:4B:e7:4d 1 54 0 [ 1 54 5300545 0.0000
00:06:13:4beb:14 3a:7e:34:67:08:71 0 1 54 5525469 0.0000
00:07:6d:4a:4b:0¢ 6f:64:c0:12:aa:de Random destination ] 1 54  B.329249 0.0000
00:09:45:23:35:23 90:93:58:08:50 0 1 54 7.423659 0.0000
00:0a:0f:7b:05:a3 1c:bLi4c5EE MAC addresses 54 0 0 5239139 0.0000
00:0b:6a:11:2e:48 01:00:5¢:0080:fb 206 0 0 5.044856 1.0392
00:0b:e7:6a:a4:8d 04:f3:3€:04:90:63 1 54 0 0 1 54 5962692 0.0000
00:0b:ee:69:¢7:20 aeied:ef:39:34:d0 1 54 0 ] 1 54 8338198 0.0000
00:0c:50:7a:1c:30 0d:11:83:52:02:9d 1 54 1 54 0 0 6.041952 0.0000
00:0d:23:42:12:51 20:88:28:43:77:85 1 54 1 54 0 0 6.311842 0.0000
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Figure 6.12 — MAC address spoofing

Looking in the upper window of the preceding screenshot, we can see
very short times between the packets. In the middle screenshot, there
are 34,269 packets between 10.0.0.22 and 10.0.0.138. Additionally,
we can see that all packets are from A to B, that is, from A, which is

10.0.0.22,to B, whichis 10.0.0.138. In the lower screenshot, we can
see random MAC addresses, strengthening our assumption that this is
not the usual traffic.

How to protect

To protect against MAC spoofing, you can take several
countermeasures:

1. First, use the NAC system to prevent any unauthorized access to
your network.

2. Use a port security feature (which is available on all brand
switches) to limit the number of MAC addresses that can be
learned on each port.
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3. Configure the switch to send an alarm to the management system
in the case of a sudden increase in interface load or MAC address
table size.

In the next section, we will examine spanning tree-based attacks and
learn how to defend against them.

STP RSTP and MST attacks

As discussed in Chapter 2, Network Protocols, there are three types of
potential attacks in STP:

* Root role attack: This connects to the network with a low-
priority switch in order to become the root of the network. This
type of attack can be used for two purposes: the first is simply to
crash the network, and the second is to become a root so that all
traffic will be forward through us, for example, for eavesdropping.
The second type of attack is a type of man-in-the-middle attack.

» Topology Change Notification (TCN) attack: This attack is
used to shorten the CAM table aging time from 300 to 15 seconds,
causing the switches to delete learned MAC addresses and,
therefore, flood the network with every frame that is sent to an
unknown MAC address.

« BPDU flooding: In this type of attack, we simply try to overload
the switch CPU by sending a large number of BPDUs to the switch,
causing them to slow down to the point that it will start to lose
traffic. This can be referred to as a type of DDoS attack.

Let's explore how to generate these attacks so that we can better
understand how to protect against them.

How to generate

To cause a network to pass all of the packets to the switch you
connected to the network, you can do one of two things.

First, if you are physically connected to the network, configure a switch
with the lowest possible bridge priority. If the network is not protected,
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your switch will become the root and all network traffic will pass
through it.

Knowing the STP protocols structure (STP, RSTP, and MST), you can
use tools such as Colasoft Packet Builder (for Windows) by
uploading an existing STP capture file (there are many of them on the
internet; just google st .pcap, and you will find many of them). In
the following screenshot, you view the Packet Builder window:

- » & R x F E7] " [+ [ . 0
:

No. 1 &F Packet List Packets | Selected
Delt: o tinat oloco Size  Summan

Send Selected Packets
2 /_ Bridge priority options

I — 1 Adapter:  Microsoft Select...

[JBurst Mode (no delay between packets)
[]Loap Sending 0 < loops (zero for infinite

Delay Between Loops: | 2000 -2~ milliseconds

Start Close Help

Figure 6.13 — Colasoft Packet Builder

Note that you can also use various packet crafting tools in Linux, such
as SCAPY, packETH, and more.

How to protect

To protect against STP protocols attacks, take the following measures:

e Configure the BPDU Guard feature on switch ports that are not
connected to known switches.

» Use the NAC system to protect against unauthorized connections
to the network.

In any case, read the vendor's manual on network device hardening.
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Let's go one layer higher to the IP and learn and understand how
attacks are carried out and how we can protect against them.

L3- and ARP-based attacks

In this section, we will discuss ARP and IP attacks. Let's start with ARP
poisoning, which is also known as ARP spoofing.

ARP poisoning

ARP is a protocol that resolves the destination MAC address from the
destination IP address. Note that we discussed this in Chapter 2,
Network Protocols.

ARP poisoning (also known as ARP spoofing) is a type of attack that
involves sending malicious ARP packets to a default gateway on a LAN
in order to change the gateway ARP table.

The attack itself is used to alter the host-under-attack MAC address in
the gateway ARP cache. This is so that instead of sending packets to the
host under attack, the gateway will send these packets to the attacker
that can copy their content.

Once the default gateway has changed its ARP cache with the faulty
MAC entry, all of the traffic sent to the host under attack travels
through the attacker's computer, allowing the attacker to inspect or
modify it before forwarding it to its real destination.

ARP poisoning can be used as a DoS attack, preventing packets from
getting to the host under attack. It can also be used as a Man-in-the-
Middle attack in which we get information sent to the host under attack
and then send the information to it. It can be further used for session
hijacking, causing users to open sessions to the attacker instead of the
host under attack.

In the following diagram, we can view an example of ARP poisoning;:
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Figure 6.14 — ARP poisoning

Let's take a look at the preceding example. The first step is when, as in
regular operations, Alice wants to communicate with Bob. From
address 192.168.1.1, Alice sends an ARP request looking for the MAC
address of Bob, that is, the MAC address of 192.168.1.103. This
broadcast is flooded to all ports of the switch. We can observe this in
packet number 5 of the Wireshark capture file.

Both the attacker (Trudy) and the host under attack (Bob) send
responses to the ARP request. Trudy's response is in packet 6 of the
capture, and Bob's response is in packet 7.

Now, the question is what will happen when Alice receives these two
ARP responses — the first is 192.168.1.103, which has the MAC
address of 00:40:59:12:9b:02, and the second has the MAC address of

00:d0:59:aa:af:80. The question of whether all packets will be sent to
the first one that was learned or to both depends on the operation
system.

In Wireshark, you will see a notification on a duplicate IP address
because Wireshark sees the same IP (192.168.1.103 ) with two MAC
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addresses — the real and the fake ones.

Let's examine how to generate ARP poisoning and gain a good
understanding of how it's done.

How to generate

You have several tools that can generate false ARP responses.
For Linux, you can use the arpspoof command, under /usr/sbin.

The command format is as follows:

arpspoof -i <interface-name> -t <device-under-attack> -r <gateway>

For example, consider the following:

arpspoof -i eth0 -t 10.0.0.6 -r 10.0.0.138

Similarly, for Windows, you can use packet builders such as Colasoft or
others.

How to protect

Since ARP poisoning is a LAN-based attack (ARP works on a single
LAN or a single VLAN), first, you will need to use a NAC system so that
unauthorized users will not be able to access your LAN. However, this
is only a partial solution, and it will not help when the attack is coming
from the internal network, as in the case of most attacks.

For this reason, the second step to take is to configure the router for
Rate Limiting of ARP Packets . Thisis a common feature on any
brand router and is referred to as Dynamic ARP Inspection (DAI).

Now, let's take a look at DHCP and how it can be compromised.

DHCP starvation
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As you might have gathered from the name, a DHCP starvation

attack is where we generate a large number of DHCP requests with fake
MAC addresses so that, eventually, there are no more IP addresses
available to allocate to legitimate devices; therefore, the network
becomes unavailable to users.

A DHCP starvation attack works by broadcasting DHCP requests with
spoofed MAC addresses. There are many tools available on the internet
that enable you to send out these sorts of frames. This kind of attack
can be continued by the attacker installing its own DHCP server and
responding to a client request for IP addresses, which will result in data
being sent to the attacker and compromising company data.

Since DHCP also allocates DNS addresses, default gateways, and other
parameters, the attacker can become the network server, causing all
network traffic to be sent to their computer. Let's examine how it's
done next.

How to generate

There are several ways in which to bluff the DHCP protocol. If NAC is
not configured, you can simply connect a home router to the network.
Usually, these routers come with a DHCP server running by default.
When you connect it to the network, every device that connects to the
network or renews its IP address will get its IP either from the network
DHCP server or from the new router, so complete chaos is guaranteed.
If the network is NAC protected and you have gained control over one
of its devices, you can install a DHCP server on it.

A simple and friendly tool to use for this purpose is Kali Linux's
yersinia. You can use this to generate DHCP requests or as a rogue
server:

1. To install yersinia, use the sudo apt-get install yersinia
command.

2. The command will be installed under /usr/bin.

3. For graphical applications, use yersinia -G.

Next, let's take a look at how we can protect against this attack.

211



How to protect

To protect against DHSP attacks, take the following measures:

e Use NAC and prevent unauthorized access from the network.
» Configure the DHCP server to respond only to DHCP requests
coming from authorized MAC addresses (to be configured in

conjunction with the organization NAC).

In this section, we learned about attacks on the network, from Layer-2
to Layer-3 attacks. Additionally, we learned how to generate these
attacks and how to protect against them.

Summary

In this chapter, we discussed network-based attacks, that is, attacks
that target network resources in order to prevent users from using the
network.

We examined two major types of attacks — those that simply load the
network to the point that users are not able to use them, and the
network protocols-based attacks that target basic network
functionality, such as ARP and DHCP, in an attempt to prevent the
network from functioning.

In this chapter, you learned how to use traffic-generation tools and
tools that are used to generate attacks on Layer-2 and Layer-3
protocols. Additionally, you learned how to protect against them.

In the next chapter, we will learn about attacks on network devices,

how to perform them, how to discover them, and how to defend against
them.

Questions

1. We connect our laptop with Wireshark to the LAN and we don't
see any broadcasts. Is there a problem?a) There is no problem.
This network is functioning perfectly and there is no way to break
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into it.b) We are on a specific VLAN, and therefore, we don't see
broadcasts.c) This is not possible; broadcasts must exist on
every network.d) Traffic is encrypted, and therefore, we don't
see the broadcasts.

. What is the best way to defend against DoS/DDoS attacks?a)
There are multiple measures. Adapt the measures to the
risks.b) Configure bandwidth limits on all ports on the network
devices.c) Use NAC systems.d) Use port security and limit access
of users to the network.

. The network becomes very slow; users complain that they are
getting very slow responses from network servers, and the
networking guys say that it's a security breach. What will you
check?a) You will connect Wireshark to the network and look for
suspicious traffic patterns — for example, unrecognized sources,
too much traffic from specific sources, and more.b) You will look
at the STP/RTSP/MST topology and try to discover unknown
switches and root switches.c) You will ping the servers, use

arp -a, and use traces and other tools to look for any strange
behavior in the network.d) You will use your head, think, and
use the necessary tools to uncover the problem.

. What is a spoofing attack?a) When a malicious device or
software impersonates another device in order to bypass
its network defenses.b) A type of attack that is used in network
scanning tools for breaking into the network. ¢) A specific
network-targeting tool that is used to overwhelm the network with
traffic.d) A network reconnaissance tool for discovering the
abnormal behavior of network devices and hosts.

. We connect our laptop to the network, run Wireshark, and see a
large number of ICMP and ARP requests. Is this a problem?a) This
is a typical scanning; we must discover and isolate the source and
disable it immediately.b) It could be due to scanning, ARP
poisoning, DHCP starvation, or another attack, so we must
discover and isolate the source and disable it immediately.c) It
could be a problem, but it can also be legitimate traffic,
for example, a network management software that runs a
discovery mechanism.d) This is not a problem; there are scans
in every network, so it is a part of a normal network operation.
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7 Finding Device-Based Attacks

In the previous chapters, we learned about network-based attacks in which the attacker targets
communications lines, and how to protect against them. In this chapter, we talk about attacks targeting
network devices and how to harden your network devices against these attacks. By the end of this
chapter, you will understand the risks to communications devices and learn how to protect against these
risks.

In network devices, we focus on devices that are used for packet switching and forwarding, from simple
Layer 2 switches, routers, firewalls, and load balancers to other devices that receive and send packets
through the network.

This chapter starts with an explanation of the structure of communications devices— the management,
control, and forwarding planes—then, we will drill down into each one, learn about the device resources
assigned to each one of them, and learn about the risks and how to protect against them.

In this chapter, we will cover the following main topics:

» Network devices’ structure and components

Attacks on the management plane and how to defend against them
Attacks on the control plane and how to defend against them
Attacks on the data plane and how to defend against them

Attacks on system resources

Network devices' structure and components

In this section, we talk about the functional and physical structure of communications devices. We start
with the functional structure.

The functional structure of communications devices

As we saw in Chapter 1, Data Centers’ and Enterprise Networks’ Architecture and Components, in the
Data, control, and management planes section, a communications device’s structure comprises three
planes, categorized by the function they perform, as follows:

+ A management plane that enables the administrator or the management system to give
commands and read information from the device

* A control plane that makes decisions as to where to forward the data

» Aforwarding or data plane that is responsible for forwarding the data

As there are three different functions, there are also three different ways to attack a device, as outlined
here:

« Attacks on the management plane will be attacks trying to breach passwords, attacks on Simple
Network Management Protocol (SNMP) trying to read information from or write information
to the device, and so on.

 Attacks on the control plane can be of several types. An attack could be in the form of malicious
traffic that intends to overload the device central processing unit (CPU) and therefore slow
down the device, or it could be traffic that confuses the control protocols—for example, routing
protocols. We will talk about the first type of attack in this chapter and cover the second type in
Chapter 12, Attacking Routing Protocols.

» Attacks on the forwarding plane will be attacks that load the device ports to a point where they
cannot forward more packets—that is, send and receive information.
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Before getting into further details, let’s see the structure of a typical communications device so that we
can understand its vulnerabilities better.

The physical structure of communications devices

In data networks, a communications device is a hardware/software component that makes decisions and
forwards packets according to these decisions. A local-area network (LAN) switch forwards packets
according to Layer 2 information (that is, the switch media access control (MAC) forwarding table);
a router forwards packets based on a Layer 3 routing table; a firewall forwards packets based on security
policy; and so on. Let’s look at these components in detail and see how they can be attacked.

LAN switches' architecture

A LAN switch operates in Layers 1 and 2 of the Open Systems Interconnection-Reference Model
(OSI-RM). It forwards frames based on Layer 2 information. In the following diagram, we see the
general architecture of a LAN switch:

Switch Backplane

""""""""""""""""""""""""" (Forwarding Engine) 1 CAMTable [ |

IN/OUT
Buffers FIB, ACL, QoS,
S
Physical
port S

Figure 7.1 — LAN switch architecture

As we see in the preceding diagram, frames are coming into the switch from PCs connected to it. Frames
are forwarded through the input buffers, through the backplane, and forwarded through the output
buffers to the destination PC.
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The content-addressable memory (CAM) table holds the MAC address table and ports they have
been learned from. The forwarding information base (FIB), access control list (ACL), and
quality of service (QoS) tables store additional information, outlined as follows:

» The FIB holds information regarding which port should be forwarded frames coming into the
switch.

* The ACLs enforce restrictions configured by the network administrator—for example, which frames
should be dropped and which ones should be forwarded.

e The QoS table holds priority rules—that is, which frames should be forwarded before others.

There are other tables and mechanisms, depending on the vendor and switch size. From an attack and
defense point of view, this is the architecture we should consider when we plan our attacks and defenses.

Routers' architecture

A router is a device that makes decisions based on the Layer 3 information of the packets and forwards
them. In the following diagram, we see a typical router architecture:

Routing
Process

Forwarding
Router Backplane Table
IN/JOUT
Buffers ACL, Qos,
NAT, PBR, ...
Physical
port g

Figure 7.2 — Router architecture

In the router architecture, we have Layer 1, Layer 2, and Layer 3 operations—Layer 1 because packets are
received and sent to the wire, Layer 2 because packets are forwarded from port to port, and Layer 3
because decisions are taken based on Internet Protocol (IP) addresses and routing tables. For this
reason, along with Layer3-based attacks, Layer 2-based attacks can also affect routers.

In the control plane, we have several types of processes that run on a router. The first type, of course, is
routing processes—these are the routing protocols that exchange information with other routers on the
network. Other processes that control traffic forwarding are—for example—ACLs that forward or block
traffic as configured by the network administrator, QoS mechanisms, network address translation
(NAT), and many others.

The result of the routing and other control processes running on the router is forwarding and decision
tables, according to which packets are forwarded.
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Firewalls” and security devices’ architecture

Firewalls, load balancers, and other communications devices are devices that work on Layer 2 and
above, forward packets, and perform additional operations, as per device type.

Firewalls forward packets according to security policy using the following mechanisms:

» Packet filtering, which decides which packets and sessions to forward and which ones to block

 Stateful inspection, which monitors the sessions’ directions and allows sessions to be opened
only in specific directions

+ Intrusion detection and prevention (IDP), which discovers intrusion patterns and blocks
intrusion attempts to the network

» Content filtering, which watches the content of packets in the upper layers and decides whether
they should be forwarded or dropped

o Anti-virus, anti-spam, and anti-malware mechanisms, which watch the content of traffic sent
to the network and drop it if infected

* Mechanisms such as sandboxes, which before downloading a file run it locally on the sandbox
device; Voice over IP (VoIP) gateways, which check for risks inside received voice calls; web
application firewalls (WAFs), which check inside the application content; and so on

Important Note

There is a difference between the firewall forwarding mode and the decision a firewall makes as to
whether to forward packets or not. As for the forwarding mode, the firewall can be configured to
work as a LAN switch (that is, to make forwarding decisions based on Layer 2 MAC addresses)—or
to work as a router (that is, to forward packets based on Layer 3 routing tables, which is more
common). In both ways, a security policy is implemented on the packets that cross the firewall.

All these mechanisms run as processes on the firewall, preventing intrusions and other risks, but they
can also be targeted by attackers.

Now that we have talked about communications devices’ functionality and planes, in the next section, we
will talk about potential risks and how to protect against them.

Attacks on the management plane and how to defend against them

The management plane is the part of the device responsible for controlling the device—that is, to log in
to the device and configure it, to receive SNMP commands, to send SNMP traps and System Logging
Protocol (Syslog) messages to a management console, and so on.

For this reason, attacks on the management plane can be categorized as follows.
The first sorts of attacks are brute-force attacks for password discovery, such as the following:

» Brute-force attacks for password discovery—Telnet, Secure Shell (SSH)

» Brute-force attacks against SNMP passwords (community strings)

» Brute-force attacks against HyperText Transfer Protocol (HTTP)/HTTP Secure (HTTPS)
passwords

» Brute-force attacks on proprietary-access applications

The next kinds of attacks are attacks on the management plane intended to interfere with the
management of the device. In this category, we have the following;:

o Attacks on Network Time Protocol (NTP)

¢ Attacks on File Transfer Protocol (FTP) or Trivial FTP (TFTP)

e Synchronize (SYN) scan (Transmission Control Protocol (TCP) SYN packet that intends to
open a TCP connection) and attacks targeting the management plane processes’ availability
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Let’s see how such attacks are performed and how to protect against them.

Brute-force attacks on console, Telnet, and SSH passwords

The first type of attack that we are going to talk about is brute-force attacks, usually based on password-
guessing mechanisms.

How to test for vulnerabilities

We talked about brute-force attacks in Chapter 5, Finding Protocols’ Vulnerabilities in the Breaking
usernames and passwords (brute-force attacks) section.

There are various types of testing tools. For password guessing, we have Linux tools such as nmap,
John (the Ripper), ncrack, Hydra, Crunch, and others.

For SNMP discovery, we can use tools such as the OpenNMS platform, SNMP scanners such as
Lansweeper, or other open source or commercial tools.

For HTTP/HTTPS password cracking, you can use nmap or many other penetration testing tools such as
skipfish and others.

How to defend against attacks

There are several simple measures to take against brute-force attacks, outlined as follows:

RADIUS/TACACS+: The first way is to use Remote Authentication Dial-In User Service
(RADIUS) or Terminal Access Controller Access-Control System Plus (TACACS+) services.
As you see in the following screenshot, these services use an authentication server for authenticating
users:

AAA Server
Terminal Communication device (RADIUS)

(switch, router..)
&

1. User sends a connection request to the
communications device

2. After checking its admin policy, the
communications device sends an access-
request to the server.

b

v

3. If user authenticated, the server sends an
access-accept to the communications device

F

4. User can login to the communications
device and works according to authorization
profile

rFy

Figure 7.3 — RADIUS authentication

As we see from the preceding screenshot, the capabilities of the terminal will be as configured in the
RADIUS server. It can be used to read information from the communications device, to write
information, to change the configuration, or any other thing configured on the server—for example, one
user can be assigned read-only privileges while another will be assigned full administrator privileges.
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Configuring a device with RADIUS or TACACS is a vendor-specific procedure. You can implement this

through Cisco (https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec usr rad/configuration/xe-

16 /sec-usr-rad-xe-16-book/sec-cfg-radius.html), Juniper Networks

(https://www.juniper.net/documentation/en US/junos/topics/topic-map/radius-authentication-

accounting-basics.html), and others.

For RADIUS servers, there are many open source versions such as FreeRADIUS
(https://freeradius.org/), along with commercial implementations such as Identity Service Engine
(ISE) from Cisco, and implementations from other vendors.

Important Note

RADIUS is an open standard first standardized by the Internet Engineering Task Force
(IETF) in Request for Comments (RFC) 2138 (June 2000). TACACS+ is a Cisco proprietary
protocol. RADIUS uses User Datagram Protocol (UDP) port 1812 for authentication and port
1813 for accounting, while TACACS+ uses TCP port 49 for both. Both protocols are used for
authentication, authorization, and accounting (AAA)—that is, authenticating users,
authorizing them for specific actions, and accounting, which is monitoring their activities, with
minor differences between them.

Limit access from specific stations: A second measure to take against brute-force attacks is to limit
access to the communications device from specific stations—for example, the network administrator
station. This is to be performed by ACLs on the device. There are different vendors’ procedures for how
to configure ACLs—for example, https://www.cisco.com/c/en/us/support/docs/security/ios-
firewall/23602-confaccesslists.html in Cisco,

https://www.juniper.net/documentation/en US/junosei1s.1/topics/reference/command-
summary/access-list.html in Juniper, https://techhub.hpe.com/eginfolib/networking/docs/switches/K-
KA-KB/15-18/5998-8150 access security_guide/content/c IPv4_Access Control Lists ACLs.htmlin
Hewlett Packard Enterprise (HPE) (similar to Cisco), and others.

Important Note

Every vendor has its own command reference, and in some cases, you will find different commands
from different communications devices from the same vendor. When you understand what to
protect and how to protect it, the remainder of your task will be to google it and read the manual. In
this chapter, we will bring examples mostly from Cisco, which is one of the leaders in
communications networks, while in some cases of interest we will bring examples also from other
vendors—Juniper Networks, Extreme Networks, HPE, and others—when relevant. In all cases, the
purpose of this chapter is to provide a defense methodology and a what-to-do list. For a how-to-do
list, refer to your network equipment manuals.

Strong and encrypted passwords: The last thing, of course, is to configure strong and encrypted
passwords.

In Cisco, you will have to configure enable secret, like this:
enable secret <password>
Or, you can configure username and password, like this:
username <name> secret <password>

Important Note

Don’t forget that Console, Telnet, and SSH are three different access methods. You must configure
different passwords and security methods for each one of them. For each one of them, configure
secured access or disable them.

Another feature to configure is Login Password Retry Lockout, which limits the number of login
attempts so that in the case of brute-force attacks, the communications device will be locked for a while.
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Let’s go through the next potential vulnerability—SNMP.

Brute-force attacks against SNMP passwords (community strings)

A second way a brute-force attack can succeed is when trying to break the SNMP password—that is, the
community string in SNMPv1 and SNMPv2c. In SNMPv3, we have encrypted passwords, so this is more
difficult to do.

How SNMP can be compromised

SNMP comes in three versions: SNMPv1, SNMPv2c, and SNMPv3. The first two versions use community
strings that are simple clear-text passwords for read-only and read-write permissions. The third version,
SNMPv3, can be configured with encrypted username and password mechanisms and is thus more
secure.

To verify your devices are protected against SNMP vulnerabilities, study the following information:

+ In a small and simple network: When you know with complete confidence all your
communications devices, log in to each one of them and change the SNMP community strings from
the defaults. In none of them is configured, it is for you to decide whether to configure new
community strings or not use SNMP.

* In medium-to-bigger size or more complex networks: Run an SNMP software and enable
discovery with the default community strings—that is, public for Read-Only (RO) and private for
Read-Write (WR). Make sure no devices were discovered with SNMP.

Important Note

SNMP is a management-agent protocol in which you have a management application that has three
functions: read information from the agent running on a device, write information to a device, and
receive messages initiated by the device. Read information is performed by cer, cer nexT, and
GET_BULK commands; write operations to a device are done by the sexp command; and messages
initiated by the agent are called Trars (SNMPv1/v2c) or tnrorvs (SNMPv3 only). Having
permissions to access a device must be considered carefully—by reading information from a device,
we will learn the network topology and functionality, and writing to a device can cause changes to
the network.

For SNMP tests, you can use the following tools:

* For Windows: Any SNMP software such as Paessler Router Traffic Grapher (PRTG) from
https://www.paessler.com/ or SNMPc from https://www.castlerock.com/; SNMP sweep/scanning
tools such as ManageEngine https://www.manageengine.com/products/oputils/download.html;
and others. The best way is to install an SNMP management system—there are many commercial
systems, along with open sources such as Cacti (https://www.cacti.net/download cacti.php),
Zabbix (https://www.zabbix.com/download), and others that will give you good results.

» For Linux: Use snmp-check for a single device. You can see an example of this in the following
screenshot, where you see that 172.30.122.254 responds to SNMP while 172.30.116.254 did not
respond:

220


https://www.paessler.com/
https://www.castlerock.com/
https://www.manageengine.com/products/oputils/download.html
https://www.cacti.net/download_cacti.php
https://www.zabbix.com/download

I O B ali@kal: - & lali
Q N
ali @ kel ~
averites » Q - DNS Analysis File Actions Edit View Help
(®) Recently Used v + IDS/IPS Identification
N Q > Executing “snmp-check -h"
o All Applications » Q - Live Host Identification snmp-check v1.9 - SNMP enumerator
Copyright (c) 20@5-2015 by Matteo Cantoni (www.nothink.org)
I settings » Q - Network & Port Scanners
Usage: snmp-check [OPTIONS] <target IP address>
o Usual Applications » Q - OSINT Analysis = v 8
- - » Q - Route Analysis port : SNMP port. Default port is 161;
SSC1SInformation Gathering I ¢ —community : SNMP community. Default is public;
M 02 Vulnerajility Analysis » Q - sMB Analysis —version : SNMP version (1,2c). Default is 1;
@ 03- Web Ap]lication Analysis | * Q - SMTP Analysis —write : detect write access (separate action by enumeration);
4 DatsbasTeme - is
& 04- Database Assessment Q —disable_tcp : disable TCP connections enumeration!
¥ 05- Password Attacks 1 one —timeout : timeout in seconds. Default is 5;
retries : request retri efault is 1; with
@ 06 - Wireless Attacks ._ i —info : show script vi 7 d T . o
—hel, : show help men communitt to
153 07 - Reverse Engineering » Q- ssL Analysis P P ) Y
B i : device 172.30.122.254
s 08 - Exploitation Tools ¥ 3
= snmp-check vIT9 ENUMErato
= 09 - Sniffing & Spoofing () ike-scan Copyright (c) 20 5 by Matteo Cantoni (wws.nothink.org)
% 10- Post Exploitation f legion [+] Try to connect to 172.30.122.254:161 using SNMPv1 and community 'public' Information received =
. maltego v = A p Feo
&8 11- Forensics .: S S fo ey meaning that device is
W) 12- Reporting Taols = Netdiscover open to SNMP
e Host IP address : 172.30.122.254 s
a Kali il ® e p Hostname public_telmod.Home =
Description : Cisco I0S Software, C80@ Software (CB@B-UNIVERSALK9-M), Version 15.5(3)Méa, RELEASE SOFTWAR
E (fcl) Technical Support: http://ww.cisco.com/techsupport Copyright (c) 1986-2016 by Cisco Systems, Inc. Compiled Thu 06
-0ct-16 14:23 by prod_rel_team
Contact :
Location
Uptime snmp z
Uptime system : 2 days, 09:32:26.15
System date H ~ communi

:-§snap-check ~c public 172.30.116.254] © device 172.30.116.254

snmp-check v1.9 - SNMP enumerator
Copyright (c) 2005-2015 by Matteo Cantoni (wws.nothink.org)

[+] Try to connect to 172.30.116.254:161 using SNMPv1 and community 'public’

[!] 172.30.116.254:161 SNMP request timeout o L E
No response received

Figure 7.4 — snmp-check with response

Now that we have looked at SNMP vulnerabilities and how they can be attacked, let’s see how to protect
against these attacks.

How to defend against attacks

To protect against information from the communications device being read, do the following:

* When possible, use SNMPv3. You can find out how to do this at

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-16/snmp-xe-16-
book/nm-snmp-cfg- zsnmp-support.html#GUID- html#GUID-50CB0C09-2EE9-40F5-B6DE-BSDDAB55514B for

Cisco; at https://www.juniper.net/documentation/en US/junos/topics/task/configuration/snmp-

conﬁgurlng_ junos-nm.html on Juniper devices; and so on.

* When the complexity of SNMPv3 is not required (for example, in a network with low-availability
requirements), change the community-strings defaults, and preferably disable the wriTe option.

Important Note

SNMPv1 and SNMPv2c have default community strings—the word pub1ic for reap-onry and
the word private for reap-wriTE.Change these defaults!

* On communications devices, use ACLs to limit access to the device only from the management
system. Enable SNMP queries only from the IP address of the management system.

» Finally, create strong community strings (upper- and lowercase letters, numbers, special
characters).

As we now have a sound understanding of the first two ways of accessing a communications device, let’s
look at the last one—that is, HTTP and HTTPS.

Brute-force attacks against HTTP/HTTPS passwords
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HTTP (TCP port so) and HTTPS (TCP port 443 ) are also common ports on which we access
communications devices and should be carefully handled.

How to attack

In some cases, it will be easy to break through the web server. Try the following steps:

1. Try device defaults. There are routers, switches, and other communications devices that come with
HTTP or HTTPS default usernames and passwords, so try them. You can find these credentials on
vendors’ websites, and there are cellular applications that list them—WiFi Router Password —
Router Master, All Router Admin, and others.

2. Use password-cracking tools such as NMAP with http-brute scripts, John the Ripper, Hydra,
and others. You can read more about these in Chapter 5, Finding Protocols’ Vulnerabilities, in the
Breaking usernames and passwords (brute-force attacks) section.

3. And of course, try the standard password—customer name, Cisco, Telnet, abcd1234 —and all
passwords that—unfortunately—(for customers) are more common than we used to think.

Now that we have talked about attack tools, let’s see how to protect against these types of attacks.

How to protect against attacks

To protect against hacking into communications devices’ HTTP/HTTP servers for configuration,
proceed as follows:

If you don’t use HTTP or HTTPS and prefer the command-line interface (CLI), disable them.
If CLI tools are used, use RADIUS or TACACS+ for authentication.

Configure ACLs that allow access only from the network manager station.

Use (very) strong passwords.

Now, let’s see other potential risks and how to protect against them.

Attacks on other ports and services

After we have checked for vulnerabilities in the standard protocols, that is the standard door to the
communications equipment.

How to test for vulnerabilities

Here, it is simple. Run the NMAP scanner (Zenmap, which—as you see in the upper bar of the
following screenshot—is the graphical version of nmap), and check which services are open. You can see
how to do this here:

222



£ Zenmap - O X

Scan Tools Profile Help
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Figure 7.5 — NMAP scan with router vulnerabilities

Now that we have seen how to scan against open services, let’s see how to make sure these services are
closed and protected.

How to defend against attacks

To defend against attacks on open services is simple—close anything that is not essential to the device’s
functionality.

Let’s take, for example, the router we scanned in the previous example. We have three open ports, as
follows:

o Port 23 (Telnet)—It is recommended that you close Telnet and enable access by SSH. To do so in a
Cisco router that we tested, simply add the transport input ssh command under line vty 0 4.

e Port 25 (SMTP)—There is no reason to have port 25 opened on a router, switch, or any
communications device. To close it, use ACL to block the port— this will be done by configuring the
ACL rules for blocking any access to the router.

e Port 1720 (H.323/Q.931)—Since these ports are used for telephony and there is no telephony
service running on this router, a quick Google search tells us that this is a fake port answered by the
Check Point firewall before the router.

Now that we have talked about protecting against brute-force attacks, let’s see how to protect against
attacks targeting equipment availability.

SYN-scan and attacks targeting the management plane processes’ availability

Vulnerabilities in the management plane responding to SYN messages can happen when a massive TCP-
SYN attack is coming from an external device, causing a high usage of CPU or memory in the device
under attack. There are measures to take against these types of attacks. Let’s see how to test for and how
to protect against these vulnerabilities.
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How to test for vulnerabilities

Testing for vulnerabilities on the management plane is quite logical, as we can see in the following steps:

1. Use Nmap/Zenmap or any other software for port scanning. You can see an example in Figure
7.5, in which ports 23, 25, and 1720 are opened. In this example, we will see that ports 23 and 35
are open.

2. On the open ports discovered in the general scan (for example, port 25 in Figure 7.5) run a packet
generator (for example, Colasoft Packet Builder) to generate a SYN flood to the communications
device.

3. To do so, configure Colasoft Packet Builder for TCP SYN packets using the tool, as described in
the next steps.

4. Open the software, choose Add, and on the opened window, choose TCP Packet to add a TCP
packet to the generated traffic, as illustrated in the following screenshot:

@
File Edit Send Help
@ & & || & x 3 e 4 0 9
Import Export - | &g Insert | Copy Delete |Checksum | Send Send All Adapter = About
& Decode Editor PacketNo. 1 &P
+ ¥ Packet ~ i
= Ethernet - II
Add Packet X |
X0 Destinatio] Addres o
- Select Template: [TCP Packet v

J Internet Protpeol

ARP Facket

I "
Delta Time: §>

HF ent TTSE
J i - —
Hxchaa e

»

Cancel Help |

P

Figure 7.6 — Generating TCP SYN packets

5. In the TCP packet structure, configure the parameters, as shown in the following screenshot:
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Figure 7.7 — Configuring TCP SYN packets
6. Configure the parameters as in the preceding screenshot.

7. Generate packets destined for the tested device. Have a look at the following screenshot to see how
to do this:
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Packet No. 1 & Packet List
No. Delta Time | Source Destination Protocol Size | Summary
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[ Loop Sending: 0 < loops (zero for infinite
28/2] | extrer . Select Adapter x
] Delay Between Loops: | 0.1 -2 milliseconds
[EEY SE— Adapter: L 5] check Point Virtual Network Adapter -
24/2)
] T Fhysical Address 541F8:65:CC15C101(802.3)
K .0 M
Total Packets: Infinite Loop. Link Speed 1000.0 Mbps
Max Frame Size 1350 bytes
Packets Sent 0 IP Address 10.100.100.222/255.255.255.0
]| | Default Gateway 0.0.0.0
Progress: Adapter Status Unknowm
oxFo
Start Stop Close Help

Cancel

Help

Figure 7.8 — Generating packets

8. Click the Send button.
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9. Choose an interface from which you will generate traffic. You can identify this by its IP address.
10. Configure a loop with a short delay between the packets and starting packet generation.

Important Note

There are tools that directly generate SYN packets. With tools such as Colasoft Packet Builder, you
can get to the bits and bytes, and configure and make changes to the sent traffic. You can send a
SYN flag or any other combination that can load the tested device.

When simple TCP SYN flooding does not affect the tested device, you can try TCP flag combinations,
several packets on different ports, and so on—anything that the router might not be configured to
protect against.

You can see another example in Figure 7.9 and Figure 7.10, in which we used two steps in the attack, as
follows:

1. Running nmap with Wireshark for recording the scan.
2. Running Colasoft Packet Builder and multiplying the attack.

In the first step, we used nmap with the following string: nmap -14 -a -v 172.30.0.241. Let’s look at
what each of the commands in the string stands for, as follows:

e -14:mode for an aggressive scan
» -a:mode to enable advanced options
e -v:for verbose—that is, showing scan results

Let’s see how it’s done, as follows:

1. We start the nmap scanning with Wireshark opening in the background to capture the scan results,
as illustrated in the following screenshot:

Scan Tools Profile Help oo

Lk
Scan target

A &
Target: I 172.30.0.241 & Ll ProFiIe:/lII-‘-———_—| LI Scan | Cancel I
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I Hosts Services | MNrnap Output IParts |/ Hosts ITopoIogv |Hnst Details |Si:a1}s_ ||—

Scan results |
Rl a| |mmap-rs-a-vir2300241 = et

Sstarting Mmap 7.91 { https://nmap.org ) at #828-11-89 14:28
Jerusalem Standard Time

MSE: Loaded 153 scripts for scanning.
MNSE: Script Pre-scanning.

Initiating NSE at 14:28

Completed NSE at 14:28, 9.98s elapsed
Initiating WSE at 14:28

completed NSE at 14:28, 0.88s elapsed
Initiating NSE at 14:28

Completed NSE at 14:28, 9.08s elapsed
Tnitiatine ARP Pine Sran at 14:298

Figure 7.9 — Configuring nmap for device scanning
2. Upload a .pcap file and generate the attack. This is done by running the Colasoft Packet Builder

Import feature (from the File menu) at high speed.
3. Open the file that you captured in Step 1.
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4. Run the packet generator in a short loop time, as illustrated in the following screenshot:
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Figure 7.10 — How to run a packet generator

5. The results, as we see from Figure 7.10, can be viewed directly on the switch or in a management
system.

You can see in the following screenshot the result of such an attack on a Cisco Catalyst 2960, using the
show processes cpu history command:
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Figure 7.11 — show processes cpu history outcome

Finally, what we will see on the management console (in this example, PRTG) is peaks of load, as
illustrated in the following screenshot:
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Figure 7.12 — Load indication on SNMP software

The reason we see 80% utilization in the Cisco command line and 70% in PRTG is due to the
measurement’s method: in the CLI, we have 1-second intervals between samples, while in the PRTG, we
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have 1-minute intervals.

The important thing is to use a management system that will alert on 70-75% CPU utilization; at these
numbers, the device will start to have slow responses. In higher utilization numbers of 90-95%, the
device will function very badly, with high delays and a high probability of packet losses.

How to protect against attacks

Several mechanisms can be configured on the router to protect the management plane against TCP SYN
flooding, outlined as follows:

« First, configure an ACL that enables access to the management plane (that is, the router addresses)
only from allowed addresses—for example, the address of the network administrator.

» Configure thresholds—a threshold on CPU usage (usually over 90%) and a threshold on memory
usage (usually 80-90%; check vendor’s recommendations).

» Configure alerts on memory issues such as memory leaks and buffer overflows. We will talk
about memory issues in the Memory-based attacks, memory leaks, and buffer overflows section
later in this chapter.

» Configure memory reservation for console access. In case of an attack that will utilize all memory
resources of the equipment, you will still be able to log in as console.

The majority of brand devices have proprietary mechanisms for protecting against SYN attacks. In Cisco,
you should enable the TCP Intercept option https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/sec data dos atprvn/configuration/15-mt/sec-data-dos-atprvn-15-mt-book/sec-cfg-tcp-
intercpt.html; in Juniper, you can enable the SYN-ACK-ACK proxy protection screen option, explained

in https://www.juniper.net/documentation/en US/junos/information-products/pathway-
pages/security/security-attack-denial-of-service.pdf; in Extreme Networks, configure dos-protect,

explained in

https://documentation.extremenetworks.com/exos commands 16/exos 16 2/exos commands all/r
configure-dosprotect-type-13protect-notifythreshold.shtml?
—8a=2.239065216.1810244091.1605352243-1044091113.1601730273.

For every device you configure, read the vendor’s recommendation for hardening and securing the
device or software.

Attacks on the control plane and how to defend against them

The control plane, as we saw earlier in this chapter, contains the protocols and processes that
communicate between network devices in order to move packets from end to end through the network.
In this category, we have Layer 2 protocols such as the Spanning Tree Protocol (STP)/Rapid STP
(RSTP); Layer 3 routing protocols that learn network topologies such as the Cisco Discovery
Protocol (CDP) or the Link Layer Discovery Protocol (LLDP) that advertise equipment
information to their neighbors; the Resource Reservation Protocol (RSVP) that establishes a
guaranteed end-to-end (E2E) channel with pre-defined QoS; the Internet Control Message
Protocol (ICMP) that is used for network reachability testing; and others.

In Chapter 10, Discovering LANs, IP and TCP/UDP-Based Attacks and in Chapter 12, Attacking
Routing Protocols, we will get into the details of how to protect the network protocols themselves. What
we talk about in this section is attacks and how to protect against the device resources.

Control plane-related actions that influence device resources

There are actions performed by the communications device that have an influence merely on the device
interfaces—Layer 2 switching, for example. There are actions that influence the entire device resources—
that is, the device CPU, memory, and storage. When attacking a device, we focus on the second type:
when our targets are processes that, when loading them, will overwhelm device resources to the point
that it will slow down and even stop functioning. In this section, we see the most common ones.
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Important Note

Many issues can load a communications device to the point of failure. One indicator for an attack on
a device is that it’s getting slow, and the best way (of course) is to set a threshold that will send a
trap to your management system on a resource’s high usage. To check what causes the high usage,
use device commands such as the show processes command (Cisco), the

show system processes extensive command (Juniper), or another vendor’s command, and check
what is the process that loads the device. It can be a sizing issue when the device is too small and
weak for your network, but it can also be an attack on its resources. For attack patterns, refer to
Chapter 9, Using Behavior Analysis and Anomaly Detection.

Let’s see some of the processes that may consume significant system resources. The principles are
outlined here:

1. Standard processes such as simple routing protocols should not consume significant resources.

2. Non-standard protocols and features—IP options, TCP no-standard flags to router control-plane
ports (for example, TCP port 179 for Border Gateway Protocol (BGP)): non-standard flags can
be any combination that is not standard or not legal —SYN and PSH, SYN-URG, and so on—and this
can cause high consumption of resources.

3. Security protocols (tunneling, encryption, authentication)—in some cases, there is no additional
hardware module for this, and if it is processed by the device CPU it can consume significant
resources.

4. Management protocols—high-frequency SNMP polling or NetFlow can cause high consumption of
CPU resources.

Let’s see more detail on these.

Routing and routing processes

Routing processes can load the router CPU. Routing protocols that can normally load a router are
usually BGP protocols.

Attacks on routing processes will be discussed in detail in Chapter 12, Attacking Routing Protocols. For
device health-check processes, verify there is no load coming from routing.

Encryption — virtual private networks (VPNs) and tunneling

Encryption, when performed on a router of firewall CPU and not on dedicated hardware, can consume
significant resources from the device CPU.

When you see high CPU utilization due to an encryption process, verify the following:

« Clients that are connected are clients you know
» Encryption processes are those you have configured

Let’s now talk about the Address Resolution Protocol (ARP).

IP options and time-to-live

Any packet with IP options, fragmentation, and packets with a Time-To-Live (TTL) field equal to 1 are
forwarded to the CPU for processing.

IP options were presented in the IP version 4 (IPv4) standard but never actually used until early 2021,
when they were defined again for features such as Identifier-Locator Network Protocol (ILNP)
(RFC 6746, November 2012), Label Edge Router Forwarding of IPv4 Option Packets (RFC 6178, March
2011) implemented in Multi-Protocol Label Switching (MPLS), and some other features that are
not applicable for enterprise networks. For this reason, using them can load the device’s CPU.
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Another issue is with the TTL field in the packet. For TTL= 1, which is used as a protection mechanism
in some routing protocols, this is also something to be handled by the CPU and potentially load it.

ARP requests

ARP is a protocol that is used to resolve the destination MAC address from its IP. We talked about ARP
attacks in Chapter 6, Finding Network-Based Attacks, in the L3- and ARP-based attacks section. These
types of attacks can cause network errors, as we talked about in Chapter 6, Finding Network-Based
Attacks, but they can also cause load on device resources.

You can use an ARP rate limit to protect against ARP poisoning attacks. Refer to Dynamic ARP
Inspection in the vendors’ manuals to eliminate this issue.

Let’s now talk about IP issues.

Fragmentation

IP fragmentation is a standard mechanism that is used when a large IP packet must be transferred over
Ethernet frames that have a maximum payload of 1500 bytes (1518 bytes including the header; 1522
bytes including the header and virtual LAN (VLAN) tag, if this exists). Several problems can be caused
by fragmentation, as outlined here:

 The first problem is that when the device receives—for example—a packet that was fragmented into
three parts, it must handle three times more packets than are handled by the CPU.

o A second issue is that a worm can be hidden in the fragment and discovered only when assembled.

« A third issue is when there is an attempt to cause a reassembly problem in the receiving device. One
of the fields in the IP header is the fragment offset field, which indicates what is the offset of the
data contained in a fragmented packet, relative to the beginning of the data from the beginning of
the original unfragmented packet. When the sum of the offset and size of one fragmented packet is
different from that of the next fragmented packet, the packets overlap and can cause the server
receiving the fragments and attempting to reassemble the packet to crash. To prevent IP
fragmentation attacks, configure an ACL that denies the acceptance of IP fragments by the router or
the routing processes.

To do so, refer to vendors’ manuals—for example, the Cisco Security Configuration Guide at

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec data acl/configuration/15-sy/sec-data-acl-

15-sy-book/sec-refine-ip-al.html, or Juniper

(https://www.juniper.net/documentation/en US/junos/topics/example/routing-stateless-firewall-

filter-security-handle-fragment-configuring.html). Now that we’ve seen what can be attacked, let’s see
how to defend against these attacks.

Attacks on the data plane and how to defend against them

As we saw earlier, the data plane is the part of the networking device that’s responsible for the transfer of
data through the device, and therefore attacks on the data plane are those targeting processes and
services that are responsible for data transfer. Data plane services are services such as ICMP, ARP, and
Reverse ARP (RARP), among others. We will go through these services and see how to protect the
data plane while using them.

Protection against heavy traffic through an interface
Heavy traffic can cross a networking device interface—that’s the purpose of it. The thing is to know when

it happens and check if it is legitimate traffic. For this purpose, there are two things we can configure, as
follows:

o Traffic threshold
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¢ Storm control

Configuring a threshold: 80-90% of the interface bandwidth should be a reasonable value. For

example, for Cisco, refer to

https://www.cisco.com/c/en/us/td/docs/wireless/asr 5000/21/Threshold/21-Thresholding-

Config/21-Thresholding-Config_chapter 011000.pdf; for Juniper, refer to

https://www.juniper.net/documentation/en US/junos/topics/reference/configuration-
statement/interfaces-edit-threshold.html.

Important Note

In many places, we include links to vendors’ documents. The links we include are to the most
common equipment vendors—Cisco, Juniper Networks, and others—based on popularity only.

Configuring storm control: This command limits the percentage of the total amount of data that is
transferred through an interface. Storm control should be limited to 15-10% of interface traffic. For
configuring storm control, refer to the vendors’ manuals.

Now, let’s talk about attacks on equipment resources.

Attacks on system resources

A communications device is a dedicated computer, and this computer has computer resources that can
be attacked. In this section, we talk about potential attacks on these resources and how we can protect
against them.

Memory-based attacks, memory leaks, and buffer overflows

Memory leaks are static or dynamic memory resource allocations of memory that do not serve any useful
purpose. This can be due to a software bug, inefficient software, or attacks that consume memory
resources.

Memory-based attacks and causes of memory leaks

In this manner, memory leaks can be any of the following;:

» An application that continually stores data in the memory, without releasing the memory for other
applications

« An inefficient application that locks a large amount of memory without a real need for it,
prohibiting other applications from accessing this part of the memory

« An attack on device resources that consume a large number of memory resources. This can be
anything that requires memory resources, and since these resources are used for handling the
attacker, they are not serving any useful purpose.

Let’s see how to configure alerts for avoiding memory leaks.
Configuring alerts on low values of free memory

Refer to the Cisco manual at https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/bsm/configuration/15-2mt/bsm-mem-thresh-note.html and the Juniper user manual at
https://www.juniper.net/documentation/en US/junos/topics/reference/configuration-

statement/high-threshold-edit-system-services-resource-monitor.html on how to do this.

Defending causes of memory-based attacks
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Configure a minimum memory reservation that the networking device will be able to send critical

notifications. Refer to the Cisco manual at https://www.cisco.com/c/en/us/support/docs/ip/access-
lists/13608-21.html and the Juniper manual at

https://www.juniper.net/documentation/en US/junos/topics/reference/configuration-statement/pic-

memory-threshold-edit-services.html for more information on this.

Let’s now talk about CPU issues.

CPU overload and vulnerabilities

A device’s CPU can be loaded due to legitimate or non-legitimate operations, while non-legitimate
operations can be due to denial of service/distributed DoS (DoS/DDoS) attacks or other types of
attacks.

To protect against CPU-based attacks on Cisco devices, configure alerts on CPU high consumption. To
configure alerts, you need to follow these steps:

® snmp-server enable traps cpu <threshold>
® snmp-server host <ip-address> traps <my-community-string> cpu

® process cpu threshold type total rising <high-value> interval <time-high> falling (low-value

To do the same for Juniper devices, refer to the Juniper manual at

https://www.juniper.net/documentation/en US/junos/topics/task/configuration/snmp-traps.html.

The principle is to send a trap when the CPU load rises above a high value for high-time seconds, and
another trap when it goes down to a low value, which should be configured for the normal operation
value, usually around 30%.

Summary

In this chapter, we talked about risks to networking devices, including attacks on the management,
control, and data planes—attacks on the management plane that intend to break into devices or prevent
us from managing them, attacks on the control plane that target the protocols that a device works with,
and attacks on the data plane that forward the information. We also talked about attacks on device
resources and how to discover and protect against them.

Now that you have completed this chapter, you will be able to protect your communications devices
against various attacks targeting the management, control, and forwarding planes, and set notifications
for such attacks when they happen.

In the next chapters, we will talk about eavesdropping, packet analysis, and behavior analysis, and then
go on to how to defend against attacks on the network protocols, getting deeper into identifying and
protecting our network.

Questions

1. Attacks on the control plane are targeting:
A. The data that is transferred through the device
B. The device control information that is transferred through it
C. Communication protocols that are used for transferring information through the device
D. The management of the device
2. A brute-force attack is an attack that:
A. Generates a large amount of traffic in order to crash the target
B. Uses password-guessing mechanisms in order to break into a device
C. Brutally blocks access to a communications device
D. Simultaneously attacks the control and management planes
3. You should configure SNMPv3 on your network devices:
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A. Always—SNMPv3 is the highest security version and therefore should always be configured
B. Depends on the level of security that is required and the risks you are subjected to
C. Only for the protection of the management plane
D. Only for the protection of the control plane
4. SYN attacks are attacks that are:
A. Generated in order to scan a network device for open TCP ports
B. Generated in order to load the device resources and slow it down, potentially crashing it
C. Generated in order to synchronize DDoS attacks on the organization server
D. Generated for breaking device passwords
5. What are the values of CPU load that should configure alerts when the device reaches them?
A. We should configure 98% as a threshold. A device should be able to be fully functional up to the
maximum.
B. We should configure 80-90% as a threshold so that we will be alerted before the problem and
not after it happens.
C. We should configure 95% as a threshold so that it will be as close as possible to a slowness
event.
D. We should configure 90% as a threshold so that it will be as close as possible to a slowness
event.

Answers

1. (¢)
2. (b)
3.(b)
4. (b)
5. (b)

234



9 Using Behavior Analysis and
Anomaly Detection

Many types of networks have emerged in the last decade. That
includes Internet of Things (IoT) networks, industrial networks,
Building Automation and Control (BAC) networks, and more.
These networks are connecting devices that were previously
connected through proprietary methods and moved to Internet
Protocol (IP) connectivity. These devices can be various types of
sensors measuring temperature and humidity, motion detectors,
proximity sensors, gas sensors, security and surveillance cameras,
and many more.

These evolutions brought about a new concept to network security.
In the past, we used to protect the end units; however, in some cases
today, it is more complex than that. We have millions of end devices
of many types, where using the standard malware-detection systems
is not always possible.

That brought about a new concept to information systems
security. In addition to protecting the end devices (in some cases,
instead of this), we listen to the traffic that is forwarded through the
network and find suspicious patterns. Since everything is eventually
going through the network, we establish a baseline of good traffic—
that is, the regular traffic that goes in and comes out of end devices—
and then, anything that is not in the baseline is considered
suspicious.

In this chapter, we will learn about traffic baselines and traffic
patterns, see what is normal and what the symptoms are that we
should carefully check for, and get a detailed view of these.

In the first section, we will learn about the tools we can use; in the
second section, we will see how to set a baseline from which any
change should be examined; in the third section, we will see typical
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anomalies that can be security breaches. We start with collection
methods and learn how we can monitor and collect data from a
network.

In this chapter, we will cover the following main topics:

e Collection and monitoring methods
» Establishing a baseline
» Typical suspicious patterns

We start with collection and monitoring methods.

Collection and monitoring methods

Viewing network traffic can be done in several ways, such as the
following:

e Simple Network Management Protocol (SNMP)
e NetFlow and IP Flow Information Export (IPFIX)
e Wireshark and network analysis tools

o Steaming telemetry

Let’s look at the information we can get from each one of them.

SNMP

Although considered by some as obsolete, SNMP is still by far the
most popular network management tool. SNMP is based on a
manager-agent model, where a management system (a manager in
SNMP terminology) monitors devices by receiving information from
the SNMP agent interacting with the communications device.

There are two ways that the SNMP manager (the management
system) receives information from the agent, outlined as follows:

« SNMP polling: This refers to when the SNMP manager
monitors the agents on communications devices
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o SNMP traps: This refers to when an agent on a
communications device discovers a problem, and the agent
initiates an alert and sends it to the management system

There are some configurations we use in both cases in order to
improve our network security.

SNMP polling — what to configure

In SNMP polling, the management system polls the monitored
agents periodically, giving us statistics on monitored parameters.
Monitored parameters can be traffic parameters such as interface
bits/packets/errors per second (/sec), hardware data such as
central processing unit (CPU) load, memory usage, power
supply health, temperature, and more.

It is recommended to monitor the following parameters:
 Traffic on interfaces—bits/sec and packets/sec, especially on
interfaces where attacks can come from; for example,
connection to the internet or connection to remote offices.
Have a look at the following screenshot:

Central office
and Data Center

WAN-VRF

—4@%/

o > ; Branches
Traffic out
I -+
Traffic in

Il

Il

Figure 9.1 — Monitored network
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In this network, we monitor the interface in the center toward the
branches (remote offices)—that is, the wide-area network-virtual
routing and forwarding (WAN-VREF) interface.

On this interface, we see that there is a sudden increase in the traffic
going out from the data center to the remote offices. This is depicted
in the following screenshot:

e
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Interface VRF
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Figure 9.2 — Traffic increase on central router

We see that in this 2-day graph, there is little traffic coming out of

the interface (the pink line), while on 1/12 (December 1; European

notation) at 19:30, when remote offices are closed, traffic increases
to 18 megabits per second (Mbps) for a short time.

Zooming in on the graph, we see that the peak is a few minutes after

19:30, and the traffic increases a little bit over 18 Mbps, as illustrated
in the following screenshot:
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Figure 9.3 — Zooming in on traffic graph

In the next section, we will see how we find out what’s causing this.

SNMP traps — what to configure

Traps are messages initiated by the communications device on a
specific event. Traps can be generated on several event categories
(depends on vendor’s implementation), such as the following:

* Routing events—Open Shortest Path First (OSPF)
topology change (for example, a change in routing table,
Border Gateway Protocol (BGP) connection established or
disconnected, and so on).

» Configuration change—Configuration change in device. In
Cisco, for example, there is a management information
base (MIB) configuration called crsco-conric-mM18 wWhereby
any configuration change is written and sent to the SNMP
management console, including configuration change time, the
user that did this, and so on.

 Environmental changes—High temperature, power supply
problems, and so on.

 Communications events—Connection state (up/down);
interface up/down.
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e Authentication failures—SNMP monitoring system tries to
read information from a system with the wrong SNMPv1/2c
community string or SNMPv3 credentials; authentication failure
when accessing a device with Telnet or Secure Shell (SSH).

o Traffic alerts—Traffic on the interface rises above a pre-
defined value.

For more information on SNMP, you can read the Brute-force
attacks against SNMP passwords (community strings) section of
Chapter 7, Protecting Against Device-Type Attacks.

To configure an authentication trap in Juniper, refer to

https://www.juniper.net/documentation/en US/junos/topics/task/
configuration/snmp-traps.html. To do the same in Cisco, refer to

https://www.cisco.com/c/en/us/support/docs/ip/simple-network-
management-protocol-snmp/13506-snmp-traps.html.

From SNMP, let’s look at the next method from which you can get
information on non-standard traffic that can be suspicious.

NetFlow and IPFIX

NetFlow is a feature introduced by Cisco in the mid-9o0s that is used
to collect Layer 3 and Layer 4 information. Using the NetFlow
protocol, the router collects Layer 3 information (that is, source and
destination IP addresses) and Layer 4 information (that is,
Transmission Control Protocol (TCP) or User Datagram
Protocol (UDP) source and destination port numbers) and sends
this information to the NetFlow collector on a management system,
in which you can see long-time statistics on conversations on a
router interface.

Several protocols similar to NetFlow were introduced later: JFlow
from Juniper Networks, SFlow for Level 2 switch monitoring, and
some others. NetFlow itself was published as a Request for
Comments (RFC) in RFC 3954: Cisco Systems NetFlow Services
Export Version 9, later to be replaced the IPFIX protocol, which is
based on NetFlow version 9 and supported by most of the leading
vendors for collecting Layer 3 and Layer 4 information.
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Figure 9.4 — Zooming in on traffic graph

Focusing on the traffic between the two ends (that is, the
conversations between them) we can see that on December 1, 2020,

between 19:15 and 19:30, we had 190 megabytes (MB) that were
sent from 23.221.29.227 to 172.30.131.1, and 34 MB sent from
82.102.180.147 to the same destination.

Important Note

On using the term conversation in a data network, we refer to
the packets that are exchanged between two ends. A
conversation can be between Layer 2 entities (that is, all frames
between two media access control (MAC) addresses on a
local-area network (LLAN)), Layer 3 entities (that is, all
packets between two IP addresses in the network), or Layer 4
entities (that is, all messages between UDP, TCP, or any other
Layer 4 process in the network).

Keep in mind that frames, packets, and messages are all
protocol data units (PDUs). PDUs in Layer 2 are called
frames, PDUs in Layer 3 are called packets, and PDUs in Layer
4 are called messages or segments.
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Now knowing this, it’s time to check who are these servers that the
internal host downloaded the data from. Let’s have a look:
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Checking the IP address 23.221.29.227, where most of the traffic
comes from, we see that it is hosted on Akamai, and verifying it on a
blacklisted site does not give any alerts, so there’s no problem with it.

Important Note

Blacklist checking sites are sites that alert if a specific IP or
domain name can be a risk. Many sites provide these services,
and some sites summarize the results of many others. In this
example, I looked in https://dnschecker.org/, but there are
many others that you can use.

In the same way, you can go and check any other suspicious traffic.

Wireshark and network analysis tools
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Wireshark is the world’s foremost network protocol analyzer. There
are several tools in Wireshark that can be used to discover
anomalies. Let’s have a look at them.

Endpoint and Conversations

One of the first things to do is to see who is talking over the network.
We can see this from Endpoints under the Statistics menu. Let’s
look at the following example:
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tasat 424> anwaia fosa..sas.ns BAChet g v 13.107.42.12 431585 934k 851 259k 734 674k
< Collectd B2 13.225.255.31 443 2 1k 12 9750 14 1895
ttttt 18442: B2 bytes on wire (6°  DNS interfate \| 18.156.31.164 19 ot 10 A8 9 1125
Ethernet II, Src: IntelCor_87:73: Flow Graph {99:de 9 : 6|
Internet Protocol Version 4, Sre:  WART.P | | 182306038 3004 Hosts [P [+ n 858
User Batagram Protecol, Src Port:  ypeeene P 1523016038 31434 2 48 11 858
Session Traversal Utilicies far 1 1o , 18.230.160.83 5004 ; | addresses s 2 120
HTTER 18.230.160.92 5004 5 MW T T2 13 1008
Sametime 18.220.160.92 33434 211806 10 248 1 258
TCP Stream Graphs > 20.34.7.166 443 145 103k 64 38k a1 65k
UDP Multicast Streams | L 20.190.129.1 443 165 98k 78 64k 87 34k
6A A3 dc 1500 d6 Ad ° g 5 R 2343.30.74 443 57 25 32 2k 24 3764
@ 7 resdytoiosdorcapturs Packst b4 Shatistics ) [ofie: Defauk 23.227.137.155 443 842 181k 391 57k 451 123k
1PV Statistics o 31.13.82.10 243 597 49k 225 18k kel 3k
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24.192.166.167 443 2 1%k 4 8801 15 3886
A4 4 LY &l L an { i
{ame resolution [ wimit te dispizy fiter Endpoint Types™
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Figure 9.6 — Finding suspicious patterns in Endpoints

What we see is a list of IP addresses and a list of packets that were
sent from/to them. Resolving them and checking their Domain
Name System (DNS) names will show us if there is a designated
suspect or if everything is fine. We can see also UDP and TCP port
numbers, so we will focus on this in the Conversations window.

To resolve the addresses, you can use a standard resolver such as
https://www.findip-address.com/ or similar, and you also have tools
for resolving bulk IP addresses. In the next example, I used a tool
from https://www.nirsoft.net/. What I received is shown in the
following screenshot (a partial list):
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https://www.findip-address.com/
https://www.nirsoft.net/

@ FastResolver — O x
File Edit View Options Help

Ho0RH®E A

In... IP Address Host Name Original Mame
1 3.12.25.146 ecd-3-12-25-146.us-east-2.compute.amazonaws.com

@2 3.12.158.140 ec2-3-12-158-140.us-east-2.compute.amazonaws.com Amazon
@ 3 3.220,156.29 ecd-3-220-156-2%9.compute-1.amazonaws.com services
@4 13.59.223.232 ecd-13-59-223-232,us-east-2.compute.amazonaws.com

@5 13.88.181.35

@6 13.89.202.241 -

@7 13.107.4.52 Microsoft

@z 131076171 One Drive

@9 13.107.42.12 ldre.ms

@10 13.225.255.31 server-13-225-233-31.thv30 r.cloudfront.net

@ N 18.156.31.164 ec2-18-156-31-164.eu-central-1.compute.amazonaws.com Amazon
& 12 18.230.160.328 ec2-18-230-160-38.5a-east-1.compute.amazonaws.com .

& 13 18.230,160.83 ec2-18-230-160-83,5a-east- 1.compute.amazonaws.com Sservices
@14 1823016092 ecd-18-230-160-92 sa-east-1.compute.amazonaws.com

@15 20.54.7.166
@ 16 20.190.129.1

@17 23.43.30.74 a23-43-30-74.deploy.static.akamaitechnologies.com . ]
@13 23.227.137.155 Akamai hosting
D19 31.13.92.10 edge-star-shv-01-frt3 facebook.com

@20 31139252 whatsapp-cdn-shv-D'I-frt3.fbcdn.net]_FECEhOOk

& 21 34.107.254.252 252.254.107.34.bec.googleusercontent.com le cloud

& 22 34125001 111.0,125.34.be.googleusercontent.com Goog € clou

@ 23 34.192.166.167 ecd-34-192-166-167.compute-1.amazonaws.com \

<

23 itemis), 1 Selected

Figure 9.7 — Resolving IP addresses

From Figure 9.7, we can see that all resolved addresses are from
hosting services such as Google, Amazon, and Microsoft OneDrive.
Cloudfront.net, a web service for web content distribution, is also an

Amazon site; from https://main.whoisxmlapi.com/, we can see it is
an Amazon server physically located in Tel Aviv, Israel.

From Conversations under the Statistics menu, we can see who is

talking with whom, and on which port numbers they are talking.
Let’s see the next example:

244


https://main.whoisxmlapi.com/

Resolved Addresses
Dedeca b

Ml Exsrmple 1peapn g - D * ) |P address and IP address and TCP -
Ele [dt Yew Go Coplwe Ansiyze | Statatics Teleghor Wistess Took  Help 1 M Wireshark - 4 1op portnumber  |Ple T.8F3P|  port number of - ] X
Am ® ®E ] Captune File Properies  CurbeAlteShifte € 7 of host & host B

acs Lo Ethernet $31 IPv4 « 158 IPVE * 26 TCP - 419 UDP - 657

— == MAddress & Port A Vaddress B PortB |Packets Bytes PacketsA—B BytesA—B Packet A
s | ! 1921631190 49155 1921684136 1093 10 74 5 408
| Enr—n 182.163.1.190 49155 192168.1136 1097 10 o 5 402
| ] 192.168.1.159 52235 1921681136 1077 % 9909 13 8601
192.168.1.159 52235 192,168,136 1100 41 23k B 21k
, 162.168.1.150 52235 1921681136 1103 7 1% 16 18k
e b | [1e2ae81.159 52235 1921681136 1104 19 1k 1 10k
ferok | 1921621150 52235 1921681126 1106 3 2k 18 19K
frae sl | 021681150 52235 1921681136 1119 21 2060 n 7
b 1. fen| | | 192.168.1.159 52235 192,168,136 1121 a2k B 21k
: 192.168.1,159 52235 1921681136 1123 7 1% 16 18k
192.168.1.159 52235 1921601136 1124 191k n 10K
|1, 121601159 52235 1921681136 1125 2 20k 12 19K
e ey i | T [1s2.168.1.144 50872 192.168.1.136 5357 12 4006 7 1373
1 e - = 182.162.1.144 50674 1921681136 5357 12 4006 7 173
2 152.168.1.136 1382 51,103,516 443 8 13k 3 2978
192.162.1.136 23470 31,13.92.10 43 8 4k 3 25k
182.162.1.136 23576 157.240.20.52 443 8 se7 4 I
182.162.1.136 23631 52.109.88.178 413 3 2 108
182.168.1.136 23637 52.109.82.178 443 ERR T 2 108
182.162.1.136 23641 52.100.82,178 443 4 26 2 108
192.168.1.136 23636 52.100.82.178 443 4 26 2 108
162.162.1.136 23643 5210082178 443 3182 2 108
182.163.1.136 23638 52.109.88.178 a3 ER T 2 108

4N 4CN 4 10C IIRAN CY 4NN on 1T0 AAD 2 187 2 1no o

< >
[ Limit to display fiter [ Absciute start time Conversation Types ¥

cor ] ooz [ e

Figure 9.8 — Finding suspicious patterns in Conversations

In Figure 9.8, we see—for example—many connections from
192.168.1.136 on various ports, connecting to 192.168.1.159 on
port 52235. A Google search on the TCP port shows that this is a

video-rendering service. There’s nothing that looks suspicious there.

Protocol Hierarchy

One of the important tools Wireshark gives us for detecting network
traffic anomalies is the Protocol Hierarchy tool, under the
Statistics menu. By watching the protocols that are running in the
network, we can verify what should be there and what should not be,
and according to this information discover anomalies. Let’s see an
example, as follows:
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M \ireshark - Protocol Hierarchy Statistics - Example 1.pcapng — [m] be

Protocol ' Percent Packets Packets  Percent Bytes Bytes Bits/s  End Packets End
~  Frame 1000 21447 100.0 9288054 43k 0 0
~  Ethemnet 1000 21447 32 300238 1414 ] ]
~  Internet Protocol Version & 6.1 1300 0.6 52000 245 0 o
User Datagram Protocol 53 1133 01 9080 42 o o
Transmission Control Protocel 0.2 40 01 10916 51 34 298
- ___Internet Control Message Protocol v6 0.6 125 01 5824 27 125 5824
~ Internet Protocol Version 4 2.0 19725 42 394616 1859 0 ]
~  User Datagram Protocel 23.5 3040 0.4 40320 129 0 0
~ UDP Encapsulation of IPsec Packets 0.0 4 0.0 128 o V] o
~  Internet Security Association and Key Management Protocel 0.0 4 0.0 12 o 2 56
Malformed Packet 2 0.0 0 o 2 o
Simple Service Discovery Protocol / STUN 694 19 175348 826 694 175
a Session Traversal Utilities for NAT | 23 304 0.3 26208 123 304 2621
~[ QUICTETF o 675 19.0 1767976 8330 2663 175
)] Malformed Packet | ¢ QU IC 12 0.0 0 ] 12 ]
=] NEtBIOS Name Service 05 132 01 5816 2 132 881l
| NetBIOS Datagram Service 0.0 4 0.0 813 3 o o
v SMB (Server Message Block Protocel) 0.0 0.0 485 2 0 o
ﬁ' ~  SMB MailSlot Protocol 0.0 NetB|OSISMB 0.0 100 0 0 0
Microsoft Windows Browser Protocol 0.0 0.0 141 ] 4 14
>
o Multicast Domain Name System 1.8 387 0.2 14041 66 387 1404
- Link=local Multicast Mame Resolution 08 170 0.0 408 18 170 4014
Dynamic Host Configuration Protocol 0.0 g 0.0 2447 1 g 244]
Dermain Mame System 0.2 40 01 5568 26 40 5561
Data . . 0.8 20 335 422 Ty
(= Transmission Cantral Protocol | V5SS Monitoring | 675 6266852 20k 10010 443
VS5 Monitoring Ethemet trailer 00 ) 0.0 12 ] 9 18
Transpert Layer Security 4_ 197 4215 60.1 5580037 26k 4165 5454
a Session Traversal Utilties for NAT TLS 13 am 01 216 s 20 1234
U] Malformed Packet 02 39 0.0 1] o 39 o
b v| Hypertext Transfer Pretocol 0 61 18 164875 778 27 454
Portable Network Graphics STUN 4 0.2 22700 106 4 2314
Online Certificate Status Protocol 1 0.0 47 2 1 4am
Line-based text data 0.0 2 0.0 59 ] 2 468
JPEG File Interchange Format il d 01 6572 30 4 7061
eXtensible Markup Language HTTP | 1.3 123918 583 20 127
Data 0.2 17376 81 105 173]
T Internet Group Management Protocol 0.1 29 0.0 488 2 29 488
----- Address Resolution Protocol 20 422 0.2 16064 75 42 1601
< >
chsptay fiter

o < [ e

Figure 9.9 — Finding suspicious protocols in Protocol Hierarchy

Looking at this simple example, we can see some familiar protocols
whose existence in a home or small office environment is reasonable.
These are Quick UDP Internet Connections (QUIC), which is
used in connection with Google Drive; Network Basic
Input/Output System (NetBIOS) and Server Message Block
(SMB), which are common Microsoft protocols that are used for
service discovery and file sharing; and Transport Layer Security
(TLS) and HyperText Transfer Protocol (HTTP), which are
used for browsing.

Two protocols that are not common to home and small networks are
Virtual System Simulator (VSS) Monitoring and Session
Traversal Utilities for NAT (STUN).

Important Note
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There are thousands of protocols, and only some of them are
used in enterprise networks. For every protocol that you don’t
know, google it, and verify whether there is a reason for it in
your network. You might discover that it is something you forgot
about and it should be there. It could be a Wireshark dissection
error; it could also be a network maintenance protocol, and it
could be something worth checking.

For VSS Monitoring, right-clicking on the line with STUN in the
Protocol Hierarchy window gives us the following packets:

M Example 1.pcapng - m} X
Fle Edt View Go Captur Packets sent from 192.168.1.190t0 [, TCP port 49155 on 1.190 to various
= 192.168.1.136 ports on 1.136
An ® B vrv=w 2= R~
1 1
[ W | vssmonitoring | R I ] ~|+ GIP Mulicast LACP UDP

Ne. Time Source Destination Protece! length  Info

11892 31637.936239  192.168.1.190 192.168.1.136 Tce 60 49155 + 1892 [ACK] Seg=1 Ack=186 Win=6912 Len=0
11896  1637.937201  192.168.1.19@ 192.168.1.136 HTTP 6@ HTTP/1.1 481 Unauthorized

11101 1637.938810  192.168.1.190 192.168.1.136 TCP 60 49155 » 1892 [ACK] Seq=11@ Ack=187 Win=6912 Len=0
11139  1637.980540  192.168.1.19@ 192.168.1.136 TCP 60 49155 + 1093 [ACK] Seq=1 Ack=185 Win=6912 Len=0
11141 1637.981003  192.168.1.190 192.168.1.136 HTTP 6@ HTTP/1.1 401 Unauthorized

11144  1637.982553 HTTP not 168.1.136 TCP 60 49155 » 1893 [ACK] Seq=110 Ack=186 Win=6912 Len=0
11320  1638.167716 1 EAS ) 1?&%156\‘ TCP 60 49155 + 1897 [ACK] Seq=1 Ack=185 Win=6912 Len=0

11322 1638.167716 4 Standard port |i68.1.136 HTTP 60 HTTP/1.1 401 Unauthorized

11381  1638.177933 92.168.1.198 192.168.1.136 TCP 60 49155 -+ 1897 [ACK] Seq=11@ Ack=186 Win=6912 Len=0
< >
| > Frame 11092: 68 bvtes on wire (480 bits), 6 r i i ice\NPE {ASAA10C2-25BF -44E4-93AD-BIBG6FED! A
Ethernet II,|Src: Advanced 10:e6:25 (68:63:59:10:e6:25) ] [Dst: IntelCor 87:73:14 (04:33:c2:87:73:14)

Internet Protocol Version 4, Src:“ft92.168.1.19@, Dst: 192.168.1.136 B

Transmission Control Protocol, Srq Port: 49155, Dst Port: 1092, Seq: 1, Acl MAC addresses of
~ V55 Monitoring Ethernet trailer, S . ..
Sre Part: A session participants e
< >

Figure 9.10 — Unknown packets sent over the network

In Figure 9.10, we see that 192.168.1.190 sends packets to

192.168.1.136, and Wireshark recognizes some of these packets as
HTTP.

To understand the session, we right-click one of the HTTP packets
and choose Follow TCP Stream. This will give us an entire stream
of data, from beginning to end, that will help us to understand what
is going on here. We see the results in the following screenshot:
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M Bample 1.pcapng - o ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
1@ INRE QRes=EFTEaaan
s T30+ o e uo we
sorce Sesmston e = — ~
| 11094 ©.000000 69.26.167.84  192.168.1.136 TLSv1.2 149  Application Data
192 168.1.136  TCP 162
11096 ©.000000  192.168.1.190 [192.168.1.136 | HTTP 60 HTTP/1.1 401 Unauthc
11097 ©.600146 192.168.1.136 1 Ma/Unmark Packet Cuth 1092 + 49155 [ACK] €
| 11098 @.000229 18.230.160.38 o DESIITEET @ Binding Success Resp—:
| 11699 0.p20034 192.168.1.136 [1 S Time Reteence T vy 1892 -+ 49155 [FIN,
| 11100 ©.000864 69.26.167.84  192.1  pyyecomment. Crieanec  B43 » 1085 [ACK] Sec
11101 8.000336 192.168.1.190 192.1 .o ..\ 49155 -+ 1092 [ACK]
11102 9.000804 23.43.30.74 192.1 443 » 1089 [ACK] Sec
= ::p\yash::;' L R
pare as Fi » i . : —
Frame 11096: 60 bytes on wire (488 bi~  ConversationFiter » 1@ bits) on interface ‘" Ml Wireshark.-Follow TCP Siream (tcp.siream eq 305)- Example 1... o <
: Ethernet II, Src: Advanced_1@:e6:25 (  Colonze Conversation ' IntelCor_87:73:14 (@4::
Src: 192—= . GET /description36.xml HTTP/1.1 ~
s . R":;‘:\ f""‘"’"‘"": Cache-Control: no-cache
3 a S TLS Stream CulsAltsShiftss | * Connection: Keep-Alive
Protocol Preferences HTTP Sweam  Curl+Alts ShifteH Pragma: no-cache
2000 @4 33 c2 87 73 14 68 63 59 10 el  Decodeds. HITR/2 Stream Accept: text/xml, application/xml
2210 9@ 28 b5 66 40 @0 40 @6 8@ d3 ¢l ShowPackelin New Window QUIC Stream User-Agent: DAFUPnP
2020 @1 88 c@ @3 @4 44 7d ee 9a 59 00 db d8 cf 5@ 11 D} Y P Host: 192.168.1.190:49155
2630 86 c® 6e 42 90 @0 00 @0 a9 2d a@ 33 --nB c--3
frane (o) | Resmenied 07 (109} HTTP/1.1 401 Unauthorized
93 eomt 1povy Fache i 22410 Chployerh 21467 (009 -k EG | | Profles ekt SERVER: Evolution Media Serveri#DomainID##5862A76FADC82ACT
CONNECTION: close
v

::m(;:m) ~ Show date a5 | ASCIL | Stream
Find: || Find Next |
Figure 9.11 — TCP stream details
We see in the next screenshot what is going in the stream from
beginning to end:
M Eample 1.pcapng - o
LEL

Iltq:srumaqﬁ

Multicast LACP  UDP

BE -]+ ar

No.

Time:

11101 1637.93881@ 192.168.1.

190

Destination

192.168.1.136 TCP 60

Info

934637 1. 192.168.1. 1092 + 49155 [ACK] Seq=1 Ack=1 Win=131328 Len=0
11090 1637.935013 192.168.1.136 192.168.1.190 HTTP 239 GET /description36.xml HTTP/1.1
11092 1637.936239 192.168.1.190 192.168.1.136 TCP 60 49155 + 1092 [ACK] Seq=1 Ack=186 Win=6912 Len=0
11095 1637.937201 192.168.1.190 192.168.1.136 TCP 162 49155 + 1892 [PSH, ACK] Seq=1 Ack=186 Win=6912 Len=188 [TCP se
11096 1637.937201 192.168.1.190 192.168.1.136 HTTP 60 HTTP/1.1 401 Unauthorized
11097 1637.937347 192.168.1.136 192.168.1.190 TCP 54 1092 -+ 49155 [ACK] Seq=186 Ack=118 Win=131@72 Len=0

49155 » 1092 [ACK] Seq=11@ Ack=187 Win=6912 Len=0

>

v v

~

Internet Protocol Version 4, Src:

192.168.1.136, Dst: 192.168.1.19@

Frame 11884: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{A54A18C2-25BF-44E4-93AD-B9066F8DA43,
Ethernet II, Src: IntelCor_87:73:14 (04:33:¢2:87:73:14), Dst: Advanced_10:e6:25 (68:63:59:10:e6:25)

Figure 9.12 — TCP stream packets

What we see from here is that one device on the LAN,
192.168.1.190, connects to another device, 192.168.1.136. From

the MAC addresses, we see that this is a device from a vendor named
Advanced, and resolving its MAC address, we see that the vendor is
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Advanced Digital Broadcast SA, a Swiss vendor that produces
software and devices for Pay-TV. It looks as though the cable TV is
trying to connect to my laptop, and the laptop is refusing to accept it.

The second protocol that is running here without a reasonable
reason is STUN. Looking at the Protocol Hierarchy window, we
see that we have STUN over TCP as well as STUN over UDP.

STUN is a protocol that is used for network clients behind a
network address translation (NAT) device to tell an external
Voice over IP (VoIP) server what their external IP address is. To
get to STUN sessions, we right-click on STUN in the Protocol
Hierarchy window, we see all STUN packets (over TCP or over
UDP), we choose a packet, right-click it, and choose Follow TCP
Stream (or Follow UDP Stream). We can see this in the following
screenshot example:

Ml Examgie 1 peapng - o0 x
Fic Edt View Go Copture Anshze Statistics Telephony Wirdlews Took Help
e @ R QéewEF S @ Q & IF

oo ream oa 265 EIES -]+ 6% o uc we
e, Tern Sowrce Bestrnation Brotwosl  Langth  bofe

18995 1637.744844 192.168.1.136 18.2309.160.38 STUN 82 Binding Request XOR-MAPPED-ADDRESS: 9.2.8.8:8

11811 1637.774966 192.168.1.136 18.230.160.38 STUN B2 Binding Request XOR-MAPPED-ADDRESS: 0.0.0.0:@

11079 1637.97737  18.230.160.38 192.168.1.136  STUN 186  Binding nse XOR-MAPPED-ADDRESS: 217.132.155.48:62995

11898  1637.937576 18.230.160.38 192.168.1.136 STUN 106 Binding
11116 1637.954201 18.239.160.38 192.168.1.136 STUN 186 Binding
€

mse XOR-MAPPED-ADDRESS: 217.132.155.48:62995
Request from 32.155.48:62995
erface \Dg internal client to -89066FADA3ACY, id @
external server

Frame 11011: B2 bytes on wire (656 bits), 82 bytes captured (656 bits) on

Ethernet LI, Src: IntelCor 87:73:14 (@4:33:c2:87:73:14), Dst: D-LinkIn J#799:

Internet Protocol Version 4, Src: 192.168.1.136, Dst: 18.230.160.38
o rt: 62995, Dst Port: 33434

~ Ses t v NAT M Ecsmple 1 pospng oo
Message Type: @x0001 (Binding Request) File Edit View Go Copture Anak hae  Satistics Telephony  Wireless Tools  Help
Message Length: 28 f‘_‘_ — A m ® REC Quw=F & Qe earir
Message Cookie: 21122442 Blndlng e (] *]+ G Muscm wco wop
Message Transaction ID: ab5700809234600094 TEAIIEEE - - P P— P rR——
[STIM Hetwork Versfon: BFC-5383/B353 (3)] a 18995 1637.744B44  192.168.1.136 18.230.160.38  STUN B2  Binding Request XOR-MAPPED-ADDRESS: 8.8.8.0:0
v Attributes 11911 1637.774966 192.168.1.136 18,239,168, 38 STUN 82 Binding Re: XOR -MAPPED-ADDRESS: ©.0.9.0:0

XOR-MAPPED-ADDRESS: 0.0.08.0:0
FINGERPRINT

11879 1637.907737 18.230.160.38 192.168.1.136 STUN 106 Binding Sus
11098  1637.93757¢ 18.230.160.38 192.168.1.136 STUN 106 Binding Su
11116 1637,954281 18.230,1608.38 192.168.1.136 STUN 186 Bindine Su:

Response XOR-MAPPED-ADDRESS: 217.132.155.48:62995
onse XOR-MAPPED-ADDRESS: 217.132.155.48:62995

nse XOR-MAPPED-ADDRESS: 217.132.155.48:62995
>

oo
Frame 11879: 186 bytes on wire (B4% bits), 106 bytes captured (848 bits) on_ieferfac Response from [4-938D-80086FE0434C], 1d &
thes ) niin_15:99:06 (60:63:4c:15:99:d6), Dst: IntelCon §73:14 (24:] axternal server to
nte on c: 18.230.160.38, Dst: 192.168.1.136 . .

t: 33434, Dst Port: 62995 internal client

8.268325000 seconds]

e Type: 9x0101 (Binding Success Response) e
4 Binding response
21125432

10: 2e360000588e000050050000
on: RFC-5389/8489 (3)]

[ or
v Attrib i g
XOR-MAPPED-ADDRESS: 218.162.151.58:62995 A/_ Client’s external

MESSAGE- INTEGRITY address
FINGERPRINT

Figure 9.13 — STUN request and response

Checking who is the server I am talking to (that is, address
18.230.160.38 ) shows me that it is an Amazon server in Sao Paulo,
Brazil. Amazon is OK—I cannot think of a reason why my laptop

would contact a server in Sao Paulo without me knowing about it.
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In this section, we talked about the tools we are using. In the next
section, we will get deeper into the reasons for this.

Looking at the packet capture

Having a first look at the packet capture is always a good point to
start. Some initial indicators will immediately raise a flag that
something might be wrong. Some of them are listed here:

e Unknown addresses—Addresses, especially on the internet.
Addresses that you resolve and that are from Google, Amazon,
Microsoft, and so on are probably OK. Check for unknown
names, regions, countries, and so on.

e Sessions that do not make sense—Clients in the networks

that send information between them without a reason, unknown

addresses, unknown TCP/UDP port numbers, and so on.

e Scanning patterns—A device that scans the network,
scanning patterns coming from several sources (distributed
denial of service (DDoS)), and so on.

e Unknown protocols—Some protocols are common to
enterprise networks: HTTP, NetBIOS/SMB, DNS SMTP/Post
Office Protocol (POP), and others. Any protocol on the
enterprise network that IS NOT from these should be checked.

In this section, we talked about the tools and collection methods to

use to collect information that will help us to build a baseline. In the
next section, we talk about a baseline and how to create one.

Establishing a baseline

Establishing a baseline is a task you must perform. It might sound
difficult, but it’s very simple when you know your network. In this

section, we will talk about the common protocols that run in a typical

enterprise network, and we will look at their typical traffic patterns.

Protocols that are common to enterprise networks can be categorized

into several groups, as follows:
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o Internet access protocols—HTTP, HTTP Secure
(HTTPS), Google QUIC (GQUIC), SMTP, POP, DNS

e Organizational applications—NetBIOS/SMB, Microsoft
Terminal Services (MS-TS), database applications,
multicasts

* Network protocols—Routing protocols, discovery protocols,
monitoring protocols, and so on

Let’s see some typical capture files and find out what we should see
in organizational networks.

Small business/home network

In the following screenshot, we see a typical protocol hierarchy of a
user connected to an organizational network. Let’s see the details:
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M Wireshark - Protocol Hierarchy Statistics - Wi-Fi - O X
Protocel ' Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v  Frame 100.0 25514 100.0 23419384 955k 0 0 0

v Ethernet 100.0 25514 1.5 357196 14k 0 0 0
[~ Intemet Protocol Version 6 25 628 0.1 25120 1024 0 0 0
[ v User Datagram Protocol 22 573 0.0 4584 186 0 0 0
Simple Service Discovery Protocol 0.0 6 0.0 674 27 6 674 27
a Multicast Dormain Name System 0.7 169 0.0 6536 266 169 6536 266
w| O Link-local Multicast Name Resolution 0.3 70 0.0 1776 72 70 1776 72
F = Domain Name System 1.3 322 0.2 48727 1987 322 48727 1987
- DHCPvE 0.0 2 0.0 133 5 2 133 5
Data 0.0 4 0.0 4592 191 4 4692 191
& [  Transmission Control Protocol 0.0 9 0.0 838 34 7 160 6
= Domain Mame System 0.0 2 0.0 638 26 2 638 26
L E Internet Control Message Protecel vé 0.2 46 0.0 1824 74 46 1824 74
v Internet Protocel Version 4 974 24858 21 497224 20k 0 0 0
[~ User Datagram Protocol 63.5 16208 0.6 129664 5287 0 0 0
~ UDP Encapsulation of IPsec Packets 0.1 16 0.0 1640 66 0 0 0
“ Internet Security Association and K 0.1 14 0.0 1432 58 12 1376 56
Malformed Packet 0.0 2 0.0 0 0 2 0 0
Encapsulating Security Payload 0.0 2 0.0 152 6 2 152 6
E Simple Service Discovery Protocol 0.7 168 0.2 43702 1782 168 437102 1782
= QUIC IETF 60.0 15321 720 16871631 688k 15252 16823780 686k
MetBIOS Name Service 02 59 0.0 2950 120 59 2950 120
T Multicast Domain Name System 0.7 170 0.0 6576 268 170 6576 268
[ Link-local Multicast Mame Resolution 0.3 70 0.0 1776 72 70 1776 72
Domain Mame System 0.2 52 0.0 8926 363 52 8926 363
L Data 1.7 421 0.6 148358 6049 421 148358 6049
[ Transmission Control Protocol 33.8 8634 22.5 5262742 214k 5194 2914253 18k
Transport Layer Security 9.6 2441 17.2 4039811 18dk 2383 3825219 155k
N ~  Post Office Protocol 38 962 4.6 1066967 43k 851 913333 3Tk
E Internet Message Format 04 m 0.7 153634 6265 m 153634 6265
Malformed Packet 0.0 9 0.0 0 0 9 0 0
~  Hypertext Transfer Protocol 0.0 4 0.0 4863 198 3 4064 165
Online Certificate Status Protocel 0.0 1 0.0 4n 19 1 4an 19
L Data 0.3 82 0.0 82 3 82 82 3
C Internet Group Management Protocol 0.1 16 0.0 256 10 16 256 10
E Address Resolution Protocol 0.1 28 0.0 802 32 28 802 32
£ >
Mo chspiay fifer
coey | v

Figure 9.14 — Small business traffic

Under IP version 6 (IPv6), we see several network-operations
protocols, without any real traffic moving over them. In most
organizational networks, there is no need for IPv6, so just disable it
in PCs and servers. When IPv6 is required, the following protocols
need to be enabled:

e Simple Service Discovery Protocol (SSDP), used for
network services discovery

e Multicast DNS (MDNS), a zero-configuration protocol that
runs automatically as a name-services protocol, Link-Local
Multicast Name Resolution (LLMNR) for name resolution
on the same link (Layer 2 network), and Domain Name
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Service (DNS), which is the standard name-service discovery
protocol

 Dynamic Host Configuration Protocol (DHCP) for
address configuration

Under IPv4, we see UDP and TCP. Let’s first look at protocols under
UDP, as follows:

 First, we see Internet Security Association and Key
Management Protocol (ISAKMP) and Encapsulation
Security Payload (ESP). These are used for client-to-firewall
virtual private network (VPN) connections and are common
to clients connecting to remote firewalls.

e We also have the same discovery protocols that we saw in IPv6—
these are SSDP, MDNS, LLMNR, and DNS.

 NetBIOS Name Service—A discovery protocol, used for name
queries in Microsoft networks. Usually replaced by DNS but still
used by some applications.

e QUIC (Internet Engineering Task Force, or IETF)—A
Google protocol used for working with Google cloud
applications.

Under TCP, we have common protocols, as follows:

e TLS—Used for connection to secure websites, which are the
majority of websites today

e« POP—Used by standard mail clients (for example, Microsoft
Outlook) for receiving mails

« HTTP—Used when browsing web servers, internal and external

At the end of the Protocol Hierarchy window, we also see
Internet Group Management Protocol (IGMP) and Address
Resolution Protocol (ARP), both network protocols.

Another Wireshark application to examine is the Statistics |

Conversations window, in the TCP and UDP protocols. We see this
in the following screenshot:
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Figure 9.15 — TCP and UDP statistics

In these statistics windows, for TCP sessions on the left and UDP
sessions on the right, we see the conversations. We see that there are
many websites we connect to regularly, and many DNS queries to the
router/firewall that also acts as a DNS server. All this is regular.
Now, let’s see what we might expect in bigger, medium-size
networks.

Medium-size enterprise network

In the following screenshot, we see a capture on a data center firewall
port, of traffic from the organization users to the data center servers.
First, we look at the traffic carried by UDP and see the example here:
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M Wireshark - Protocol Hierarchy Statistics - Example 2.pcapng - m} X
Protocol - Percent Packets  Packets Percent Bytes Bytes Bits/s  EndPackets EndBytes End Bits/s
v Frame 100.0 50000 100.0 32890783  10M 0 0 0

v Ethernet 100.0 50000 2.1 700000 219 0 0 0
[~ Internet Protocol Version 4 100.0 50000 3.0 1000000 314k 0 0 0
[~ User Datagram Protocol 27 1342 0.0 10736 3373 0 0 0
Simple Network Management Protocol 0.0 8 0.0 632 198 8 632 198
Session Initiation Protocol 0.0 2 0.0 113 349 2 1113 349
Network Time Protocel 0.0 12 0.0 776 243 12 776 243
NetBIOS Name Service 0.0 23 0.0 1150 361 23 1150 361
% +  NetBIOS Datagram Service 0.0 15 0.0 3035 953 0 0 0
E = ~  SMB (Server Message Block Protocol) 0.0 15 0.0 1805 567 0 0 0
= ~  SMB MailSlot Protocol 0.0 15 0.0 375 117 0 0 0
Microseft Windows Browser Protocol 0.0 15 0.0 515 161 15 515 161
Dynamic Host Configuration Protocol 0.0 16 0.0 4883 1534 16 4883 1534
Domain Name System 11 569 0.2 66200 20k 569 66200 20k
Data 11 559 1.7 552341 173k 559 552341 173k
Connectionless Lightweight Directory Access Protocol 01 36 0.0 6424 2018 36 6424 2018
L Apache Tribes Heartbeat Protocol 0.2 102 0.0 7854 2467 102 7854 2467
T [ Transmission Centrol Protocol 97.0 48520 9.7 30491286 9580k 6388 1202429 377k
'CM"E Internet Control Message Protocol 02 112 0.1 44353 13k 28 1280 402
Data 0.1 26 0.1 38480 12k 26 38480 12k
display filter.
Copy ™ Help

Figure 9.16 — UDP statistics

In these statistics that focus on traffic sent over UDP, we see the
following protocols:

o SNMP—This is a monitoring protocol. Make sure it is coming
from a management system and verify this management system
is yours.

e Session Initiation Protocol (SIP)—A VoIP/IP Telephony
(IPT) signaling protocol used in IP telephony and multimedia
applications. Make sure it is yours —IP addresses that are part of
your organization, TCP/UDP port numbers that you know, and
so on. You can do this by simply right-clicking a specific protocol
line and choosing Apply as Filter | Selected. You will see the
two addresses on the connection and then verify you know what
they are—for example, on https://whatismyipaddress.com,
where you can check if they are on any known blacklist. In the
next example, we see a SIP session between two addresses—
internal and external. Make sure the external address is not on a
blacklist.

e NetBIOS/SMB are standard Microsoft Windows protocols, used
for name resolution and services advertisements.

e We also have DHCP, DNS, and connectionless LDAP that are a
part of the network operation. Make sure you know them and
that their sources are legitimate.
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https://whatismyipaddress.com/

» The last protocol here is the Apache Tribes Heartbeat
(ATH) protocol used as a heartbeat (a form of keep-alive
protocol) that runs between Apache web servers.

For SIP, when we right-click on it and choose Apply as Filter |
Selected, we will get the following window:

‘ Example 3.pcapng

File Edit View Go SIP displayfilter I'felephony Wireless  Teols  Help
A m o R ew=ed® S QQQ_TE

(N]sp & [X] ~]+ GTP Mulicat LACP UDP

No. Time: Source Destination Protocol Length Info
+ 20616 7.203231 19.29.29.64 212.199.157.154 SIP 681 Request: OPTIONS sip:212.199.157.154 |
20747 7.247786 212.199.157.154 10.29.29.64 SIP 516 Status: 200 OK |

< _/ >
External

crees Internal
address

Figure 9.17 — SIP session

Checking on a name resolution site (I checked on
https://whatismyipaddress.com/, but there are many similar
websites you can use), we see that the external address belongs to
Partner Communications, which is the customer’s internet
service provider (ISP). Clicking on Check Blacklist Status
verifies it is OK, as you see in the next screenshot:
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212.199.157.154

Details for

P
Decimal
Hostname
ASN

ISP
Organization
Services
Type
Assignment

Continent
Country
State/Region
City

Latitude
Longitude

212.199.157.154

©212.199.157.154
3569851802

©212.199.157 154

- 9116

- Partner Communications
Partner Communications
None detected

- Broadband

- Likely Static IP

Black\lst:l Click to Check Blacklist Status |

‘ Lookup |P Address

Asia |

“lsrael =1
- Central District

Rishon LeZiyyon

31.9632 (31° 57'47.52" N)
- 34804 (34°48'14.40"E)

\212.199‘15?.154

| check My IP Address

Checking 212.199.157.154 (212.199.157.154). Please wait a minute for

the checks to complete.

Blacklist Status

@ access.redhawk.org
© bl tiopan.com

© blacklist.sci.kun.nl
© blocked.hilli.dk

© dnsbl spfbl net

©@ dev.nuil.dk

© dialups.mail-abuse.org
@ dnsbl.abuse.ch

@ dnsbl.antispam.or.id
© dnsbl justspam.org
© dnsbl.sorbs.net

© dnsbl-1 uceprotect net

@ dnsbl-2 uceprotect. net
© dul.dnsbl.sorbs.net

@ hil.habeas.com

@ http.dnsbl.sorbs. net

@) ine hack ratterer ora

© all.s5h.net

© blspamcop.net

© blackholes.wirehub.net
© block.dnsbl.sorbs net

@ bogons.cymru.com

© cbl abuseat org

© dialup.blacklist jippg.org
() dialups.visi.com

() dnsbl.anticaptcha. net
@ dnsbl.dronebl.org

©) dnsbl kempt.net

© dnsbl.tornevall.org

) duinv.aupads.org

© dnsbl-3 uceprotect net
(@ escalations.dnsbl sorbs net
© black junkemailfilter.com

& intruders.docs.uu.se

5 N
'O' knrea eprvires net

Figure 9.18 — Identifying SIP server

The next thing will be to check what the application is that runs on
the local device and if it uses SIP. Make sure you know what it is. You
can do this by simply using Ctrl + Alt + Del and seeing the
applications and processes running on your PC. In the case of Linux,
you can do this by using ps -a.

In the TCP part of the window, we see the following protocols:
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A
Protocol b Percent Packets  Packets PercentBytes Bytes Bits/s  End Packets EndBytes End Bits/s ‘
~ Frame 100.0 50000 100.0 328907283  10M 0 0 0
v Ethernet 100.0 50000 21 700000 219k 0 0 0 ‘
[ T~ Tnternet Protocol Version 4 100.0 50000 30 1000000 314k 0 0 0
Data 01 26 01 3g480 12k 26 38480 12k
\CMP: Internet Control Message Protocol 0.2 112 0.1 44353 13k 28 1280 402
[~ Transmission Control Protocol 97.0 48520 92.7 30491286 9580k 6388 1202429 377k
Data 02 78 0.2 79754 25k T 47638 14k
v Distributed Computing Envirenment / Remete Procedure Call (DCE/RPC) 02 97 0.1 23184 7284 64 13412 4242
DCE/RPC Endpoint Mapper 00 14 0.0 1936 608 14 1936 608
DCOM OXID Resolver 00 3 0.0 124 38 3 124 38
-4 DRSUAPI 00 6 0.0 688 216 6 688 216
e % Local Security Authority 0.0 7 0.0 1024 321 7 1024 321
=2 Microsoft MNetwerk Logon 0.0 3 0.0 2064 648 3 2064 648
v Hypertext Transfer Protocol 0.8 381 04 119860 37k 370 63808 20k
eXtensible Markup Language 0.0 1 0.0 32 104 1 955 300
JavaScript Object Notation 0.0 3 0.0 54 16 3 54 16
Line-based text data 0.0 7 02 51693 16k 7 53038 16k
Kerberos 0.0 16 0.1 22533 7079 16 22533 7079
Lightweight Directory Access Protocol 03 127 05 154808 s 13 126361 3%
Line Printer Daemon Protocol 0.0 13 0.0 4303 1352 13 4303 1352
Malfermed Packet 0.0 1 0.0 0 0 1 0 0
v NetBIOS Session Service 813 40675 83.6 27484670 8633k 1 1 0
SMB (Server Message Block Protocol) 0.0 17 0.0 1996 627 17 1996 627
~ SMB2 (Server Message Block Protocol version 2) 813 40659 831 27320178 8584k 384 56105 17k
v Distributed Computing Environment / Remote Procedure Call (D... 80.5 40265 685 22521976 7076k 36288 20311448 6381k
Event Logger 80 3977 6.4 2115080 664k 3977 2115080 664k
Simple Mail Transfer Protocol 0.1 39 0.0 13215 4152 39 13215 4152
Tabular Data Stream 0.0 3 00 200 62 3 200 62
Transport Layer Security 15 759 25 828997 260k 725 629391 197k
TeP [ 5 User Datagram Protocol 27 1342 0.0 10736 3373 0 0 0
Mo dispiay e,
Close Copy ™ Helo

Figure 9.19 — TCP traffic
Here, you can see the following traffic types:

e Distributed Computing Environment/Remote
Procedure Call (DCE/RPC): An RPC is a method used in
many protocols when a local process call (a remote process, for
example) for sending data back performs a specific operation
and sends the result. It is used in many applications. To see the
sessions behind every line, simply right-click it, choose Apply
as Filter | Selected, and you will see it in the packet list. After
the end of this list, you will see an example of how to identify a
session.

e HTTP is, of course, for browsing a web server. To check what it
is, right-click it and continue, as in the previous bullet.

e Kerberos and LDAP are authentication protocols. Make sure
they are properly configured and used in your network.

e The Line Printer Daemon (LPD) protocol is a network-
printing protocol used for submitting print jobs to a remote
printer.

e NetBIOS/SMB over TCP is commonly used for file sharing,
copying, and other file operations.
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e Tabular Data Stream (TDS) is one of the protocols used in
databases.

e TLS, as we saw previously, is used for secure connectivity to a
remote server.

Now, let’s see how we focus on a specific session. Let’s say we want to
find the details of a local security authority that comes under
DCE/RPC under the TCP protocol. We see this in the following
example:

M Viireshark - Protocol Hierarchy Statistics - Example 3.pcapng - O X
Protocol a PercentPackets  Packets Percent Bytes Bytes Bits/s  EndPackets End Bytes *
~ Ethernet 1000 50000 21 700000 21% 0 0
~ Internet Protocol Version 4 100.0 50000 30 1000000 314k 0 0
Data 01 26 0.1 38480 12k 26 38480
Internet Control Message Protocol 0.2 12 0.1 44353 13k 28 1280
~ Transmission Control Protocol 970 48520 9.7 30491286 9580k 6388 1202429
Data 02 78 02 79754 25k Il 47638
~  Distributed Computing Environment / Remote Procedure Call (DCE/RPC) 0.2 97 0.1 23184 7284 64 15412
DCE/RPC Endpeint Mapper 0.0 14 0.0 1936 608 14 1936
DCOM OXID Resclver 00 3 0.0 124 38 3 124
DRSUAPI 00 6 0.0 688 216 6 688
Local Security Authority 00 7 0.0 1024 321 7 1024
Microsoft Network Log, Apply as Filter C 00 3 0.0 2064 648 3 2064
v Hypertext Transfer Protoco 08 381 0.4 119860 37k 370 63808
eXtensible Markup La Find ..and Selected 00 1 0.0 332 104 1 955
JavaScript Object Notati Colorize ..or Selected 0.0 3 0.0 54 16 3 54
Line-based text data .and not Selected 00 7 0.2 51693 16k 7 53038
Kerberos Copy as CV 0.0 16 0.1 22533 7079 16 22533
Lightweight Directory Access Protocc Copy as YAML - T GEE 03 127 0.5 154898 48k 113 126361
Line Printer Daemon Protocol R 00 13 0.0 4303 1352 13 4303
Malformed Packet 00 1 0.0 0 0 1 0
~  NetBIOS Session Service 813 40675 836 27484670 8633k 1 1
SME (Server Message Block Protecol) 0.0 17 0.0 1996 627 17 1996
v SMB2 (Server Message Block Protocol version 2) 813 40639 83.1 27320178 8584k 384 56105
v Distributed Computing Environment / Remote Procedure Call (DCE/RPC) 80.5 40265 68.5 22521976 7076k 36288 20311448
Event Logger 80 3977 6.4 2115080 664k 3977 2115080
Simple Mail Transfer Protocol 01 39 0.0 13215 4152 39 13215
Tabular Data Stream 0.0 3 0.0 200 62 3 200
Transport Layer Security 15 759 25 828997 260k 725 629391
User Datagram Protocol 27 1342 0.0 10736 3373 0 0 v
< >
Mo chsply fite
copy v | ke

Figure 9.20 — Digging into the details of a session
To get session information, follow these steps:

1. You open the Protocol Hierarchy window (1), right-click the
protocol you want to check, and choose Apply as Filter |
Selected. You will get the filtered data on the main packets
window (2), as illustrated in the following screenshot:
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Figure 9.21 — Follow session details

2. Choose one of the packets and right-click it. You will get the
TCP Stream window. On this window, you will be able to see
session details and whether they are good or suspicious, as
illustrated in the following screenshot:

Wireshark « Follow TCP Stream (tcp.stream eq 433) - Example 3.pcapn - a
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Figure 9.22 — Checking session details

Now, let’s focus on some examples of suspicious patterns.

Typical suspicious patterns
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Malware, Trojans, worms, and other types of nefarious activities can
be executed on endpoints—that is what standard endpoint security
software and systems protect against, but there are two major
problems with this.

The first problem is that when one of these gets to your end device, it
is fighting it at the gate—that is to say, you fight it when it has
already reached your devices. In most cases, you will win the war, but
if you do not, the enemy is in your home.

The second, more common problem is that not all devices can be
protected with standard endpoint security systems. You cannot
install anti-virus on an IoT sensor; some of the software that is used
is open source, which has no safety guarantee, and although the
network access control (NAC) system approves users when they
connect to the network, you can never be 100% sure that a private
phone or laptop is not infected.

For this reason, one of the new concepts in network security is to
monitor the network and check for risks before they infect end
devices, the aim being to identify suspicious traffic patterns and
block their source before damage is done. This is what we will do in
this section.

Suspicious traffic patterns can be of many types. They can be
scanning patterns in which you see that someone is scanning the
network, unknown addresses that appear in the network, unknown

TCP or UDP port numbers, unknown strings that appear in traffic,
and more. Let’s have a closer look at them.

Scanning patterns

Scanning patterns can be of several types. We will go from the
simplest ones to the smartest.

ARP and ICMP scans
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ARP and Internet Control Message Protocol (ICMP) scans are
the simplest scans and are reasonably easy to discover. We talked
about them in Chapter 6, Discovering Network-Based Attacks. In
these scans, you will see many ICMP packets without any reason for
them being there, or a large number of ARP packets sweeping the
network. Check the source of these packets and the reason for them

being sent.

TCP scans

TCP scans are sent to target open TCP ports on a target and, when
found, other tools will be used to use this vulnerability and break
into it. TCP scans have quite a simple form. Let’s have a closer look

at them in the following screenshot:
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-

Figure 9.23 —

What we see is that host 192.168.1.

TCP scan

101 sends TCP/SYN packets to

various ports on 192.168.1.101, and the last one blocks them with

TCP/SYN/RST.

HTTP scans

HTTP scans are usually HTTP ceT or pur commands that are sent
to an HTTP server to get information from the server or write
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information to it. In the following screenshot, you can see a typical
HTTP scan:

M Example 5 - HTTP Scan.pcapng - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2@ RE QewEg s =Eaaqarm
(W] 2opiy = display fiter .. <Ctrh-/= ~|+ &P Mulicast LACP uDP
Ne. Tirne Source Destination Protocol Length Info ~

235 @.299919 l1e.8.8.1 54.154.213.283 HTTP 257 GET /digg/readme.html HTTP/1.1

236 8.358175 1e.8.8.1 54.154.213.283 HTTP 257 GET /news/readme.html HTTP/1.1

237 8.386891 1e.8.8.1 54.154.213.283 HTTP 241 GET / HTTP/1.1

238 8.352244 1e.8.8.1 54.154.213.283 HTTP 247 GET /forum/ HTTP/1.1

239 8.382989 le.e.e.1 54.154.213.283 HTTP 246 GET /site/ HTTP/1.1

2418 8.365736 le.e.e.1 54.154.213.283 HTTP 249 GET /website/ HTTP/1.1

241 8.388782 le.e.e.1 54.154.213.283 HTTP 247 GET /store/ HTTP/1.1

242 8.351443 le.e.e.1 54.154.213.283 HTTP 258 GET /webstore/ HTTP/1.1

243 8.3208988 16.8.8.1 54.154.213.283 HTTP 247 GET /comic/ HTTP/1.1

244 @.349963 16.8.8.1 54.154.213.283 HTTP 246 GET /wiki/ HTTP/1.1

245 @.381135 16.8.8.1 54.154.213.283 HTTP 251 GET /mediawiki/ HTTP/1.1

246 8.3208582 16.8.8.1 54.154.213.283 HTTP 251 GET /Mediawiki/ HTTP/1.1

247 @.258356 l18.0.8.1 54.154.213.283 HTTP 251 GET /MediaWiki/ HTTP/1.1

2438 8.308082 l18.0.8.1 54.154.213.283 HTTP 251 GET /wordpress/ HTTP/1.1 “
< >

Figure 9.24 — HTTP scan

We see that 10.0.0.1 is trying to get content from 54.154.213.203
without success. If this were a real HTTP ceT request from a real
client and server, we would have seen requests and responses, not an
HTTP ceT request to random pages.

Another HTTP scan can be seen in the following screenshot. What
attracts my attention here is the number of SYN packets that are sent
to various destination IP addresses on TCP port soso (web proxy)
without getting a response:
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Am @ RE Q&eEmsEF & _=EQqqr

(M ]=e [x] v| + GIP Mulicsst LacP UDP

No. Time Sou Protocol  Length Info A
SYN and two ¢

60977 1.820748 1 [ 5e461 - 8es0 [SYN] Seq=8 Win=8192 Len=8 MS5=1460 WS-

[

retransmissions |34

60982 1.087535 10.0.2.182 64.207.134.54 58462 + 8888 [SYN] Seq=8 Win=8192 Len=8 M55=146@ WS=

=
60985 1.016305 10.08.2.182 103.245.153.78 58463 + 8888 [SYN] Seq=8 Win=8192 Len=8 MS5=1460 WS-

60988 1.006850 10.8.2.182 202.44.54.4 TCP 66 o 508464 - BOBO [SYN] Seg=8 Win=8192 Len=8 M55=1468 WS=
o
o
60991 1.017368 10.0.2.102 178.23.244.51 TCP 66 50465 » 8080 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=
60994 1.017299 18.8.2.102 103.228.200.37 TCP 66 58466 + 8888 [SYN] Seq=8 Win=8192 Len=8 M55=1468 WS=
A4
< >

Figure 9.25 — HTTP scan

When filtering several streams (right-clicking a packet and choosing
Follow TCP Stream), I saw this:

A
A = ® RNE QeaEmZEF S - = Q @ & F
[ W Jtcpstream eq 22710 BAED -]+ GTP Mulcat LACP UDP
No. Time Source Destination Protocol Length Info
78959 ©0.000000 10.0.2.102 112.124.3.15 TCP 66 55498 -+ 8080 [SYN] Seq=8 Win=8192 Len=8 MSS=1460 WS=4 SACK
78960 ©0.409036 112.124.3.15 10.0.2.102 TCP 58 8080 -+ 55490 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=14
78961 0©.000170 10.0.2.102 112.124.3.15 Tcp 54 55490 » 8080 [ACK] Seg=1 Ack=1 Win=64240 Len=0
++ 78962 0.000186 18.0.2.102 112.124.3.15 HTTP 475 | POST /83736aa6j896732973/IHTTP/l.1
78963 ©.000158 112.124.3.15 10.0.2.162 TCP 54 8080 - 55490 [ACK] Seq=1 Ack=422 Win=65535 Len=0
-« 78964 2.777028 112.124.3.15 10.0.2.162 HTTP 372 HTTP/1.1 200 OK (text/html)
78965 0.198529 10.0.2.102 112.124.3.15 TCP 54 55498 - 8080 [ACK] Seq=422 Ack=319 Win=63922 Len=0
78966 14.824248 112.124.3.15 10.0.2.182 TCP 54 8080 - 554908 [FIN, ACK] Seq=319 Ack=422 Win=65535 Len=0
78967 ©.e00172 10.0.2.182 112.124.3.15 TCP 54 55490 - 808@ [ACK] Seq=422 Ack=320 Win=63922 Len=0
78969 885.008600 10.0.2.102 112.124.3.15 TCP 54 55499 - 8080 [FIN, ACK] Seq=422 Ack=320 Win=63922 Len=0

78970 9.000133 112.124.3.15 10.90.2.102 8080 - 55490 [RST] Seq=320 Win=0 Len=0

Figure 9.26 — Botnet

What is interesting is that the rost requests were sent with the same
/83736aa6/806782973 string to all the destinations that TCP tried,
and in some cases succeeded, to open a connection with.

So, I googled this string, and it was not a surprise to see this page:

264



mcfp.felk.cvut.cz » publicDatasets » CTU-Malware-Captu...

Index of /publicDatasets/CTU-Malware-Capture-Botnet-114-2 @

POST /83736aa6/806782973.php HTTP/1.1 Accept: / User-Agent: Mozilla/5.0 (compatible; MSIE
9.0; Windows NT 7.1; Trident/5.0) Host: 202.44.54.4:8080 ...

Figure 9.27 — Botnet

It looks as though someone found it before me. It is a botnet—a
shortcut to a robot network, a network of computers infected
by malware that is under the control of a single attacking party.

Brute-force attacks

We saw in the Attacks on the management plane and how to defend
against them section of Chapter 7, Protecting Against Device-Based
Attacks that these brute-force attacks are guessing attacks, trying to
break into computing or networking devices. For this reason, it is
possible to see these packets when they come from the network. Let’s
see some examples. The one shown here is a brute-force attack
targeting a DNS server, trying to get IP addresses of organization
servers:

M Example 7 - Brute force on DNS.pcapng = m] X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmZ6 RO QeawsEFE _ |5 Qaqai /_!Corpserverl
N [ans / -]+ TP Mubicsst LACP uUDP

Neo. Time Source Destination Protecal Length Info J "
! 6730 ©0.000053 10.8.8.1 10.0.0.138  DNS 76  Standard query BXBGBIACDpr{:o LI STEIE

E 6731 ©.e00053 10.0.0.1 10.09.9.138 DNS 77 Standard query ©x@@01 A whoigsCorrm.co.il
6732 0.002576 10.0.8.138 10.8.8.1 DNS 75 Standard query @x@801 A www.corrm.co.il
6733 ©.008465 10.0.0.138 10.0.0.1 DNS 77 Standard query @x@001 A whois.corrm.co.il
6734 @.828768 10.0.8.138 1@.8.8.1 DNS 117 Standard query response 8x@801 No such name A mx@.corrm.co.il SOA corm
6735 ©.076808 10.0.0.1 16.0.08.138 DNS 75 Standard query ©x@001 AAAA mx@.corrm.co.il
6736 @.018593 10.0.0.138 1@.e.e.1 DNS 117 Standard query response @x80@1 No such name AAAA mx@.corrm.co.il SOA
6737 0.131260 10.9.0.1 19.2.8.138 DNS 75 Standard query ©x€001 A mxl.corrm.co.il —
6738 0.023729 10.0.0.138 16.0.0.1 DNS 117 Standard query response Bx8001 No such name A mxl.corrm.co.il SOA corr
6739 0.126386 10.0.0.1 10.0.0.138 DNS 75 Standard query ©x@801 AAAA mxl.corrm.co.il
6740 9.0917764 10.0.09.138 10.0.09.1 DNS 117 Standard query response 8x8001 No such name AAAA #hx1. Query/response
6741 ©0.133378 10.0.8.1 10.0.0.138 DNS 77 Standard query ©x@801 A mysgl.corrm.co.il for;gjserver
6742 9.025892 10.0.0.138 10.0.08.1 DNS 119 Standard query response 8x8801 No such name ysql.d]
6743 9.124122 10.8.8.1 10.0.8.138 DNS 77 Standard query 8x8081 AAAA mysql.corrm.co.j
6744 9.918102 10.9.0.138 10.0.8.1 DNS 119 Standard query response @x80@1 No such nafle mysql.corrm.co.il SOA

6745 0.131868 10.8.8.1 10.8.08.138 DNS 75 Standard query @x@001 A sql.corrm.co.il
6746 ©0.023527 10.9.9.138 10.8.0.1 DNS 117 Standard query response @x0001 No such na
6747 0.139585 10.0.0.1 10.0.0.138 DNS 75  Standard query @x0001 AAAA sql.corrm.co.il

Figure 9.28 — Brute-force scanning

A sql.corrm.co.il SOA corri
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Here, we see how the attacker tries to discover servers in
corrm.co.il (not areal name, so you will not get any ideas on attack
destinations). The attacker tries to see if someone responds to
www.corrm.co.il,t0 sql.corrm.co.il, and so on. If someone
responds, the attacker can move forward with the attacks. What can
the attacker do with this information? We will see this in the next
chapters when we talk about protocols in detail.

Email issues

In email traffic, you can usually see emails that you do not expect to
receive. When you look at the next example here, you can see this:

M Example & - POP example.pcapng - o ® |
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am ® = Qe EF S _‘ - M Wireshark - Follow TCP Stream (tep.stream eq 0) - Example 8 - POP example... — o x
| W | tep-stream 2q 0 [<] =]+ G Mukcast Lad
Ne. Time Seuree Destinatisn ~ Preteecs] Length  Info RETR 2201 2
(3384 o oopap1  1ar G & an 1@ ang POP 1506 S: DATA fragment, 1452 bytes +OK 11786 octets
22‘?_»1 MorkfUnmad Packet CirieM POP 1506 S: DATA fragment, 1452 bytes
(EMIN B igocte Al nigrces Eacet (Ei POP 1586 S: DATA fragment, 1452 bytes
Ceoe | ERAIEHITHRRETEAET POP 268 S: DATA fragment, 214 bytes by mxnl. netvslon et
2208 Time Shift... CubiShifs T } o TP 54 7689 - 118 [ACK] Seq=1365 Ack-22| | (Oracke Communications Messaging Server 8.0.2.1.20180104 64bit (buit Jan 4
ol o Gt CuitiusCl PP 65  C: RETR 2077 2018)) with ESMTP id <0PZLO075KBEVHX40@mixin16.netvision.net.i> for
2210 Edit Resolved Name POP 1442 S: +0K 1368 octets yoram@ndi.co.i; Fri, 18 Oct 2019 23:42:36 20300 (DT}
2211 Applys , b4 P 54 7689 -+ 11@ [ACK] Seq-1376 Ack-22| |Received: from [154.171.203.120] by}
2212 Prepare as Fiker \ b.40 POP 65  C: RETR 2076 18 Oct 2019 20:41:46 +0100 . )
213 e o . POP 1483 S: +0K 1409 octets Received: from [17.50.191.113] bywth ASMTP; Fri,
2214 Colorize Comversation v 348 TCP 54 7689 - 118 [ACK] Seq=1387 Ack=22| | 18 Oct 2019 20:36:02 +0100
2215 scP v §.40 POP 65 C: RETR 2075 Received: from smtp.donechx.com [73.2.66.37] by relay-x.misswidrs.com with
2216 Follow [ Tswem  Cularosiet H SMTP; Fri, 13 Oct2019 20 32 40 +0100
< TOP Strear T A= Shift= - - I_’ Date: Fri,
Copy ' S asbe A\ ~ - From:
Frame ool Preferences ' HTRSwem  CuteAkeshien |10 B3ts) on interface unkng | gy e FIRITAT aTE WE GO 10 0O
Ethert Dacodb AL HTTP/2 Stream r_70:2a:8d (34:f3:9a:70:2a; To: Noemi <info@ndi.co.l>
INTert  show Packet in New Window QUIC Strear Message-id: {BBA94D94.F07BDB5C@telmexchie.cll
MIME-version: T.0
Content-type: text/html; charset=i50-8859-1
Content-transfer-encoding: basesd
X-Accept-Language: en-us
User-Agent: AOL 7.0 for Windows US sub 118
Original-recipient: rfc822;info@ndi.co.i v

183 chect phts, 2462 server phts, 365 turrs.

Entire conversation (3447kB) hd Show data as | ASCIT bl Stream |0 :

Find: ‘ | [ Find e |
Fiter Out This Stream PBrint Save s Back Close Help

Figure 9.29 — Emails from unknown sources

You can see here emails received from addresses in .c1 (Chile),
which this user does not expect any emails from. Also, there are
hundreds of emails (from which you see in Figure 9.29 only a
sample, of course) arriving from unknown names and addresses.

When you look at the traffic on this POP connection, you also see
that something does not make sense. In the input/output (I/0)
graph shown in the following screenshot, you see a connection that
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lasts for 80 seconds, with hundreds of packets spread over this time.
Usually, you will see emails sent or received from a single user in a
significantly shorter time:

M Wireshark - 1/0 Graphs - Example & - POP example.peapng - O X

Wireshark IO Graphs: Example 8 - POP example.pcapng

300 -

80
Seconds

|

Enabled Graph Mame Display Filter Color Style ¥ Axis ¥ Field SMA Period &
Filtered packets tcp.stream eq 0 . Line Packets Mone

+ =] |m||EB Mouse ® drags () zooms |1mewa| 1sec Vv I [ Time of day [ tog scale Resst

o Erro Erroim Help
Figure 9.30 — Email (POP) traffic

200 -
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100 -

of 1 1 L
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Click b0 swlect packet 7791 (5% = 55

To summarize this section, this is the meaning of a baseline. If this
user is usually downloading emails for a few seconds, there is no
reason for traffic to last for 80 seconds on the same connection. If we
are used to seeing mail connections last for a few seconds, a
connection that lasts 8 seconds does not make sense.

Summary

In this chapter, we talked about discovering suspicious traffic
patterns in a network. The most important insight from this chapter
should be know your networks’ and applications’ behavior, and you
will recognize any abnormal activity.

In this chapter, we learned about the tools that you can use to create
a baseline, how to establish a baseline and understand the traffic that
runs in a network, and suspicious/ abnormal activities that we
should be aware of.
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In the next chapter, we will start to get into more detail on protocols
for detecting device-based attacks, looking at ARP, IP, and
TCP/UDP.

Questions

1. NetFlow/IPFIX are protocols that are used for:
A. Continuous monitoring of packets/bytes/gits per second
B. Packet analysis and deep packet inspection (DPI)
C. IP (Layer 3) and TCP/UDP (Layer 4) statistics
D. All of the above
2. In the Example 1.pcap capture file, you will see STUN packets.
What are they used for in this example?
A. Malware discovered in the end device (user laptop)
B. A connection to Cisco Webex servers
C. A connection to a streaming server that is used for video
transmission
D. A video conference application
3. Network traffic baseline includes:
A. Any information on users and what they send or receive
from networks
B. IP addresses and TCP/UDP port numbers
C. IP addresses and TCP/UDP port numbers and
conversations
D. Application types and TCP/IP information
4. A scanning pattern will have the following identifiers (IDs):
A. A single station that sends packets to the entire network
B. Many stations that send packets to a single station
C. Short inter-packet intervals—in some cases, fixed-size
packets
D. All of the above—depends on scanning type
5. Identifying a scanning pattern, your steps should be:
A. Immediately disconnect all sources related to the scan
B. Identify the scanning sources, make sure they are a
problem, and if so, disconnect them
C. Immediately lower port priority on the port connected to
the scanning source
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D. Identify the scanning source, disconnect it, and dig into the
details to resolve the problem

Answers

1. (¢)
2. (b)
3. (a)
4. (d)
5. (d)
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