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SIEM vs EDR
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The fight for a holistic and 
combined approach



#whoami 2

SOC / Detection lead / 
Senior Security Analyst

► ex Network & System administrator

► Threat bounty developer at 

► Guest contributor at 

► Frequent speaker at

► Author of several projects:
► SIGMA-detection-rules (>320 rules)

► EVTX-to-MITRE-Attack (>270 samples)

► Microsoft-eventlog-mindmaps



3EDR at a glance

OS

3rd party 
detection 

tools

EDR 
agent

SIEM 
agent

Event 
logs

• Automated response
• Behavior analytics
• Threat Intelligence

Detection & 
Protection

• Files, registry, artifacts
• Triage / dumpAcquisition

• Hunting
• Forensic
• Containment

Investigation

Protect OS 
integrity



EDR: first prey ?
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Focus on evasion operations
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Avoiding 
the EDR  

  

EDR evasion operations



Hiding in 
hypervisors
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Source: Weaponising VMs to bypass EDR – Akira ransomware - 
CyberCX  - September 2023

2023-09: Johnson Controls 
International had a ransomware 
attack that targeted ESXi servers

2023-02: Akira ransomware 
groups targeted Windows 
Hyper-V servers

2022: Alpha Spidere used Cobalt 
strike variants on ESXi servers 

2022: Scattered Spider used proxy 
tool RSOCX for persistence on 
ESXi servers 



Hiding in 
network devices
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2023-09: BlackTech hacking gang 
infiltrated Cisco devices (with 
firmware replacement and SSH 
backdoor)

2023-07: UNC3886 targeted  
and VMware devices to 

remain undetected 

2022-10: UNC4841 exploited  a 0-day 
(CVE-2023-2868) in Barracuda Email 
Security Gateway to establish a 
reverse shell 
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Avoiding 
the EDR

EDR 
tampering

  

EDR evasion operations



EDR tampering
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BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation

•appid.sys: native driver for AppLocker exploited (Avast). 
Reported in July 2023 to Microsoft

2024
Lazarus group

•Martini.sys / viragt64.sys (part of VirIT Agent System developed by 
TG Soft) (TrendMicro)

2024
Kasseika ransomware

•Sunlogin remote control utility (from Oray company) - 
CNVD-2022-10270 / CNVD-2022-03672 (ASEC)

2022
Sunlogin driver

•AMD's Ryzen master driver v17 (GitHub)
•CPU overclocking control

2022
AMD driver

•Intel Ethernet diagnostic drivers iqvw64.sys - CVE-2015-2291 
(Crowdstricke)

2022
Scattered Spider

•Signed with a legitimate WHCP certificate (Sophos)2022 
BurntCigar malware

•Dell DBUtil drivers - CVE-2021-21551 (ESET)2021
Lazarus group

•Avast driver aswArPot.sys (AON)2021
Cuba ransomware

•Micro-Star’s MSI AfterBurner
•Graphics card overclocking utility RTCore[32/64].sys (Sophos) 

2019
BlackByte ransomware

Bring Your Own [Vulnerable] Driver

T1068-Priv. escalation



EDR tampering
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Bring Your Own [Vulnerable] Driver

T1068-Priv. escalation

Provided with an 
API feed 

(JSON & CSV)

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation



EDR tampering
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Event Tracing for Windows (ETW)

 T1562.006: Impair Defenses: Indicator Blocking 

Origins

•Introduced in Windows XP
•Built-in logging mechanism
•Allow to observe and 

troubleshoot system

Today

Windows 11 can 
produces more than 
50K events with 1000 

different providers

ETW abuses
• Blind security applications and 

ETW telemetry
• Used as a sniffer without kernel 

drivers or callback
• Can help to detect some 

sandbox detonations

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation



EDR tampering
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Source: Design issues of modern EDRs: bypassing ETW-based solutions – Binarly.io - 
November 2021

ETW vulnerabilities evolution

 T1562.006: Impair Defenses: Indicator Blocking 

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation



EDR tampering
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ETW malware examples

 T1562.006: Impair Defenses: Indicator Blocking 

Source: Attacks on ETW Blind EDR Sensors – Blackhat Nov. 2021

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation



EDR tampering
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ETW attack surface

 T1562.006: Impair Defenses: Indicator Blocking 

Source: Attacks on ETW Blind EDR Sensors – Blackhat Nov. 2021

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation



EDR tampering
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Source: Detecting Windows AMSI bypass techniques  
TrendMicro - December 2022

Antimalware Scan Interface (AMSI) 
bypass evasion techniques evolution

T1562.001: Impair Defenses: Disable or Modify Tools 

Source: AMSI bypass new way 
 2023

AmsiBypass-Op
enSession

bypass AMSI 
by setting JE 
instruction to 

JNE in 
assembly of 
amsi.dll file

2023

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation



EDR tampering
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DLL side loading

T1574: Hijack Execution Flow 

DLL Hijacking manipulates a trusted application into executing an unauthorized DLL.

Source: Detect DLL Hijacking techniques from 
HijackLibs with Splunk – DetectFYI – Oct. 2023

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation



EDR tampering
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Blinding EDR sensors

T1055: process injection
T1574.13:  Hijack Execution Flow: KernelCallbackTable 
 T1562.006: Impair Defenses: Indicator Blocking 

Event Trace (ETW) patch

Removing the DLL hooks

Removing kernel callbacks

Block EDR outbound traffic (EDR 
silencer)

Set MaxConnections to 0 for interna l 
communication between process and 
driver

BYOVD Vulnerable drivers

Forged timestamps

ETW bypass

AMSI bypass

DLL side loading

Blinding 
sensors

Blocking communications

DLL unhooking

Kernal callbacks

File/driver deletion

Process injection

Direct Kernel Object 
Manipulation
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Avoiding 
the EDR

EDR 
tampering

Blending 
into the 

environment
 

EDR evasion operations



EDR blending
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Living of the land binaries (LOLBINS)

T1218: System Binary Proxy Execution
T1127: Trusted dev Utilities Proxy exec.

Source: Volt 
Typhoon - Microsoft 
May 2023

Source: 8 LOLBINS every threat hunter should know – CrowdStrike – March 2023

LOLBINS

WSL (Subystem 
for Linux)

Remote services 
or software



EDR blending
20

Living of the land binaries (LOLBINS)

T1218: System Binary Proxy Execution
T1127: Trusted dev Utilities Proxy exec.

LOLBINS

WSL (Subystem 
for Linux)

Remote services 
or software



Living off 
the living off 
the land

21



EDR blending
22

Windows Subsystem for Linux (WSL)

T1564.006 - Hide Artifacts: Run Virtual 
Instance 

Proxying Execution

Import of custom 
distribution with crafted 
arsenal

Hijack Execution Flow 
by Redirecting to Linux 
Utilities (Doskey.exe)

Usage of PowerShell on 
Linux for obfuscation

•Access Windows file system
•Call Window binary from Linux 
•Call Linux commands from 

Windows as an argument

Source: Attack Tactics, Techniques & Procedures using Windows Subsystem for Linux
Qualys – December 2022 

LOLBINS

WSL (Subystem 
for Linux)

Remote services 
or software



EDR blending
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Windows Subsystem for Linux (WSL)

T1564.006 - Hide Artifacts: Run Virtual 
Instance 

The Defender for Endpoint for WSL2 plug-in enables Defender 
for Endpoint to provide more visibility into all running WSL 
containers, by plugging into the isolated subsystem.
December 2023

WSL commands re-transcription in process execution events logs

LOLBINS

WSL (Subystem 
for Linux)

Remote services 
or software



EDR blending
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Remote services / Remote software

T1021: Remote services (RDP, SSH, …)
T1219: Remote access software (RMM) 

Source: Analysis on legit tools abused in human operated ransomware – Trend 
Micro – 2023

LOLBINS

WSL (System for 
Linux)

Remote services 
or software
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Source: Living-Off-the-Blindspot - Operating into EDRs’ blindspot 
September 2022

Avoiding 
the EDR

EDR 
tampering

Blending 
into the 

environment
Operating in 
blind spots

Attacker’s pyramid of pain - Mapping risk levels to EDR evasion category

EDR evasion operations



EDR 26

Dumping LSASS with Palo Alto Cortex XDR 
“cydump.exe” tool (patched in July 2021)

Source: Randsec – July 2022 Source: “Rorschach: a new sophisticated ransomware“ - 
Checkpoint – April 2023

DLL sideloading with Palo Alto Cortex XDR “cy.exe” tool



► “Uses a CoSetProxyBlanket to call the dump function in 
SentinelAgent.exe to dump a PID to disk. Requires local admin.”

27EDR

Source: Adam Svoboda – Nov. 2023



EDR 28

OKTA breach: LAPSUS downloaded “Process Hacker” and 
terminated the FireEye HX service agent.

(was tamper protection on ?)

Source: @BillDemirkapi - January 2022 Source: A closer look at rust based malware - 
February 2023

Offensive Rust – More and more ransomware groups 
abused it since 2022 

(cross platform, LLVM base, bypass static analysis…)

cross platform, LLVM base, bypass statis 



EDR configuration extraction 29

Uninstall 
Password Hash 

& Salt
Excluded Signer 

Names
DLL Security 
Exclusions & 

Settings

Office Files 
Security 

Exclusions & 
Settings

Credential 
Gathering 

Module 
Exclusions

Webshell 
Protection 

Module 
Exclusions

Child process 
Execution chain 

Exclusions

Behavorial 
Threat Module 

Exclusions

Local Malware 
Scan Module 

Exclusions

Memory 
Protection 

Module Status
Global Hash 

Exclusions

Ransomware 
Protection 

Module Modus 
& Settings

T1518.001 -  Software Discovery: Security 
Software Discovery 



EDR offensive / defensive tools 30

Terminator
•Relay on Zemana Anti-Malware driver (GitHub)
•Used by Akira group

EDR Snowblat (Sandblast fork)
•Drivers & EDR process communication deactivation (GitHub)

EDR silencer
• (source) vs EDR noise maker (source)

Chimera
•DLL sideloading (GitHub) with encrypted shellcode

CrimsonEDR
•identify specific malware patterns and leverage diverse 

detection methods (unhook, ETW patch, AMSI patch…)



Who is monitoring the EDR ?

31

EDR
ATTACKER

SIEM



Identify EDR weak points 32

►Source: EDR telemetry (Github project) - Tsale

Process 
monitoring

EDR may be tampered or disabled

Not all devices can be enrolled

Ensure a constant coverage over time

Air gapped devices without internet 
access 

EDR may have shorter retention time

EDR may implemented filters, or collect 
partial data

►Source: 4688-Sysmon (Github project) – reprise99



SIEM at the rescue

33



34SIEM at a glance

OS

3rd party 
detection 

tools

EDR 
agent

SIEM 
agent

Event 
logs

• Anomaly detection
• Behavior analytics (UEBA)
• Real time monitoring

Detection

• Via external sources / SOAR / 
LDAP & DNS protocols

• Threat intelligenceEnrichment

• Between different log sources
• Between different entities 

and/or notablesCorrelation

Read and forward 
logs



SIEM implementation challenges 35

Expectation Reality

Audit policy activation struggling

Detection gaps

Volumetry & license out of control

Poor detection 
quality

Native OOB detection capacities

Easy implementation

Full system coverage



36Log collection toolkit (Windows)

Source: Microsoft eventlog mindmap
https://github.com/mdecrevoisier/Microsoft-eventlog-mindmap

Source: Microsoft auditing baseline 
https://github.com/mdecrevoisier/Windows-auditing-baseline

Covers more than 70 different event logs with event ID description 
and MITRE ATTA&CK mapping: Exchange, MS SQL, Bitlocker, DNS 

Server, IIS, RDP, WinRM, WMI, ADFS, Winsock, Office …

Source: Splunk Windows baseline 
https://github.com/mdecrevoisier/Splunk-input-windows-baseline

Preconfigured 
group policy 

objects

Enable 
auditing

Increase 
log size

Enable 
disabled 

event logs

Source: SIGMA detection rules 
https://github.com/mdecrevoisier/SIGMA-detection-rules



37Struggling with log volume/EPS?

Apply noise reduction

Use SYSMON

Use different collecting 
baselines « full / light »
• Enable the « triggering vs attesting 

approach »

• Enable new type of detections
• Extend log collection perimeter (if restricted)
• Increase detection for offensive action against EDR



Collecting baseline strategy

Full collecting baseline
► Process execution

► Powershell (modern)

► Login (success and failures)

► Kerberos (success and failure)

► + light baseline 
(aka « triggering VS attesting events)

Light collecting baseline
► RDP activity + denied access

► Failed logins, success login 
(interactive, RDP, Pass the hash)

► Service & task creation

► Local user & groups

► SSH/WinRM authentication

► Server roles: SQL Server, ADFS, 
ADCS/PKI, NPS, Exchange, IIS

► Misc: drivers, Bitlocker, Printer, Firewall 
configuration, BITS, WMI, Defender (threats), 
VHD/ISO, audit policy change, event log, 
password reset/lockout, AppLocker …

► Process exec with focus on LOLBINS

38

DC: ~1-2GB 
Server: ~300-700MB

(per day)

Server: <5MB
 (per day)

Server: ~20-50MB
 (per day)



39

Triggering

Good security context 
and documentation

Provides a larger scope 
of TTP coverage

Risk of detection failure 
due to improper 

detection, auditing or 
obfuscation

Do not confirm 
triggering actions at 

100%

Auditing configuration 
required

Attesting 

Poor structure and lack 
of documentation

Some event log are 
disabled per default

Attest with high 
probability results from 

triggering actions

Nearly no auditing 
configuration required

Lighter detection 
queries (hardware)

Triggering vs attesting events

Event log: Security.evtx

Event log: DNS Server.evtx 

T1574.002: Hijack Execution Flow: DLL Side-Loading 



Increasing visibility with hidden treasures 40

T1574.002 - Hijack Execution Flow: 
DLL Side-Loading PrintNightmare vulnerability ID 321|354|808 (Printer)

T1505.002 - Server Software 
Component: Transport Agent New transport agent deployed ID 1|6 (Exchange Mgmt)

T1048 - Exfiltration Over Alternative 
Protocol BITS client activity ID 59-60 (BITS client)

T1574.002 - Hijack Execution Flow: 
DLL Side-Loading DNS DLL server plugin load ID 150|770 (DNS Server)

T1505.004 - Server Software 
Component: IIS Components New IIS module loaded ID 29 (IIS Operational)

T1562.004 - Impair Defenses: 
Disable or Modify System Firewall New "any/any" firewall rule ID 2004|2005 (Advanced Firewall)

T1543.003 -  Create or Modify 
System Process: Windows Service New service installed ID 4697 (Security) / 7045 (System)



41Increasing visibility for EDR tampering



Detection validation
ASSESSING YOUR DEFENSES

42
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Control 
validation 
resource 
ecosystem

Source: Control Compass – May 2022



EDR assessment tools 44

EDR-test
• A good alternative 

to Atomic  Red 
Team not using 
PowerShell

Pyramid
• Perform offensive 

tasks by leveraging 
Python evasion 
techniques 

Atomic Red 
team 

(Red Canary)
Attack range 

(Splunk)

APT Simulator 
(Nextron)

Caldera 
(MITRE)

Threatest 
(Datadog)



Holistic and 
combined 
approach
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OS

Advanced 
detection 

tools

EDR

SIEM 
agent

Native 
logs

Audit for EDR 
tampering

Check log 
agent status

Read and forward 
logs

Audit for 
tampering

EDR alert 
(not via your log agent)
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“Exploits large language model to 
synthesize polymorphic keylogger 
functionality on-the-fly, dynamically 
modifying the benign code at 
runtime - all without any 
command-and-control 
infrastructure.”

BlackMamba: a polymorphic threat 

Source: Blackmamba, using AI to generic polymorphic malware - HYAS - Mars 2023



BlackMamba: a polymorphic threat 47

C2 removal
• intelligent automation and 

attacker-bound data through a 
benign communication channel

Leverage AI code
• synthesize new malware variants, by 

changing the code and evade 
detection algorithms.

Query OpenAI
return 

synthesized, 
malicious code

executes the 
dynamically 

generated code 
Keylogger

Exfiltration via 
Teams

Source: Blackmamba, using AI to generic polymorphic malware - HYAS - Mars 2023



Thank you!

48


