Top 30
Cybersecurity

Search Engines

A resourceful guide for
cybersecurity enthusiasts
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H DEHASHED

= Home / Main

Search

Pricing

TAKE YOUR SECURITY TO THE
NEXT LEVEL.

Data Wells

Blog

Support

S DEHASHED

® WHOIS > COMPROMISED ASSETS

@ © 8 0 v O

@ Monitoring >

Click Here to View Our Updated Search Dperators and Learn How to Utilize Regex, and the True Power of DeHashed -

Access a comprehensive database of leaked
D e h as h e d credentials to check for compromised accounts.




!CurItYTralls Security API Pricing Resources v Login Sign Up Free
orded Future

Dive into our data, search now!

We offer robust APIs & data services for Security Teams worldwide.

Enter a Domain, Keyword or Hostname m

=

e Offers extensive DNS data and domain
intelligence for cybersecurity analysis.

SecurityTrails



For educational purposes only. Misuse of Google Dorking can be viewed as hacking in some countries.

» ¢ DorkSearch.com
" faster Google Dorking

Search

AL: Let me create your Dork gueries

* Facilitates rapid Google dorking to uncover

DO rksea rCh specific information using advanced search

operators.



Verified Has App

L}
Show| 15  w Search:
Date oA Title Type Platform AUthor
® S0Planning 1.52.01 (Simple Online Planning Tool) - Remote Code Execution (RCE) )
2024-1115 b d * . WebApps PHP cybersploit
(Authenticated)
2024-10-01 hd ¥ reNgine 2.2.0 - Command Injection (Authenticated) WebApps Multiple Caner Tercan
K<
-
2024-10-01 * > openSIS 9.1 - 5QLi (Authenticated) WebApps PHP Devrim Diragumandan
f ) . Ahmed Said Saud Al-
[ L] 2024-10-01 hd *  dizqueTV 1.5.3 - Remote Code Execution (RCE) WebApps J5SP Busaidi
o 2024-08-28 hd X NoteMark < 0.13.0 - Stored XSS WebApps Multiple Alessio Romano (sfoffo)
) ) Catalin lovita,
2024-08-28 * ¥ Gitea 1.22.0 - Stored XSS WebApps Multiple

2 Invesalius3 - Remote Code Execution

. * Avast archive of exploits and vulnerabilities for
EXp I O It D B various platforms and applications.



HOT| Popular Searches Collapse w

[1 app="Starlink" 6 | title="VolP CPE"

title="Twonky Server”

app="Openfire” ——

Search engine for cyberspace, allowing users to

gather information about internet-connected
devices and websites.




Dashboard

@ Industry Events

Conference and CFP data is pulled from CFPTime.

BSides Kerala - CFP due

B Kochi, India

Pulsedive

Display mode: Analyst SOC

B 2025-02-08 00:00:00

1 month from now

«4 2024-12-3100:00:00

20 hours from now

Provides threat intelligence by allowing
searches for indicators of compromise and
malicious activities.




\cause whnte IS bormg

Enables searching of publicly accessible
Amazon S3 buckets to identify exposed data.

GrayHatWarfare



D) POLYSWARM Company  Partners  PolySwarmNCT  Blog  Pricing  Contact SI¢

The Freshest Malware Intelligence,
Powered by the Swarm

Tap into PolySwarm’s next-generation malware intelligence marketplace
and get better, fresher insight faster. Cut through extraneous data and
noise to detect, analyze, and respond to critical threats before they make
an impact.

With PolySwarm, you get:

+ Early detection of threats

+ Unique samples

* A platform to scan files and URLs for threats

PO |ySWa rm using a decentralized network of security

experts.



@) Query Description

e Search engine for various threat intelligence,
providing insights into internet assets and
vulnerabilities.




e Search publicly indexed information to identify
data leaks and unsecured databases.




dns recon & research, find & lookup dns records

Enter a Domain to Test

Start Testl

e Quickly search for DNS records to gather
information about domain infrastructure.

DNSDumpster




2t a Free 14-Days Trial Of the FullHunt Enterprise Platform

ttack Surface e

e Redefine Attack Surface Management

ou don't know all your internet-facing assets, and which ones are vulnerable, FullHunt
1ere for you. FullHunt identifies and secures your External Attack Surface.

o
et Started ] e

r attack surface

e Offers attack surface discovery and monitoring
to identify potential vulnerabilities.

FullHunt




We've found 56M + results

Pulses ( 324K Users ( 300K Groups (1K Indicators ( 55M Malware Families ( 28K Industries ( 19
) ) ) ) ) )

Show: All v Sort: Recently Modified w

SSH Brute-Force Honeypot Live

[CREATED | 3 YEARS AGO | 39 SECONDS AGO by prOviehh | Public| TLP: | White
IPvd: 56879 R

every host is banned for 3 hours and receives an abuse report from me every 96 hours if it continues

Bruteforce, Brute-Force, SSH, Honeypot

Ka's Honeypot visitors

[CREATED | 4 YEARS AGO | 1 MINUTE AGO by Kapppppa | Public | TLF- | White
IPva: 25973 B

Logs of IP trying to hack into my Particle Photon and Cloud Honeypot instance

SSH, scanner, attack, login, Telnet

* Provides an extensive threat intelligence feed
AlienVault to help detect and respond to emerging
threats.



Code search made fasi

Effortlessly search for code, files, and paths across half a million GitHub repositories.

| e

=

e Search across a vast collection of git
G rep App repositories to find specific code snippets and
references.



APl 4 Blog MDocs (G prricing Alc

urlscan.io

A sandbox for the web

= /

Free service to scan and analyze websites,

U R Lsca N providing insights into their structure and

potential risks.




All-ire & Daily Hot!
vulnerability intelligence Sy—

Prioritize remediation efforts with rich context beyond the CVSS. % Al High Score

ensive and defensive efforts with the latest updates

e Search a large database of vulnerabilities to

Vu I Ners stay informed about security issues affecting
various systems.



INTERNET ARCHIVE

[aybaekflachne =
/

 View archived versions of websites to access
content that has been modified or deleted.

WayBackMachine



N Explore Pricing & m

Search Engine for the - QU

Search engine for internet-connected devices,
providing insights into exposed systems and
services.




) Features v Use-cases v Resources v Pricing Contact sales @ Log i

Discover, scan and monitor
any online assets

s Netlas, it takes just a few minutes to build a scope and investigss ~

==

 Search and monitor internet-connected assets
to assess the security posture of networks.




Enter an Identity (Domain Name, Organization Name, etc),
a Certificate Fingerprint (SHA-1 or SHA-256) or a crt.sh ID:

= o J

* Search for certificates that have been logged

C RT. S h by Certificate Transparency to monitor SSL/TLS
certificates.




\\IIGLC nCT

All the networks. Found by E\

STUMBLERS WIFI NETWORKS WIFI OBSERVATIONS WIFI TODAY BT DEVICES
291,316 1,489,697,257 19,997,801,909 737,737 3,402,734,038

Instructors Using WiGLE

Mon, 23 Sep 2024 22:40:43 GMT

Please reach out with an email explaining your
intended use before you direct your class to
create accounts with WIiGLE - we can help!

-arkasha

23 years of WiGLE
st 07 Sep 2024 18:27:38 GMT

\ project has lasted for 23

W- I * Database of wireless networks, offering
Ig e statistics and mapping of Wi-Fi access points.



Clusters Pricing J

Source Code Search Engine

nd any alphanumeric snippet, signature or keyword in the web pages HTML, JS and CSS code.

o ' Q 479

— /

* Facilitates marketing and affiliate marketing

P u b I | CWWW research by searching for websites containing

specific code snippets.




3 HOME DATA/FEATURES PRICING ABOUT US CONTACTS

We gather datafor you!

We scan the entire public internet, create real-time threat intelligence streams,
and reports that show the exposure of what is connected to the Internet.
What is your Internet Attack Surface?

Scans the internet for threat intelligence,

Bl Na ry Edge providing data on exposed assets and

vulnerabilities.
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Search for IP Addresses, CVEs, Tags...

—

Show me IPs a SooTE LU

e Search for internet-connected devices to

G reyN O|Se distinguish between benign and malicious

scanners.




Email Finder

Find the verified email address
of any professional.

Find email by company Find email by name Verify email

. /

ﬁﬁﬁﬁﬁﬁﬁﬁ

e Search for email addresses associated with a
H U nte I website to facilitate outreach and networking.



The Leading Internet Intelligence
Platform for Threat Hunting and
Attack Surface Management.

Censys empowers security teams with the most comprehensive,
n ate, and up-to-date map ‘of the'internet to defend ottock

s hunt for threcfts
.,

e Assesses attack surfaces for internet-connected

Ce N SyS devices, offering insights into exposed services
and vulnerabilities.




Intelligence X P Privacy

in, URL, Email, IP, CIDR, Bitcoin address, and more...

Searches Tor, I12P, data leaks, domains, and

| ntel I |ge nceX emails to gather intelligence from various

sources.




— PACKET STORM

: 5
«  Apache Fixes Traffic Control Bug
That Attackers Could Exploit

' Posted:2024/12/27

PaCkEt StOrm * Browse the latest vulnerabilities and exploits to

stay informed about emerging security threats.

Security




(@) searchcode

| /5 billion lines of code from 40 million

e /

e Search 75 billion lines of code from 40 million
projects to find real-world examples and
eeeeeeeeeee

SearchCode
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