TOP HACKING TOOLS

1. Information Gathering —
e Nmap
e Wireshark
e theHarvester
e Maltego
e Recon-ng
2. Vulnerability Analysis
e OpenVAS
e Nikto
e Lynis
e Nexpose
3. Exploitation Tools
e Metasploit Framework
e Armitage
e ExploitDB
e BeEF - N
e Social-Engineer Toolkit (SET)



4. Wireless Attacks
Aircrack-ng
Reaver
Kismet _ns
Fern WiFi Cracker
Wifite B
5. Web Application Analysis
e Burp Suite _
e OWASP ZAP
e SQLmap
e Wapiti
e Nikto

6. P::_t;s_word Attacks
e John the Ripper |
e Hashcat

e Hydra
e CeWL




8. Forensics
e Autopsy
e Sleuth Kit
e Binwalk

Volatility
Foremost

9. Reporting Tools |
Dradis _
Faraday
Metagoofil
MagicTree
CasefFile B
10. Social Engineering
SET (Social-Engineer Toolkit)
Maltego _
PhishTank
King Phisher

Gophish



11. Maintaining Access
Netcat

Weevely
Empire L
PowerShell Emplre \
Meterpreter ]

12. Sniffing and Spoofing

Wireshark
Ettercap
Bettercap
MITMf (Man- m-the Middle Framework)
ARPspoof -
13. Privileged Escalatlon
LinEnum
WiInPEAS
BeRoot
PowerUp

GTFOBInls



