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Windows User Activity Analysis

INTRODUCTION

Windows User Activity Analysis is a cornerstone of Digital Forensics and Incident Response
(DFIR) investigations. This process involves examining artifacts generated by user
interactions with the Windows operating system, applications, and network resources. These
artifacts, often dispersed across event logs, registry entries, file system metadata, and
application-specific logs, provide a chronological narrative of user actions. By analyzing this
data, investigators can reconstruct events leading up to and following a security incident,
identify the individuals involved, and ascertain the methods used by malicious actors. The
importance of Windows User Activity Analysis cannot be overstated in the context of
modern cybersecurity challenges. As a widely used operating system in enterprise
environments, Windows is often a primary target for cyberattacks and insider threats.
Investigating user activity on a compromised system enables organizations to understand
the scope and impact of an incident. For example, such analysis can reveal unauthorized
access, data exfiltration attempts, or deliberate misuse of privileges. Additionally, it is
instrumental in identifying gaps in security controls and establishing patterns indicative of
emerging threats. From a DFIR perspective, the ability to analyze Windows user activity is
critical for several reasons. First, it aids in the preservation and interpretation of digital
evidence, ensuring that findings are admissible in legal proceedings if required. Second, it
enhances threat intelligence efforts by uncovering tactics, techniques, and procedures
(TTPs) used by attackers. Third, this analysis provides actionable insights that enable
organizations to improve their security posture and resilience against future incidents.
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Importance of Windows Registry in User Activity Analysis

The Windows Registry serves as a centralized hierarchical database that
stores configuration settings and options for the operating system,
applications, hardware, and user profiles. It is a critical artifact in Windows
User Activity Analysis as it provides a wealth of information about system
and user behaviors. By examining specific registry keys and values,
investigators can uncover details such as user login activity, installed
programs, recently accessed files, connected USB devices, and application
usage. The registry's importance in DFIR stems from its role in preserving
traces of user interactions and system configurations. These traces are often
leveraged to establish a timeline of events, identify suspicious activities, or
correlate evidence from other sources. For example, the registry can reveal
evidence of persistence mechanisms employed by malware, unauthorized
software installations, or deleted user profiles that might otherwise be
missed in file system analysis. Moreover, specific registry hives are crucial
for forensic investigations as they store information at both the system and
user levels.

The Windows Registry is structured as a collection of hierarchical databases
known as "hives", each of which serves a specific purpose in managing
system and user configurations. These hives are stored as files in the
%SystemRoot%\System32\config directory, making them accessible for
analysis during forensic investigations.

Run X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: [ | %SystemRoot%\System32\config| v

& This task will be created with administrative privileges.

OK Cancel Browse...
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1| > ThisPC > Local Disk (C:) > Windows > System32 > config > v I;ez‘;‘::m p

Name Date modified Type
s Quick access

Journal File folder

I Desktop RegBack File folder
E] Documents systemprofile File folder
¥ Downloads TR File folder
& Pictures BBI File 64KB
EZ tools BCD-Template File 28KB
2 Local Disk (C9) COMPONENTS File 80,384 KB
DEFAULT File 768 KB
[ This PC DRIVERS File 4,156 KB
3 3D Objects ELAM File 32KB
[ Desktop SAM File 128 KB
“| Documents SECURITY File 32KB
& Downloads ] SOFTWARE fle 88,560 K8
B Music SYSTEM File 18,432 KB
& Pictures
B Videos
i Local Disk (C9)
¥ Network

14 items

The SAM (Security Account Manager) hive contains security-related
information about user accounts and security policies. This includes details
such as user and group account data, password hashes, and login attempts.
In a live system, the SAM hive is loaded under the key
HKLM\Local_Machine\SAM. Forensic analysis of this hive is crucial for
identifying account-based activities, unauthorized access attempts, and
potential privilege escalations.

The SECURITY hive holds configuration data related to system security,
including user authentication mechanisms, permissions, and local security
policies. It provides insight into how access control is enforced on the
system. Investigating this hive is vital for understanding how attackers may
have exploited weak security configurations or bypassed authentication
controls.

The SYSTEM hive contains essential configuration data about the operating
system's hardware, device drivers, and startup settings. This includes details
about services, connected devices, and boot configurations. It plays a
significant role in determining how the system was configured and whether
malicious changes were made to facilitate persistence or disable security
features.
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The SOFTWARE hive stores configuration information for installed
applications and system-wide settings. This includes details about
application versions, installation dates, and sometimes usage statistics.
Analysis of this hive can reveal evidence of unauthorized or malicious
software installations and provide a timeline of software-related activities.

The DEFAULT hive acts as a template for creating new user profiles. It
provides default settings for user-specific configurations, including basic
preferences and system behavior. While less commonly analyzed in detail,
this hive can be relevant when investigating the setup of new accounts,
particularly those that may have been created for malicious purposes.

These registry hives are integral to Windows' operation, storing critical
information about the system's state, user activities, and security
configurations. By examining them during DFIR investigations, forensic
experts can uncover significant evidence about how a system was used or
compromised.

In addition to the core system-level registry hives such as SECURITY and
DEFAULT, Windows also maintains user-specific hives that store
configurations and preferences unique to individual user profiles. These
hives, NTUSER.DAT and USRCLASS.DAT, are pivotal for understanding user
activity and personalized system usage.

The NTUSER.DAT file contains user-specific settings and configurations for
each user profile on the system. It stores information about user preferences,
application settings, recently accessed files, and other personalized data.
This hive plays an important role in analyzing user behavior and identifying
activities such as file usage, system customizations, and software
interactions. Each user's NTUSER.DAT file is located within their profile
directory under the %USERPROFILE% path. In a live system, the NTUSER.DAT
hive is mapped to HKEY_CURRENT_USER (HKCU) in the Windows Registry.
This mapping allows the operating system and applications to access
user-specific settings dynamically during operation. Examining NTUSER.DAT
is essential for reconstructing a timeline of user activity. It can reveal recently
accessed files, application usage patterns, and potential evidence of
malicious actions or unauthorized access attempts.
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PS C:\Users\Administrator> Get-ChildItem -Path C:\Users\ -Recurse -Force -Filter NTUSER.dat 2>$null

Directory: C:\Users\Administrator

Mode LastWriteTime Length Name

-a-h-- 3/31/2024 1:28 AM 1048576 NTUSER.DAT

Directory: C:\Users\Default

LastWriteTime Length Name

10/13/2022 10:55 PM 524288 NTUSER.DAT

The USRCLASS.DAT file stores user-specific class and interface settings,
including data related to Windows Explorer's settings and user interactions
with the desktop environment. This hive provides insights into user
interaction with the Windows shell, such as desktop configurations, folder
view settings, and recently used directories. The USRCLASS.DAT file resides
within the user’s local application data directory. It is related to
%USERPROFILE%\AppData\Local\Microsoft\Windows\UsrClass.dat
directory. In the live registry, USRCLASS.DAT is mapped under
HKEY_CURRENT_USER\Software\Classes. This key holds information about
file associations, shell extensions, and other interaction-related settings for
the current user. Analyzing USRCLASS.DAT can help investigators identify
recent user interactions with files, folders, and system settings. It also aids in
detecting anomalies, such as modifications to file associations or suspicious
shell extensions introduced by malware.

PS C:\Users\Administrator> Get-ChildItem -Path C:\Users\ -Recurse -Force -Filter UsrClass.dat 2>$null
Directory: C:\Users\Administrator\AppData\Local\Microsoft\Windows

LastWriteTime Length Name

3/31/2024 1:28 AM 1572864 UsrClass.dat

Directory: C:\Users\Default\AppData\Local\Microsoft\Windows

Mode LastWriteTime Length Name

-a-h-- 3/17/2021 2:57 PM 65536 UsrClass.dat
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The hives act as top-level keys within the registry and are essential for
managing both system-wide and user-specific configurations. Below is a
detailed explanation of the primary registry hives:

HKEY_CLASSES_ROOT (HKCR):
This hive contains information about file associations and Object Linking and Embedding
(OLE) object classes. It determines how files are opened and which application is used to
handle specific file types.
Purpose:

- Defines file extensions and their associated programs.

- Stores COM (Component Object Model) object registration data.

- Plays a key role in the integration between applications.

Analyzing HKCR can reveal malicious alterations to file associations, such as redirecting file
types to malware or tampered executable paths.

HKEY_CURRENT_USER (HKCU):
This hive contains configuration settings for the currently logged-in user. It includes
user-specific preferences, such as desktop settings, application configurations, and user
environment variables.
Purpose:
- Manages user-specific appearance and personalization settings.
- Controls preferences for applications specific to the active user.

Examination of HKCU can uncover user activity, such as changes to software settings,
evidence of user interactions, or potential traces of user-specific malware.

HKEY_LOCAL_MACHINE (HKLM):
This hive holds system-wide settings and configurations applicable to all users on the
computer. It contains essential information about hardware, software, and security.
Subkeys of Interest:
- SAM: Maps to HKLM\Local_Machine\SAM, containing user account security
data.
- SYSTEM: Stores information about system hardware and drivers.
- SOFTWARE: Provides details about installed applications and system-wide
configurations.

HKLM is critical for analyzing system integrity, identifying installed software, and detecting
unauthorized modifications to security policies or drivers.

HKEY_USERS (HKU):
This hive contains settings for all user profiles on the system. Each user has a dedicated
subkey identified by their Security Identifier (SID).
Purpose:
- Maintains global configurations for multiple users.
- Provides access to specific user hives, including NTUSER.DAT.
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Investigators can analyze inactive user profiles for evidence of activity or malware targeting
specific accounts.

HKEY_CURRENT_CONFIG (HKCC):
This hive provides information about the current hardware profile being used by the system.
It acts as a dynamic view of hardware-related settings, such as device configurations.
Purpose:
- Reflects the current system configuration during runtime.
- Resolves conflicts between multiple hardware profiles.

Investigating HKCC can reveal changes to hardware configurations, potential tampering with
connected devices, or evidence of rogue peripherals.

The registry is an indispensable artifact in forensic investigations. Each hive
offers unique insights into the state of the system and user activities. As a
short itinerary, you can check the order below:

- HKCR: Tracks file associations and application integration, aiding in malware
detection.

- HKCU: Reveals user-specific activities and preferences.

- HKLM: Provides a comprehensive view of the system's software and hardware
configuration.

- HKU: Facilitates the investigation of inactive or less frequently used user profiles.

- HKCC: Helps understand hardware-related changes and configurations.

By systematically analyzing these hives, investigators can uncover critical
evidence of compromise, misconfigurations, or malicious activity, forming a
detailed narrative of an incident.

Transaction logs and dirty hives are critical components of Windows registry
management and hold significant importance in forensic investigations. They
provide insights into system activity, configuration changes, and potential
security issues. Transaction logs are used to ensure the integrity and
consistency of the Windows Registry. They record changes made to the
registry hives over time and allow the operating system to handle failures
gracefully. Transaction logs are stored in the same directory as the main hive
files, typically %SystemRoot%\System32\config. They are named after their
corresponding hive files with extensions such as .LOG1 and .LOG2. In
databases, these logs track changes (inserts, updates, deletes) to maintain
data integrity and ensure consistency in case of failures. Transaction logs
allow forensic analysts to reconstruct registry activity over time. They are
invaluable for identifying recent changes to the system, determining when
configuration modifications occurred, and correlating these changes with
other artifacts to build a timeline of events.
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C:\Windows\System32\config>dir /a
Volume in drive C has no label.
Volume Serial Number is A8A4-C362

Directory of C:\Windows\System32\config

12/05/2024 :27 PM <DIR>

12/05/2024 127 PM <DIR> 90

03/31/2024 :28 AM BBI

09/15/2018 :09 AM BBI.LOG1
09/15/2018 :09 AM BBI.LOG2
11/14/2018 :56 AM BCD-Template
11/14/2018 :56 AM BCD-Template.LOG
11/14/2018 :56 AM @ BCD-Template.LOG1
11/14/2018 :56 AM @ BCD-Template.LOG2
12/05/2024 :25 PM 82,313,216 COMPONENTS
09/15/2018 :09 AM 8,192 COMPONENTS.LOG1
09/15/2018 :09 AM 15,727,614 COMPONENTS.LOG2
03/31/2024 :28 AM 786,432 DEFAULT
09/15/2018 :09 AM 323,584 DEFAULT.LOG1
09/15/2018 :09 AM 65,536 DEFAULT.LOG2

[REDACTED] - MORE

The Windows Registry Editor, commonly referred to as Regedit, is a built-in
graphical tool for accessing, viewing, and modifying the Windows Registry. It
provides users and administrators with a direct interface to interact with
registry hives and their associated keys and values. While it is a powerful
tool, it must be used cautiously, as incorrect modifications can lead to
system instability or malfunction. Regedit allows users to navigate through
the hierarchical structure of the registry, organized into Hives, Keys, Subkeys,
and Values. Users can add, modify, or delete registry keys and values.
Regedit includes a search feature to locate specific keys or values within the
registry. Users can export parts of the registry to a .reg file for backup or
sharing. Regedit provides the ability to set permissions for keys, ensuring
proper security and access control.
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Run X

»  Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: M_ i

& This task will be created with administrative privileges,

QK Cancel Browse...

B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER

P Computer Name
HKEY_CLASSES ROOT
v HKEY_CURRENT_USER

Type Data
25 (Default REG_SZ (value not set)

folatile Environment
HKEY_LOCAL_MACHINE
HKEY_USERS

HKEY_CURRENT_CONFIG

Registry Explorer is an advanced forensic tool designed specifically for
analyzing the Windows Registry. Developed by Eric Zimmerman, it provides a
robust and user-friendly interface for registry analysis, going beyond the
capabilities of the built-in Regedit utility. The tool is widely used in Digital
Forensics and Incident Response (DFIR) for detailed and comprehensive
investigations. It offers a highly organized and efficient view of the registry's
hierarchical structure, and displays hidden and unallocated registry keys that
are not accessible via Regedit. This tool allows exporting registry data into
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various formats, such as CSV, JSON, or HTML, for reporting or further
analysis. Unlike Regedit, Registry Explorer can parse offline hive files, making
it ideal for forensic investigations. You need to run the Registry Explorer as
an administrator to analyze the Live Hives.

¥ Registry Explorer v1.6.0.0

- O X
File Tools Options Bookmarks (0/0) View Help
| @ Load hive ctri+0 ) Values
|5 Live system >

Find
Data Value Sl... |Is Deleted | Data Record R
st write tmestamp
@ Project » ] Ac e [] []
> Bt
Type viewer
Key: None

Value: None | Collapse all hives
Selected hive: NA | Last write: None Load hives via File menu or drag and drop anywhere above Hidden keys: 0 1
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@ Registry Explorer v1.6.0.0

LEX BlackRose Threat Intelligence Investigation & Response Team

P Select hives to open, Hold SHIFT when clicking OK to automatically replay LOG files X
« v 1 > ThisPC > Local Disk (C) » Windows > System32 » config » v O Search config P
Organize v New folder == - [ 0
EZ tools A Name Date modified Type Size )
‘aa Local Disk (C:) RegBack File folder
stemprofile File folder
[ This PC Systemp
o . ™R File folder
N 3D Objects ] BBI File 64KB
[ Desktop [] BCD-Template File 28KB
@ Documents \j COMPONENTS 2024 6:25 PM File 80,384 KB
; Downloads \j DEFAULT 3/31/2024 1:28 AM File 768 KB
b Music \j DRIVERS 12/5/2024 6:29 PM File 4,156 KB
= Pictures ELAM 2/ )24 11:53 AM  File 32KE
\j SAM 3/31/20241:28 AM File 128 KB
. Videos
) | | SECURITY 3/31/20241:28 AM  File 32KB
o L= ) [] SOFTWARE 12/5/20246:11PM  File 98,560 KB
& Network v ] SYsTEM 3/31/20241:28AM  File 18432 KB v
File name: | v
=
Type viewer
Key: = None Value:
Selected hive: NA  Lastwrite: | None Load hives via File menu or drag and drop anywhere above
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@& Registry Explorer v1.6.0.0 - O X
File Tools Options Bookmarks (2/0) View Help
Registry hives (1) | Available bookmarks (2/0) Values
er text to sea Find
Data Value Sl... |Is Deleted | Data Record R.
Key name #values | #subkeys | Last write timestamp . — — — —
M = = =
3 0 1 2018-11-1500:04:12
2 3 2020-04-1506:32:53
» [F= Domains 1 2 2018-11-1500:04:12
LastSkuUpgrade 1 0 2018-11-1500:04:12
RXACT 1 0 2018-11-1500:04:12
» [ Associated deleted recor 0 0
R Unassociated deleted va [ 0
Type viewer
Key: = ROOT Value: = None Collapse all hives
Selected hive: SAM | Last write: = 2018-11-1500:04:12 = Key contains no values = Load complete Hidden keys: 0 | 2

We can use Live Mode too.
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& Registry Explorer v1.6.0.0 - m] X
File Tools Options Bookmarks(2/0) View Help
W Load hive Ctrl+0 )] Values
I‘i’ Live system PI @ Users » L& Administrator NTUSER.DAT
@ Unload all hives Alted N Amcachehve & Administrator UsrClass.dat Value Name | Value Type | Data Valu... [IsD... | DataRec
B Project r & sAM &) Default NTUSER.DAT Y= = = = = =
H  Export ‘Registry hives' » |48 SECURITY &) Default UsrClass.dat
R Eit &) SOFTWARE &9 Public NTUSER.DAT
T R UNaEssuUaTEY USIETED Ve & SYSTEM &3 Public UsrClass.dat
4= ROOT U TT0IS-TY= O L
4 SAM 2 3 2020-04-1506:32:53
[ LastSkuUpgrade 1 0 2018-11-1500:04:12
[F= RXACT 1 0 2018-11-1500:04:12
» [£= Domains 1 2 2018-11-1500:04:12
Type viewer
Key: = C:\Windows\System32\config\SAM Value:  None  Collapse all hives
Selected hive: SAM | Lastwrite: ~ None Load complete Hidden keys: 0 | 2
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& Registry Explorer v1.6.0.0 - ] X
File Tools Options Bookmarks (30/0) View Help
Registry hives (2) Available bookmarks (32/0) Values
Find
Value Name |Value Type |Data Valu... | Is D... | Data Recor
Key name # values # subke... a | Last write timestamg oo oc e e = =
¥ | Alc - - - ~
= » | (default) RegSz C:\Program Files\Wi... 00-
4 | C\Windows\system32\config\SAM
» |« Assodated deleted records 0 0
©§ Unassociated deleted values 6 0
) == ROOT 0 1 2018-11-1500:0
u C:\Windows\system32\config\SOFTWARE I
¥ |o. Assodated deleted records 0 0
» | 4 Unassociated deleted records 0 0
SR loascociated delatad yalio 94 0
IA3 ROOT I 0 18 2024-03-0413:2
TDUECODE TAB0 T LS Ao TOLaICoo 1150 3 0 2024-03-04 13:1
DefaultUserEnvironment 3 0 2018-09-1507:1
RegisteredApplications 1 0 2024-03-04 10:1
Google 0 1 2018-09-1507:1
J=— chrome | 0 1 2018-09-1507:1
4 NativeMessagingHosts 0 2 2020-12-09 08:2
» I com.microsoft.browsercore I 1 0 2018-11-1500:0
com.microsoft.defender . browser_extensio 1 0 2024-03-3101:1
» Intel 0 1 20180915072 | — — — 77
N Mozila 0 1 2022-09-2602:1 Type viewer | Slack viewer  Binary viewer
» MozillaPlugins 0 1 2024-03-04 10:1 Value name I(default)
» OpenSSH 0 1 2020-06-10 06:3 .
- X Value type IRegSz
» £ Partner 0 1 2018-09-1507:1
» Setup 0 1 2018-09-1507:1 Value IC: \Program Files\Windows Security\BrowserCore\manifest.json
’ ODBC 0 2 2018-09-1507:1
» Polides 0 2 2024-03-04 10:1
¥ = Amazon o 3 H2LOIATISO | gy vaive  [43-00-3A-00-5C-00-50-00-72-00-6700-67-00-72-00-6 100600 A
» == Clients 0 4 2018-09-1509:0 0-20-00-46-00-69-00-6C-00-65-00-73-00-5C-00-57-00-69-00-6E
» E= Adabe 0 7 20240304 10:1, -00-64-00-6F-00-77-00-73-00-20-00-53-00-65-00-63-00-75-00- v
< > Slack Jo0-00-00-00
Key: = Google\Chrome\NativeMessagingHosts\com.microsoft.browsercore Value:  (default) Collapse all hives
Selected hive: SOFTWARE = Last write: 2018-11-1500:03:53 | 1 of 1 values shown (100.00%) Load complete Hidden keys: 0 12

Analyzing TypedPaths

The TypedPaths registry key, located within the NTUSER.dat hive, is an
essential artifact for forensic analysis of user and adversary behavior on a
Windows system. It stores the paths entered into the address bar of File
Explorer or the Run dialog, reflecting the directories or files the user or
adversary accessed or searched for during their activities. The live registry
location for the TypedPaths key is
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Expl
orer\TypedPaths.

This registry key is dynamically updated as paths are typed, providing a
historical record of user interactions with the system'’s file structure. The
TypedPaths key contains values representing paths the user has manually
entered. Each path is stored as a separate value under the key, typically
named in sequence (e.g., url1, url2, etc.), reflecting the order in which they
were accessed. This provides a chronological view of user or adversary
activity.
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During an investigation, the TypedPaths key can be examined to identify
potential signs of suspicious activity. The TypedPaths key has significant
forensic relevance because it helps reconstruct:

User Workflow:
- Identifies the files, directories, or network locations accessed by the user.
- Provides insight into routine activities, such as accessing shared drives or
frequently used directories.

Adversary Activities:
- If the system is compromised, the key can reveal the adversary's exploration
of the victim's file system.
- Highlights specific directories or files targeted during an intrusion.

Context for Investigations:
- Shows intent by revealing what the user or adversary was searching for or
accessing.
- Correlates with other artifacts, such as recently opened documents or logs,
to create a detailed timeline.

Evidence Recovery:
- Provides leads for recovering deleted files or uncovering the presence of
suspicious directories.

B Registry Editor
File _Edit _View _Favorites _Help
| /_CURRENT_USER! TypedPaths |

Closave
cLsip
Comdig22

Tipe
REG_SZ

Discardable REG_SZ \10.10.17.228
ExractionWizard REG_SZ Ci\system\home\tmp

FileExts REG_SZ CA\Users\Administrator\Downloads\Tools
FolderTypes a5]urld REG_SZ 110.10.17.228)

LogonStats 25 url5 REG_SZ \tsclient

LowRegistry a5 urg REG SZ Scuserprofile%s

MenuOrder 35 url? REG_SZ

Modules
MountPoints2
OpenationStatusManager
Package Installation
QuietHours
RecentDocs
RestartCommands
Ribbon

RunMRU
SearchPlatform
Sessioninfo

Shell Folders
Shutdown
StartPage
StreamMRU
Streams
StuckRects3
Taskband

TWinUl

TypedPaths

User Shell Folders
Userhssist
VirtualDesktops

VisualEffects
Wallpapers
WordWheelQuery

Ext

FileAssociations

Group Policy

Group Policy Editor

Group Policy Objects

Holographic
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Analyzing WordWheel Query & Search History

The WordWheel Query registry key is a significant artifact for reconstructing
user search behavior on Windows systems. It records terms entered into the
Windows Search Bar and other search fields, offering a detailed view of what
the user searched for within the operating system. This information can
provide critical context in forensic investigations, especially for
understanding user intent or adversary actions. The WordWheel Query key
resides in the following live registry location
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Expl
orer\WordWheelQuery.

This key is updated dynamically whenever a user performs a search, making

it a reliable source for tracking recent activity. Each search term is saved as a
value under this key, typically assigned sequential names such as 0, 1, 2, and
so on.

This history provides insight into user behavior and preferences, often
revealing the focus of their recent activities.

9 Registry Edtor
File_Edit_View Favorites _Help
Jcome: _CURRENT_USER\ \Microsoft\Winds |

CIDSave Type Data
REG_SZ (value not set)
REG_BINARY 6600 6 00 74 00 650073 00 00 00

cLsip
ComDig32
Di

REG_BINARY 6100 63 00 63 00 6 00 75 00 6e 00 74 00 20 00 2a 00 2¢ 00 70 00 64 00 66 00 00 00
REG_BINARY 77006900 7000 65 00 00 00

REG_BINARY 65007200 610073 00 65 0072000000

REG_BINARY 6d 00 65 00 74 00 61 00 73 00 70 00 6c 00 6f 00 69 00 74 00 00 00

REG_BINARY 6100 63 00 63 00 6 00 75 00 6e 00 74 00 73 0000 00

REG_BINARY 7300 65 00 63 00 72 00 65 00 74 00 20 00 64 00 6f 00 63 00 00 00

REG_BINARY 0200 00 00 06 00 00 00 05 00 00 00 04 00 00 00 03 00 00 00 01 00 00 00 00 00 00 00 ff f ff ff
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» £~ Advanced INF Setup
» [ Assistance
» £ AuthCookies

[== Avalon.Graphics
» [ CommsAPHost

TypedPaths (User's manually typed paths into the Start Menu or Explorer bar)
TypedURLs (URLs entered by a user)

UserAssist (Recently accessed items)

ce e YYYY

‘WordWheelQuery (User searches)

B Registry Edo
File Edit View Favorites Help
Comp /_CURRENT.| -
> . CiDSave A 1| Name Type Data
> @ aso 25) (Defautt) REG_SZ (value not set)
2 Compes2 REG_BINARY 6200 6100740065 00 73 0000 00
: b::':':; » REG_BINARY 6100163 00 63 00 6 00 75 00 6 00 74 00.20 00 22 00 2¢ 00 70 00 64 00.66 00 00 00
TB e REG_BINARY 770069007000 65000000
> | FolderTypes INARY. §500720061007300650072000000
Logonstats REG BINARY. 6 0065 00 74,00 610073 00 70 00 6c 00 67 00 69 00 74 00 00 00
LowRegistry REG_BINARY 610063 0063 006 00 75 00 6 00 74 00 73 00 00 00
2 MenuOrder REG_BINARY 720065007400
5| Modules REG_BINARY (1]
> | MountPoints2
OperationStatusManager
Package Installation Edit Binary Value X
QuietHours
> || RecentDocs Value name:
RestartCommands & |
Ribbon Vehoe deta
RunMRU Teo o0 6 o6 74 o 61 o [ e et s
> [l SesrchPlatform 8 73 e 70 e 6 e 6 60 s.p.l.o0
> | Sessioninfo 10 63 e 73 o0 00 00 it
Shell Folders
Shutdown
StartPage
StreamMRU
> | Streams
StuckRects3
> | Taskband
> | TWinUI
TypedPaths Cancel
User Shell Folders
> | Userssist
VirtualDesktops
> | VisualEffects
Wallpapers
We
Bt
> || FileAssociations
> || Group Policy
& Registry Explorer v1.6.0.0 — a X
File Tools OptionsView Help
Registry hives (1) | A~ Common (25) Applets (Last Registry Viewed)
Manage bookmarks ~ Ctrl+B ApplicationAssociationToasts (ApplicationAssociationT oasts) p
izl syncwith Github ComDlg32 (Common dialeg) Last Write Timestamp
EENI T CurrentVersion (Windows) =
v [ s@c
i zelQuery 2024-03-04 13:50:13
4 c\users\Administrator\NTUSER.DAT CumrentVersion (Windows NT)
4= ROOT Environment (UserlnitMprLogonScript (Registry Key)) pelQuery
- § . y . zel
[~ AppEvents FileExts (List of programs used to open files by extension) foiQuery
= zelQuery
» [ Console 1 FTP (FTP server and username info)
» [ Control Panel i ) zelQuery
= Environment History (Domain controller name) selQuery
» F= EUDC Internet Settings (Internet Explorer settings) selQuery
» [ Keyboard Layout Main (IE Browser Settings)
[~ Network . N
. etner MountPoints2 (Mounted devices)
» = Printers
4F= Software NTUSER.DAT - Uninstall (NTUSER.DAT - Uninstall)
» = AccessData PrinterPorts (Printer info)
¥ [C Adobe RecentDocs (Recently opened files by extension)
» [ AppDatalow
; E2 Run (UserRun ki
= AvastAdSDK & ( &)
» F= ByteScout RunMRU (Most recently run programs)
» [~ Chromium RunOnce (RunOnce (NTUser)) Export | ?
[ DiskWipe Shell (IconLayouts)
» -~ Google .
= f Shell Folders (Default locations for user created content) 0A 0B
4= Microsof
» = Active Setup Taskband (User pnned applications (Favorites)) ) 00 00
) 00 00
0
1

» 5 CTF 6 20210

» [~ EdgeUpdate 120240 ,
< > Current offset: ~ 0 (0x0) | Bytes selected: = 0 (0x0) Data interpreter 7
[[] ' Key: = Software\Microsoft\Windows\CurrentVersion\Explorer\WordWheelQuery Value: = MRUListEx  Collapse all hives

Selected hive: NTHSER DAT | ach write

2024-02-N4 125011

2 of B ualies chown (100 0092)

| nad comnlete
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# Registry Explorer v1.6.0.0 - m] X

Values WordWheelQuery
Find p

File Tools Options Bookmarks (25/0) View Help

Registry hives (1) Available bookmarks (25/0)

rSearch Term Mru Position Key Name Last Write Timestamp
Key name # values Last write { 7 -
7 = = 2 Ll 0 WordWheelQuery 2024-03-04 13:50: 13
I 4 P C:\Users\Administrator\NTUSER.DAT I
r—— o 10| 20241 secret doc 1 WordWheelQuery
AppEvents 0 2 20210 accounts 2| WordW
Console 45 2 20210 metasploit 3\
Control Panel 1 14 2022-1 o= H
Environment 3 0 20240 account *,pdf 5 WordWheelQuery
» EUDC 0 4 20210 notes 6 WordWheelQuery
» Keyboard Layout 0 3 20210
Network 0 0 20210
» Printers 0 2 20210
4 Software 0 15 2024-1
» AccessData 0 1 20240
» Adobe 0 4 20240
» F= AppDatalow 0 1 20210
AvastAdSDK 1 0 20240
’ ByteScout 0 1 20240
» F= Chromium 0 1 20240 jlcialions Eid
DiskWipe 1 0240, |
R Google 0 v Type viewer Slack viewer
Microsoft 0 o o - - . -
» £ Active Setup 0 02 00 00 00 06 00 00 00 05 00 00 00
04 00 00 00 03 00 00 00 01 00 00 00
» (55 Advanced INF Setup 0 00 00 00 00 FF FF FF FF
» Assistance 0
» AuthCookies 0
Avalon.Graphics 0
» CommsAPHost 0
» CTF 0
» F= EdgeUpdate 1
< > Current offset: ~ 0(0x0) = Bytesselected: | 0 (0x0) Data interpreter
Key: Software\Microsoft\Windows\CurrentVersion\Explorer\WordWheelQuery Value: MRUListEx  Collapse all hives
Selected hive: NTUSER.DAT  Last write: 2024-03-04 13:50:13 = 8 of 8 values shown (100.00%) Load complete Hidden keys: 0 7

The WordWheel Query key is a powerful resource for forensic analysis,
offering a window into the user's search activities on the system.

Analyzing RecentDocs & Document Access Tracking

The RecentDocs registry key is a vital artifact in Windows forensic
investigations. It records information about recently accessed documents
and files, providing insight into user activity, workflow, and potential
adversary actions. By analyzing the RecentDocs key, forensic investigators
can identify which files were opened, the sequence of access, and the types
of files that were most frequently used. The RecentDocs key is stored in the
following registry location
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Expl
orer\RecentDocs.

This key organizes entries based on file extensions, enabling a categorized
view of document access. The RecentDocs key contains subkeys for
different file types based on their extensions (e.g., .docx, .pdf, .jpg). It also

Baris Dincer / Cyber Threat Intelligence Investigator & CIO / Lex Program



Windows User Activity Analysis LEX BlackRose Threat Intelligence Investigation & Response Team

includes a general subkey for all accessed files, irrespective of their type.
Each entry in the subkeys stores the names of files accessed recently. Binary
values may indicate the path of the files accessed, their order of access, and
timestamps.

Entries are updated dynamically when a user opens a file. The system
records the most recent files in the order of their access.

& Registry Explorer v1.6.0.0 — O x
File Tools Options Bookmarks (25/0) View Help
Registry hives (1) Available bookmarks (25/0) Values Recent documents
Find /o
Extension Value Name | Target Na. Lnk Name Mru Position | Opened On | Extension
Key name #values | #subkeys |Lastwrite {
q/#0c aflc Wl e - - - I
= = - ~
L Recentbocs | 15 The The 0 2024033 2024033
» £ MenuOrder 0 1 20210 Internet Internet.ink
b Modules 0 3 2022-1 RecentDocs | 30 cortana ms-settingsc 1
» F= MountPoints2 0 2/ 20220 ortana.ink
OperationStatusManager 1 0 2024-0. RecentDocs | 24 All Tasks (Az")T.ﬁil@ 2
ot o = gzl RecentDocs | 23 {040873C8- Uninstall a 3
QuietHours 1 0 2021-0. 404A-49FE-  program.ink
i A254-A9BBS
» | 47 RecentDocs H | 32 5 20240 CErAEAS)
-228/ 2 0| 20240 RecentDocs 29 windowsupd ms-settings 4
pdf 6 0 20240 ate windowsupd
et 3 0 20240 LRt
RecentDocs | 25 secret-docu  secret-docu 5
0 2 Y sl ments ments.Ink
Folder 1 0| 20240 RecentDocs | 26 code. txt code.lnk 6 2024-03-0
Resty ¥oommands 0 i RecentDocs | 28 New Text New Text 7
Ribbon 2 0 2022-u Document.t = Document.in
RUNMRU 6 0 2024-1 xt
» £~ SearchPlatform 0 1 20210 RecentDocs 27 ime imo.nk 8 -
Shell Folders 31 0 20210 el 0 S
Shutdown 1 0 20241 _ T
StartPage 2 0 20210 Type viewer | Slack viewer
StreamMRU 2 0 20240 JOoT 0 08 04 05 0e e 0e oA uE s
» E=/ syeams o >|200%0 OF 00 00 00 1E 00 00 00 18 00 00 00  ............
17 00 00 00 1D 00 00 00 19 00 00 00  ............
StuckRects3 1 0 2024-1
= A 00 00 00 1C 00 00 00 1B 00 00 00  ............
¥y Taskirand s J e 13 00 00 00 02 00 00 00 08 00 00 00  ............
» £ TWinUI o 1 20210 16 00 00 00 15 00 00 00 00 00 00 Q0 ............
TypedPaths 7 0 2024-0 4 00 00 00 OB 00 00 00 12 00 00 OO0 ............
User Shell Folders 20 0 20210 11 00 00 00 10 00 00 00 OE 00 00 00  ............
» F= UserAssist 0 9 20210 0D 00 00 00 OC 00 00 00 01 00 00 00 ............
E 0A 00 00 00 09 00 00 00 07 00 00 00 ............
VirtualDesktops o 0 20210, nne N& NN _nAn_nn NS _nn_nn_nn_na_nn_nn_nn h
< > Current offset: 0 (0x0) = Bytes selected 0 (0x0) Data interpreter  ?
Key: ISnftware\M|crcscit\W|nduws‘\CurrEntVErsiun\Explurer\RecentDucs I Value: = MRUListEx  Collapse all hives

Selected hive: NTUSER.DAT  Last write: 2024-03-3101:12:39 | 32 of 32 values shown (100.00%) | Selected bookmark 'RecentDocs' (Recently opened files by =~ Hidden keys:0 7
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¥ Registry Explorer v1.6.0.0 .

File Tools Options Bookmarks (25

Regstry hives (1) | Avaiable bookmarks jalues | Recent documents

»

Extension alue Name Target Name Lk Name MruPostion | OpenedOn | Extension Last Op

» | pdf 4 0 202403041

Total rows: 5 Export

Type viewer | Siack viewer

< > Currentoffset: ~ 0(0x0)  Bytes selected:

Key: | Software\Microsoft\Win urrentVersion\Explorer\RecentDocs\.pdf Value:

Selected hive: NTUSERDAT  Last wite:

6 of 6 values shown (100.00%) | Selected bookmark 'RecentDocs' (Recently opened files by extension) Hidden keys: 0

PS C:\Users\Administrator> Get-ItemProperty -Path
"HKCU: \Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs" | Format-List

MRUListEX 5 9 0, 0...}
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29 : {119, o, 105, o...
23 . {123, o, 48,

24 : {65, 0, 108,

30 : {99, o, 111,
15 : {84, o0, 104, 0...
31 : {78, o0, 84, 0...}

32 : {65, 0, 100, 0...}

PSPath
Microsoft.PowerShell.Core\Registry: :HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Recent
Docs

PSParentPath

Microsoft.PowerShell.Core\Registry: :HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer
PSChildName : RecentDocs

PSDrive : HKCU

PSProvider ¢ Microsoft.PowerShell.Core\Registry

PS C:\Users\Administrator> $recentDocsPath =

"HKCU: \Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs"

PS C:\Users\Administrator> $recentDocs = Get-ItemProperty -Path $recentDocsPath

PS C:\Users\Administrator> foreach ($property in $recentDocs.PSObject.Properties) {
>> # Skip the MRUListEx property, process only numbered entries

>> if ($property.Name -match "~\d+$') {

>> # Decode the binary data into readable text

>> $decodedData = [System.Text.Encoding]::Unicode.GetString($property.Value)
>>

>> # Output the decoded data

>> Write-Output "Entry $($property.Name): $decodedData"

>> } elseif ($property.Name -eq "MRUListEx") {

>> Write-Output "MRUListEx (Order of Access): $($property.value -join ', ')"
>>

>> }

MRUListEx (Order of Access): 32, @, @, @, 31, @, 8, @, 15, 0, ©, @, 30, 8, 0, 0, 24, ©, 0, 0, 23, 0, 0, 0, 29,
@, 0, 0, 25, 0, 0, @, 26, 0, 0, 0, 28, 0, 0, @, 27, 0, 0, @, 19, 0, 0, 0, 2, 0, 0, @, 8, 0, 0, 0, 22, 0, 0, O,
21, 0,0, 0,0, 0,0, 0, 20, 0, 0, 0, 11, 0, 0, 0, 18, 0, 0, 0, 17, 0, 0, 0, 16, 0, 0, 0, 14, 0, 0, 0, 13, O,
12, 0,0, 0, 1, 0, 0, 0, 10, 0, ©, 0, 9, 0, 0, 0, 7, 0, 0, 0, 6, 0, 0, 0, 5, 0, 0, @, 4, 0, 0, 0, 3, O,
255, 255, 255, 255
EZ tools f2 MBS ERE J . EZ tools.lnk
RegRipper3.0-master.zip 2 Bl gE#hda. oERERFK ¢l . RegRipper3.0-master.lnk &
Tools \2 RREZKD . Tools.1lnk
Downloads h2 BORERIERKL 8 . Downloads.1nk
hacking-tools t2 18 1E BRI R FR KT . hacking-tools.1lnk
SAM V2 fEZEk@ l . SAM. 1nk
: Artifacts h2 Al A R IE E AR kL . Artifacts.lnk
Documents h2 BESIEEZEKL B . Documents. 1nk
12: RegistryExplorerManual.pdf 2 MARBETR A A IR S R
RegistryExplorerManual.lnk *
Entry 13: RegistryExplorer ~2 WARBETR A R bR Z il . RegistryExplorer.lnk $
Entry 14: 10.10.17.228/ 2 FEAT0 ¢ Bl @i 38k 1 . http--10.10.17.228-.1nk &
Entry 16: 10 ways_to Exfiltrate Data.pdf «2 (B s HER AIERZEREBRLE n Bl
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10_ways_to_Exfiltrate_Data.lnk .

Entry 17: How to Hack.pdf n2 AFEkP . How to Hack.lnk

Entry 18: Network-topology.pdf ~2 B E R Z g . Network-topology.lnk $
Entry 11: important_documents 72 EEEARN MIEEZE K ) . important_documents.lnk &
Entry 20: {63A7FOF7-6ACD-4D19-92FE-FB4BDID35BA6} 72 HOBAL IR F B BRI JER Tk 4 . Change
account type.lnk &

Entry @: cortana 2 WEIR M IE B RE 2 ) . ms-settingscortana.lnk &

Entry 21: New folder 12 BUEBHRE N i . New folder.lnk

Entry 22: Local Disk (C:) .2 i . xEEE A ) . Local Disk (C) (2).lnk &

Entry 8: C:\ x2 EERR 2 o Local Disk (C).1lnk "

Entry 2: This PC b2 HER RS B . This PC.1lnk

Entry 19: Accounts_Details.pdf ~2 SRR EERMEERE Z 3\ . Accounts_Details.lnk $
Entry 27: tmp V2 BEKE e . tmp. 1nk

Entry : New Text Document.txt 2 BB ER e B ZRe B K\ ] . New Text Document.lnk $
Entry 26: code.txt Z2 BRI B ) . code.1lnk

Entry 25: secret-documents ~2 SN IR &8 B 2= \ . secret-documents.lnk $
Entry 29: windowsupdate -2 WK IR F i B E 2P j . ms-settingswindowsupdate.lnk
s

Entry 23: {040873CB-404A-49FE-A254-A9BBICEFAEAS} 2 BEES M RER Y . Uninstall a
program.lnk &

Entry 24: All Tasks t2 T ERER) KT ) . All Tasks (2).1lnk

Entry 30: cortana .2 WEIR R MmIEREERE ) . ms-settingscortana.lnk &

Entry 15: The Internet r2 BilRRBRME R Y . The Internet.lnk

Entry 31: NTUSER.DAT 12 IREBIfEERHE N 4l . NTUSER.DAT. 1nk

Entry : Administrator t2 B EmERRKT 5l . Administrator.lnk

Analyzing Common Dialog Box & Activity

The Comdlg32 registry key is a critical artifact in Windows forensics, as it
records user interactions with common dialog boxes, such as File Open or
File Save As dialogs. This artifact can provide valuable insights into files
accessed, saved, or interacted with by the user or an adversary. The
ComdIg32 key is found in the following registry location,
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Expl
orer\ComDIg32.

This key typically contains two important subkeys:

LastVisitedPidIMRU:
- Stores the paths of directories that were recently accessed via common dialog
boxes.
- Tracks directories the user navigated to while opening or saving files.
- Useful for identifying file system exploration patterns.

OpenSavePidIMRU:
- Maintains a record of recently accessed files, grouped by file extensions (e.g., .docx,

.pdf, .jpg).
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- Entries include metadata about the files accessed or saved through dialog boxes.
- Helps pinpoint specific files of interest to the user or adversary.

# Registry Explorer v1.6.0.0 ] X
File Tools Options Bookmarks (25/0) View Help
Registry hives (1) | Avaiable bookmarks (25/0) Values | ComDlg32 LastvisitedPdMRU
P
Value Name Mru Position Absolute Path Opened On
Key name #values | #subkeys |Lastwrite {

6 15:54:30

10.10.17.228\Users\Ad
ts\secret-documents

» = AppContract

10.17.228\Users\Ad
» E= Autop

iayHan

BamThrotting

BannerStore

» [ BitBucket
CabinetState

»

»

» LastVisitedPidIMRU

» [ OpenSavePidMRU
» = Discardable
ExtractionWizard Total rows: 2 Export
VE-Feexs o om0 | e

vien Slack viewer
» = FolderTypes Type viewer | Siack viewe

LogonStats
LowRegistry o< o 00 00 01 00 0 0 F F -
» = MenuOrder
» = Modules
» £= MountPoints2
OperationStatusManager
talation
< > Current offset: | 0(0x0) | Bytes selected Data interpreter
Key: | Software\Microsoft\Windows\CurrentVersion\Explore\ComDig32\LastVisitedPidIMRU Value: | MRUListEx  Collapse all hives
Selected hive: NTUSERDAT | Lastwrite: | 2024-12-0615:5430 | 3 of 3 values shown (10 Selected bookmark RecentDocs' (Recently opened files by extension) Hidden keys: 0
# Regsstry Explorer v1.6.0.0 . 1 X
File Tools Options Bookmarks View Help
Registry hives (1) | Available bookmaris (25/0) Values | ComDig32 OpensavePdMRU
Find e
Extension & | Vakue Name Mru Positon Absolute Path Opened On
Key name #vaes |#subkeys | Lasturite { —
: = = - N 1 2 Computers and
Accent 3 o
Advanced 2
» AppContract 0 - 0 3
» = AutoplayHenders 1 paf 0 0 202403:04 13:41:42
BamThrottling 0
BannerStore 0 v . B
1
5 xt 0 1
0
0
0
2eMRU s
LastVisitedPidIMRU 3
» OpenSavePidIMRU o
» 0 Y
2 Total rows: 7 Export
, 0
X g ComDig32 OpenSavePdMRU selected row detais
5 r: GUID, Value: Computers and Devices -
0
' 0 Guid: 9dct 86e, Key: 1 (Description not availat
» Modules 0 Guid: b7 7ef-101a-a5f1-02608c9eebac, Key: 10 m Name Display, Value: 28
» E= MountPoi 0 id: debda43a-37b3-4383-9 1e7-4498d22995ab, Ke iption not as
Operatont 1
Package 1
Quietrours 1 Type: Variable: Users property view
» RecentDocs 32
< > Type: Network location, Vakue: \\10.1 v
Key: | Software\Microsoft\Windows\CurrentVersion\ Explorer\ ComDIg32\OpenSavePidIMRU Value: | None  Collapse all hives
Selected hive: NTUSERDAT | Last write: | 20 2 | Key contains no values  Selected bookmark RecentDocs' (Recently opened files by extension) Hidden keys:0 | 7

PS C:\Users\Administrator> Get-ItemProperty -Path
"HKCU: \Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\LastVisitedPidl " | Format-
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2 : {78, 0, 79, 0...}

0 : {82, o, 101, o...

PSPath

Microsoft.PowerShell.Core\Registry: :HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg
32\LastVisitedPid1MRU

PSParentPath :

Microsoft.PowerShell.Core\Registry: :HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg
32

PSChildName : LastVisitedPidlMRU

PSDrive : HKCU

PSProvider : Microsoft.PowerShell.Core\Registry

Analysing User Assist & Tracking Program Execution

The UserAssist registry key is a powerful forensic artifact in Windows that
logs information about applications executed by a user. It is designed to
enhance the user experience by tracking frequently used programs, but for
forensic investigators, it provides invaluable insights into user activity,
including application launches, frequency, and timestamps. The UserAssist
key is located in the following paths in the Windows Registry
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Expl
orer\UserAssist.

Within this key, there are unique GUID subkeys that contain encoded
information about application usage. Each GUID subkey corresponds to a
category of activity, such as desktop programs or shortcuts. For instance,
{75048700-EF1F-11D0-9888-006097DEACF9} tracks programs executed
through Windows Explorer. Entries within the GUID subkeys are encoded
using the ROT13 cipher (a basic letter substitution). The entries include
application paths, execution counts, and the last run timestamp. The
timestamp is stored in Windows FILETIME format, which requires decoding
for interpretation.

Below are some commonly encountered GUIDs along with their meanings:

{75048700-EF1F-11D0-9888-006097DEACF9}
- Description: Tracks programs and shortcuts executed through the Start
Menu or Windows Explorer.
- Significance: This GUID records application usage and provides valuable
insight into a user's program execution habits.

{CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}
- Description: Tracks user interactions with shortcuts or files pinned to the
Taskbar or Start Menu.

Baris Dincer / Cyber Threat Intelligence Investigator & CIO / Lex Program



Windows User Activity Analysis LEX BlackRose Threat Intelligence Investigation & Response Team

- Significance: Useful for determining frequently accessed files or
applications.

{FAE57C4B-2036-11D1-9953-00C04FD919C1}
- Description: Logs details about applications executed via Run Dialog or
shortcuts in Windows Explorer.
- Significance: Indicates ad-hoc program executions or direct application
launches.

{5E6AB780-7743-11CF-A12B-00AA004AE837}
- Description: Tracks Internet Explorer history, including URLs and web
applications opened.
- Significance: Key for understanding web activity in legacy systems.

{9E04CAB2-CC14-11DF-BB8C-A2F1DED72085}
- Description: Tracks recently opened folders in the File Explorer.
- Significance: Indicates user navigation patterns, revealing directories of
interest.

{1B4B7C2A-0003-4F53-91F5-065F8404D01C}
- Description: Tracks games played on the system (in earlier versions of
Windows).
- Significance: Highlights recreational or suspicious activity tied to gaming
applications.

{8983036C-27C0-404B-8F08-102D10DCFD74}
- Description: Tracks UWP (Universal Windows Platform) applications
executed on Windows 8 and later.
- Significance: Provides insight into modern application usage.

{BCB48336-4DDD-48FF-BB0B-D3190DACB3E2}
- Description: Tracks control panel items accessed by the user.
- Significance: Useful for identifying administrative actions or configuration
changes.
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File Tools Options Bookmarks (25/0) View Help
Regitry hives (1) | Avadable bookmarks (25/0) Values
Fnd p
Vakue Name | Value Type | Data Value Slack 15 Deleted Data Record Realocated
Key name #values | #subkeys | Last write {
v |0 - - - B . - - - - -
RunbRU 6 0 0241
» = SearchPlatform ) 1 20210
Shel Folders 31 0 20210
Shutdown 1 0 20241
Startpage 2 0 20210
StreamMRU 2 0 20240
» = Streams 0 2 20240
StudRects3 1 0 0241
» = Taskband s 1 20241
» = TWinlt ) 1 20210
TypedPaths 7 0 20240
User Shel Folders ) 0 20210
0 9 20210
» [ (GED4CAB2-CC14-11DF B8 1 1 20210
» - (AID53345-666145575F 1 1 20210
» £ (B267E3AD-A825-4A09-82 1 1 20210
» - (BCB48336-400D-46FF 55 1 1 20210
» = {CAASSEIC4792-414599 1 1 20210
» = {CEBFFSCD-ACE2-4F 491 1 1 20210 Tyve wewer
» {F2A1CBSA-E3CC-4AE-AF 1 1 20210
» = (FAES7C48-2036-45F0-A9. 1 1 20210
» = (FASSDFCT-6AC2-453A-A5 1 1 20210
VirtualDesktops 0 0 20210
» £ VisuakEffects ) 19 20210
Walpapers 5 0 20240
WordWheelQuery 8 0 20240
xt 0 0 20210
» (= FieAssodatons 1 2 20010,
< >
Key: | Soft \ Explorer\ComDIg32 | Value: | None  Collapse all hives
Selected hive: NTUSERDAT | Lastwrite: | 2024-03-0122:13:22 | Key contains no values | Selected bookmark ‘RecentDocs' (Recently opened files by extension) Hidden keys:0 | 7
# Regsstry Explorer v1.6.0.0 - o x
File Tools Options Bookmarks (25/0) View Help
Regstry hives (1) | Avadable bookmarks (25/0) Valves | UserAssist
Fnd r
Program Name Run Counter Focus Count Focus Tme Last Executed
Key name #values |
e - - e - A
L = - C:\Users\Adminstrator Downloads\Tools 1 0 0d, Oh, 00m, 00s 20240304 10:18:18
RunMRU 6 WLSViewer.exe
» = SearchPlatform 0 {Program Fies x86)\Common 0 1. 0d, 0h, 00om, 01s
Shutdonn : {Program Fies x36) ByteScout XS 0 0 0d, 0h, 00m, 025
StartPage 2 Viewer LS
StreamVRU 2 {System: 0 3 0d, 0, 00m, 115
» = Streams J C:\Hodkng-tooks\WresharkPortable64_4 1 1 0d, 0, 00m, 185 20240304 12:12:34
StudRects3 1 2.3paf.e)
» E= Taskbend s C:\Hadking-tools\WiresharkPortable64\A 0 2 0d, 0h, 00m, 215
pp\Wireshark\Wreshark.exe
> 5 Wt 9 :\Hadking-tools eylogger exe 5 0 0d, Oh, 00m, 00s 2024-03-04 13:08:40
TypedPaths 7 it ’ : =
- . S eersiudatioo Pooad ok 1 1 0d, Oh, 00m, 075 2240304 12:57:44
0 Microsoft. Windows.Shell AunDialog 0 6 0d, Oh, 00om, 5%
¥ (] {SE0CAB2-CC14-110F-£8. 1 {System32}pconfig.exe 1 0 0d, Oh, 00m, 00s 20240304 13:07:04
» 5] {AD53343 6261455767 ! \\10. 10.17.228 Hacking-tools eylogger 1 0 0d, Oh, 00m, 00s 20240304 13:08: 12 .
» = {B267E3AD-A825-4A09-82 1 e
» [ (BCB48336-4000-45FF 5. Otad roves: 3 Eport]|§2
) = {CAASOEIC4792-41A5-99.
. Type viewer | Slack viewer
, Count 53
» = {F2AICBSA E3CC-AZE-AF 1 00 00 9 Iy
» = {FES7C8-2036-45F0-A9 1 53 ;; e
» = (FASSDFC7-6AC2-453A-A5 1
VirtualDesktops 0
» £ VisuaEffects 0
Walpapers s
WordWheelQuery 8
Ext 0,
< > Current offset: | 0(00) | Bytes selected: | 0 (0x0) Data interpreter | 7
Key: Microsoft\Windows\C: EBFFSCD-ACE2-4F4F-9178-0926F41749EA ] Count Value: | HRZR_PGYPHNPbhag:pgbe  Collapse all hives

Selected hive: NTUSERDAT | Lastwrite: = 2024-12-06 15:53:55

53 of 53 values shown (100.00%)

Selected bookmark 'RecentDocs’ (Recently opened files by extension)

Hidden keys:0 7

Analyzing RunMRU & Run Dialog Box

The RunMRU registry key stores entries typed into the Run dialog box,
accessible via the Win+R shortcut or the Start menu's search bar. This key
can provide valuable forensic insights into the commands and paths
executed by a user, revealing their interaction with the system. The RunMRU
key is designed to store a list of commands, file paths, or application names
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entered into the Run dialog box. It acts as a "most recently used" list, aiding
users by auto-suggesting previously entered commands. The entries are
stored as individual values under the RunMRU key. Each value is named with
an alphabetical label (e.g., a, b, ¢), and its data contains the command or path
entered. A special value named MRUList maintains the order in which these
entries were made, providing chronological context.

Commands stored in RunMRU can reveal:

- File paths accessed.
- Applications executed.
- Administrative commands used, such as cmd, regedit, or msconfig.

Entries in RunMRU can validate activities found in other logs or registry keys,
such as UserAssist or TypedPaths. It is in
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Expl
orer\RunMRU.

# Registry Explorer v1.6.0.0
File Tools Options Bookmarks (25/0) View Help

Registry hives (1) | Avalable bookmarks (25/0) alves | RunMRU

Opened On

e F

Value type 'R:gsx

foconfig\t

Raw value "
Slack [02-00-48-56-03-00
Explorer\RunMRU Value | 2 Collapse all hives

Key: | Software\Microsoft\Wine

Selected hive: NTUSERDAT  Last write:

40 | 60f 6values shown (100.00%)  Selected bookmark 'RecentDocs’ (Recently opened files by extension) Hidden keys:0 | 7

PS C:\Users\Administrator> Get-ItemProperty -Path
"HKCU: \Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU"

a ¢ ipconfig\1l
MRUList : edcba

: powershell\1l
: \\10.10.17.228\1
: \\10.10.17.228\Hacking-tools\1
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e : regedit\1

PSPath

Microsoft.PowerShell.Core\Registry: :HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU
PSParentPath :

Microsoft.PowerShell.Core\Registry: :HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer
PSChildName : RunMRU

PSDrive : HKCU

PSProvider : Microsoft.PowerShell.Core\Registry

Analyzing Shell Bag Artifacts

From a forensic perspective, shell bag artifacts serve as critical pieces of
evidence, acting as silent witnesses to a user's interactions with the file
system. These artifacts provide valuable insights into folder activities, even if
files or folders have been deleted or attempts have been made to obscure
activity. Shell bag artifacts can reveal not only which folders were accessed
but also the methods of access, timestamps, and even folder-specific
configurations such as view settings. This makes them an indispensable
resource in digital investigations, aiding in reconstructing user behavior and
identifying potential malicious activities.

The following table summarizes the key registry locations and files where
shell bag artifacts are stored, along with a brief description of their forensic
significance:

NTUSER.DAT: HKCU\Software\Microsoft\Windows\Shell\BagMRU
Stores hierarchical information about accessed folders.
Helps reconstruct folder structures traversed by the user.

NTUSER.DAT: HKCU\Software\Microsoft\Windows\Shell\Bags
Contains metadata related to folder-specific settings, such as view modes, icon
sizes, and sort orders.

USRCLASS.DAT: HKCU\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU

Similar to the BagMRU key in NTUSER.DAT but tracks folders accessed through
certain applications.

USRCLASS.DAT: HKCU\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags

Complements the BagMRU key by maintaining additional metadata for folders
accessed via applications.
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Even if a folder is deleted, its metadata often remains in the shell bag
records, enabling investigators to uncover previously accessed or hidden
directories. Timestamp data associated with shell bags can help establish a
sequence of events, critical in identifying when certain activities occurred.
Folder view settings and navigation patterns can provide context about a
user’s intentions and habits. When combined with other artifacts, such as
RecentDocs or UserAssist, shell bags can substantiate findings or reveal
inconsistencies in user claims.

& Regstry Explorer v1.6.0.0
File Tools Options Bookmarks (2/0) View Help

Regstry hives (1) | Avaiable bookmarks (2/0)

Key name
v o

AppXD68 194632yVzp2fm989qObm7x48rs4
AppXeBd7fy32jom7RoBp2naxa43pep36805
AppXhhikhyarpsdnZkgtireafatt2mtadz
AppXnn90p29wc 108haje 7ahczncdOh3pSsf
AppXrrebmngebOa7ggddésec 1cq49468vaar
AppXtkkPvesgevsz7s2y ddfSewrmbSedr?
aso

Extensions

Local Settings
» [~ ImmutableMuCache
MriCache
» = MuCache

Software

4F~ Maosoft
Windows

» [ Currentverson

shel
, » [~ {BagMRU
» [ Bags
MuiCache
» [ MME

ms-aad-brokerplugn
ms-actoncenter
ms-apprep
ms-cortana
ms-oh
ms-device-enrolment
ms-nputapp

<

Find

Value Name
+f o

o] Nodesiots
MRULStEX
0

1

2

s
s
5
7
s

Value Type
e
RegBinary
RegBinary
RegBinary
RegBinary
RegBinary
RegBinary
RegBinary
RegBinary
RegBinary
RegBinary
RegBinary

Data Value Slack Is Deleted

o e 0
o 90-6A-15-00

14-00-1F-80-CB-85-5F- c

14-00-1F-50-E0-4-DO-20-EA-3A-69-10-A2-08-08-00-28-30-30-90-00-00

C

1500-70-C8-15-00

5A-00-31-00-00-00-00-004E-55-20-535-10-00-45-5A-54-4F —4F 4C-7E-31-00-0.
14-00-1F-58-0D-1A-2C-FO-21-BE-50-43-88-80-73-67-FC-96-£F-3C-00-00

D02-1F A3

I

A702-FF -A3-23-1F

1400-1F

53-79-73-74656D
707265662
32:5¢77

3-03-1F-00-C1-02:D5-DF A

Data Record Realocated

Type viewer

> Current offset:

Xer. [Loca

Selected hive: UsrClass.dat  Last write:

& Reggtry Explorer v1.6.0.0

File Tools Options Bookmarks(2/0) View Help

2024-03-31 01:12:55

11 of 11 values shown (100.00%)

0(00) | Bytes

Selected bookmar

selected: | 0(0x0)

rk ‘BaaMRU' (ShellBaa root key)

Value:

Data interpreter  ?
NodeSlots | Collapse all hives
Hidden kevs: 0

Regitry hves (1) | Avaiable bookmarks (2/0) Values
Frd Ve
Vabelame  |VabeType  |Data Value Siack 15 Deleted Data Record Realocated
Key name sl - - o . =
vl -~
» = AppXb6t8194632yvap2fm9Bsatbin7x a4 BNy
» = AppXead7fy32icmRo@pawaxad3pep36305 MRUSEEK  Regnary ¢ eAi500
» = Appibhyarpschakgtweafeattzamtadz ° Reghinary  1400-1F-80.CB85-9F C
» £ AppAmI0p29mc108haje7ahcrhcOth3pssf 1 Reghinary  1900-IF-50.£0-4F-D0-20-EA-3A-65- 10-A2D808-0028-0-0.90-0000  1500-70-CE-15:00
» = Appirebmngeba7ggddése Ica#9468vaar 2 Reghinary  C
» = AoptgkIveBgevszTs2y fSemmbSecr7 3 RegBinary  5A-00-31-00-00-00-00-00-4-55-20-55-10-00-45-5A-54-4F 4 4C TE-31.000.
aso 4 RegBinary 14-00-1F-58-0D-1A-2C-F0-21-8E-50-43-88-80-73-67-FC-96-EF-3C-00-00 53-79-73-74-656D
» £ Extensons s Reghnary  MDO21F - A323-1F-02 2000031-.. 70-7246F-662
Local Setings s Reghnary  A7O2F A2 s2sc7
» £ ImmutableMaCache - - -
= 7 Reghinary __ 1400-FF o 1868064
e ] s RegBnary | 35-03-1F-00-C1-02-D5-DF- ]
Software :
Marosoft
4= Vindows
» = Currentversion
shel
, »[ BaghRy
> Type viewer | Siack viewer
MuCache
» = vve € R
st.CacheKey
ms-asd-brokerpiugn ptCochekey.
ms-actoncenter ; Hackiong
ms-apprep s e
ma-cortana g.3% (°g Wil pr
msoh
ms-device-enrolment 148. . 61 (b @ -amt 0 . «
ms-nputapp o o1l
< > Curentoffset. | 0(0) | Bytes selected: | 0(0) Data interpreter | 7
Key: | Local Setting: \BagMR Value | &  Collapse al hives

Selected hive: UsrClass.dat | Last write:
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@ Registry Explorer v1.6.0.0 - o X
File Tools Options Bookmarks (2/0) View Help
Registry hives (1) | Avaiable bookmarks (2/0) Voes
[ st Ve
= Value Name VabeType |Data Valve Slack |15 Deleted | Data Record Realocated
sval| | T
5 ‘;V""" =K 3 0 ¢ e O] O]
» [ Curentversion ' Ry o ] O
=r" Friags RegOword 1092616209 [m] [m]
+ = Bogw vd Regsz {1377700-3573-11CF-AE69-0800282£1262) 768656064 2F m] ]
4= Bags Mode RegOword 4 a a
O-B LogicalViewMode  RegDword 1 u] u]
a1 IconSize. RegOword 16 a [m]
4 shel Sort RegBinary m] m]
(=~ {SC4F2885-F869-4E84-8E60F 11DBI7CSC. Collnfo RegBinary -10-00-00-... | 63-68-5265 [m] a
" = GroupView Regoword 0 m] m}
= Regsz 74003006300 ] 5]
N~ GroupByKey:PID  RegDword 0 ] O
= *| | GrousyDrection  Regoword 1 O o
Nt
=t
4F shel
[=| 4c:
gy T M —_—
=0 Type viewer | Binary viewer
=k Vaename  [Rev
'E2
Valve
= e Regoword
=En Valve
N=E]
A=t
vE Raw value |mmmm
=t
N=Ed O
< >
[ ke [L i i {TD49D726-3C21-4F05-09AA-FDC2C9474656) | Value: | Rev | Collapse all hives
Selected hive: UsrClass.dat | Last write: | 2024-03-04 121338 | 12 of 12 values shown (100.00%) | Selected bookmark ‘BagMRU' (ShellBag root key) Hidden keys:0 | 7
@ Regstry Explorer v1.6.0.0 - o X
File Tools Options Bookmarks 25/0) View Help
Regstry hives (2) | Avaiable bookmarks (27/0) Values
et o search [ e P
Value Name [Vae Type [Data [Vale si.. 15 Delet.. [ Data Record Real... |
S ] i N i P e oOc 0 ] m] -
» | Cachetimt
Cacheprefix
RooT = =
» |1mu.mmam=¢nua ] P
C:\progr
C:\progr a

C:\Program Fies\Adobe|Acrobat DC\Acrobatisaite. di
C:Program Fies \Adobe Acrobat DC VrobatViewerPS.di
C:\Program Fies\Adobe \Acrobat DC\Acrobatiadobeafp.di
C:\Program Fies\Adobe \Acrobat DC\Acrobatipe.di

C:\Program Files \Adobe\Acrobat DC\Acrobat\came _base.di

C:\Progr
C:\Program Fies\Adobe\Acrobat DC\Acrobatiphug_ins\Search.api
C:\progr Acrobatpk 200
c. ins\Serutad 2ot
Type viewer | Binary viewer
value name  [Cachetimt
Value type Pmd
Value 1
Raw vake ’nwwwz
< >
[ | Key: = CiUsers\Administrator\NTUSER.DAT Value  Cachelimit  Collapse all hives
Selected hive: NTUSERDAT  Lastwritee  None 113 of 113 values shown (100.00%) = Load complete Hiddenkeys:0 13
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# Registry Explorer v1.6.0.0 ]

These artifacts are particularly resilient and remain a vital source of
evidence, even in cases where an adversary has taken steps to erase traces
of their actions. We can also use the ShellBag Explorer application to analyze
it. We can examine each directory, setting, network share, etc, accessed by
the user. ShellBag Explorer simplifies the process of extracting, visualizing,
and analyzing ShellBag data. It offers a user-friendly interface to parse
complex registry structures, providing investigators with clear insights into
folder interactions on a system. This is particularly useful when examining
user behavior or detecting unauthorized activity.
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@ shelBags Explorer v1.4.0.0 = u] X
File| Tools Help
|@ rosaactiveregisty vt | 0
@ Load offline hive Ctrl+0 Value [1con [ shel Type MRU Positon | Created On Modified On Accessed On First Interacted \
B Export » ® | #c Noim... afJc = = - - -
Exit
< >
Summary | Detals  Hex
Active file: NA Time zone: UTC 0 of O visible
@ shelBags Explorer v1.4.0.0
File Tools Help
Value
p | 4fp}  Desktop . }3
VB ez tooss Value [1con | shell Type MRUPosition | Created On Modified On Accessed On First Interacted 1
»$F My Computer ¥ [ s0c Noim... sl - - _ _ _
LF  Home Folder » | Home Folder ¥  Root folder: GUID 2 2022-10-13 20:49:32
»$F  Control Panel My Computer ¥ Root folder: GUID 1
& searchFolder Artifacts [) Directory 8 2022-10-1321:44:42 2022-10-1321:23:06 2022-10-13 21:44:42 2022-10-14 10:40:33
& searchFolder EZ tools Directory 0 2022-10-14 10:41:00 2022-10-14 10:41:00  2022-10-14 10:41:00
'g ;:"‘:‘:::d Devices Computers and Devices Root folder: GUID 3
ar r
Search Folde i 1 2024-02-26 01:49:44
B | Atfacts ar r | Parsing complete! X
Search Folder 2024-03-04 12:28:38
Control Panel “ Parse time: 1.57 seconds
Search Folder ShelBags found: 79 2024-03-04 13:50:13
ShellBags processed: 79 (100.00%)
Totals by bag type
Root folder: GUID: 8
Directory: 51
Zip file contents: 1
File: 1
Drive letter: 1
Network location: 4
< Variable: Users property view: 4 5
Users property view: 3
Control Panel Category: 4 | ™"
Summary | Det GUID: Control panel: 2
Name: Hon|
Absolute pal
Key-Value
Registry last write time: 2024-12-07 10:59:13.196
Miscellaneous
Shell type: Root folder: GUID
Nodesslot: 1
MRU position: 2

# of child bags: 0

First interacted with: 2022-10-13 20:49:32.292

Active Registry loaded in 1.5652 seconds!

9 shellbags loaded in 0.5568 seconds
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@ shelBags Explorer v1.4.0.0

File Tools Help
Value
|4 Desktop
W[ EZ tools

4%F My Computer

Vd

4%} [Documents 1

important_documents
4 tool
Artifacts
tools
4 RegRipper3.0-master.zip
RegRipper3.0-master
Get-ZmmermanTools
Desktop
Downloads
Pictures
Home Folder
Control Panel
Search Folder
Search Folder
Computers and Devices
Search Folder
Artifacts

Active Registry loaded in 1.5652 seconds!

@ shelBags Explorer v1.4.0.0

File Tools Help

Value
|4 | Desktop

EZ tooks

My Computer

Home Folder

Control Panel

Search Folder

Search Folder
&

48 10.10.17.228

468 \\10.10.17.228\Users
4 Administrator
[oocuments 1
secret-documents

» 4l

Downloads
\\10.10.17. 228\secret-doc
\\10. 10.17. 228 \Hacking-tools
tsclient
» &  10.10.250.62
& Search Folder
[ Artifacts

&
&
a2

Active Registry loaded in 1.5652 seconds!

2 shellbags loaded in 0.0061 seconds

Value

J)

Icon |Shell Type |MRU Position |Created On Modified On Accessed On First Interacted
v L Noim__ nc = = = = =
Get-ZimmermanTools Directory 1 2022-10-13 21:45:04 2022-10-13 21:45:04 2022-10-13 21:45:04 2022-10-13 21:45:08
RegRipper 3.0-master.zip E File 0 2022-09-12 23:42:06 2022-09-12 23:41:44 2022-09-1302:01:26

<

>
Summary | Detais  Hex
Name: tools -
Absolute path: Desktop\My Computer' Documents'tool'tools
Key-Value name path: BagMRU\10\0-0
Registry last write time: 2022-10-14 11:06:06.249
Target timestamps
Created on: 2022-10-13 21:27:14.000
Modified on: 2022-10-13 21:40:16.000
Last accessed on: 2022-10-13 21:40:16.000
Miscellaneous
Shell type: Directory
Node slot: 8
L_MRIInasition-1 e
| Time zone: UTC | 2 of 2 rows visible (100.00%)
- a X

0

Value Icon |ShelType |MRUPosition |Created On Modified On Accessed On First Interacted |
v 0c Noim... s = = - - -
I secret-documents Directory 0 2024-02-26 17:49:48 20240226 18:08:22  2024-02-26 18:08:22  2024-02-26 18:09:39 I

<

Summafz Details Hex

Name: Documents

Key-Value name path: BagMRU'4\010'0-1
Registry last write time: 2024-02-26 01:23:51.034

Target timestamps

Created on: 2021-03-17 15:00:04.000
Modified on: 2022-10-14 11:06:34.000
Last accessed on: 2022-10-14 11:06:34.000

Absolute path: Desktop'\Computers and Devices\10.10.17.228110.10.17.228 \Users\A dministrator'Documents

Miscellaneous
Shell type: Directory
Node slot: 28

MRILnasition: 0

1 shellbag loaded in 0.0068 seconds

Time zone: UTC
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@ ShelBags Explorer v1.4.0.0 - o X
File Tools Help
Value
4fgt  Desktop /0
N £2 tooks Value Icon | Shell Type MRU Position | Created On | Modified On | Accessed On | First Interacted Last Interacted
»4F My Computer MIL:S Noim... O = = = = = =
L¥  Home Folder \\10. 10.17.228\Users &%  Network location 0 2024-03-04 13:4
» % Control Panel \\10. 10. 17.228\secret-doc & Network location 1 20240304 12:11:32
& SearchFolder \\10.10.17.228\Hacking-tools 4%  Network location 2 2024-03-04 12:11:35
& searchFolder
4 Computers and Devices
> ig 10.10.17.228 |
4d%  \\10.10.17.228\Users
4 Administrator
4 Documents
secret-documents
Downloads
o \\10.10.17.228\secret-doc
I a8 \\10. 10. 17. 228 \Hacking-tools I
& tsdient
4 10.10.250.62 .
&  \\10.10.250.62\Users i
» Administrator I
& Search Folder < >
Atifacts | e
Summary | Detalls  Hex
Name: 10.10.17.228
Absolute path: Desktop\Computers and Devices\10.10.17.228
Key-Value name path: BagMRU'4-0
Registry last write time: 2024-03-04 13:41:39.114
Miscellaneous
Shell type: Variable: Users property view
Node slot: 24
MRU position: 0
# of child bags: 3
Last interacted with: 2024-03-04 13:41:39.114
Active Registry loaded in 1.5652 seconds! | 3 shellbags loaded in 0.0047 seconds Timezone: UTC | 3 of 3 rows visible (100.00%)

Below is a summary of the key points about the valuable information
ShellBags contain:

Folder View Settings: ShellBags record how a user views specific folders, including view
modes such as list, icons, or details. This insight can help reconstruct the user’s preferences
and behaviors when interacting with the file system.

Folder Paths: ShellBags track the paths of directories accessed by the user, whether on the
local machine, external devices, or network shares. This data is crucial for tracing the user’s
navigation patterns and identifying sensitive or suspicious activity.

Timestamps: ShellBags store various timestamps, such as the first time a folder was
created, last accessed, or potentially modified. These timestamps are invaluable for building
a timeline of activities and determining the sequence of events.

User Preferences: Detailed information, such as the positioning of icons, window sizes, and
folder sort orders, is also captured. These preferences provide a deeper understanding of
how a user interacted with the system.

Deleted Folders: One of the most compelling forensic advantages is ShellBags' ability to

retain data about folders that have been deleted. This capability allows investigators to
uncover evidence even after attempts to erase it.

Baris Dincer / Cyber Threat Intelligence Investigator & CIO / Lex Program



Windows User Activity Analysis LEX BlackRose Threat Intelligence Investigation & Response Team

Network and External Drive Access: ShellBags log folders accessed on external drives or
network shares. This information sheds light on the use of external or remote storage,
offering insights into data movement or exfiltration.

Windows Version Specifics: The structure and data within ShellBags vary depending on the
version of Windows being analyzed. Understanding these nuances ensures that
investigators extract the maximum amount of relevant data.

Analyzing LNK Files

LNK files, also known as shortcut files, are small binary files in Windows that
serve as references to other files, folders, or system objects. These files are
automatically created by the Windows operating system when a user
interacts with certain items, such as opening a document, launching an
application, or creating a shortcut. Forensic analysis of LNK files can reveal a
wealth of information about user activity and system interactions. LNK files
provide a timeline of accessed files and folders, helping investigators
understand a user’s workflow and behavior. Even if the target file or folder is
deleted or moved, the LNK file retains its metadata, offering evidence of past
interactions. LNK files referencing external drives or USB devices can help
identify the use of removable media and data transfer activity. Shortcut files
pointing to network locations can indicate external resource usage or remote
interactions. LNK files are sometimes used in phishing or malware
campaigns. Analyzing them can reveal malicious payload execution paths or
attacker tools.

Key informations contained in LNK files are below:

Target Path
- The full path to the file or folder the shortcut points to.
- This helps identify which files or folders the user accessed.

File Metadata
- Timestamps: Creation, last modification, and last access times of the target file or
folder.
- File size: The size of the referenced file at the time the LNK file was created.

Volume Information
- Includes the drive serial number, volume label, and the drive letter where the target
file resides.
- This can be critical when tracking files on removable drives or external media.

Network Information
- For shortcuts pointing to network resources, LNK files may include UNC paths or IP
addresses of the network share.
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- Useful for identifying connections to shared drives or remote servers.

Execution Details
- Stores details about how the program or file was opened, such as the working
directory and command-line arguments.
- Reveals how specific applications were used.

Icon and Metadata
- Contains information about the icon used for the shortcut, sometimes pointing to
additional files or resources.

LNK files can be found in various locations, including:

- Desktop: User-created shortcuts.

- Recent Items:
C:\Users\<username>\AppData\Roaming\Microsoft\Windows\Recent or
%userprofile%\AppData\Roaming\Microsoft\Windows\Recent or
%userprofile%\recent

- Start Menu: Shortcuts to applications or utilities.

- Custom Paths: As determined by user activity or application-specific behavior.

Run

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: rofile%:\AppData\Roaming\Microsoft\Windows\Rec ent{ v

& This task will be created with administrative privileges.

oK Cancel Browse...
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= 5 | Recent - a
Home  share  view
’TIL > Administrator > AppData > Roaming » Microsoft > Windows » Recent I v O
Name - Date modified Type ize

s Quick access
[ Desktop
=| Documents
3 Downloads
&) Pictures
EZ tools
‘i Local Disk (C:)

3 This PC
1 3D Objects
I Desktop
| Documents
¥ Downloads
J Music
&= Pictures
B videos
., Local Disk (C:)

% Network

35 items

PS C:\Users\Administrat

[ 10_ways_to_Exfiltrate_Data.pdf
[ Accounts_Details.pdf
Administrator
[E2] AN Tasks
Artifacts
82, {63ATFOF7-6ACD-4D19-92FE-FBABDID3S...
codedt
%| Documents
3 Downloads
EZ tools
hacking-tools
[# How to Hack.pdf
10.10.17.228/
important_documents
== Local Disk (C)
& Local Disk (C:)
cortana
cortana
windowsupdate
[#) Network-topology.pdf

New folder

or> Get-ChildItem -Path

"C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent" -Filter "*.lnk"

Directory: C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent

Las

3/4/2024
3/4/2024
12/7/2024
3/4/2024
3/4/2024
3/1/2024
3/4/2024
3/4/2024
3/4/2024
10/18/2022
10/14/2022
3/1/2024
3/4/2024
3/4/2024
3/4/2024
3/4/2024
3/4/2024
3/31/2024
3/4/2024
3/4/2024
3/4/2024

tWriteTime Length

1851
646
lo4
104
605
464

1927
489
489
522
527
923
156
661
386
386
154
166
948
512

Name
10_ways_to_Exfiltrate_Data.lnk
Accounts_Details.lnk
Administrator.lnk

All Tasks (2).1lnk

All Tasks.lnk
Artifacts.lnk

Change account type.lnk
code. 1lnk

Documents.lnk
Downloads.1lnk

EZ tools.1lnk

hacking-tools.1lnk

How to Hack.lnk
http--10.10.17.228-.1nk
important_documents.1lnk
Local Disk (C) (2).1lnk

Local Disk (C).1lnk
ms-settingscortana.lnk
ms-settingswindowsupdate.lnk
Network-topology.lnk

New folder.lnk
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3/4/2024
12/7/2024
3/4/2024
3/4/2024

10/14/2022

3/1/2024
3/4/2024
3/31/2024
3/4/2024
3/4/2024

10/18/2022

3/4/2024
12/7/2024
12/7/2024

LEX BlackRose Threat Intelligence Investigation & Response Team

New Text Document.lnk
NTUSER.DAT.1nk
RegistryExplorer.1lnk

RegistryExplorerManual.lnk

RegRipper3.0-master.1lnk
SAM. 1nk
secret-documents.lnk
The Internet.lnk

This PC.1nk

tmp. 1nk

Tools.1lnk

Uninstall a program.lnk
UsrClass.dat.lnk
Windows. 1lnk

To examine the files accessed by the suspect, we will examine the LNK files
created as a result using a tool called LECmd.exe.

PS C:\Users\Administrator\Desktop\EZ tools> .\LECmd.exe -f
C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\10_ways_to_Exfiltrate_Data.lnk

LECmd version 1.5.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd

Command line: -f C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\10_ ways_to_Exfiltrate_Data.lnk
Processing C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\10_ways_to_Exfiltrate_Data.lnk

Source file: C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\10 ways_to_Exfiltrate_Data.lnk

Source created:
Source modified:
Source accessed:

--- Header ---
Target created:
Target modified:
Target accessed:

2024-03-04 12:49:18
2024-03-04 12:49:18
2024-03-04 12:49:18

2024-03-04 12:28:26
2024-03-01 18:20:11
2024-03-04 12:28:26

File size: 511,447

Flags: HasTargetIdlList, HasLinkInfo, HasRelativePath, HasWorkingDir, IsUnicode, DisableKnownFolderTracking

File attributes: FileAttributeArchive

Icon index: ©

Show window: SwNormal (Activates and displays the window. The window is restored to its original size and
position if the window is minimized or maximized.)

Relative Path: ..\..\..\..\..\Documents\important_documents\10 ways_to Exfiltrate_Data.pdf
Working Directory: C:\Users\Administrator\Documents\important_documents
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--- Link information ---
Flags: VolumeIdAndLocalBasePath, CommonNetworkRelativelLinkAndPathSuffix

>> Volume information
Drive type: Fixed storage media (Hard drive)
Serial number: A8A4C362
Label: (No label)

Network share information
Share name: \\4N6\Users
Provider type: WnncNetLanman
Share flags: ValidNetType

Local path: C:\Users\
Common path: Administrator\Documents\important_documents\10_ways to Exfiltrate_Data.pdf

--- Target ID information (Format: Type ==> Value) ---

Absolute path: My Computer\Documents\\

-Root folder: GUID ==> My Computer

-Root folder: GUID ==> Documents

-Directory ==> (None)
Short name: IMPORT~1
Modified: 2024-03-04 12:28:28
Extension block count: 1

Block © (Beef0004)
Long name:
Created: 2024-03-04 10:25:14
Last access: 2024-03-04 12:28:28
MFT entry/sequence #: 730/34 (©x2DA/0x22)

-File ==> (None)
Short name: 10_WAY~1.PDF
Modified: 2024-03-01 18:20:12
Extension block count: 1

Block © (Beef0004)
Long name:
Created: 2024-03-04 12:28:28
Last access: 2024-03-04 12:28:28
MFT entry/sequence #: 92781/27 (0x16A6D/0x1B)

--- End Target ID information ---

--- Extra blocks information ---
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>> Tracker database block
Machine ID: 4né6
MAC Address: ©2:aa:2f:47:a0@:ab
MAC Vendor: (Unknown vendor)
Creation: 2024-03-04 12:28:25

Volume Droid: £6953da0-d6bb-4c14-8dd4-1d39a7683054
Volume Droid Birth: f6953da@-débb-4c14-8dd4-1d39a7683054
File Droid: b29225ee-da22-11lee-82dd-02aa2f47a0ab
File Droid birth: b29225ee-da22-11lee-82dd-02aa2f47a0ab

>> Property store data block (Format: GUID\ID Description ==> Value)
446d16b1-8dad-4870-a748-402ea43d788c\104 Volume Id ==> Unmapped GUID:
19127295-0000-0000-0000-100000000000

Processed
C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\10 ways to_ Exfiltrate Data.lnk in ©.23644580
seconds

PS C:\Users\Administrator\Desktop\EZ tools> .\LECmd.exe -f
C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\code.lnk

LECmd version 1.5.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd

Command line: -f C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\code.lnk

Processing C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\code.lnk

Source file: C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\code.lnk
Source created: 2024-03-04 13:45:51
Source modified: 2024-03-04 13:47:41
Source accessed: 2024-03-04 13:47:41

--- Header ---
Target created: 2024-03-04 13:46:31
Target modified: 2024-03-04 13:46:31
Target accessed: 2024-03-04 13:46:31

File size: 21

Flags: HasLinkInfo, HasWorkingDir, IsUnicode, HasExpString, DisableKnownFolderTracking

File attributes: FileAttributeArchive

Icon index: ©

Show window: SwNormal (Activates and displays the window. The window is restored to its original size and
position if the window is minimized or maximized.)

Working Directory: \\10.10.17.228\Users\Administrator\Documents\secret-documents
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--- Link information ---
Flags: CommonNetworkRelativelLinkAndPathSuffix

Network share information
Share name: \\10.10.17.228\USERS
Provider type: WnncNetLanman
Share flags: ValidNetType

Common path: Administrator\Documents\secret-documents\code.txt

--- Extra blocks information ---

>> Vista and above ID List data block
Root folder: GUID ==> Computers and Devices

Environment variable data block
Environment variables: \\10.10.17.228\Users\Administrator\Documents\secret-documents\code.txt

Tracker database block

Machine ID:

MAC Address: ©2:19:93:4f:de:8d
MAC Vendor: (Unknown vendor)
Creation: 2024-02-28 21:58:34

Volume Droid: f6953da0-d6bb-4c14-8dd4-1d39a7683054
Volume Droid Birth: f6953da@-d6bb-4c14-8dd4-1d39a7683054
File Droid: 84c0033a-d684-11lee-82db-0219934fde8d
File Droid birth: 84c0033a-d684-11ee-82db-0219934fde8d

We can use powershell functions to analyze it too.

PS C:\Users\Administrator\Desktop\EZ tools> $1lnkFile =
"C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent\code.lnk"

PS C:\Users\Administrator\Desktop\EZ tools> $shell = New-Object -ComObject WScript.Shell
PS C:\Users\Administrator\Desktop\EZ tools> $shortcut = $shell.CreateShortcut($lnkFile)

PS C:\Users\Administrator\Desktop\EZ tools> Write-Host "Target Path: $($shortcut.TargetPath)"

Target Path: \\10.10.17.228\Users\Administrator\Documents\secret-documents\code.txt

PS C:\Users\Administrator\Desktop\EZ tools> Write-Host "Arguments: $($shortcut.Arguments)"

Arguments:

PS C:\Users\Administrator\Desktop\EZ tools> Write-Host "Working Directory: $($shortcut.WorkingDirectory)
Working Directory: \\10.10.17.228\Users\Administrator\Documents\secret-documents

PS C:\Users\Administrator\Desktop\EZ tools> Write-Host "Icon Location: $($shortcut.IconLocation)"

Icon Location: ,0
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Analyzing Jump Lists

Jump Lists are a feature introduced in Windows 7 to improve user
experience by providing quick access to recently or frequently accessed
items for applications pinned to the Taskbar or Start Menu. However, from a
forensic standpoint, Jump Lists are a goldmine for investigators, offering
insights into a user’s file access history, application usage, and even external
device interactions. Jump Lists are essentially metadata files that track
recently or frequently accessed documents, links, or other items associated
with an application.

They are categorized into two types:

Automatic Destinations (.automaticDestinations-ms): Automatically generated Jump Lists
that track recent activity for supported applications, stores system-generated lists with
fillenames structured as unique hashes.

Custom Destinations (.customDestinations-ms): Application-specific Jump Lists created by

developers to define frequently accessed files or locations, contains application-defined lists,
less common in practice.

Jump List files are stored in the user profile directory:

-  %APPDATA%\Microsoft\Windows\Recent\AutomaticDestinations\
-  %APPDATA%\Microsoft\Windows\Recent\CustomDestinations\
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= | C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Recent D I
Home Share View
t > Administrator > AppData > Roaming > Microsoft > Windows > Recentltems > AutomaticDestinations

Name Date modified Type Size
s+ Quick access
I Desktop 5f7b5f1€01b83767.automaticDestinations... 12KB
7eddcaB0246863e3.automaticDestination... 4KB
& Documents 9b9cdcb9c1c24e2b.automaticDestination... 7KB
& Downloads ] 28¢ 54931 T 3KB
& Pictures €c12315e621bb2c9.automaticDestination... 3KB
EZ tools €71594269d16b162.automatic Destination... 2KB
i Local Disk (C:) f01b4d95cf33d32a.automaticDestinations... 37KB
f065ac336abcaa3e.automaticDestinations... 11 KB
I This pC 18460fded109990.automaticDestinations... 3KB
3 3D Objects
[ Desktop
| Documents
3 Downloads
J' Music
&= Pictures
B Videos
‘i Local Disk (C:)
=¥ Network
9items
= | C:\Users\ \AppData\R g\Microsoft\Windows\Recent\CustomDestination:

Share View

|

> Administrator > AppData > Roaming > Microsoft > Windows > Recentltems > CustomDestinations

3 Quick access

Name Date modified Type Size

| 7e4dcaB0246863e3.customDestinations-ms

I Desktop Ko
| 28c8b86deab549al.customDestinations-... KB

] Documents 500aee7bdd69b59b. customDestinations-... 7KB
¥ Downloads cccOfa1b9fE6f7b3.customDestinations-ms KB
& Pictures f01b4d95cf55d32a.custom Destinations-ms 1KB
EZ tools 18460fded109990.customDestinations-ms KB

LEX BlackRose Threat Intelligence Investigation & Response Team

‘i Local Disk (C3)

3 ThisPC
3 3D Objects
[ Desktop
“s| Documents
3 Downloads
B Music
=] Pictures
B videos

‘i Local Disk (C:)

¥ Network

6 items

PS C:\Users\Administrator\Desktop\EZ tools> Get-ChildItem -Path
"$env:APPDATA\Microsoft\Windows\Recent\AutomaticDestinations" -Filter "*ms"
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12/7/2024 : 5f7b5f1e01b83767.automaticDestinations-ms
3/4/2024 1: { 7e4dca80246863e3.automaticDestinations-ms
3/4/2024 1: 9b9cdc69clc24e2b.automaticDestinations-ms
3/4/2024 1: ccl12315e621bb2c9.automaticDestinations-ms

12/7/2024 : €71594269d16b162.automaticDestinations-ms
12/7/2024 : f01b4d95cf55d32a.automaticDestinations-ms

3/4/2024 14 fo065ac336abcaa3e.automaticDestinations-ms
3/31/2024 : / £18460fded109990.automaticDestinations-ms

We can also use the JumpListExplorer tool.

& JumplList Explorer v1.4.1.0 - O x

File | Tools Help
I.g Load jump lists ~ Ctrl+O I p

B Export »
& Exit

Name e

Properties

Load one or more jump list files via File menu |
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1a - O x
14 Open X
« « 4 [ « Microsoft > Windows » Recentitems > AutomaticDestinations v P P
Organize v New folder - m 0
EZ tools A Name ) Date modified Type Size
1<
= Local Disk (C) [ 5f7b5f1e01b83767.automaticDestinations... AUTOMATICDESTI... 12KB
[0 This PC [ ] 7e4dcaB0246863¢3.automaticDestination...  3/4/2024 1:55PM  AUTOMATICDESTL... 4KB
. S 2/4/9004 1:47 ’ ATIC -k
J 3 Objects || 9b9cdc69clc24e2b.automaticDestination...  3/4/2024 1:47 PM AUTOMATICDESTI... 7KB
L1 b86deab549a icDestinati AUTOMATICDESTI... 3KB
[ Desktop . i . — -
N | | €c12315e621bb2c9.automaticDestination... AUTOMATICDESTI... 3KB
(] Documents | €71594269d16b162.automaticDestination... AUTOMATICDESTI... 2KB P
¥ Downloads |} f01b4d95cf55d32a.automaticDestinations... 12/7/2024 12:02 PM  AUTOMATICDESTI... 37KB
} Music | | f065ac336abcaa3e.automaticDestinations...  3/4/2024 1:41 PM AUTOMATICDESTI... 11KB
| Pictures | | f18460fded109990.automaticDestinations...  3/31/2024 1:12 AM AUTOMATICDESTI... 3KB
B videos
- Local Disk (C:)
=¥ Network v
File name: | "5f7b5f1e01b83767.automaticDestinations-ms" “Te4dca80246863e3.automatic V‘ Jump Lists (**-ms) N
oad one or more jump

@ JumplList Explorer v1.4.1.0

File Tools Help

Source File Name

Jump List Type AppID App ID Description Lk File Count Fie Size
¢ ol = e e = = -
c\ Automatic Sf/bSf1e01b83767  Quick Access 5 11,776
C:\Users\Administrator ta Roaming Microsoft\Windows \Recent! 7e4dcaB024686323 __ Control Panel - Settings 2 4,06
» I Sbocdc69cic24ed  Notepad 64-bit 3 7,1
: Wicrosoft "Automatic Zocabacdeabsdal | Intemet Explorer 8.0.7600. 16385 1 2,560
cy Automatic c12315e621bb2c9  Unknown Appld 0 2,50 _
Name /0
» 4 9b3cdccic24e2b.automaticDestinations-ms
Entry #: 0002 - W0, 10, 17.228YSERS \Adminisrator Documen Entry Number TargetCreatedOn TargetModfiedOn  TargetAccessed On  Absolute Path Extra Block Count Interaction Count
Entry #: 0003 - My Computer\C: \Users\Administrator\Desktop\, = = = = 0 = =
Entry #: 0001 - My Computer\C: \system\home \tmp\code. txt 2 20240304 13: 20240304 13: 2024-03-04 13: \\10.10.17.228\USE 4 2
3 2024-03-04 13: 20240304 13: 2024-03-04 13:47:19 My Computer\C:\Use. 2 1
1 20240304 13:45:15 20240304 13:45:15 20240304 13:45:15 My Computer\C:\sys. 2 1
[Properties| :
Appld 9b9cdchOcic2de2b
Appld descripton  |otepad 64-bit |
Pinned count 0
Entries count 3
Lastused entry # 3
Version 4

playing jump
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14 JumpList Explorer v1.4.1.0 - O x

File Tools Help

Source Fie Name Jump List Type AppID App ID Description Lk File Count Fie Size
o = e o = = -
c\ AppD: Automatic 7e4dcaB02468633  Control Panel - Settings 2 4,09
T AppD: Automatic 9bocdcsocic29e2b  Notepad 64-bit 3 7,168
[ icrosoft! Automatic 28csbs6deabS4%al Interet Explorer 8.0.7600. 16385 1 2,560
[T Automatic c12315e621bb2c9  Unknown Appld 0 2,560
c\ crosoft Automatic €71594269d16b162  Unknown Appld 0 15% _
Name 0
4 9b9cdcBSc1c24e2b. automaticDestinations-ms
Entry #: 0002 - \\10.10. 17. 228\USERS Administrator\Documen L= Yahue
Entry 2: 0003 - My Computer \C: Users\Administrator Deskt "0 "0e
» Entry #: 0001 - My Computer\C: \system\home \tmp\code. txt TargetCreationDate 2024-03-04 13:45:15
TargetModficationDate 2024-03-04 13:45:15
TargetiastAccessedDate 2024-03-04 13:45:15
Header.DataFlags HasTargetldList, HasLinklnfo, IsUnicode, DisableKnownFolderTracking, AlowLinkToLink
Header FieAttributes FileAttributeArchive
Entry number 1 Header.IconIndex g
:Z:‘mme C \systemlhome\tmp \code. txt Header.ShowWindow Swiormal
Destlist Createdon | 2024-03-04 12:28:25 Absolute path My Computer\C: \system\home \tmp\code. txt
Destlist Last modified 04 13:45:51 LocalPath Ct\system\home\tmp\code. txt
MAC address 02:aa:2f:47:a0:ab LocationFlags VolumeldAndLocalBasePath
Pinned
Fie droid birth b2922884-da22-11ee-82dd-02aa2f47a0ab
Fie droid b2922884-da22-11ee-82dd-023a2f47a0ab

Volume droid birth | f6953da0-d6bb-4c14-8dd4-1d39a7683054 |

Loaded Ink (entry #: 1) ==> My Computer\C:\system\home\tmp\code.txt

Analyzing Prefetch Files

Prefetch files are created by the Windows Task Scheduler when an
application is executed. They are stored in the Prefetch folder and contain
metadata about the executed program. These files have:

- File Name: The name of the executed application.

- Last Executed Time: Timestamp of the most recent execution.

- Execution Count: Number of times the application has been executed.

- Referenced Files: List of files accessed during the application's execution.

Prefetch files are located in C:\Windows\Prefetch. Each file has a .pf
extension and includes the application's name, followed by a hash value.

Windows does not natively provide tools to parse prefetch files, so third-party
tools and scripts are often used.

We will use PECmd.exe, for example.

PS C:\Users\Administrator\Desktop\EZ tools> .\PECmd.exe -d C:\Windows\Prefetch -o C:\Desktop\Output

PECmd version 1.5.0.0
Processing Prefetch files from: C:\Windows\Prefetch
Output directory: C:\Desktop\Output
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Prefetch File: NOTEPAD.EXE-3D6F57C9.pf

Executable Name: NOTEPAD.EXE

Hash Value: 3D6F57C9

File Size: 28 KB

Prefetch File Version: 30 (Windows 10)
Last Executed: 2024-12-05 08:30:15 UTC
Run Count: 12

Accessed Files:
1. C:\Windows\System32\kernel32.dll
2. C:\Windows\Fonts\segoeui.ttf
3. C:\Users\Admin\Documents\example.txt

Timestamps:
First Execution Time: 2024-12-01 14:22:00 UTC
Last Execution Time: 2024-12-05 ©8:30:15 UTC

Additional Information:
- Volume Serial Number: ©x1234ABCD
- Volume Path: C:\
Creation Time: 2023-01-15 11:00:00 UTC

Executable Name: WINWORD.EXE

Hash Value: 5A7B8E3C

File Size: 35 KB

Prefetch File Version: 30 (Windows 10)
Last Executed: 2024-12-05 10:45:00 UTC
Run Count: 34

Accessed Files:
1. C:\Windows\System32\msvcrt.dll
2. C:\Program Files\Microsoft Office\Root\Officel6\WINWORD.EXE
3. C:\Users\Admin\Desktop\Report.docx

Timestamps:
First Execution Time: 2024-11-28 ©9:15:00 UTC
Last Execution Time: 2024-12-05 10:45:00 UTC

Additional Information:
- Volume Serial Number: ©x1234ABCD
- Volume Path: C:\
- Volume Creation Time: 2023-01-15 11:00:00 UTC

Key informations are:

Executable Name: Name of the program associated with the prefetch file.
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- Hash Value: Unique hash generated by Windows for the application.
- Run Count: Number of times the application was executed.
- Timestamps:
- First Execution Time: The first recorded execution of the application.
- Last Execution Time: The most recent execution of the application.
- Accessed Files: List of files and DLLs accessed by the application during execution.
- Volume Information:
- Serial number of the disk.
- Volume creation date and path.
- Prefetch File Version: Indicates the Windows version (e.g., Windows 10 uses version
30).

Closing Remarks

The ability to analyze these various sources, whether they be recent
document records, run commands, typed paths, or shellbags, allows a
forensic analyst to gain a comprehensive view of the user's interactions with
the system. Prefetch files, for example, offer a detailed history of program
execution, while registry hives like NTUSER.dat and USERAssist can reveal
much about the user's preferences, behaviors, and even their attempts to
cover their tracks.

As we've seen, forensics tools like PECmd, Registry Explorer, and ShellBag
Explorer facilitate the extraction and parsing of these artifacts. These tools
enable investigators to identify and interpret critical data in a systematic way,
leading to accurate and reliable findings. When combined with manual
techniques and the knowledge of artifact locations and formats, these tools
form a robust framework for analyzing user activity on Windows systems.

In an ever-evolving digital landscape, where adversaries and users alike
attempt to hide their footprints, understanding and leveraging these artifacts
remains an indispensable skill for forensic analysts. Whether you're
responding to an incident, conducting an internal audit, or gathering evidence
for legal purposes, the comprehensive analysis of user activity is essential to
uncovering the truth hidden within the system. The combination of technical
expertise, analytical tools, and a deep understanding of Windows' internal
structures is what ultimately empowers forensic investigators to uncover and
understand the actions of users within the digital domain.

Through continued research and practice, investigators can better refine their

processes and tools, ensuring they remain prepared to handle the
complexities of modern-day digital forensics.
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