o elev8
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About this Module elev8

« This course provides to the students the information they need to know to get started
with Active Directory (AD DS) and its key concepts.

« In this module is to provide coverage of AD DS objects, AD DS deployments, how to
deploy an AD DS environment, configure AD DS trusts, implementing Group policies
and much more.

« The goal of this course is to help learning Active Directory and to be more efficiently in
a future job.

elev® LeaRNING SoLUTIONS
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*Unit 01 - Installing and configuring domain
controllers

*Unit 02 - Managing objects in AD DS

Unit 03 - Advanced AD DS infrastructure
management

*Unit 04 - Implementing and administering AD
DS sites and replication

*Unit 05 - Implementing Group Policy

*Unit 06 - Managing user settings with Group
Policy

*Unit 07 - Securing Active Directory Domain
Services
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*Unit 08 - Deploying and managing AD CS
*Unit 09 - Deploying and managing certificates

*Unit 10 - Implementing and administering AD
FS

*Unit 11 - Implementing AD DS
synchronization with Microsoft Azure AD

*Unit 12 - Monitoring, managing, and recovering
AD DS
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AD DS Components elev8

Logical components Physical components
Partitions Domain controllers
Schema Data stores
Domains Global catalogservers
Domain trees RODCs
Forests
Sites
OUs
Containers




What is the AD DS schema?
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-’ﬁ Consolel - [Console Rooth\Active Directory Schema [LON-DC1.Adatum.com\Classeshuser]
Window  Help

2l IERERESN 7 Mo

& File

|

Action  View  Favorites

912 rpcProfileElement
912 rpeServer
912 rpeServerElerent

912 rRASAdministrationConnection
912 rRASAdministrationDictionary

H1% samDomain

91% samDomainBase
912 samServer

B secret

912 securityObject
912 securityPrincipal
S server

H1% serversContainer

912 serviceAdministrationPoint

B2 serviceClass

B2 serviceConnectionPoint

912 servicelnstance
912 shadowdccount
912 simpleSecurityObject
B2 site

912 siteLink

912 sitelinkBridge
S sitesContainer
912 storage

912 subnet

912 subnetContainer
912 subSchema

912 top

912 trustedDomain
912 typelibrary

S user

912 volume

| Btributes

Marne

E userPassword

E homeDirectory

E unicHomeDirectary
L. gidNumber

L7, vidNumber

L en

L uid

E userPassword
Etelephonel\'umber

E sn

E serialNumber

E seelso

E attributeCertificatedtt...
L cn

[, msDS-AllowedToAct...
L x1218ddress

E comment

[ title

E o

E primaryTelexMumber
E telexMumber
EteletexTerminalldentif...
E street

E it

E registeredfddress

E preferredDeliveryMet...
E postalCode

E postaldddress

E postOfficeBox

L. thumbnailPhoto

L7 physicalDeliveryOffic...
<

Type
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Mandatory
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

System
Neo
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Description
User-Password
Home-Directory

The absolute path to the...
Aninteger uniquely ide...
An integer uniquely ide...
Commaon-Name

Auser D,

User-Password
Telephone-Number
Surname

Serial-Number

See-Blso

A digitally signed or cert...
Common-Name

This attribute is used for...
H121-Address
User-Comment

Title

Text-Country
Telex-Primary
Telex-Number
Teletex-Terminal-ldentifi...
Street-Address
State-Or-Province-Name
Reqgistered-Address
Preferred-Delivery-Meth...
Postal-Code
Postal-Address
Paost-Office-Box

Picture
Physical-Delivery-Office...

Source Class

posbdiccount
posbdccount
posbdccount
postedccount
postdccount
posbdiccount
posbdccount

person

person

person

person

person

person

person
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson
organizationalPerson

elev8



What is an AD DS forest?

Forest root
domain

%
adatum.com

fabrikam.com \
N

atl.adatum.com
Child domain

Tree root
domain

elev8



What is an AD DS domain? elev8

« AD DS requires one or more domain controllers

 All domain controllers hold a copy of the domain database, which is continually
synchronized

« The domain is the context within which user accounts, computer accounts, and groups
are created

elev® LeaRNING SoLUTIONS



What is an AD DS domain? elev8

* Thedomainisareplication boundary

* Thedomainisan administrative center
for configuringand managing objects

* Anydomain controller can
authenticate any sign-in anywherein
the domain

* Thedomain provides authorization —
Computers  Groups




What are OUs? elev8

Use containers to group objects within a domain:

* You cannot apply GPOs to containers

« Containers are used for system objects and as the default location for new objects
Create OUs to:

« Configure objects by assigning GPOs to them

» Delegate administrative permissions

elev® LeaRNING SoLUTIONS



What is Azure AD? elev8

SharePoint
Online

Exchange
Online

- ) Skype for
Office \ Business
365
Azure
AD
/ ™~
Azure App o Internet
S

&)

/

Internet-connected
apps

On-premises
AD DS

elev® LeaRNING SOLUTIONS



What is a domain controller? elev8

« Domain controllers:
« Areserversthathostthe AD DS database (Ntds.dit) and SYSVOL

- Hostthe Kerberos authentication serviceand KDC servicesto perform
authentication

- Have best practicesfor:
Availability:
Use atleasttwo domain controllersina domain
Security:
Use an RODC or BitLocker

elev® LeaRNING SoLUTIONS



What is a global catalog? elev8




Overview of domain controller SRV records elev8

« Clientsfind domain controllers through DNS lookup

« Domain controllers dynamically register their addresses with DNS

« Theresultsof DNS queries for domain controllers are returned in this order:
« Alistofdomain controllersinthe same site as the client

« Alistofdomain controllersinthe nextclosestsite,ifnone are available in
the same site

« Arandom listofdomain controllersin other sites, if no domain controller is
available in the next closest site

elev® LeaRNING SoLUTIONS



AD DS sign-in process elev8

The user accountis authenticated tothe domain
controller

2. Thedomain controller returnsa TGT back to client

3. Theclientusesthe TGTto apply for accessto
the workstation

4. The domain controller grants accessto the
workstation

5. Theclientusesthe TGTto apply for accessto
the server

6. Thedomain controller returns accessto the
server

Domain
controller

= —B

Workstation Server

elev® LeaRNING SOLUTIONS



What are operations masters? eleva

* Inthe multimaster replication model, some operations mustbe single
master operations
* Manyterms areusedforsingle master operations in AD DS, including:
Operations master (or operations master role)
Single masterrole
Flexible single master operations (FSMO)

elev® LeaRNING SoLUTIONS



What are operations masters? eleva

The five
FSMOs
Forest: Domain:
« Domain naming master * RID master

e Infrastructure master
« PDC emulator master

e Schema master

elev® LeaRNING SoLUTIONS



Installing a domain controller from Server Manager

elev8

« The Deployment Configuration section of the Active Directory Domain Services
Configuration Wizard

elev® LeaRNING SOLUTIONS

Select the deployment operation

®) Add a domain controller to an existing domain
) Add a new domain to an existing forest

' Add a new forest

Specify the domain information for this operation

Domain: ; [ Select...

Supply the credentials to perform this operation

<No credentials provided> Change...




Installing a domain controller on a Server Core elevd

installation of Windows Server 2016
1. Using Server Manager:

« Installthe AD DSrole

« Runthe Active Directory Domain Services Configuration Wizard
2. Using Windows PowerShell:

« Installthe files by running the command

 Install-WindowsFeature AD-Domain-Services

« Installthe domain controller role by running the command Install-
ADDSDomainController

elev® LeaRNING SoLUTIONS




Upgrading a domain controller elev8

* You have two options for upgrading AD DS to Windows Server 2016:

 Performanin-placeupgradefrom Windows Server 2008 or later to Windows
Server 2016:
« Benefit: Exceptfor the prerequisite checks, all the files and programs stay in
place,and no additionalworkisrequired

« Risk: ltmight leave obsolete files and dynamic-link libraries
« Introduce a newserverrunning Windows Server 2016 into the domain, and then
promote itto be adomain controller (this option is usually preferred):
« Benefit: The new server has no obsolete files and settings
« Risk: ltmightrequire additional work to migrate administrators’files and settings

elev® LeaRNING SoLUTIONS



Best practices for domain controller virtualization elev8

Avoid single points of failure
Use the time services

Use virtualization technology with the virtual machine generation identifier
feature

Use Windows Server 2012 or later as virtualization guests
Avoid or disable checkpoints
Strivetoimprove security

elev® LeaRNING SoLUTIONS




Best practices for domain controller virtualization elevs

Consider taking advantage of cloningin your deployment or recovery strategy
Startamaximum number of 10 new clones atthe same time

Consider usingvirtualization technologies that allow virtual machine guests to
move between sites

Adjustyour naming strategyto allow for domain controller clones

elev® LeaRNING SoLUTIONS




Unit 02

Managing
objects in AD
BN
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Creating user accounts elev8

« Usersaccounts:
« Allow or deny accessto signinto computers
« Grantaccessto processes and services
« Manage accesstonetworkresources

« Useraccounts canbe created by using:
« Active Directory Usersand Computers
 Active Directory Administrative Center
« Windows PowerShell
« Directorycommand line tool dsadd

« Considerationsfor naming usersinclude:
 Namingformats
« UPN suffixes

elev® LeaRNING SOLUTIONS



Configuring user account attributes elev8

« User propertiesinclude the following categories:
Account

Organization
Member of
Password Settings
Profile

Policy

Silo

Extensions

elev® LeaRNING SoLUTIONS




Creating user profiles

« The Profile section of the User Propertieswindow

elev® LeaRNING SOLUTIONS

Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM+
General | Address | Account | Profle | Telephones | Organization

User profile

Profile path: \\LON-FS\profile$\%usemame %

Logon script:

Home folder

O Local path:

(® Connect: H:  v/| To: [\\LON-FS\home$\%usemame%\l

elev8



Managing inactive and disabled user accounts elevs

Users accounts thatwill be inactive for a period of time should be disabled
rather than deleted

Todisable anaccountin Active Directory Usersand Computers, right-click the
accountand click Disable Account from the menu

elev® LeaRNING SoLUTIONS



User account templates elev8

« User templates simplify the creation of new user accounts

User templates simplify the creation of new user accounts

Group memberships
Home directory path
Profile path

Logon scripts
Password settings
Department

Manager

Template account New user
account

elev® LeaRNING SOLUTIONS



Group types elev8

- Distribution groups
Used only with email applications
Not security enabled (no SID)
Cannot be given permissions

o0
. Security groups @0
Security principal with a SID
Can be given permissions
Can also be email-enabled

« You can convertsecurity groups to distribution groups and distribution
groups to security groups

elev® LeaRNING SOLUTIONS



Group scopes elevs

- Local groups can contain users, computers, global groups, domain- local
groups and universal groups from the same domain, domains in the same
forest and other trusted domain and can be given permissions toresources

on the localcomputer only

-« Domain-local groups have the same membership possibilities but can be given
permissiontoresources anywhereinthe domain

elev® LeaRNING SoLUTIONS



Group scopes elev8

- Universal groups can contain users, computers, global groups and other
universal groups from the same domain or domainsinthe same forestand can

be given permissions toanyresourceinthe forest

- Global groups canonly contain users, computers and other global groups from
the same domain and can be given permission to resourcesinthedomain or

any trusted domain

elev® LeaRNING SoLUTIONS



Implementing group management elev8

2T o

:Identities, users, or computers, which are Sales :

s : P (global group) Auditors
MeEmMDErS O (global group)
G: Global groups, which collect membersbased ACL Sales Read

on members’'roles, which are members of :
(domain-local group)

DL: Domain-local groups, which provide
management such as resource accessA:

Assigned accessto aresource ‘

N




Implementing group management elev8

|: Identities, users, or
computers, which are
members of




' Implementing group management “ elev8

. ldentities, users, or computers, Sales
which are members of (global group)

G: Global groups, which collect
members based on members’
roles, whichare members of

Auditors
(global group)




- Implementing group management

« lIdentities, users, or computers, which

aremembers of

Sales Auditors

« G: Global groups, which collect
(global group)

members based on members’ roles,
whichare members of

(global group)

« DL: Domain-local groups, which ACL_Sales_Read
provide management such as resource (domain-local group)
accesswhich are




Implementing group management elev8

Identities,users, or computers, which are
members of

G: Global groups, which collect members
based on members’ roles, which are
members of

DL: Domain-local groups, which provide
management such as resource access
which are

A:Assigned accessto aresource




Implementing group management elev8

This best practice for nesting groups is known as
IGDLA =N

. Identities, users, or computers, which are
members of

G: Global groups, which collect members
based on members’ roles, which are
members of

DL: Domain-local groups, which provide
management such as resource accesswhich
are

A:Assigned accessto aresource




Managing group membership by using Group Policy

=/ Group Palicy Management Editor

File Action View Help

e 2[ = HE
v & Computer Configuration
v | Policies

| Software Settings
v | Windows Settings
| Name Resolution Policy
=) Scripts (Startup/Shutdow
= Deployed Printers
v Ty Security Settings
5 Account Policies
3 Local Policies
7 Eventlog
a Restricted Groups
4 System Services
4 Registry
4 File System

N

=

Group Name

52 ADATUM\Domain Admins
52 ADATUM\Enterprise Admins
H2 ADATUM\Managers
E%Administrators

82 Backup Operators
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 Restricted Groups can simplify
group management

* You use it to manage local and
AD DS groups



Managing group membership by using Group Policy elev8

Adrninistrators Properties ? X
Configure Membership for Administrators

Members of this group:
ADATUMAHelpDesk Add...

« Members can be added to the
group and the group can be
nested into other groups

This group is a member of:
Add...

OK Cancel Apply

—TTeTTTT
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Default groups

elev8

 Carefully manage the default groups that provide administrative privileges, because
these groups:

 Typically have broader privileges than are necessary for most delegated environments

« Often apply protection to their members

Group Location

elev® LeaRNING SoLUTIONS

Enterprise Admins
Schema Admins
Administrators
Domain Admins
Server Operators
Account Operators
Backup Operators
PrintOperators
Cert Publishers

Userscontainer of the forest rootdomain
Userscontainer ofthe forest root domain
Built-incontainer of each domain
Userscontainer of each domain
Built-incontainerof each domain
Built-incontainerof each domain
Built-incontainerof each domain
Built-incontainerof each domain
Userscontainer of each domain



Special identities elev8

- Specialidentities:
Are groups for which the operating system controls membership

Can be used by the Windows Server operating system to provide access to
resources based on the type of authentication or connection, noton the user
account.

- Importantspecialidentitiesinclude:

- Anonymous Logon - Interactive
- Authenticated Users - Network
- Everyone - Creator Owner

elev® LeaRNING SoLUTIONS



What is the Computers container?

elev8

« Active Directory Administrative Center isopened to the Adatum (local)\Computers

elev® LeaRNING SOLUTIONS

Name Type Description
{1} Adatum (local)

container
» Distinguished Name is CN=Computers,DC=Adatum,DC=com

(€~  « Adatum (local) » Computers

EE Active Directory... < Computers (6)

.: .:—_
E|'E Jo
B8 Overview

m
4
4
<

-

Computers & LON-CL1 Computer

I & LON-CL2 Computer
Managers 3 LON-RTR Computer

Bl Dynamic Access Control > 3 LON-SVR1 Computer
P Global Search CJ LON-svR2 Computer
] LON-SVR4 Computer




Specifying the location of computer accounts elev8

Best practiceisto create OUs for computer objects v 2| Branches
Servers are typically subdivided by serverrole v 3| Boston
Clientcomputers are typically subdivided by region 2| Desktops

Divide OUs: -

> | 3 | Laptops
By administration = Chi
To facilitate configuration with Group Policy M -a3e
3| Desktops
2 | Laptops

v 3| Mew York
3| Desktops
2 | Laptops
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Controlling permissions to create computer accounts elevs

Delegation of Control Wizard -
* Inthe Delegation of Control Active Directory Object Type 'ﬁjjﬂ

. . Indicate the scope of the task you want to delegate. w
Wizard window, the E >
administrator is creating a Delegate control of:
custom dele gd tion for () This folder, existing objects in this folder, and creation of new objects in this folder
compu tero bJ ects (®) Only the following objects in the folder:

- || account objects A

[ ] aCSResourceLimits objects

|| applicationversion objects

|| bootableDevice objects

|| certificationduthority objects

\v] Computer objects =

[v] Create selected objects in this folder

(v Delete selected objects in this folder

< Back Next > Cancel Help
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Joining a computer to a domain elevs

Computer Mame  Hardware Advanced System Protection Remote ‘You can change the name and the membership of this
computer. Changes might affect access to network resources.

‘H.J Windows uges the followang information to identify your computer
on the network.

Computer description: [ ] _Cclmputer name:
) ) LON-CLY
For example: "Kitchen Computer' or “Mary's L
Computer”. Full computer narme:
Full computer narme: LON-CL1 LON-CL1
‘Workgroup: WORK T
To use a wizard to join a domain or workgroup, click Network 1D Member of
Network 1D. @ Domain:
adaturn.com
To rename this computer or change its domain or -
workgroup, click Change. (O Workgroup:
oK Cancel
Windows Security bnal {build 9200)

Computer Name/Domain C hanges

Enter the name and password of an account with permission to join the
domain.

administrator |

K

Domain: adatum.com
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Computer accounts and secure channels elev8

- Computers have accounts:

SAMAccountName and password
Used to create asecure channel between the computerand a domain

controller
- Scenariosinwhich asecure channel might be broken:

Reinstalling a computer, even with same name, generatesa new SID and

password
Restoring a computer from an old backup or rolling back a computer toan old

snapshot
The computer and domain disagreeingabout whatthe password is

elev® LeaRNING SoLUTIONS



Resetting the secure channel eleva

- Do notdeleteacomputerfromthedomain andthenrejoinit; this creates a new
account, resulting in a new SID and lost group memberships

- Options forresetting the secure channel:;

nltest

netdom
Active Directory Usersand Computers
Active Directory Administrative Center

Windows PowerShell
dsmod

elev® LeaRNING SoLUTIONS



Using Windows PowerShell cmdlets to manage user elev8
accounts

Cmdlet Description
New-ADUser Createsuseraccounts
Set-ADUser Modifies propertiesof useraccounts
Remove-ADUser Deletes useraccounts
Set-ADAccountPassword Resetsthe password ofauseraccount
Set-ADAccountExpiration Modifiesthe expiration date of a user account
Unlock-ADAccount Unlocksauseraccount afterithas become locked aftertoomany
incorrect signinattempts
Enable-ADAccount Enablesa useraccount
Disable-ADAccount Disables a useraccount

New-ADUser "Sterling Smith" -AccountPassword (Read-Host
-AsSecureString "Enter password") -Department IT

elev® LeaRNING SoLUTIONS



Using Windows PowerShell cmdlets to manage groups

elev® LeaRNING SoLUTIONS

Cmdlet Description
New-ADGroup Creates new groups
Set-ADGroup Modifies properties of groups
Get-ADGroup Displays properties of groups
Remove-ADGroup Deletes groups
Add-ADGroupMember Adds members to groups
Get-ADGroupMember Displays membership of groups
Remove-ADGroupMember Removes members from groups
Add-ADPrincipalGroupMembership Adds group membership to objects
Get-ADPrincipalGroupMembership Displays group membership of objects
Remove-ADPrincipalGroupMembershipl pemoves group membership from an object

New-ADGroup —Name "CustomerManagement" -Path
"ou=managers,dc=adatum,dc=com" -GroupScope Global
—-GroupCategory Security

Add-ADGroupMember —-Name “CustomerManagement” —-Members "Joe"

elev8



Using Windows PowerShell cmdlets to manage elev8

computer accounts

Cmdlet Description
New-ADComputer Creates new computer accounts
Set-ADComputer Modifies properties of computer accounts
Get-ADComputer Displays properties of computer accounts
Remove-ADComputer Deletes computer accounts

Verifies or repairs the trust relationship between a
Test-ComputerSecureChannel computer and the domain
Reset- ComputerMachinePassword Resets the password for a computer account

New-ADComputer —-Name “LON-SVR8” -Path
"ou=marketing,dc=adatum,dc=com" -Enabled $true

Test-ComputerSecureChannel -Repair
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Using Windows PowerShell cmdlets to manage OUs

Cmdlet

Description

New-ADOrganizationalUnit

Creates OUs

Set-ADOrganizationalUnit

Modifies propertiesof OUs

Get-ADOrganizationalUnit

Views propertiesof OUs

Remove-ADOrganizationalUnit

Deletes OUs

New-ADOrganizationalUnit —-Name “Sales”
-Path "ou=marketing,dc=adatum,dc=com"
-ProtectedFromAccidentalDeletion $true

elev® LeaRNING SoLUTIONS
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What are bulk operations? elevd

* Abulk operationisasingle actionthatchanges multiple objects
* Samplebulk operations:

* Createuseraccounts basedondatainaspreadsheet

* Disableallaccounts notused in six months

* Renamethedepartment for many users
* Youcanperform bulk operations by using:

« Graphicaltools

« Command-line tools

« Scripts

elev® LeaRNING SoLUTIONS



Planning OUs elevs

Location-based strategy « Static

« Delegation can be complicated
Organization-based strategy |+ Not static

Easy to categorize

Resource-based strategy - Not static
- Easy to delegate administration
Multitenancy-based strategy |° Static

- Easy to delegate administration
- Easytoinclude and separate new tenants

Hybrid strategy

elev® LeaRNING SoLUTIONS



' OU hierarchy considerations © elev8




Considerations for using OUs eleva

OUs can be created using AD DS graphical tools or command-line tools
New OUs are protected from accidental deletion by default

When objects are moved between OUs:

Directly assigned permissions remain in place

Inherited permissions will change

Appropriate permissions arerequired to move objects between OUs

elev® LeaRNING SoLUTIONS




AD DS permissions elev8

- Usersreceive their token (list of SIDs)during signin

- Objects have a security descriptor thatdescribes:

Who (SID)has been granted or denied access

Which permissions (Read, Write, Create or Delete child)
What kind of objects

Which sublevels

« When users browse the Active Directory structure, their token is comparedto
the security descriptor to evaluate their accessrights
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Delegating AD DS permissions elev8

Permissions on AD DS objects can be granted to users or groups

- Permission models are usually object-based or role-based

- The Delegation of Control Wizard can simplify assigning common administrative
tasks

- The OU advanced security properties allow you to grantgranular permissions

elev® LeaRNING SoLUTIONS
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Advanced AD DS

infrastructure
management



Overview of domain and forest boundariesinan ADD

structure

elev® LeaRNING SoLUTIONS

AD DS object Boundary type

Domain

Forest

Domain partition replication
Administrative permissions
Group Policy application
Auditing

Password and account policies

Domain DNS zone replication

Security

Schema partition replication
Configuration partition replication
Global catalog replication

Forest DNS zone replication

S elev8



Why implement multiple domains? elev8

« Organizations might choose to deploy multiple domains to meet:
« Domainreplicationrequirements
« DNS namespacerequirements
« Distributed administrationrequirements
« Forestadministrative group security requirements
« Resourcedomain requirements

elev® LeaRNING SoLUTIONS



Why implement multiple forests? elev8

« Organizations might choose to deploy multiple forests to meet:

- Securityisolation requirements:

- PAM in Windows Server 2016 AD DS uses a separate bastion forest to isolate
privileged accountsin order to protect against credential theft techniques

« Incompatible schema requirements
- Multinational requirements

« Extranet security requirements

- Business merger or divestiture

elev® LeaRNING SoLUTIONS



Deploying a domain controller in Azure laaS elev8

« Scenariosinwhichyou might deploy AD DS on an Azure virtual machine:
» Disasterrecovery

« Geo-distributed domain controllers
* |solated applications

« Considerationsduring deploymentinclude:
* Network topology

Site topology

Service healing

IPaddressing
« DNS
Hard disk read/write caching

elev® LeaRNING SoLUTIONS




Managing objects in complex AD DS deployments elevs

Potential issues include:
User and group management
User self-service
Certificate management
ldentity syncing
MIM 2016 provides:
Cloud-ready identities for Azure Active Directory
Powerful user self-service features with multi-factor authentication
PAM
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AD DS domain functional levels eleva

« New functionalityrequires thatdomain controllers arerunning a particular
version of the Windows operating system:

« Windows Server 2003
« Windows Server 2008
« WindowsServer 2008 R2
« WindowsServer 2012
« Windows Server 2012 R2
« Windows Server 2016

« Youcannotraisethe functional level while domain controllers are running
previous Windows Server versions

 Youcannotadd domain controllers thatarerunning previous Windows
Server versions after raising the functional level
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Deploying new AD DS domains eleva

 Isachild of a « Creates a new

« Isautomatically parent domain domain tree and
created with a « Shares the same a New
new forest namespace with namespace

. Isthe base of an the parent - Are commonly
AD DS domain used in merger
infrastructure and acquisition

scenarios

« Can be the only
domaininanAD
DS deployment
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Considerations for implementing complex AD DS elevs
environments
DNS considerations:

Centralized versus decentralized

Verify the DNS client configuration and name resolution

Optimize DNS name resolution:

Conditional forwarders and stub zones
DNS name devolution and DNS suffixsearch order

Deploy a GlobalNames zone
Use Active Directory-integrated zones

Extending AD DS to Azure
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Considerations for implementing complex AD DS elevs

environments
UPN considerations:

UPN suffixes
Global catalog

Federated authentication scenarios
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Overview of different AD DS trust types elevd

E
= Engineering
R (Kerberos
& >
realm)
/ P/C \ P/C XP/ ¢
&P/ C
S E Contoso
N g « — — —(Windows NT 4.0
Separate forest SIOEL,
Trust type Transitive? Color
P/C- Parent-child Yes Purple
R-Tree root Yes Black
E - External (domain or Kerberos realm) No Red/Dashed
S -Shortcut Yes Green/Dotted
F - Forest (complete or selective) Yes Blue
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How trusts work in a forest elev8

adatum.com fabrikam.com

@ ‘ Shortcut trust ‘

EU.adatum.com ESPfabrikam.com

Client computer CL1 requests access to a file on file server D



How trusts work between forests elev8

A forest trust is a one-way or two-way trust relationship between the forest root domains of
two forests

Tailspintoys.com Wideworldimporters.com

Europe.tailspintoys.com Sales.wideworldimporters.com

Asia.tailspintoys.com




Configuring advanced AD DS trust settings elev8

Security considerations in forest trusts include:
SID filtering
Selective authentication

Name suffix routing
An incorrectly configured trust can allow unauthorized access to resources

elev® LeaRNING SoLUTIONS
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What are AD DS partitions? elev8

__, Forest-wide information about the AD DS
structure

_, Forest-wide definitions and rules for creating
and manipulating objects and attributes

Information about domain-specific objects

Information about applications

AD DS database
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Characteristics of AD DS replication elev8

« Multi-master replication ensures:
« Accuracy (integrity)
« Consistency (convergence)

- Performance (keepingreplication trafficto areasonable level)
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Characteristics of AD DS replication elev8

* Multi-master replication

« Pull replication

« Store-and-forward replication

« Partitions

« Automatic generation of an efficient, robust replication topology
 Attribute-level and multivalue replication

« Distinct control of intersite replication

 Collision detection and management
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How AD DS replication works within a site elev8

Intrasite replication uses:
« Connection objects forinbound replicationtoadomain controller

« Knowledge Consistency Checker to automatically create a topology thatis efficient
(maximum three-hop)and robust
* (two-way)

« Notifications in whichthe domain controller tells its downstream partners thata
change is available

DCO1 DC02

DCO3
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How AD DS replication works within a site elev8

« Polling, inwhichthe domain controller checks with itsupstream partners for
changes:

« Downstream domain controller
directory replication agent
replicates changes

« Changesto all partitions held by

« both domain controllers arereplicated
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Resolving replication conflicts elev8

« Inmulti-master replication models, replication conflicts arise when:

 Thesame attributeis changed on two domain controllers
simultaneously

 Anobjectismoved or added to adeleted container on another domain
controller

« Two objects with the same relative distinguished name are added to the same
container on two differentdomain controllers

« Toresolvereplication conflicts, AD DS uses:
« Versionnumber
« Timestamp
« Server GUID
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How SYSVOL replication works elev3

SYSVOL contains logon scripts, Group Policy templates, and GPOs with their
content

SYSVOL replication can take place by using:
FRS, whichis primarily used in Windows Server 2003 and older domain

 structures

DFS Replication, which is used in Windows Server 2008 and newer domains
Tomigrate SYSVOL replication from FRS to DFS Replication:

The domain functional level must be at least Windows Server 2008

Use the Dfsrmig.exe tool to perform the migration
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What are AD DS sites? elev8

Sites identify network locations with fast, reliable
network connections

Sites are associated with subnet objects
Sites are used to manage.:

Replicationwhen domain controllers are
separated by slow, expensive links

Service localization:
Domain controller authentication
AD DS-aware (site-aware) services or aplications
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Why implement additional sites? elev8

Create additional sites when:
« Aslowlink separates a partofthe network

« Apartofthe network hasenough userstowarranthosting domain controllers
or other servicesin thatlocation

« Youwantto controlservicelocalization
 Youwantto controlreplication between domain controllers

A1
Al
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How replication works between sites elev8

- Replication within sites:

- Assumes fast, inexpensive, and highly reliable network
links

- Doesnotcompress traffic

- Uses achange notification mechanism
- Replication between sites:

- Assumes higher cost, limited bandwidth, and unreliable
network links

- Has the abilityto compressreplication
- Occurson aconfiguredschedule

B1 Replication

elev® LeaRNING SOLUTIONS l



What is the ISTG? elev8

ISTG defines the replication between AD DS sites on a network

r

Site link




Overview of SRV records elev8

- Domain controllers register SRVrecords as follows:

. _tcp.adatum.com: Alldomain controllersin the domain

- _tcp.sitename._sites.adatum.com: All services in a specific site
- Clients query DNS to locate services in specific sites

2 DNS MNarne Type Data
4 3 LON-SVR2 ] _gc Service Location (SRY) [0][100][3268] lon-swr2.adaturm.com,
b [f] Global Logs | _kerberos Service Location (SRW) [0][100][58] lon-swr2.adatum.com.
4 | Forward Lookup Zones C | _Idap Service Location {SRY) [0][100][389] lon-swr.adaturm.com.
o) _msdcs.Adatum.com
4 .| Adaturn.com
B | _msdcs
A | _sites
4 | LondonHQ
| _tcp
A | Toronto
| _tcp
B _tcp
b _udp
[ | DomainDnsZones
I> | ForestDnsZones
I | Rewverse Lookup Zones
b | Trust Points
| Conditional Forwarders
< m >
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How client computers locate domain controllers within elev8

sites
The process for locating a domain controller is as follows:

The new client queries for all domain controllers in the domain

The client attempts an LDAP ping to find all domain controllers
Firstdomain controller responds

The client queries for alldomain controllers in the site

The client attempts an LDAP ping to find all domain controllers in the site

The clientforms an affinity
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Moving domain controllers between sites elev8

/

\ Site A /




What are AD DS site links?

e Site links contain sites:

Within a site link, a connection object can be created between any two domain
controllers

The default site link, DEFAULTIPSITELINK, is not always appropriate

« withyour networktopology

BEIJING
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SEA

DEFAULTIPSITELINK AMS

I HQ-SEA
. Site-link

BEIJING
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What is site link bridging? elev8

- By default, automatic site link bridging:

Enables ISTG to create connection objects
between site links
HQ-SEA

Allows disabling of transitivity in the site link
properties of the IPtransport

- Sitelink bridges:
Enable you to create transitive site
links manually

Are useful only when transitivity

isdisabled HQ-BEIJING HQ-AMS
site link site link

Site link
bridge
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What is universal group membership caching?

Universal group membership caching enables domain
controllers in a site with no global catalog serversto cache
universal group membership

Bridgehead
server

elev8

Global
catalog Bridgehead
server server
...,
...... R
IP subnets




Managing intersite replication elev8

Site link costs:
Replication uses connections with the lowest cost
Replication:
During polling, the downstream bridgehead polls its upstream partners:
Defaultis3 hours
Minimum is 15 minutes
Recommendedis 15 minutes
Replication schedules:
24 hours aday
Canbe scheduled
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Tools for monitoring and managing replication elev8

« Repadmin.exe
- Dcdiag.exe

- Monitor replication with Operations Manager
- Use Windows PowerShell cmdlets
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Unit 05

Implementing
Group Policy
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What is configuration management? elev8

Configuration managementis a centralized approach to applying one or more changes
to more than one user or computer

- The key elements of configuration management are:
- Setting
- Scope

- Application
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Overview of Group Policy tools and consoles

1= Group Policy Management

=|»m 6l H-mE

IZL File  Action  View Window  Help

= Group Policy bManagernent Editor
File  Action  Wiew  Help

= HE= HE

1=, Group Policy Managerment
w _ﬂ Farest: Adaturm.com

w [Z5 Domains

w _-}F'_:_] Adaturn.com
@ Default Domain Policy

| Dewelopment
Domain Controllers
IT
Managers
Mlarketing
Research
Zales

EEEEEEEE

=¢ Group Policy Objects
_‘—f,, WAl Filters
» LG Starter GPOs
> g Sites
568 Group Policy Modeling

>
>
>
>
>
>
>
>
>

4 Group Policy Results

Group Policy Objects in Adatum.com

Contents  Delegation

M ame GPO Statuz
= Default Domain Controller... Enabled
15 O efaulk Diomain Policy Enabled

Wil Filker

Mare

Mone

Group Policy Management Console

=[ Default Domain Policy [LOM-DCTADATUR
w A Computer Configuration
w || Policies
» || Software Settings
w [] Windows Settings
» || Mame Resolution Palicy
|E| Scripts (Startup,Shutdown)
» = Deployed Printers
¥ i Security Settings
> ully Policy-based QoS
» | &dministrative Templates: Policy
w || Preferences
s L] Windows Settings
» [=9] Contral Panel Settings
w 4%, User Configuration
5 || Palicies
5 || Preferences

Group Policy
Management Editor

Command-line utilities: GPUpdate and GPResult
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Benefits of using Group Policy elev8

- Group Policyis avery powerful administrative tool

- You can useitto enforce various types of settings to alarge number of usersand
computers

- Typically,you use GPOs to:
- Apply security settings
- Manage desktop application settings
- Deploy application software
- Manage Folder Redirection

- Configure network settings
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Group Policy Objects elev8

A GPO is:

A container forone or more policy settings
Managed with the GPMC

Stored inthe GPOs container

Edited with Group Policy Management Editor

Applied to a specific level in the AD DS hierarchy
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Overview of GPO scope elev8

- Thescopeofa GPO isthe collection of users and computers thatwill apply the
settingsinthe GPO

« You canuse severalmethods to scope a GPO:
Link the GPO to a container, suchasan OU
Filter by using security settings
Filter by using WMl filters

« For Group Policy preferences:

You can filter or target the settings thatyou configure by Group Policy

« preferenceswithin
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Overview of GPO inheritance elev8

-« GPOs are processed on aclient computerinthe following order:
Local GPOs
Site-level GPOs
Domain-level GPOs

OU GPOs, including any nested OUs
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The Group Policy Client service and client-side elevs

extensions
Group Policy application process:

Group Policy Client retrieves GPOs
Clientdownloads and caches GPOs
Client-side extensions process the settings

- Policy settings in the Computer Configuration node apply at system
startup and every 90-120 minutes thereafter

- Policy settings in the User Configuration node apply at sign-in and
every 90-120 minutes thereafter




What are domain-based GPOs?
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% Group Policy Modeling
« Group Policy Results

& Group Policy Management - O

3’, File Action View Window Help

| 27 6 Hm

/& Group Policy Management Default Domain Policy

v A\ FPmt: Ad_atum':om Scope Detals Settings Delegation

v &3 Domains
v F3 Adatum.com Domain: Adatum.com
=,/ Default Domain Policy
- Owner: Domain Admins [ADATUMADomain Admins)
2 | Development
v 2] Domain Controllers Created: 5/10/2016 3:53.07 AM
»,) Default Domain Controllers Policy
31T Modified: 5/14/2016 1:49:03 AM
M Managers User version: 0 (AD), 0 (SYSVOL)
= Marketing
2| Research Computer version: 4 (AD). 4 (SYSVOL)
2| Sales
2 Group Policy Objects Unique ID: {31B2F 340-016D-11D2-945F-00C04F BIB4F 3}
= WM Filters
7 GPO Status:
3 Starter GPOs Epeie
{3 Sites Comment:
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GPO storage elevs

GPO / L}
= . Stored in AD DS
n

» Provides version information

: : : G Policy t lat
- Contains Group Pohcy} roup Folicy tempiate

« Stores content in two locations L

« Stored in shared SYSVOL folder
 Provides Group Policy settings




What are starter GPOs? elev8

A starter GPO:
« Stores administrative template settings on which new GPOs will be based

« Canbe exportedto.cabfiles
« Canbeimportedinto other areas of an organization

Exported to .cab file Imported to the GPMC

&

v
v

Starter GPO cab file Load
.cab file
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Common GPO management tasks elev8

You can manage GPOs by using GPMC or Windows PowerShell. These are some of
the options for managing the state of GPOs:

Back up GPOs Restore GPOs

@]
il
1l

2

Copy GPOs

™
il

- e
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Delegating administration of Group Policy elev8

« Delegation of GPO-related tasks allows the administrative workload to be

distributed across the enterprise

* You can delegate the following Group Policy tasks independently:

» Creating GPOs

Editing GPOs

Managing Group Policy links for a site, domain, or OU
Performing Group Policy modeling analysisinadomainor OU
Reading Group Policy resultsdatainadomainor OU

Creating WMl filtersina domain

YV V V V VY




What are GPO links?

& Group Policy Management

= File Action View Window Help

oo 2@ 0 E .| e

' Group Policy Management

« After you have linked a v 4\ Forest Adatum.corn
v (53 Domains

GPO, the users or R fascas
com p u te 'S i N t h ad t ,._: Defaullt Domlain Policy
. Security Settings

container are within 2 Developmer
the SCope of the GPO, f'ﬁomamcm Link an Existing GPO...

|adatum.com

Status Linked Group Policy Objects  Group Policy Inheritance  Delegation
Link,ﬁrd er GPO Enforced Link Enable

1 & Default Domain Policy No Yes

| 2 i Security Settings No Yes

Create a GPO in this domain, and Link it here...

i n Cl u d i n g C O m p u te rS ; Managers Block Inheritance
. . e Marketing Group Policy Update...
and usersin child OUs 31 Research il
37 Sales Group Policy Modeling Wizard...
= Group Polic: MNew Organizational Unit
7 WMI Filters i
3 Starter GPO: New Window from Here
{3 Sites Delete
-r.-..' Group Polfcy Mode Reramie
«, Group Policy Resull
; Refresh
Properties
Help > |

Select an existing GPO and link it to this container
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Group Policy processing order elev8

Local
GPO 1 @ ... Local group policies
GPO 2 @ - -+ Site group policies

GPO 3 4 -++  Domain group policies
GPO 4 ou --- OU group policies
GPO 5 ‘ - .- Child OU group policies




Configuring GPO inheritance and precedence elevd

« The application of GPOs linked to each container resultsin a cumulative

effect called policy inheritance:

« Default precedence: Local - Site > Domain - OU - Child OU... (LSDOU)
« Visible on the Group Policy Inheritance tab

 Linkorder (attribute of GPO link):

 Lower number > Higheron list > Precedence
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Configuring GPO inheritance and precedence elevd

 BlockInheritance (attribute of OU):

« Blocks the processing of GPOs from a higher level

« Enforced (attribute of GPO link):

« Enforced GPOs override Block Inheritance
« Enforced GPO settings win over conflicting settings in lower GPOs
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Using security filtering to modify Group Policy scope elev8

« GPO has an ACL

(Delegation tab U « Remove the . :
Advanced) Authenticated Orl;thl,e EZI:gat'O';
« Members of the Users group tab, clic vance
Authenticated - Add appropriate « Add appropriate
Users group have global groups: global groups
Allow Apply Group Must be global . Denvthe App|
Policy permissions groups (GPOs do y opp y
by default not scope to Group Policy

domain local) permission
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How to enable or disable GPOs and GPO nodes
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= Group Policy Managerent

= File  Action View Window Help
o= 25 ¢ e

& Group Policy Management
v &\ Forest: Adaturn.com
v 55 Domains
v 33 Adatum.com
=, Default Domain Policy
= Rermowe Run
+i Security Settings
= Dewelopment
| Domnain Controllers
11T
2| Managers
2 Marketing
= Research
21 Sales
~v -t Group Policy Objects

L¥]

L ¥

= Default Domain Controllers Policy
[ Default Domain Policy
=/ Remove Run
= Security Settings
& WMI Filters
7 Starter GPOs
(@ Sites

Remove Run
Scope Detaills  Settings

Domair:

Owner:

Created:
Modified:

User version:
Computer version:
Unique ID:

GPO Status:

Corment:

Delegation  Status
Adatum.com
Domain Admins [ADATUMADomain Admins)
5/23/2016 2:25:54 PM
5/23/2016 2.26:43 PM
1[&D) 1 (SYSvVOL)
0 [&D], 0 [SYSWVOL)

{950C3418-622E -4F06-B584-45D936FB563C}

Computer configuration settings disabled
Enabled
User configuration settings disabled
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Loopback policy processing elev3

Provides the ability to apply user Group Policy settings based on the computerto
which the userissigningin

Replace mode:
« Onlythelistof GPOs based on the computer objectis used

Merge mode:
« Thelistofthe GPOs based on the computer have higher precedence
than the listof GPOs based on the user
Useful in closely managed environments and special-use computers, such as:
« Terminal servers, public-use computers, and classrooms
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Loopback policy processing

elev® LeaRNING SoLUTIONS

File  Action

e

Wiew  Help

= =2 HE T

<

W

1 System
| Access-Denied As
" Audit Process Cred
| Credentials Delega

| Device Guard
Device Installation
Device Redirectio
Disk MW Cache
Disk Quotas
Distributed COM
Driver Installation
Early Launch &nti
Enhanced Storage
File Classification |
File Share Shadow
Filesysterm

Falder Redirection
Group Policy
Internet Comrmun
iSCEl

kD

Kerberos

Locale Services
Logon

53 setting(s)

M Configure user Group Policy loopback processing mode O

E} Configure user Group Policy loopback processing mode

(0 Mot Configured Comment:
(®) Enabled

() Disabled
Supported o

Options:

Previous Setting Mext Setting

At least Windows 2000

Help:

Mode: | Replace e

This policy setting directs the systerm to apply the set of Group
Policy objects for the computer to any userwho logs onto a
computer affected by this setting, Itis intended for special-use
cornputers, such as those in public places, laborataries, and
classroorms, where you rmust rmodify the user setting based on
the computer that is being used,

By default, the user's Group Policy Objects determine which user
settings apply If this setting is enabled, then, when a userlogs
on to this computer, the computer's Group Policy Objects
deterrnine which set of Group Policy Objects applies,

If wou enable this setting, you can select one of the following
modes from the Mode box:

"Replace” indicates that the user settings defined in the
cornputer's Group Policy Objects replace the user settings
normally applied to the user,

"Merge” indicates that the user settings defined in the
cornputer's Group Policy Objects and the user settings normally

Cancel Apply

~

L
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Considerations for slow links and elev8

disconnected systems

« By default,connectionspeeds « Cache Group Policy so that
below 500 kbps settings still apply

« The following CSEs apply by * Perform Group Policy refresh
default: when reconnecting with the

domain network if a

* Security Settings background refresh has been
« Administrative Templates missed
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Identifying when settings become effective elevd

GPO replication must occur

Group changes mustreplicate

Group Policy refresh must occur

User mustsignoutandsignin orthe computer must restart

You must perform a manual refresh

Most CSEsdo not reapply unchanged GPO settings

elev® LeaRNING SoLUTIONS




What is RSoP?

elev® LeaRNING SOLUTIONS

Group Policy Modeling Wizard

User and Computer Selechon

infoemation] and compubes [or a container wath compuber information ]

Example conbaines name: CH=Users. DC=Adatum. D C=com
Example uzer or computer:  ADATUM\Adrraniztrabos
Simulate policy settrgs for the following:
Uzes infoarnation

(®) Container: OU=IT DC=Adstum D C=cam

(_) User:

Computes mformation
() Containes:

You can view simulated policy settngs for a selected uzer [or a container with wees

Browse..

Binwee

Hrowze

(®) Computer: ADATUMALON-CL1

| Biowse... |

[C] Skip to the final page of thiz wizard without collecting addbional data

oo [ Tar ] | o
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Generating RSoP reports elev8

RSoP reportsshow the actual settings being applied to the user and computer

Might show the time taken to apply Group Policy

You can generate RSoP reports by using:
* Group Policy Results Wizard
 GPResults

* Get-GPResultantSetOfPolicy

Targetcomputer must be online
Remote WMI must be enabled
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Generating RSoP reports
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Group Policy Management

=
=L File  Action  View ‘Window Help
4 F Adatum.com ~ ||| Administrator on LON-CL1
wz, Default Dormain Policy | Summar_l,.ll Dietails | Palicy Events |
a2 Security Settings
I [2] Deweloprnent Group Policy Results =
<= D‘frga'f” CIEB”“”E_” control ADATUM\administrator on ADATUM\LON-CL1
[ mem e Rene Data collected on: 6/6/2012 9:05:16 AM show all
F - Computer Details hide
I =2 Managers
I [2] Marketing General hide
I (= Research Computer name ADAT UM LON-CL1
L= Sales Domain Adatum.com
4 [ Group Policy Objects Site Default-Fist-Site-Name
=] Default Darmain Contral = Securty Group Membership show
L=l Default Domain Policy Component Status hide
L=l Security Settings
M = withAl Filters Component Status Time Taken Last Process Event Log
a Name Time
& WWindowes XP Filter
b a Sfarter GPOs Group Paolicy Success 3 Second(s) &6/ 672012 Wiew Log
L= Infrastructure 703 Millsecond  9:01:22 AM
- L Sites =)
9 Group Policy Madeling Rsgistry Success 47 Milisecond(s) 5/14/2012 View Log
A | Group Policy Results §-12-58 AM
& Sermipbieier en LOR-CLY i rw Security Success 1 Second(s) 78 5/14/2012 iiew Log b

L1} >
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Examining Group Policy event logs
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il

File  Action

4= =p

-

Wiewr  Help

H [

<

[

-

Diagrosis-3cri

| Diagnosis-5cri
| Diagnostics-N
| DirectoryServic

Disk

DME Client Ewve
DriverFramews
EapHost
Eaphlethods-T
EnrallmentPol
Enrallmentise
EwventCollectar
Everntlog-Form
FileServices-se
FileShareShade
FhAS

Folder Redirec
GenericRoamii
glcnd
GroupPolicy
=| Operationz
Help
HormeGroup C

Ll em T m i aim

>

)

Operational

Event Viewer

Mumber of events:

Lewel

@ Infarrmation
'\/j:' Infarmation
':i:' Information
'\/j:' Infarmation

':i:' Infarmation
':i:' Information
'\/j:' Infarmation
':i:' Information
'\/j:' Infarmation
':i:' Information
'ﬁ:' Infarmation
<

Date and Time

6/6/2012 90604 Ak
6/6/2012 90604 Ak
66,2072 906: 04 Ak
6/6/2012 90604 Ak
662072 20604 Ak
66,2072 906: 04 Ak
6/6/2012 90604 Ak
66,2072 906: 04 Ak
6/6/2012 90604 Ak
66,2072 906: 04 Ak

66 2012 2:06:04 Ak
m

Source

Group..
Group...
Group..
Group...
Group..
Group..
Group...
Group..
Group...
Group..
Group...

Event 1D ~
5315
2006
5320
5320
5320
5314
5313
5312
5017
4017

3017~
>

Refreshes the current selectian,

Event 5315, GroupPolicy (Microsoft-WWindows-GroupPolicyd)

General | Details

»

ta)

Mext policy processing for ADATURYLOMN-DCT$ will be atternp

Actions

Cperational

- L

DE o4

e

wll

7]

Ewvent 5315, GroupP... ~

=
Bl

Open Saved Log..
Create Custom VWie..
Irmport Custorm YWie,..
Clear Log..,

Filter Current Log...
Properties

Disable Log

Find...

Save Ol Events D,
Attach a Task To th..
Wiy

Refresh

Help

Ewvent Properties

Attach Taszk Ta This..,
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Detecting Group Policy health issues

& Group Policy Management

#a Domaing
w~ 3 Adaturn.corm
o ADATUM Standarc
st/ Default Domain P
= | Dewelopment
= Domain Controller
24 IT
w (2] Kiosks
= Conference Ro
sl Conference
= Managers
= | Marketing
w 2] Research
i/ Research Appli
51 Sale:
oF Group Policy Obije
- WAl Filters
& Starter GPOs
£ Sibes
s Group Policy Modeling
= Group Policy Results

Lo

= File Acton Yiew ‘Window Help 5

s HnmalE e

E

%, Forest: Adaburm.conm ~

Adatum.com
Status  Linked Group Policy Objects  Group Policy Inberitance  Delegation

Thes page shows the stabes of Active Directory and SYSYOL [DFSR) replication for this domain a3 it relates bo
Group Policy.

Statuz Detals

LOMN-DCT _Adabum. com is the baseline doman conlroller For this domasin. Change

“J

0 Dromar controber|z] with replication in progress

w =1 1 Dromamn controler]z] with replication in sypnc

Hame [FLDM) Sibe N.ame IF &ddeess
LOMN-DC2 Audaturm com Dretaudt-Fust-Sit .. 17216011

Infrastmucture stabes was last gathered: 57272006 558 PM
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Detecting Group Policy health issues elev8

In Group Policy Management Console:

- The Status tab « Information « Domain controllers

displaysinformation displayed includes: not reachable or

that indicates the . ' inconsistent with the

health of the Group » Domain controllers baseline domain

Policy infrastructure: * Permissions on the controller are added

. Domain Group Policy to the Domain

. GPO container and the controller(s) with
Group Policy replication in progress
template list

* GPO replication
« GPOversioning
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Unit 06

Managing user

settings with Group
Policy



What are administrative templates? elev8

« Administrative templates give you the ability to control the environment of the
operating system and the user experience:

« Administrative template section for computers:

« Control Panel

Network

Printers

System

Windows-based components
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What are administrative templates? elev8

« Administrative template section for users:
« Control Panel
« Desktop
Network
Startmenu and taskbar
System
Windows-based components
« Each of these main sections contain many subfolders to further organize settings
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What are .adm and .admx files? elev8

.adm files: .admx files:
« Are copiedinto every GPO in * Arelanguage-neutral
SYSVOL . .adml files provide the localized
« Are difficultto customize language
« Arenotlanguage-neutral « Arenotstoredinthe GPO
« Could cause SYSVOL bloat if * Are extensible through XML

there are many GPOs
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Overview of the central store elev8

 The central store:

* Isa central repository for .admx and .adml files
* Isstored in SYSVOL

« Must be created manually

 Isdetected automatically by Windows Vista, Windows Server 2008, and newer
operating systems

.admx files
—— e
i\ . «_* :
Windows 10 , :
K ) Domain controller Domain controller
workstation with SYSVOL with SYSVOL
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Importing security templates elev8

« Security Templates contain settings for:
« Account policies
« Local policies
- Eventlog
« Restricted groups
« System services
» Registry
 Filesystem
 More security settings are availableina GPO

« Securitytemplates createdin the Security Templates snap-incan
beimportedintoa GPO

« The Security Compliance Manager can exportsecurity baselinesina GPO backup
format

elev® LeaRNING SoLUTIONS



Managing administrative templates elev8

- Extendthe set of administrative templates by:
1. Creating new templates or downloading available templates

2. Addingthe templates to the central store so the settings become available
inall GPOs

3. Configuring the settingsina GPO
4. Deployingthe GPO

- .admx files are available for both Microsoft and third-party applications

« Importlegacy.adm files to the Administrative Templates section ofa GPO
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What is Folder Redirection? elev8

« Folder Redirection allows foldersto be located on a network server, but appear as
ifthey arelocated on alocal drive

« Foldersthatcanberedirectedin Windows Vista and later are;:

. Folder redirection [LON-DC1LADATUN|| MName

v i Computer Configuration AppData(Roaming)

Pol
i Desktop
Preferences
Start Menu
v §8&, User Configuration
Documents
- Policies j
Software Settings | Pictures
o Windows Settings Music
Scripts (Logon/Logoff) Videos
Sy Security Settings Favorites
—y Folder Redirection | Contacts
allj Policy-based QoS Downloads
== Deployed Printers Links
Administrative Templates: F Searches
Preferences Saved Games
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Settings for configuring Folder Redirection

« Folder Redirection configuration
options:
« Use Basic Folder Redirection
when all users
e save theirfiles tothe same
location

« Use Advanced Folder
Redirection when the server
hosting the folder location is
based on group membership

« Use the Followthe Documents
folder to force certain folders
to become subfolders of
Documents
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A-M
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Settings for configuring Folder Redirection elev8

Accounting

- Targetfolder location options: Users

« Create afolder foreachuserunderthe root path
« Redirectto the followinglocation Accounts

« Redirecttothe localuser profile location N
- Redirectto the user'shome directory -
(Documents folder only)
Accounting
Managers
Amy

Anne
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Security settings for redirected folders

NTFS permissions for root folder

Creator/Owner Full control — subfolders and files only
Administrator None
Security group of users that save dataon the share List Folder/Read Data, Create Folders/Append Data-This Folder Only

Local System Full control

Share permissions for root folder
Creator/Owner Full control — subfolders and files only
Security group of users thatsave dataon the share Full control

NTFS permissions for each user’s redirected folder

Creator/Owner Full control — subfolders and files only
%Username% Full control, owner of folder
Administrators None

Local System Full control
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Managing software with Group Policy

Assign software during
computer configuration

lﬂ Software Distribution Share

o — - I
||

Assign software during Publish software by using
user configuration l Add or Remove Programs
'

Publish software by using
= = extension activation

elev® LeaRNING SOLUTIONS
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Group Policy settings for applying scripts elevd

You can use scriptsto perform many tasks, such as clearing page files, mapping
drives, and clearing temp folders for users

Scripts languages include VBScript, Jscript, Windows PowerShell, and
command/batch files

You can assign Group Policy script settings to assign:
 For computers:
« Startup scripts
« Shutdown scripts
* Forusers:
« Logon scripts
« Logoff scripts
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What are Group Policy preferences? elev8

« Group Policy preferences extensions expand the range of configurable settings
within a GPO:

« Enablesyou to manage settings that were previously not manageable by using
Group Policy

« Aresupported natively on Windows Server 2008 and newer and Windows
Vista SP2 and newer

« Canbe created, deleted, replaced, or updated

- Categoriesinclude mapped drives, shortcuts, registry changes, power options,
schedules tasks, and Internet Explorer settings
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Comparing Group Policy preferences and Group elev8
Policy settings

Group Policy settings Group Policy preferences

Strictlyenforce policy settings by Are written to the normal locationsin the
writing the settings to areas of registry thatthe applicationor operating
the registry that standard users system feature uses to store the setting
cannot modify

Typically disable the wuser Do not cause the application or operating system

interface for settings that feature to disable the user interface for settings

Group Policyis managing they configure

Refresh policy settings at a Refresh preferences by using the same interval

regularinterval as Group Policy settings by default, but can be
configured to applyonlyonce
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Features of Group Policy preferences
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Mew Internet Explorer >
-.«— General tab
Ganeral Security Frivacy Conbent Connections

Home: page
: ‘, To ereate home page tabs, type each address on its own ine.,

Lise new tab
Starbup
(@) Start with tabs from the last session
[} Start with home page
Tabs
Change how webpages are displayed in tabs, Lahs

Erowsing history

Dedete bemporary fles, history, cookies, saved passwords, and web
form information

[ ] Delete beoyesing history on exit

Delete.. . Settings
Appearance

Cglors Larguages Fogts Acressibility

. ot

Configure most settings

Look out for red dotted-lines

The setting is not enabled; use F6
to enable it

Mew X

com mon ta b it Connections

Prograns Advanced Comman

Options common bo all Rems

|__:| Stop processing items in this extension if an error oocurs

LI Bun in logged-on wser's security context (user policy opbion)

=] Apply once and do not reapply

[l mtem-level targeting Targeting.. .

Description

o[ con | [ howy [ b

Configure additional options that
control the behavior of a Group
Policy preference item
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Item-level targeting options
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R

Mo Ibem -i Add Callection | Bt

BORNERE» ALy EPORUBELERNRS

Battery Present
Computer Mame
CPU Speed

Date Match

Disk Space

Diomain
Emvironment WVanable
File Match

IP Address Range
Language

LDAR Query

MALC Sddress Range
M5! Clumrny
Ciperating System
Crganational Unit
PCMCIA Present
Portable Comiputer
Pracessing Mode
R

Registry Match
Securnty Group

Site

Terminal Session
Time Range

W Query

S Targeting Editor O

Mewr bem 'E Add Collection | lem Options = | & + | & =23 [~ X Delete | & Help

-i' |: operating system i3 Windows 10

Product WWindows 10 W
Edition Ay w
A = 7]
Computer Role | Any b

An Operating System targeting term allows 5 preference item to be applied to computers or user:
only if the processing computer's operating system's product name, release, edition, or computer
Frila atrhas thnge cnarifiad in the fametinn e Oddiriane] infarrmatinn

Cancel
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Item-level targeting options elev8

« Restrictdrive mappings to an Active Directory security group
« Configure differentpower plansto portable and desktop computers

- Deploy printersonly to computers that meet specific criteria, and to users thatare
members of a specificgroup

« Copy Microsoft Office templates based on the language of the operating
system installed on the computer
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Unit 07

Securing Active _
Directory Domaink
Services
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Security risks that can affect domain controllers elev8

« Domain controllers are prime targets for attacks and the most important resources to
secure

 Security risks include:

« Network security

 Authentication attacks

 Elevation of privilege

» DoS attack

« Operating system, service, or application attacks
» Operational risks

« Physical security threats
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Modifying the security settings of domain controllers

Use a GPO to apply the same security settings to all domain controllers
Consider custom GPOs that link to the Domain Controllers OU

Security options include:

Account policies, such as passwords and account lockout

Local policies, such as auditing, user rights, and security options
Event log configuration

Restricted groups

Secure system services

Windows Firewall with advanced security

Public key policies

Advanced auditing
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Implementing secure authentication elevd

Consider the following factorswhen implementing secure
authentication:

« Secureuser accounts and passwords

« Securegroups with elevated permissions

« Auditcritical object changes

- Deploysecure authentication, such as smart cards or multi-factor authenication
« Securenetwork activity

« Establish deprovisioning

« Secureclientcomputers
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Securing physical access to domain controllers elev8

When securing physical access to your domain controllers, consider the following:

* Only deploy domain controllers where physical security is ensured
« Use RODCs

« Use BitLockeron domain controller disk volumes
« Monitor hot-swap disk systems because they can lead to domain
« controller theft

* Protectvirtual disks; virtual machine admins must be highly trusted
 Store backupsin secure locations
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What are RODCs? elev8

Datacenter Branch office
* Writable Windows Server 2008 or * RODC:
newer domain controller - All objects
* Password replication policy: - Subset of attributes:
- Specifies which user and * No secrets
computer passwords can be * Not writable

cached by the RODC - Users sign in:

« RODC forwards authentication

« Password is cached:

* If password replication policy allows

AD DS




What are RODCs? elev8

Consider the following limitations when deploying RODCs:
« RODCs cannotbe operations masterrole holders

RODCs cannotbe bridgehead servers

Youshould have only one RODC per site, per domain

RODCs cannotauthenticate across trustswhen a WAN connectionis not available

No replicationchangesoriginateatan RODC

RODCs cannotsupportanyapp properly thatneeds to update AD DS interactively
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Deploying an RODC elev8

« ADPrep /RODCPrep
« Sufficient Windows Server 2008 or newer replication partners for

« the RODCs
« Foraone-stepdeployment, perform either of the following steps:

* InServer Manager, open Add Roles and Features, and then use

» Active Directory Domain Services Configuration Wizard
« Windows PowerShell: Install-ADDSDomainController —

« ReadOnlyReplica

elev® LeaRNING SoLUTIONS



Deploying an RODC elev8

« For atwo-step deployment, perform the following steps:

1. Prestaging: Create the account by using Active Directory
Administrative Center or Add-

ADDSReadOnlyDomainControllerAccount

2. Delegated promotion: Jointhe RODC as delegated admin: Server Manager or
Install-ADDSDomainController -ReadOnlyReplica
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Planning and configuring an RODC password elev8

replication policy
« Apasswordreplication policy determines which users’or computers’
« credentialsthat a specific RODC caches

* You can configure these credentials by using a:
 Domain-wide password replication policy
« RODC-specificpassword replication policy
« RODCfiltered attribute set
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Separating RODC local administration elev8

Administrator role separation allows performance of local administrative
tasks on the RODC for nondomain administrators

EachRODC maintains a local Security Accounts Manager database of
groups for specificadministrative purposes

Configure the local administrator by:
- Addingthe useror groupwhen precreating or installing the RODC
« Addingauseror grouponthe Managed By tab onthe RODC

e accountproperties
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Account security in Windows Server 2016 elevd

« Account security features in Windows Server 2016 include:
« Password policies

« Account lockout policies

» Fine-grained password policies

* Protected users

« Authentication policies

 Authentication policy silos
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Password policies elev8

Set password requirements by using the following settings:
« Enforce password history

« Maximum password age

« Minimum password age

« Minimum password length

Password complexity requirements:

« Does not contain name or user name

« Must have at least six characters

« Contains characters from three of the following four groups groups: uppercase,
lowercase, numeric, and special characters

elev® LeaRNING SoLUTIONS



Account lockout policies elevd

« Account lockout policies define whether accounts should be locked automatically after
several failed attempts to sign in

To configure these policy settings, you must consider:
« Account lockout duration
« Account lockout threshold
* Reset account lockout counter after

« Account lockout policies provide a level of security but also provide an opportunity
for DoS attacks
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Kerberos policies elev8

Kerberos policy settings determine timing for Kerberos tickets and other events

Setting Default
Enforce userlogon restrictions Enabled
Maximum lifetime for service ticket 600 minutes
Maximum lifetime for user ticket 10 hours
Maximum lifetime for user ticket renewal 7 days
Maximum tolerance for computer 5 minutes

clock synchronization

Kerberos claims and compound authentication for DAC requires Windows Server 2012 or
newer domain controllers



Protecting groups in AD DS elev8

- Restricted groups:

* You can control membership for local groups on workstations and servers by using
the following attributes:

« Members

« Member of

* You cannot use these with domain groups
* Protected Users group:

« Provides additional protection against the compromise of credentials during
authentication processes

« Members of this group automatically have nonconfigurable protection applied to their
accounts

elev® LeaRNING SoLUTIONS



Fine-grained password and lockout policies elev8

* You canuse fine-grained password policies to specify multiple password
policieswithin asingledomain
« Fine-grained password policies:

« Applyonly to user objects, InetOrgPerson objects, or global security groups
 Donotapplydirectlytoan OU
« Do notinterfere with custom password filters thatyou might usein

e thesame domain
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Account-security options in Windows Server

2016

« Protects users in the
Protected Users group

« Preventslocallycached user
profiles and credentials

« Requires Kerberos
authentication,limits TGTto
four hours

« No offlinesignin

« Windows 8.1, Windows 10,
Windows Server 2012 R2 and
Windows Server 2016 domain
members only
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« Configured as

authentication policy
objectin AD DS, applied
to

user, service,or

computer
accounts

Custom TGT

Uses claims (DAC) for
custom conditions

elev8

AD DS object

Centrally apply
authentication
policies to multiple
objects

Additional claim
allows administrators
to configure file access
persilo



Configuring user account policies elev8

« Configure with the Group
» Configure with secpol.msc Policy Managementconsole

* Apply tolocaluseraccounts « Applytoallaccountsin AD DS and
local accounts on computers
joined to the domain

« Can apply only once in a
domain andinonlyone GPO

- Take precedence over Local
Security Policy settings
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elev8

« To enhance security of the authentication process, you can use:

Windows Hello:
« For biometric-based sign in to Windows
Microsoft Passport:
To leverage Windows Hello and TPM
Azure Multi-Factor Authentication:
To enhance account security by adding second factor of verification
Can be used in cloud or for on-premises applications
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Enhancing password authentication with Windows elev8

Hello and MFA

Server
How Windows Hello works

User Your app
A

PIN

TPM

Windows
Hello
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Enhancing password authentication with Windows elevs

Hello and MFA

10101
01010
00100

Text message

Phone call D

Mobile app
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Account logon and logon events elev8

- Account logon events:

- The system that authenticates the account
registers these events

- Fordomain accounts: domain controllers
- Forlocal accounts: local computer

Account
logon event

Logo
n
- Logon events:

- The machine ator towhichauserlogged on
registers these events

- Interactive logon: user's system
- Network logon: server

event



Scoping audit policies elev8

4 y

Default Domain Custom
Controllers Policy GPO
Account Logon
logon events
events

®© &9




Overview of service accounts elev8

 For this purpose, you can create domain or local accounts to

* manage such access. However, this might compromise security
Use the following service accounts instead:

« Most privileged, still vulnerable if compromised

 Least privileged, may not have enough permissions to access all required resources

« Can access network resources with proper credentials
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Challenges of using service accounts elev8

« Extra administration effort to manage the service account password
« Difficulty in determining where a domain-based account is used as a service account
« Extra administration effort to mange the SPN
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Overview of managed service accounts elevd

Use MSAs to automate password and SPN management for service accounts that
services and applications use

Requires a Windows Server 2008 R2 or newer installed with:
.NET Framework 3.5.x
Active Directory module for Windows PowerShell

Recommended to run with AD DS configured at the Windows Server

2008 R2 functional level or higher
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What are group MSAs?

Group MSAs extend the capability of
standard MSAs by:

- Enabling MSAs for use on
more thanone computerin
the domain

- Storing MSA authentication
information on domain
controllers
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To support group MSA, your
environment:

e Must have at least one
Windows Server 2012 or
newer domain controller

* Must have a KDS root key
created for the domain
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SPNs and Kerberos delegation elev8

Kerberos delegation of authentication:

« Services can delegate service tickets issued to them by the KDC to another
service

Constrained delegation:

 Allows administratorsto definewhich services can use service tickets
issued to other services

SPNs help identify servicesuniquely

Windows Server 2016 allows:
« Constrained delegation acrossdomains
« Serviceadministratorsto configure constrained delegation
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Deploying and
managing AD CS
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What is AD CS? elev8

Allows you to implement a PKI for your organization:
 Issue and manage certificates

AD CS role services in Windows Server 2016:

« Certification Authority

Certification Authority Web Enrollment

Online Responder

Network Device Enrollment Service

Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service
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Options for implementing CA hierarchies

Issuing CAs

Issuing CA Issuing CA Issuing CA

Root CA
R A
oot C I
Policy CA —® Policy CA
Issuing CA
: : Issuing CA Issuing CA  Issuing CA
Issuing CA Issuing CA

Cross-certification trust
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Standalone vs. enterprise CAs

Standalone CAs Enterprise CAs

Must be used if any CA
(root/intermediate/policy) is offline
becauseastandalone CAis notjoined to an
AD DS domain

Users must provide identifying information
and specify the type of certificate

Does notsupport certificate templates

All certificate requests are kept pending
until administratorapproval

elev8

Requires the use of AD DS and stores
informationin AD DS

Canuse Group Policy to propagate
certificates to the trusted root CA
certificate store

Publishesuser certificatesand CRLsto AD
DS

Issues certificates based on a certificate
template

Supports autoenrollmentforissuing
certificates
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Considerations for deploying a root CA elev8

« Computer name and domain membership cannot change

« When you plan private key configuration, consider the following:
- CSP
- Key character length, with a default of 2,048
« The hash algorithm that is used to sign certificates issued by a CA

« When you plan a root CA, consider the following:
« Name and configuration
« Certificate database and log location
» Validity period
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Considerations for deploying a subordinate CA elevs

Root
Root

Subordinate

Subordinate

[ [

India Canada US
Locations

| t
S/MIME EFS RAS
Certificate uses

Root Root

Subordinate Subordinate

'l
el Tl
"l
e
el bl
Tl

. Employee Contractor Partner
Load Balancing Organizational divisions



Managing CAs elevs

For managing CA hierarchy, you can use:
« CAmanagement console
« Windows PowerShell

e Certutilcommand-line tool

Certutil provides aninterface for advanced CA and PKl configuration and
management

PKloptions are manageable through Group Policy, if you use the

following:
« Credential roaming
« Autoenrollment of certificates
 Certificate path validation
 Certificate distribution
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Configuring CA security elev8

* You can assignthe following permissions on a CA object:
* Read
 Issueand Manage Certificates
- Manage CA
« Request Certificates

« Security principalswiththe Issueand Manage Certificates permission canbe

restricted to a specifictemplate
« The Certificate Managers tab on the CA object properties
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Security roles for CA administration elev8

« Role-based administration:
« Grantpredefined CA permissions to asecurity group
 Must be manually configured; roles are not automatically created

 Typicalroles for AD CS might be:
« CAAdministrator
« Certificate Manager
« Backup Operator
« Auditor
« Enrollee

« Rolesmightbe unique to each AD CS deployment
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Configuring CA policy and exit modules elev8

« The policy module determines the action thatis performed after the certificate
requestisreceived

« The exit module determines what happens with a certificate afteritis issued
« Each CAis configured with default policy and exit modules

« MIM 2016 Certificate Management deploys custom policy and exit modules
« The exit module can send email or publish a certificate to a file system

* You have to use certutil to specify these settings, because they are not available in
the CA administrator console
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Configuring CDPs and AIA locations elev8

The AlAspecifies where to retrieve the CA's certificate
The CDP specifies from where the CRLfor a CAcanbe retrieved
Publicationlocations for AIAand CDP:

« AD DS (LDAP)

« Web servers (HTTP)

e FTP servers
e Fileservers

Ensure thatyou properly configure CRLand AlAlocations for offline and
standalone CAs

Ensure thatthe CRL for an offlineroot CAdoes not expire
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Renewing a CA certificate elev8

« The CA certificate needs to be renewed when the validity period of the CA
certificateis close to its expiration date

« The CAwill neverissue a certificate that has a longer validity time than its own
certificate

« Considerations forrenewing a root CA certificate:
- Keylength
- Validity period
- Considerationsforrenewing a certificate for anissuing CA:
* New key pair
« Smaller CRLs

« Procedure forrenewing a CA certificate
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Deploying and
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What are certificates and certificate templates? elev8

« A certificate contains information about users, devices, usage, validity, and a key pair

A certificate template defines:
« The format and contents of a certificate
« The process for creating and submitting a valid certificate request

« The security principals that are allowed to read, enroll, or use autoenrollment for a
certificate that will be based on the template

« The permissions that are required to modify a certificate template
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Configuring certificate template permissions

Permission Description

Allows a designated user, group, or computer to modify all

Full Control . 'g . . p P . Y
attributes—including ownership and permissions

Read Allows a designated user, group, or computer to read the certificate
in AD DS when enrolling

Write Allows a designated user, group, or computer to modify all
attributes except permissions

Enroll Allows a designated user, group, or computer to enroll for the
certificate template
Allows a designated user, group, or computer to receive a

Autoenroll

certificate through the autoenrollment process
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Configuring certificate template settings

elev8

« For each certificate template, you can customize several settings, such as validity

time, purpose, CSP, private key exportability, and issuance requirements
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Category

Users

Computers

Example of single purpose

Basic EFS
Authenticated session

Smart card sign-in
Web server

IPsec

Example of
multipurpose

Administrator
User

Smart card user

Computer

Domain controller



- Options for updating a certificate template

elev® SOLUTIONS

Modify the original certificate
template to incorporate the new
settings

Replace one or more certificate
templates with an upZdated
certificate template
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Certificate enroliment methods
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Method

Use

Autoenrollment

- To automate the request, retrieval, and storage of
certificates for domain-based computers

Manual enrollment

- Torequest certificates by using the
Certificates console or Certreq.exe when
the requestor cannot communicate directly
with the CA

CA Web enrollment

- Torequest certificates from a website that is
located on a CA

- Toissue certificates when
autoenrollment is not available

Enroll on behalf

- To provide IT staff with the right to request
certificates on behalf of another user (Enrollment
Agent)
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What is an enrolilment agent? elev8

« An Enrollment Agent is a user account used to request certificates on behalf of another
user account

« An Enrollment Agent must possess a certificate based on the Enrollment Agent
template

« Enrollment Agents are typically members of corporate or IT security departments
* You can limit the scope of an Enrollment Agent to:

 Specific users or security groups

 Specific certificate templates
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How does certificate revocation work? elev8

The following are steps in the certificate revocation lifecycle:
A certificate is revoked
« A CRL is published

A client computer verifies certificate validity and revocation
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Using certificates for SSL elev8

« The purpose of securing a connection with SSL is to protect data during
communication

« For SSL, a certificate must be installed on the server
« Be aware of trust issues

SSL works in the following steps:

The user types an HTTPS URL

The web server sends its SSL certificate

The client performs a check of the server certificate

The client generates a symmetric encryption key

The client encrypts this key with the server’s public key

The server uses its private key to decrypt the encrypted symmetric key

elev® LeaRNING SoLUTIONS



Using certificates for digital signatures elev8

Digital signatures ensure that:

« Content is not modified during transport
« The identity of the author is verifiable
Digital signatures work in the following way:

« When an author digitally sighs a document or a message, the operating system on his
or her computer creates a message cryptographic digest

« The cryptographic digest is then encrypted by using the author’s
- private key and added to the end of the document or message

» The recipient uses the author’s public key to decrypt the cryptographic digest and
compare it to the cryptographic digest created on the recipient's computer

« Users need to have a certificate that is based on a User template to use digital
signatures
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Using certificates for content encryption

 Encryption protects data from
unauthorized access

« EFS uses certificates for file
encryption

Header

« To send an encrypted message,
you must possess the recipient’s
public key
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File encryption key:
Encrypted with the file owner’s
public key

File encryption key:
Encrypted with the public key of
Recovery Agent 1

File encryption key:
Encrypted with the public key of
Recovery Agent 2 (optional)

elev8

Data

Decryption
Field

Data
— Recovery
Fields

Encrypted data




Using certificates for authentication elevd

 You can use certificates for user and device authentication

* You can also use certificates in network and application access scenarios such as:
« L2TP/IPsec VPN
« EAP-TLS
- PEAP
* NAP with IPsec
« Outlook Web App
* Mobile device authentication

elev® LeaRNING SoLUTIONS



What is a smart card? elev8

« Asmart cardis a « Smart cards: . You must use a valid
miniature computer, - Provide options for smart card and PIN
with limited storage multifactor together
and processing o &
capabilities, authentication
embedded in a « Provide enhanced
plastic card about the security over
size of a credit card passwords
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How does smart card authentication work? elev8

Smart cards can be used for:
* Interactive sign in to AD DS
 Client authentication

« Remote sign-in

« Offline sign-in
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What is a virtual smart card? elev8

A smart card infrastructure might be expensive
Windows Server 2012 AD CS introduced virtual smart cards

Virtual smart cards use the capabilities of the
TPM chip
No cost for buying smart cards and smart card readers

The computer acts like a smart card
The cryptographic capabilities of the TPM protect the private keys
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Enrolling certificates for smart cards elev8

« Before you issue smart cards, define the method of enrolling smart card certificates
« Smart card certificate enrollment requires some manual intervention

« For smart card enrollment:

« Define the certificate template for the smart cards

» Enroll one or more users for the Enrollment Agent certificate

« Configure the enrollment station

» Start the Enroll On Behalf Of wizard

» Ensure that users change their personal PINs
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Smart card management elev3

Smart card management tasks:

Issuance

Revocation
Renewal

Blocking and unblocking

Duplication

Suspension
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Smart card management elev3

Use MIM to:

* Issue smart cards to users

« Store information in a SQL database

- Manage revocation, renewal, unblocking, suspension, and reinstatement procedures

* Provide users and administrators with a web-based, self-service smart card
management interface

« Manage smart card printing with appropriate hardware
* Implement workflows for each management task
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Moving a root CA to another computer elev8

To move a CA from one computer to another, you have to perform backup and restore:
» To back up a computer, follow this procedure:

Record the names of the certificate templates
Back up a CA in the CA admin console

Export the registry subkey

Uninstall the CA role

Confirm the %SystemRoot% folder locations
Remove the old CA from the domain
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Moving a root CA to another computer elev8

To restore, follow this procedure:
* Install AD CS
Use the existing private key

Restore the registry file

Restore the CA database and settings

Restore the certificate templates

elev® LeaRNING SoLUTIONS




Monitoring CA operations elevd

« For monitoring and maintenance of a CA hierarchy, you can use PKIView and CA
auditing

With PKIView, you can:

« Access and manage PKl-related AD DS containers

« Monitor CAs and their health state

» Check the status of CA certificates

« Check the status of AIA locations

» Check the status of CRLs

» Check the status of CDPs

 Evaluate the state of the Online Responder

« CA auditing provides logging for various events that occur on the CA
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What is identity federation? elev8

Allows identification, authentication, and authorization across organizational and
platform boundaries

Requires a federated trust relationship between two organizations or entities

Allows organizations to retain control over who can access resources

Allows organizations to retain control of their user and group accounts
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What are claims-based identity and claims-based elevs

authentication?

Claims provide information about the users

The users’identity provider suppliesinformation that the application
provider accepts

Security
token

Service Application

Security token Security token
(outgoing (incoming
claims) claims)
|dentity Application

provider provider
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Overview of web services elev8

Web services comprise a standardized set of specifications used to build applications and
services

Web services typically:

« Transmit data as XML

Use SOAP to define the XML message format

Use WSDL to define valid SOAP messages

Use UDDI to describe available web services
SAML is a standard for exchanging identity claims
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What is AD FS? elev8

« AD FS is the Microsoft identity federation product that can use claims-based
authentication

* AD FS has the following features:

« SSO for web-based apps

* Interoperability with web services on multiple platforms

« Support for many clients, such as web browsers, mobile devices, and applications
 Extensibility to support customized claims from third-

 party applications

« The Delegation of account management to the user’s

* organization
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How AD FS enables SSO in a single organization elev8

Perimeter network Corporate network
AD DS
domain

controller
8 7
Federation
2 Service 4 6 5
Proxy
2

Federation
server

External client 9

Web server
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How AD FS enables SSO in a business-to-business elevs

federation

IreyiResearch) ADDS Federation trust A. Datum Corporation
\ Account Resource federation
server
N Federation
server
6
Internal
client Web
computer cerver
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AD FS components

elevd

LEARNING SOLUTIONS

Federation server

Federation server proxy and
Web Application Proxy

Claims
Claimrules
Attribute store

Claims providers

Relying parties

Claims provider trust

Relying party trust
Certificates

Endpoints
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AD FS requirements elev8

A successful AD FS deployment includes the following critical infrastructure:
« TCP/IP network connectivity

« AD DS

« Attribute stores

* DNS

elev® LeaRNING SoLUTIONS



PKI and certificate requirements elevs

AD FS uses the following certificates:
« Service communication certificates
« Token-signing certificates

- Token-decrypting certificates

- When choosing certificates, ensure that all federation partners and clients trust the
service communication certificate
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Federation server roles elev8

« A claims provider « Arelying party - AFederation Service
federationserver: federationserver: Proxy:
« Authenticates « Consumes - Getsdeployedin a
internalusers tokensfrom the perimeter
- Issues signed claims provider network
tc(c))ﬁgisnin eer . Issuestokens for « Provides a layer of
claims & application access ZichuarrI\tg/ementfor
internal

federation servers
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Planning an AD FS deployment for online services elevd

/ On-premises Exchange Online
AD DS Federation trust Microsoft online
< _____________________

services

Account federation

6 federation server

' server
7

Microsoft

Outlook
;i::::'.'.‘.‘-‘.““-“ Web App
\ server
Internal  "Tv--a
client 1 e
comput 11 e
puter
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Deploying SSO integration with Microsoft online elevs

services
To configure SSO for integration with online services, you must:

Prepare your environment for SSO

Deploy federation services

Deploy directory synchronization
Verify SSO
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Capacity planning

e Estimation table;

elev® LearnING soLUTIONS

Number of users

Minimum number of servers

Fewer than 1,000

2 federation servers, 2 proxies

1,000 — 15,000

2 federation servers, 2 proxies

15,000 - 60,000

3-5 federation servers, 2 proxies

More than 60,000

5+ federation servers, 3+ proxies
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What are AD FS claims and claim rules? elevd

Claims provide information about users from the claims provider to the relying
party

 Provides a default set of built- in « Retrieved from an attribute
claims store

« Enablesthe creation of  Calculated based on retrieved
custom claims values

« Requireseachclaimhavea « Transformed into alternate
unique URI values
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What are AD FS claims and claim rules? elev8

 Claim rules define how claims are sent and consumed by AD FS servers
 Claims provider rules are acceptance transform rules

Relying party rules can be:

* Issuance transform rules

* Issuance authorization rules

» Delegation authorization rules

« AD FS servers provide default claim rules, templates, and a syntax for creating custom
claim rules
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What is a claims provider trust? elev8

« Claims provider * Ina single- * You can configure

trusts: organization claims provider
scenario, a claims

* Are configured on provider trust called trusts by:
the rely.lng party Active Directory * Importingthe
federation server defines how AD DS federation metadata
« Identifythe claims user credentials are . Importing a
provider processed configuration file
 Configure the claim  Configuring the trust
rules for the claims manually

provider
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What is a relying party trust? elev8

» Relying party trusts: * Ina single- + You can configure
« Are configured on organization scenario, relying party trusts
the claime a relying party trust v
. defines the Y _
provider connection to * Importing the
federationserver internal applications federation
. metadata
* |dentify the .
relying party * Importing a

. Configure the configuration file

claim rules for * Manually

the relying party EOﬂftiguring the
rus
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Configuring an account partner and a resource elevd

partner

An account partner is a claims provider in a business-to-business federation scenario. To
configure an account partner:

» Implement the physical topology

« Add an attribute store

« Configure a relying party trust

« Add a claim description

» Prepare the client computers for federation

A resource partner is a relying party in a business-to-business federation scenario. To
configure a relying partner:

» Implement the physical topology

« Add an attribute store

« Configure a claims provider trust

» Create claim rule sets for the claims provider trust
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Managing an AD FS deployment elev8

« After the installation, you might need to perform periodic AD FS management tasks,
including:

* Managing the certificate life cycle
« Using automatic certificate rollover, which renews AD FS certificates once a year
« Using the Get-ADFSCertificate cmdlet to view certificate expiration dates

« Using the Update-MsolFederatedDomain cmdlet to manage certificate rollover when
the AD FS token-signing certificate renews on an annual basis

« Using the Set-AdfsSyncProperties cmdlet to change the primary and secondary AD FS
federation servers
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What is the Web Application Proxy? elev8

Windows Server 2016 includes several improvements to the Web Application Proxy
role, including:

Preauthentication for HTTP Basic app publishing

Wildcard domain publishing of apps
HTTP to HTTPS redirection
HTTP publishing
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Web Application Proxy and AD FS proxy elev8

- The Web Application Proxyisan AD FS proxy

« The same certificateis used on the AD FSserver and the Web
Application Proxy

- Split DNS allows the same name to resolve to different IP addresses

o=
T
s

AD FS server Web Application Proxy Internet
adfs.adatum.com adfs.adatum.com
172.16.0.21 10.10.0.100
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Web Application Proxy authentication methods elevs

Preauthentication types:
« AD FS
» Pass-through

Intranet application Web Application Proxy Internet




Scenarios for using the Web Application Proxy elevd

You can use the Web Application Proxy to publish:

SharePoint services

Exchangeservices

Remote Desktop Gateway services

Other, custom line-of-business applications

Corporate

network
Internet Client devices

Web AD DS
Application

Firewall Proxy Firewall

= EOlE K
D T T T T .

|cat|ons
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Installing and configuring the Web Application Proxy elevd

* Installthe Web Application Proxy
« Configure the Web
Application Proxy

« Updatethe Web Application
Proxy

* Load balancing
* DNS
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Extending the scope of AD DS elev8

AD DS was designed primarily for on-premises deployments, so its limitations are that it:
» Has a single tenant by design

« Employs protocols not suited for Internet communication
« Requires domain-joined computers to deliver full functionality
* You can install AD DS domain controllers on Azure virtual machines

elev® LeaRNING SoLUTIONS



Extending the scope of AD DS elevd

You can use AD DS to provide authentication and authorization for cloud-based services
and mobile devices by using:

« AD FS and Web Application Proxy
* Azure AD Device Registration
« Federation support

(U




Azure AD as an authentication system elev8

Key differences between Azure AD and AD DS:

« Azure AD is designed for Internet-based applications
In Azure AD, there are no OUs or GPOs

Azure AD cannot be queried through LDAP

Azure AD does not use Kerberos authentication

Azure AD includes federation services
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- Azure AD authentication options

Azure AD
Connect

Azure AD Connect
and password sync

AD DS AD DS

Single identity, enabling the
same sign-on experience
with password hash
synchronization

enabling SSO in some

flexibility

Federation

Single federated identity,

scenarios and additional

© elev8
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Azure AD pass-through authentication elev8

» Azure AD pass-through authentication enables you to centralize authentication for both on-
premises and cloud resources without deploying AD FS

a N

n HB

Ab Office 365 ﬁ
4, Return result 5. Return result

—P — SaaS apps
s | Azure AD -

3. Valldatlon 0 Uszrsos

and password
retrieved from

{F

against

Active Directory Your apps

User D =i SR,
Devices
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Overview of directory synchronization elev8

/ I Human Resources database Azure AD @ \
@
I Database

Exchange I

Email R Synchronization
I

' LDAP
\ : AD DS

|




Planning directory synchronization elev8

« Best practices for deploying directory synchronization:

« Have a proper project plan

- |If AD DS filtering is used, configure it before synchronizing objects to Azure AD
« Work with a Microsoft certified cloud solution provider

« Perform thorough capacity planning

« Remediate AD DS before deploying directory synchronization

« Add all SMTP domains as verified domains before synchronizing
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Prerequisites and preparation for directory elev8

synchronization

When reviewing the prerequisites for directory synchronization, your tasks should
include:

« Capacity planning for your directory synchronization database server

|dentifying the hardware requirements for your directory synchronization computer
ldentifying whether your environment exceeds the Azure AD object quota
Reviewing the network ports required by directory synchronization

Determining if any schema extensions to AD DS are required
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Configuring a tenant for directory synchronization elevd

To enable Active Directory synchronization by using the Azure portal:
* In the Azure portal, click Azure Active Directory.

* In the list of options, click Azure AD Connect.

« Select desired authentication option.
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AD FS and Azure AD elev8

AD DS domain
controller

Federation trust

SaaS application

Client
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Overview of Azure AD Connect elev8

When you use Azure AD Connect for directory synchronization:
« New user, group, and contact objects in on-premises
« AD DS are added to Azure AD

« Attributes of existing user, group, or contact objects that are modified in on-premises
AD DS are modified in Azure AD

 Existing user, group, and contact objects that are deleted from on-premises AD DS are
deleted from Azure AD

 Existing user objects that are disabled on-premises are disabled in Azure AD
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Azure AD Connect requirements elev8

When you identify the Azure AD Connect requirements, you should review:
* Azure AD requirements

Domain and forest requirements

Operating system and supporting software requirements
Permissions and accounts

Database requirements
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Azure AD Connect express synchronization

« You have asingle AD DS
forest

« Users sign in with the same
password by using passwords
synchronization

LEARNING SOLUTIONS

elev8

Installs the synchronization engine

Configures Azure AD Connector

Configures the on-premises AD DS
connector

Enables password synchronization

Configures synchronization



Azure AD Connect customized synchronization elev8

You can select customized settings for the following scenarios:
« When you have multiple forests

« When you customize your sign-in option, such as AD FS for federation, or use a non-
Microsoft identity provider

« When you customize synchronization features, such as filtering and writeback
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Azure AD Connect monitoring features elev§

f |
Azure AD

Connect

<<

On-premises
AD DS/AD FS
server

N




Azure AD Privileged Identity Management elevd

Azure AD Privileged Identity Management allows you to:
Discover which users are the Azure AD administrators

Enable on-demand, just-in-time administrative access to directory resources

Get reports about administrator access history and the changes in administrator
assignments

Get alerts about access to a privileged role
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Comparing options for identity synchronization

elev® LeaRNING SOLUTIONS

Sync users, groups, and contacts with
Azure

Sync incremental updates with Azure
Enable hybrid Office 365 scenarios

Users can sign in with on-
premises credentials

Reduce password administration
costs

Control password policies from an on-
premises directory

Enable cloud-based MFA
Enable on-premises MFA

Authenticate against on-premises
directory

Implement SSO with
organizational credentials

Customize the sign-in page
Limit access to services based on
location or clienttype

Directory DLty
. . synchronization with Directory

synchronization o .- .
password synchronization with SSO

only .-
synchronization

Yes Yes Yes

Yes Yes Yes

Yes, limited support Yes, limited support Yes, full support
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Managing users with directory synchronization elevs

« After you deploy Azure AD Connect successfully and enable scheduled synchronization,
perform these required management tasks to ensure users synchronize efficiently:

« User writeback

« Password writeback

» Device writeback

« Primary SMTP address management

« Recovery from accidental deletions

» Recovery from unsynchronized deletions
« Accidental account deletion

» Bulk activation of new accounts
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Managing groups with directory synchronization elev8

The group writeback feature writes groups from Azure AD to on- premises AD DS

The cmdlet Initialize-ADSyncGroupWriteBack prepares AD DS automatically for group
writeback

The OU where on-premises AD DS stores the cloud groups is $groupOU
Groups from Azure AD are represented as distribution groups in on-premises AD DS

An Azure AD Premium license is required if you enable a group writeback without the
Exchange Server hybrid writeback feature
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Modifying directory synchronization elev8

* Filtering configuration types thatyou apply to Azure AD Connectinclude:

 Allows you to select  Allows you to select  Allows you to control
which AD DS which OUs in AD DS which objectsin AD DS
domains are are allowed to should synchronize to
allowed to synchronizeto Azure the Azure AD based on
synchronize to AD criteria of the objects’
Azure AD e Uses Azure AD attributes

« Uses Azure AD Connect or e Uses Synchronization
Connect or Synchronization Rules Editor
Synchronization Service Manager

Service Manager
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Monitoring directory synchronization elev8

Tools to monitor directory synchronization:

« Operations Manager—use the System Center Management Pack for Azure
The Azure portal

Windows PowerShell

Synchronization Service Manager

Event logs
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Troubleshooting directory synchronization elevd

Troubleshooting tasks for directory synchronization include:
« Analyzing logs for errors

« Remediating synchronization errors with the tool

Typical issues that can lead to problems include:

Installation errors, such as using incorrect on-premises or Azure AD credentials

Inadvertently deactivating directory synchronization in the Azure

portal or through Windows PowerShell

Unexpected changes in AD DS that affect OU scoping or attribute filtering

Corrupted AD DS requiring directory recovery
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Understanding performance and bottlenecks elev8

A bottleneck is a resource that is currently at peak utilization Key system resources:
« CPU

 Disk
« Memory
» Network
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Overview of monitoring tools elev8

Windows Server provides the following tools to help with monitoring performance issues:
« Task Manager

Resource Monitor

Event Viewer

Performance Monitor

Windows PowerShell
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What is Performance Monitor? elev8

() File Action View Window Help

e 2m B @Bm
(&) Performance 7@4#” !| -;.D‘|Il .[|

4 :i Maonitoring Tools
B= Performance Monitor
4 :‘i Data Collector Sets 100
[ 1 User Defined
b Cm System 20
E Ewvent Trace Sessions
z Startup Event Trace Ses
4 :ﬁ Reports
4 E User Defined
B :_n' Server Manager Per
4 & System
B :_n' Active Directory Dia
3 :_n' Systemn Diagnostics
P :_n' System Performanc

VA

5:31:30 AM 5:31:59 AM 5:32:35 AM

Last| 1123 Awverage 3.739  Minimum 0.000 Maximum 63.033
Duration 1:40

Color Scale Counter Instance Parent Object Computer -

Current Disk Queue Length _Total PhysicalDisk WLON-DC1
% Disk Time _Total PhysicalDisk \\LON-DC1
Avg. Disk Queue Length  _Total PhysicalDisk WLON-DC1
% Disk Read Time _Total PhysicalDisk WLON-DCY
Avg. Disk Read Queue Le... _Total PhysicalDisk WLON-DC1
% Disk Write Time _Total PhysicalDisk WLON-DC1
Auwg. Disk Write Queue Le... _Total PhysicalDisk WLON-DC1
mn

I 2

A
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What is Performance Monitor? elev8

* You can use Performance Monitor to view current performance statistics or historical
data gathered by using data collector sets

« Important performance counters include:
- CPU

« Memory

 Disk

» Network
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What is Performance Monitor? elev8

« Important performance counters include:

« AD DS:

« NTDS\ DRA Inbound Bytes Total/sec

« NTDS\ DRA Inbound Object

« NTDS\ DRA Outbound Bytes Total/sec

« NTDS\ DRA Pending Replication Synchronizations

 Security System-Wide Statistics\ Kerberos Authentications/sec
 Security System-Wide Statistics\ NTLM Authentications
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What are data collector sets? elev8

You can use data collector sets to gather performance-related information
Data collector sets can contain the following types of data collectors:
Performance counters

Event trace data

System configuration information
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Overview of the AD DS database elev8

« The directory database stores Active Directory information
« Four Active Directory partitions on each domain controller are: domain,
 configuration, schema, and application (optional)
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Overview of the AD DS database elev8

 File-level components of the AD DS database are:

File Description
Ntds.dit « Main AD DS database file

- Contains Active Directory partitions and objects

Edb*.log Transaction logs
Edb.chk Database checkpoint file
Edbres00001.jrs Reserve transaction log file that allows the directory to

processtransactions ifthe server runs out of disk space
Edbres00002.jrs
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What is NtdsUtil? elev8

You can use NtdsUtil to:

Manage and control single-master operations

Perform Active Directory database maintenance:
Perform offline defragmentation
Create and mount snapshots

Move database files
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What is NtdsUtil? elev8

Clean domain-controller metadata:;

Domain-controller removal or demotion while not connected to a domain
Reset DSRM:
Password

set dsrm
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Understanding restartable AD DS elevd

« Use the Services console to start or stop AD DS
« Three states of AD DS:

- AD DS Started

- AD DS Stopped

- DSRM

- Itis not possible to perform a system state restoration while AD DS is in Stopped

state
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Managing Active Directory snapshots elev8

Create a snapshot of AD DS with NtdsUtil
Mount the snapshot with NtdsUtil
View the snapshot:

Right-click the root node of Active Directory Users and Computers, and then click
Connect to Domain Controller

Type serverFQDN:port
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Managing Active Directory snapshots elev8

View read-only snapshot:

Cannot directly restore data from the snapshot

Recover data:

Connect to the mounted snapshot, and then export/reimport objects’
attributes with Ldifde

Restore a backup from the same date as the snapshot
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Deleting and restoring objects from AD DS elev3

» Deleted objects are recovered through tombstone reanimation
« When an object is deleted, most of its attributes are cleared
« Authoritative restore requires Active Directory downtime

Delete Garbage
5 collection ' Physically
Live < Tombstoned > deleted
Reanimate
tombstone/

authoritative restore
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Configuring Active Directory Recycle Bin elevd

 Active Directory Recycle Bin provides away to restore deleted objects without

Active Directory downtime

- Uses Active Directory module for Windows PowerShell or the Active Directory

Administrative Center to restore objects

. > Recycle :
Live Deleted 5 _ Physically
Recycled " deleted
Authoritative
restore / \ /
Deleted object Recycled object

lifetime lifetime



Additional backup and recovery tools elev3

- Windows Server Backup
- Microsoft Azure Backup

- Data Protection Manager
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Active Directory backup and recovery elev8

« Nonauthoritative or normal restore
« Authoritative restore
« Full serverrestore

- Alternate location restore
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Module 0X Review elev8

: L » Securing Active Directory Domain
* Installing and configuring Services

domain controllers ol . e
« Managing objects in AD DS Deploy!ng a”d managfng
« Deploying and managing
. Advanced AR certificates
infrastructure management

« Implementing and administering

 Implementing and administering AD F5
AD DS sites and replication - Implementing AD DS
« Implementing Group Policy synchronization with Microsoft
Azure AD

« Managing user settings with
Group Policy - Monitoring, managing, and

recovering AD DS




THANK YOU!
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